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Abstract

Control Objectives for Information and Related Technology (COBdy€&romesvery
popular in recent years ands regarded as the most comprehensiVegovernance
framework. However, itactualutilization and effectiveness are not clear dueh lack of
academic studies. Also, thpoliferationof other IT standards and best practices, such as
ISO270®@ seriesand ITIL, creates great challenges for organizations to undertiaird
relationsandto take advantage of therfihe main objective ofhis research is to explore
the practicability of COBIT frameworknd its actual usage in established IT environment
A pilot COBIT programwithin an IT departmenivascarried outasa case studio collect
primary data The actual usage of COBIT tools &nalyzed and compared to their
theoretical designPractical problems and value for atiog COBIT framework are
identified and classified. In addition, a COBBISC model is proposed to illustrate a simple
way of strueuring COBIT control objectiveswhich is different from theprevioususage of
Balanced ScorecardThis study will contribute some practical insights to COBIT
framework and help organizations take advantage of COBIT as well as other IT control

frameworks.

Key words: COBIT, IT Governance,Balanced Scorecardcontrol frameworks IT
standardsiSO270® seriesITIL, IT audit
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Chapter 1 - Introduction

Statement of the Problems

The increased complexity of IT management and the growing stratetgcof IT in
business have bring IT governanmto an essential part of the corporate governance
mechanism.Effective IT governance helps ensure that IT supports business goals,
optimises business investment in IT, and appropriately manageeeléifed risks and
opportunities(ITGI, 2007) It hasbeammea hot topic forscholarsand IT professionalm
recent yearsMore and more organizations adopt IT governance to ensure IT efficiency,
decrease IT costs and increase control of IT investn(®ais Grembergen & De Haes,
2005) A number ofIT governanceframeworks such adTIL, COBIT, ISO 17799are
developedo provide guidanceand tools forbetter IT governanceAmong them, Control
Objectives for Information and related Technologies (COBITglasmed to bethe most
comprehensive IT governance frameksit gives a broad overviewf thefull life -cycle

of IT management.

Despite the growing popularity of COBIT, the actual utilization and effectiveness
COBIT are not clear due to the lack of academic studibs. source®f COBIT related
studiesmainly come from its publishershe IT Governance Institute (ITGI) and The
Information Systems Audit and Control Association (ISACAJome researchers
(Simonsson, Johnson, & Wijkstram, 200ave pointed out that the biggest disadvantage
with COBIT is that it equires a great deal of knowledge to understand its framework before
it could be applied as a tool to support IT governaiicis reportedITGI, 2011)thatthe

usage of COBIT increased from 9% in 2006 to 14% in 2008; howévdecreased to



12.9% in 200. This trend proveshe conclusion fromHher previous surveyhat COBITis
not as easily implemented asginally estimatedITGI, 2006) According to tlis survey,
ITIL and ISO 17799/ISO 27000 are the two most frequently used frameworks. Many
executivesagree thaeven though they believ@OBIT is a good framewotkthey prefer to
focus on ITIL and 1ISO27000

Indeed, he proliferationof variousIT standards and best practicexh as ITIL, ISO2700)
PRINCE2, etccreates great challenges for organizatitmsnderstand these framewarks
The lack of guidancdor customization and implementationakeit difficult to launch
COBIT within established IT environmenespecially when some IT frameworks arell

in place.How to choose and use various IT framekgoto benefit the organization most?
How to start COBIT based on established IT policies and procediifesszquestions

become big puzzles for management and IT professionals.

Statement of this Research

The main objective of this research is to explore pinacticability of COBITframework
andits actual usagén established IT environmenA case study is carried out to gather
primary dataA pilot COBIT initiative wasrolled outwithin an IT department of the case
company.A great deal ofifst-degreedaa is gatheredrom management, IT professionals
as well as IT auditorgia questionnairegnterviews and workshogrractical problemsnd
value for adoptng and implemenng COBIT frameworkare identifiedand classifiedIn
addition,a COBIT-BSC modelis proposed tallustratea simple way of structurin@OBIT
control objective. The model categores COBIT control objectivesnto five groups based
on its inner relations and the four viewsBalanced Scorecard (BSQY) provides an easier
way for managerant tounderstand COBI&nd its relatiorto other popular IT standards.

This study will ontribute some practical insight®®o COBIT framework and help



organizations understand and take advantage of COBIT as well as other IT control
frameworks.

This paperis organized imine chaptersthe firstchapteris thisgeneralintroductionof this

study, the seconcthapterintroducesCOBIT andcurrent IT governancdrameworls; the

third chapterintroduces the literature reviesglated to COBIT and I'Governancechater

four clarifies the research questignesearch methodologgnd research desigehapter

five describeghe casestudyin details in chaptersix, findings of theliterature review and

the results ofcase studyare analyzed and discusses new modelis proposed and
explainedin chapter eightthe ninth chapterexplains thedifferencebetweenthis model

and previous worksen Balanced ScorecarBinally, the last sectiononcludes the value of

this studyandgivesrecommendations for further research.

Chapter 2- IT Governance Framework

IT Governance

As part of the scopeof corporategovernancethe primarygoal ofIT governance iso align

organi zationods I T oper at it s definedvasithé stratdgis b usi n
alignment of IT with the businessich that maximum business value is achieveautih

the development and maintenance of effective IT control and accountability, performance
management, and risk managendef\tVebb, Polland, & Ridley, 2006K ey components of

IT governancencludedefining IT organisational structure apadocessedriving alignment

of IT goals with business goals, managinigks of IT operations and investments

leveragng IT resourcesand ensuring I'performanceITGI, 2007)



The need for IT governanage accumulatechs IT managemenis becoming increasingly
sophisticatedlue to increased IT costs and strategic value of information and technologies.
Also, companies are obligated tomply with variousregulations and the requiremsent
such asthe Sarbane©xley Act (SOX in USA, theThird Basel Accord(Basel Il in

Europe(Spremic, 2012)

IT Control Frameworks

A control framework iglefinedasia r ecogni sed system of control
internalcontrb s expect ed i hythanstituteofgrermal Auditors Regsearch
Foundation(IlIARF). In recent years various groups have developed wuoidé known

control framework andIT governanceframeworksto assistlT managemenissues

Generally, here are three categories of control framewadcordirg tothe study oiNicho

(Nicho, 2008)

Businessriented controls
A COSO (Committee of Sponsoring Organisation);

A SAS(Statement of Auditing Standarcls)

IT focussed controls
A ITIL (The IT Infrastructure Library)

A ISO/IEC17799:2000 SO 27000 6 70a1@00b, yS®27002:2005 2

BusinesdT alignment focused controls
A COBIT;

Before diving into the discussion of COBIhet following partwill briefly introduce the

features ofS0O17799 27000and ITIL.

1ISO17799/27000

ISO/IEC 17799:2005 Code of Practicer finformation Security Management is an
international standardwhich was published by the International Organisation for

Standardisation (ISO) and International EledtohnicalCommission (IEC)The historic



source for the standard was BS 7-199which contributed essential parts to ISO/IEC
17799:2005. It was developed and published by the British Standards Institution (BSI),
labelled as BS 7799:1999. The original British Standard was issued in two parts:

BS 7799 Part 1: Information Technol@yyYode of Practice for Information Security
Management

BS 7799 Part 2: Information Security Management Sysie8gecification with Guidance

for Use (nowknown asiSO/IEC 27001)

The goal of ISO/IEC 17799:2005 is to provide information to parties responsible for
implementing information security within an organisation. It can be seen as a best practice
for developing and maintaining security standards and management practices within an
organisation to improve reliability on information security in indeganisational
relationships.

ISO 17799 contains best practices for policies of information security, assignment of
responsibility for information security, problem escalation, and business continuity
management. Thismformation is organized into 10 sections that con&6 objectives and

127 controlsThese 1Gections and their key elements include:

Security policy

Organizational security

Asset classification and control

Personnel security

Physical and environmental security
Communications and operations management
Access control

Systems development and maintenance

Business continuity management

o Po Do Po Do Do Do Do Do Do

Compliance



ITIL

ITIL is a series of eight books that provide consistent and comprehensive best practices for
IT service management and delivery. ITIL provides the foundatorydality IT service
managementit gives comprehensivieest practice of how to plan, design and implement
effective service management capabilities, and describes desapiprdaches, functions,

roles and processes upon which organizations may basewrepractices.

The processes of Service Support are:

Incident management
Problem management
Configuration management

Change management

o Do Do Do Do

Release management

The key practices of Service Delivery are:

Service level management
Financial management for IT se&gs

Capacity management

o Do Do Do

IT service continuity management
A Availability management

In its third version,ITIL attempts tomove from a processased framework to a more
comprehensive structure reflecting the life cycle of IT serwe#ls completeoperation&
phases namelydesign, transition and operatioalso stresses the importance difategy

and continual service improvement.

COBIT

Introduction

COBIT is a globally accepted set of tools that executiveslangrofessionals can use to

ensure that IToperations are aligned withusinessgoals and objectivest was initially



created by the Information Syste Audit and Control FoundatiqgiSACF) in 196 aspart

of the Committee of SponsorinQrganizations of the Treadwagommission (COSO)
evaluation franework. The IT Governance Institu(er'Gl), which founded by ISACA in
1998, releasethe thirdedition of COBIT in 2000 the fourth edition was released in 2005,
and wasrevised as 4.1 edition in 2007.Released in 2012, COBIT 5 ihe newest
framework

The discussion of this research focuses on COBIT 4.1 as it lay®anelationof COBIT
framework and is more widely uselh addition a large part of COBIT 5 refers back to
COBIT 4.1. According to ITGICOBIT 5is developed bgonsolidaing and integrang the

COBIT 4.1, Val IT1 and Risk IR into one single business framework.

Core Concepts

The underpinning concept of the COBIT framework is tiashould becontroled by
concentrating on information that is needed to support the business objemtides
requirementsThe requirednformationis the result of combined application of-f€lated
resourcesand IT processes.The three components, namelgfarmation criteria, IT
resourcesand IT processesform the three main dimension®f COBIT conceptual

framework (see figure 1)

'val isddbllection omanagement practices and techniques for evaluating and managing investment in business
change and innovatiott.is published byTGI and is closely aligned with and corimpénts the CobiT framework

2 The Risk IT frameworlis launched by ISACAaimingto integratethe management of IT risk into the overall Enterprise
Risk Management.



Business Process

1l

IT-Ressources

* Data
* Applications

« Technologies
* Infrastructure
*» Personnel

Maintain and

Evaluate (ME)

Deliver and
Support (DS)

Criteria (Goals)
+ Confidentiality
+ Availability
* Integrity
* Reliability
« Effektiveness
+ Efficiency
» Compliance

Planning and
Organisation (PO)

Acquire and
Implement (Al)

Copyright @ ITIL org - Glenfizs AG

Figure 1. COBITCore Concepts
Source: ITGIwww.itgi.org

Seveninformationcriteria:

A Effectiveness
Efficiency
Confidentiality
Integrity
Availability

o Do o Do Do

Compliance
A Reliability
Five essential IT resources

A People
Applications
Technology
Facilities

o Do Do Do

Data
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IT processes

Each of COBI Toés | T processes hermrol abjegtivescess de
COBIT classifies generidT processes into maidomains The control objetives are

identified by a twecharacter domain referencguth a$?O, Al, DS and ME) plus a process

number and &ontrol objective numbeCOBIT 4.1 has 34 high level processes that cover

222 control objectives categorized in four domaimdich aremappel and aligned with

traditional IT development concept B&an, Build, RunandMonitor.

A

A Plan and Organise (PO)

A Acquire and Implement (Al)
A Deliver and Support (DS)
A Monitor and Evaluate (ME)

COBIT presents IT activities a hierarchicalstructurefrom thehighest domain level to IT

processes and todlowest level of IT activitiegsee figure 2)

Business Requirements

DOMAINS

People

Infrastructure

PROCESSES

Applications
Information

-

ACTIVITIES
=
o
°
«

Figure 2 COBIT 8ucture
Source: ITGIwww.itgi.org

IT Processes
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Common COBIT Tools

COBIT contairs a set oftools andresourceghat organizationan usefor IT governance

and controlCommon tools used iBOBIT are

A PerformanceGoals andVletrics enablinglT performance to bemeasured

A Maturity Modet assising in benchmarking and decisianaking for process
improvements

A RACI Chart identifying whoareResponsibleAccountable, Consulted, or Informed

for specific IT process.

Focuses of COBIT

Aiming to bridge the gap between business control models and IT control nO@&ET

is designed formanagementsenio IT professionalsand auditors. It helps management
balance risk and control in IT investmenpsovides guidelines for better IT service and
performance managemenand assistsauditors identifying IT risks and establishing
adequate IT controls. COBIT is a comprehensive IT governance framework for
management to operate at high levil is not a pure technology standard fof
managementCOBIT contributes to enterprise needsdmguing that

A 1T is aligned with the business;

A IT enables the busineasdmaximizes its benefits;
A IT resources are used responsibly

A IT risks are managed appropriately.

Relations between COBIT, ITIL, ISO27000

1ISO17799/27000 & COBIT

As indicated by previous researchefvon Solms, 2005COBIT is advantageous for

information securty governance because it provides a larger and wider governance

10



frameworkandstructure that integrates information security into all essential IT processes.
However the downside of COBIT is that it is nowvays very detailed in terms bhbwto do

certainthings. On the other hand, ISO17799 is exclusive to information security and only
addresses that 1issue; it provides much more
done. Despite of its advantageSO17799 also suffers the criticism of being very muc

stand alone

Solms suggests thatis beneficial to combine these two naturally complement frameworks.
Organizations can use COBIT as a highel reference framework in which information

security governance is well positioned; and use ISO 18&% laver level guideline

specifically for information security detailed issues.

ITIL & COBIT

While COBIT focuses on what should be done as an IT governance and control framework,
ITIL gives detailed guidance on how thing should be done. Generatlgegsedall into

DS domainin COBIT are coveredby ITIL in a comprehensive manndtough it tries to
capture the full breadth of IT managemenh its new versions, ITIL are not as
comprehensive as COBIT does in term of IT governance. It is mainly used to define an
standardizéT service management processes.

Researchers agree thiatvill create a more powerful IT governance environment if COBIT
andITIL are combined together. Ghe one hand, COBIT provides a broader context of IT
controls and higher views of bimess priorities; on the other hand, ITIL defines effective
ways to translate high level requirements intacical IT servicedrigure 3 givesa general

illustration of the relations between popular IT governance frameworks.

11
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SCOPE OF COVERAGE
Figure 3 IT governance frameworks

Tablel compareshedifferencesf these frameworks:

_ COBIT ITIL 1SO27001
T I === BT Sl

Scope IT governance IT ServiceMGMT InformationSecurity
Certlflcatlon Certification of

organlzatlon

JEGCENNN (vetodelcay i e eines i FinemenensEancar,

Table 1: Comparisonof IT frameworks
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Chapter 3- COBIT Reviews

Scarce Academic literature

Despite the fact that COBIT is becoming an influential framework for IT control and
governancestudy on COBIT literature and utilization (Ridley, Young, & Carroll, 2004)
reveals that there is relagly little academic literaturthathas been published investiopeaf

the utilization of COBIT. The reason may because that the main sources available for
COBIT related publications are through a range ofacedemic organizations, mainly the

IT Governance Institute (ITGI) and The Information Systems Audit and Control
Association (ISACA) which are the publishers of COBIT produdElG and ISACA are

widely accepted by IT professionals and audit practitioners, but not always referred to by
academic researels. Thus, the majority of COBIT publications appear to have a
practitioner focus, very few academicatljiented researches were found. The study also
points out that there is a great lack of academic research investigating the range and
characteristics fo organizations that have utilized COBIT and the outcomes of
implementation. Therefore, more rigorous researches in COBIT implementation are highly
needed.

This study alsacategorizeSCOBIT literatureinto a thredevel framework which shows
clearly the eality of currentliterature on COBIT. The first levditerature are mainly
fillustrations o f I T governance cont r oidg ond c maree nt 0,
references to COBIT t@xplain some aspect of IT governance, the control objectives
approach, adit procedures or similar. Discussion tends to be at a theoretical or conceptual
level rather than at an applied or implementation |eMed secondevelliterature concers

wi trevinews of specific | T gowhichisaso primarilig ont r ol
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theoretical, either focirsg entirely on COBIT, or preseing a comparison between COBIT
and one or more other IT governance control methodologies.thirdle v e | ACOBI T
i mpl ementationso has an appl i ederimgtheatdl at i on,

use of COBIT in individual organizations, including case studies.

Strengths of COBIT Framework

According toCOBIT publications(ITGI, 2007) COBIT addresses a broad spectrum of
duties in IT governance and manageméntncludes the mostignificant parts of IT
management, including those covered by other standards. Although no technical details
have been includedhe necessary tasks foomplying with the control objectives are self
explanatory.lts good practices represent the consensusxperts.lt helps management

build agoodinternallT control system

These claims are confirmed by some researcRensyetRuiz (RouyetRuiz, 2008)argues

that COBITGs origin in auditing makes it a perfect reference frdoranternal control of IT

It guaranteg performance measurement, value creation and risk managenteal are
defined inCOBITGs process orientation and in the structured metrics system that measures
those processesHardy (HARDY, 2006) also agreesthat COBIT provides a useful
instrument to help organizations get started evaluating their own IT governance systems.
The IT governance sedssessment checklist helps auditors to determine each of the
COBIT processes. COBIT also provides a sound approach for implemengogdinance
related initiatives in a weltontrolled environment.

Haes and Grembergen (Van Grembergen & De Haes, 2008)ink that COBIT has
important business valuéncluding increased compliance, corporate risk reduction, good
accountability, and proves to beuadul tool to establish a baseline for process maturity

Colbert and Bower(Colbert & Bowen, 1996xlaim that COBIT is arguably the most
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appropriate controframework to help an organization ensure alignnissttveen use of
Information Technology (IT) and itgusiness goals, as it places emphasis on the business
need that is satisfied by each control objectivbas become a dacto standard especially

in financial organizationgRobinson, 200band is being used increasingly bydwerse
range of organizains throughout the world

Forrester Researcfsymons, 2006suggestdhat te starting point for an IT governance
framework should be COBIT, becauseis the most comprehensive IT governance
framework available todayCOBI1 T6és str engt ¢nsIT managemennand t s
control and inits breadth which coversevery important IT process. lielps management
understand what they need to do to ensure that investments in iiaanmmized around
business value, do not represent unacceptable risks, cawtphall requiredregulatory

requirements, and can be audited.

Weaknesses of COBIT Framework

Some researchers (Simonsson, Johnson, & Wijkstrém, 200k that cme of the biggest
disadvantages witlCOBIT is thatit requires a great deal d&nowledgeto understand
COBIT frameworkbefore it could beppied as a tool to support IT governancet@assess
the | T or gani z arhis noag lbethe nmi@ redAsonr wimapnactitonedts not
use thisframework They explainthat there is a lot of nicongruene betweencontrol
objectives processand businesgrequirementsEven though a vast number of processes,
activities, and responsibilities are descriloethe framework the connectiobetweerthem
and howthey arereflected in the featured maturitgodelis not specifiedThe maturity
modelthen mainlyserves as standalone analysis tooBesidesCOBIT does not provide

guidelines or optiondor partial implementationand there is no aid foefficient data
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collection. Due to tlese problemsit is not eay for practitionersto understand andise

COBIT.

Williams (Williams, 2006)revealsthat while there are abundant studies showing that IT
governance can bring great value, few studies concentrate on the difficulties that many
organisations experience inewkloping, implementing, maintaining and monitoring
effective IT governance structures and processes. Many organisations embarking on the
road of IT governance try to seek assistance among peers and external advisors. However,
thatwill incur relatively hgh costs and may be inhibited by competitive pressures.

Buzina (Buzina, 2011)}thinks that COBIT has very complicated structure and too many
unpractical measurements for practical use. He gives an example a@ohglicatedit is

of linking just one busires goal to IT processésgure 5)
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Nicho (Nicho, 2008)also summarizessome generi@nalysisof the issueswithin COBIT

frameworkfrom bothacademic and neacademic sourcesle concludeghat first of all,
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the metricsdescribed in COBITincluding Key Performancelndicators (KPIs) andey

Goal Indicators (KGls),are very generic and har trace back to particular goals.

Secondly, there is no guidance for best implementation praSotms(von Solms, 2005)

highlights this limitatiorby statingthatfit (COBIT) is not alwaysrery detailed in terms of

Ohowd t o do. Thedetdlecddontrol bbiectivegire moreaddr essed t o O wt
must be dong@ Thus aganisations still have to figure out how to implement those

processes by themselves.

Another problem is the misuse of Maturity Model. The Maturity Model is an important tool

in COBIT to benchmark each of the control procesard identifynecessary capability
improvements. But the definitions of maturity levels are very generic. In addition, the right
maturity | evel wi || be influenced rdlifg t he en
environment and i ndustry practices, such as
technology sophistication, the value of its information, etc. So it is misleading to use

maturity level assessing the level of adherence to the control objgdtics 2007)

The generic naturef COBIT identified bythesescholars is admittetty COBIT in its

Management Guidelines and Implementation Toal Set

néit needs to be emphasised that these gui de
and do not provide mhustry specific measures. Organisations will in many cases need to
customise this general set of directions to t
ACOBI T is a framework that must be tailored
IT processes must be compareditcet or gani sati ondés existing pro
risks must be reviewed, and responsibilities for the IT processes must be established.
Organisations will in many cases need to customise this general set of guidelines to their

specific environmert.

However, COBIT does not provideoncrete methods or guidelines facilitating

organizations to accomplish this kind of customizat®therlimitationsof COBIT are also
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mentioned by some researchersuch aslacking a roadmap for continuouprocess

improvement(Anthes, 2004)requiringcostly pocedural reengineering (Oliver, 2003gtc

COBIT Case Studies

Council (Council, 2007)describes a case study implementingDS5 Ensure Systems
Security at South Louisiana Community Colleg&he studyattempts @ examinethe
managerial aspects obntribuing to or detraghg from the success of an IT governance
program in higher educatiort summarizes manymplications and suggestions the
management aspects of IT governance programgpractitiones and aademicstudies.
Council also concludes thalT governance is in its infancy and the area is rich with
potential for improvement and research opportunitiéis. study was one of many steps
needed to allow organizationsrealize the full benefits of COBI@nd similar frameworks.

Hardy (HARDY, 2006)conducs a casestudy at Unisys which is one of the leading
international IT service companies in the US#Ae researches ithe effectsof having a
standardized IT strategps uppor t Uni sy s OGaligg theold mfrastrociure r at i 0 n s
with the company's overall business strategy and help comply with SOX. Unisys evaluated
its options and adopted COBIT to provide an effective éhtiwl and IT governance
framework. As a result of implementing COBIT, businesecpsses within IT were
improved and SOX related controls were established. Unisys has also utilized COBIT as a
guideline for developing its approach for outsourcing work to third parties by identifying
processes and tasks within the domains of COBHe results of the study revealed that
Unisys' business process within IT had improved as a result of using COBIT for ongoing
SOX compliance and other Jovernanceelated projects.

Some researchers (Bowen, Rohde, & Cheung) explore the factors influencing IT

governance structures, processes, and outcome melies study reveals that IT
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governance performance outcomes are associated with a shared understanding of business
and IT objectives; active involvement of IT steering committees; a balance of busidess a

IT representatives in IT decisions; and comprehensive anecam@lnunicated IT strategies

and policies. IT governance also plays a prominent role in fostering project success and
delivering business valud@he study also suggeghat researchers shoulthrry out more

in-depth case studies across a variety of industidarge scaleof surveys of enterprise

practices would likely provideorevaluable insights.

Conclusions of COBIT Reviews

Based on th review of COBIT studies we can conclude that tlelis a great need of
academiaesearclon the actual usage of COBIT framewohk.theory, COBIT has great

value in aligning IT operations with business stratedigstovides a comprehensive view

over the full lifecycle of IT management arftelps integrde other IT standard#\lso, it

has great strengths in assisting internal control and auditing processes. However there are
also many weaknesss identified by researchersuch aghe lacks of guidance, complex
structures The number of case studies on ADBs very limitedand most of them are
provided by ITGI. Related academic studies are in great paucity.

In order to fill this gap anddd more practical insights on COBIhijs research will explore

the actual usage of COBIT by a case study, investigdiiwv COBIT is used in established

IT environmentexaminng the practicalvalues angroblemsof COBIT.
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Chapter 4 - Research Design

Research Questions

This study attemptsto investigatethe main researchgquestionof fiHow COBIT is usedin
established IT environme?it
The main research question can be divided into the following secondary research questions:

A RQ1: What are the fundamentahethodologiesand common tools in COBIT
framework? How are theyse®
A RQ2: What IT standards or frameworks are being deedT governance? Bw

they are used?

I>

RQ3: What is thepracticalvalue of COBIT inestablishedT environment?
A RQ4: Whatarethe practical problem$or adopting and implementingOBIT?

Research Methodology

This study will use qualitative research methodologyxiaarethe practicability of COBIT
framework and how its implemented in established IT environmeQualitative research

is an empirical research method which is widely used in social, behavioural, organisational
and evaluative resear¢Kaplan & Duchon1998) Most data in qualitative research are not
normally in the form of numbers and to be collected from various sources, which involves
many techniques such as data description, decoding, translation, etc. to understand their
meaning in a natural setgn(Van Maanen, 1979)A qualitative approach is deemed
suitable for this research as it requires primary data from various points of views of certain
participants and in a particular IT organization context.

To collect primary data regarding tiaplemenation of COBIT methodologies reatlife

context, a case study is needed. Case study is a useful research method to study complex

20



issues. According to YifYin, 1994) a case study is fAan empiriceé
a contemporary phenomenon withits reallife context, especially when the boundaries
bet ween phenomenon and context are not <cl ear/
contextual analysis of a limited number of events or conditions and their relationships.
Researchers have ustdtk case study research method for many years across a variety of
disciplines.

There are several categories of case study. Yin notes three categories, namely exploratory,
descriptive and explanatory case studies. Other researchers also mention about other
categories. For instance, McDonougMcDonough & McDonough, 1997)ncludes
interpretive and evaluative case studies as two other categories. Regarding the interests of
this research, it is aexploratorystudy whichinvestigatesthe practicability of COBT
framework andts value and weaknessas established IT environmenfs data will be

only collected in one organization, this research is a single case study.

A key strength of the case study method is that it involves multiple sources and techniques
in the data gathering proceSsirveys, interviews, documentation review, observation, etc.

are common tools to collect data. To evaluheepracticability of COBIT methodologies in
established ITcontext we have toobtain primary data, such as organizatal structure,
existing IT governance frameworks, Idperational processes, performance, measurements,
comments and opinios towards COBIT methodologiesrom a range of related
stakeholders in the case conteXthus documentation review, suryegneetingsand
interviews areeommon instrumentgsed to collecthesedata.

Despite various advantages in that it can present data elifeeaituations and provide

better insights into the detailed behaviours of the subjects of intereshotés that case

studies also suffer criticisms for its lack of rigour and inability to provide a generalising
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conclusion. One way of overcoming this is by triangulating the study with other methods in

order to confirm the validity of the process.

Design of Case Study

Based onthe above methodology, this research will be conducted in a combination of
literature review, case study and structured interviews. The initial phase is literature review
which focugson studying the fundamental methodologies and common tools in COBIT
framework,the utilization of other IT governance framewoeksd attempt to identifgaps
between theéheoriesand practical problems. This mainly foeg®n theControl Objectives,
Maturity Model andits relations with other IT governance frameworkeen acase study

is conducted within the context bbgisticX Benelux Infrastructure division, wherepdot

COBIT project is undergoing.Data are mainly collectedhrough document reviews,
observationsmeetings, workshopsgjuestionnairesindinterviews with ITmanagersteam
leadersand other related stake holdefrbe steps and related instruments are summarized in

the following figure6.
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Chapter 5- CaseSudy

In consideration of confidentiality issues, the compan this case studys referredas
LogisticX and its Benelux business unit will be referred as BNL BU.the figures
revealed herare only simple illustrations, not indicating the actual situatidhg. details

of the questionnaires and results arespnéed in Appendix.
Case Study Context

LogisticX & Benelux Business Unit (BNL BU)

LogisticX is an international courier delivery services company. The firm has fully owned
operations in 65 countries and delivers documents, parcels and pieces of freight200
countries, which are covered by a wide range of road and air transportation networks in
Europe, the Middle East and Africa, Adtacific and the Americas. BNL BU is a local
business unit of LogisticX. Its main business is operating in Belgiurthelands, and

Luxemburg.

Information & Communication Services (ICS) Division of BNL BU

Department of Information & Communication Services (ICS) is an internal supplier to the
regional operating of BNL BU, delivering ICS solutions and services to Logigtiexnal

users and customers. ICS are not only responsible for standard IT issues, but also provide
support and consultancy on all interfaces between IT and the business.

Currently, there ardive main departments in ICS BNL BU, namely Business System
development, Service Desk, Customer Interface Technology, Service Development &

Control, and Infrastructure. The general context of this case study is within ICS BNL BU,
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and the detailed implementation and evaluation of COBIT are mainly conducted in ICS
Infrastructure department.
The goal of ICS BNL BU is to provide excellent information services:

Develop and manage strategy and priorities;

Develop ICS customer budget plans and review performance;
Designand manage ICS infrastructure

Develop and provide nevCE products and services

o Do Do Do Do

Deliver dayto-day ICS service
Infrastructure Department of ICS

The Infrastructure department is responsible for managing all information and
communication infrastructureof ICS BNL BU. The main responsibilities of the
infrastructire department include:

A managing all ICS components
A monitoring technical and security policies
A managing the data centre
A monitoring fundamental support contracts wiltird or fourth line infrastructure
suppliers
A managing and maintaining user data
A refreshing and maintaining technical infrastructure
A implementing technical projects
The general context of this case study is within ICS BNL BU, and the detailed

implementation and evaluation of COBIT are mainly conducted in ICS Infrastructure

department.
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Motivation for COBIT

Operational Excellence Programme

Infrastructure team started an Operational Excellence program in 2010 and have conducted
an IT performance evaluation based on COBIT Maturity Model. Each process was
evaluated based on the five maturityributes:

A Awareness and communication
A Policies and standards
A Tools and automation
A Skills and expertise
A Responsibility and accountability
They evaluate® control objectives as listed below, and all these processes are below 3 in

maturity according the fial results. The team set target maturity level to be 3 for all the
processes and made action plans for improving maturity levels in 2010.

ICS infra process

DS7 Train users

DS5 Systems security

PO3 Technology direction
DS12 Physical environment
DS4 Continuous Service
DS13 Operations

Al3 Acquire Infrastructure
ME1 Monitor

DS2 Third party

Table2: COBIT 2010

Due to certain reasons, this prm@olateydi dnot
had a detailed processauation of DS3- Manage Performance af@hpacity for its five

sub-control objectives bgtudents fromAntwerp University.
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DS3 - Manage Performance and Capacity
DS3.1- Performance and Capacity Planning
DS3.2- Current Performance and Capacity
DS3.3- Future Performance and Capacity
DS3.4- IT Resources Availability

DS3.5- Monitoring and Reporting
Table3: COBIT 2012

Resume COBIT Implementation

In meeting with more demanded quality and safety requirements from custongers a
partners of LogisticX, all business units of BNL BU including ICS are subjected to all
kinds of internal and external audit programmesaddition ICS department obtained the
ISO27001 certification in 2012, which requires theantinuouscommitmentfor assuring

and improving IT operations and management. In that regardsftastructuremanager
intends to take the initiative of implementing COBIT best practices, working proactively to

meet the control objectives.

Phased COBIT Case Study

It is acknowledgedboth from literature studies and interviews of this case study that
COBIT requires great efforts for customization and adaptation in order to achieve desired
objectives. It is crucial tintegrateCOBIT with existinginternal policies and procerks

and ailor the standards and best practices to suit specific requirerfterdas IT department.

Therefore, different phases were designed for the case study.

Phase 1-Understanding IT Processes

Several different sources of information were used faleustanding existing IT processes

and performance of ICS BNL BU and Infrastructure department, such as interviews,
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documentation review and observations. Both first degree and second degree of data are
collected. The aim is to avoid the limitations of ingaete interpretation of single data

source.

Interviews

First Round Interviews

Interviews at this period were mainly conducted withmanagersit started with a few
semistructured interviews with the infrastructure manager to achieve the followatg; go

A Clarify the motivation and expectation of implementing COBIT

A Familiarize the general structure and processes of ICS and main responsibilities of
infrastructure department

Identify a list of peoplewho have knowledge fdahe following interviews

Idenify available resources, such as documents, tools, shared folders, etc.

Suggest proper methods for conducting this case study

To o o Do

Plan a rough timeline of key steps
Second Round Interviews

The second round interviews were with team leaders, project managarsfrastructure
department, and also managers and IT officers from other ICS departments. The
interviewees were selected based on their responsibilities and working experience. The
interviews were designed to be sestructured, where questions on specifopics
regarding the roles of interviewees were planned, but also allowing for improvisation and
exploration of interviewees for related topics and issues. The main goal was to capture a
broad view of IT processes within ICS and infrastructure depattmen

During each interview, the objectives of the interview and the use of data were

communicated to the intervienee&ome interviews were recorded given the consent of the
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interviewes. Summaries of the interviews were confirmed by interviewees afterwards,

assuring the reliability and accuracy of the

Documentation Review

The main sources of documentations describing existing ICS IT processes are scattered in
different places, such as corporate Intranet, shimeers, managing tools and software.
Because the BNL BU has to comply to central IT policies and procedures, the study of
central IT policies are crucial too. In that case, the tactic was to look into available
documents as much as possible to get thestnsomprehensive picture of existing IT
processes. A general categories and examples of the studied documents are listed as the
following:

A Central IT policies and procedures
Local IT policies and procedures
Responsibility charts, descriptions
Manuals, repds, minutes of meetings

IT auditing reports

o Do Do Do Do

Demonstrations of managing tools and software

Observations

Since theauthorstayed in the head office of LogisticX for seven months, observations were
done intentionally and unintentionally, covering many intllegaspects of IT operations,

such as how each department or team work with the others; how people interact and
communicate issues and problems; the culture of the company; the work ethics of
employees, etc. The researcher also visited their data cesdreputer rooms and other

local offices. Different levels of personnel and embedded practices were observed in the

meanwhile.
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Summary of Current IT Processes

ICS Mission and Processes

The missionof ICSis to createan ICT environment that provides servicand products
based on business neettss an obligation of ICS to constantlgduson andcontact with
business and client¥he goal of ICS is to provide excellent information servimgs

A Developng and manaigg strategy and priorities;

A Developng ICS customer budget plans and revimyperformance;
A Desigring and manaigg ICS infrastructurg

A Developng and providng new ICS products and services

A Delivering day-to-day ICS service

Accordingly, here are 5 main ICS departmestgporting these goalsamely Business
System development, Service Development & Control, and Infrastruciustomer

Interface Technolog{CIT) andService Desk

Core ICS Procedures

The core of ICS operations are the Change Management, the Incident Management and the
Problem Maagement procedurestvery internal or external process, guideline or

procedure communicates and interact with these three core procedures.

In order to standardizB processes and providmnsistenguality of services|T support

and delivery provided byCS operations aremainly based on ITILframework, which

groups 21 IT process@#o 4 main groups

Among these 21 processdscident Management, Problem Management and Change
Managemenare at the core of ICS operations. As revealed from the intervesejone
withinICScané6t do anything without running throug
their work to these procedures because what themalily eitherleads to a change, an

incidence, or a problem. Most problems coming from incidernicat canot be solved
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quickly andneed further roetause analysidncidentManager and Change Manager will
make documents with all kinds of measurements reporting the process performances. The
documents arérst generatedrom standard reportsnd then revistby the managerall

IT departmental managevll review these reports and solve problefalling into their

responsibilities

Responsibilities of Infrastructure Department

The Infrastructure department is responsible for managing all information and
communication infrastructure, such as data centre, network, telephony, etc. It aims to
provide a stable and efficient ICS platform. The main responsibilities of the infrastructure
department include:

A managing all ICS components

A monitoring technical and seqty policies

A managing the data centre

A monitoring fundamental support contracts wittird or fourth line infrastructure
suppliers

A managing and maintaining user data

A refreshing and maintaining technical infrastructure

A implementing technical projects

The department is divided into three teams:

A Communication Services (Voiand Network): management of the wireless, local
and international network and voice infrastructure (fixed telephony and contact
centres)

A Operation Equipment Services: structural amagement and support of all
installations to measuring, weighing, scanning and sqrting

A Windows Services: structural management and support of all windows based
systems

There isalso a technical project leader who is responsible for carrying out teadhnic

projects on infrastructure
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Phase 2-Selection of Control Objectives

As COBIT is a comprehensive framework that covers the full lifecycle of IT processes, it is
advisable to select a subset of all the control objectives for concerned IT dtosugite
obvious that the PO and ME domains are on the management level, while the Al and DS
are more on the operational level. However, there is no clear cut between these ;domains
control objectives are always overlapping with each otlBasides, there arelsa
organizational or structural considerations for different levels of controls and
responsibilitieor certain areas.

For example, In LogisticX, central ICS plays the leading role in establishing general
policies and procedures. There i€antral Proess Modeln central ICSaddressing all IT
management issues, including IT strategy, IT governance frameiankgesigrbuild-run

IT lifecycle. The discretion of local ICS falifferentissues varies a lot. For example, local

ICS should adhere strictlyot central policies for portfolio management, project
management, IT financial management. Some services like network and security are
provided by Central ICS based on SLAs; thus local &&Snot responsielfor hese areas.

So te first step using COBITramework was to narrow down the scope of control
objectives, removing processes that Infrastructure department were not empowered to
address focusing on the mostelevant processes This was achieved by #awo-level

assessment, namely a high level asseasiind a low level assessment.

High level assessment

The high level assessmentan evaluation the importance of 34 COBIT control objectives
from ICS Management Board. It isarried out by asurvey for all members ofICS
mana@ment boardincluding the dector of ICS and thsix departmental manager

A Director of ICS and Service
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A 1CS Service Development & Control Manager

A 1CS Service Desk Manager

A ICS Infrastructure Manager

A Service Desk Manager of Head Office

A 1CS Business Systems Development Manager

A 1CS CIT (Customer Interface Technology) Manager

The survey is designed to gather a general evaluation &4aBOBIT control objectives

based on main responsibilities and concerns of ICS BNL BU

The evaluation of the desirability of control objectives is base a scale of-B(table 4)

from the least useful to most useful. The aim is to get a general assessment of all of the
COBI Tés 34 control objectives based on the
BNL BU. The final score is the average of exatlon of all the participantffigure 7)

Complete results are shown in Appendix B: High Level Assessment.

Score Process Importance
1 Inapplicable
2 Can be useful
3 Is useful
4 Is desirable
5 A must

Table 4: processevaluation
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COBIT PROCESS M1 M2 M3 M4 M5 ME M7 AVG.
A6 Manage changes 5 515 |4 | 475
PO1 Define a strategic IT plan 4P 35 ¢ | an
D513 Manage operations 3 [ 313 |4 |4 | 48T
D38 Manage Service Desk and Incidents 4 515 |4 450
PO10 Manage projects 5 5 513 |58 15 (3 443
D55 Ensure systems security 4 |4 514105 (4 |433
PO7 Manage human resources 5 5 5185314 |3 4,29
Al4  Enable operation and use 4 5 51 4[5 (|4 |3 4,29
Al2  Acquire and maintain application software 4 5 5135 (|4 |4 4,29
A1 Identify Automated Solutions R R
DS10 Manage problems 4 34 (4 |azs
M1 Monitor and Evaluate IT Performance 4 5 4 154 |3 417
M3 Ensure Compliance With External Requirements 5 4 4 1415 |13 | 447
D34 Ensure continuous service 5 5 513 (3 |4 417
PO6 Communicate management aims and directions 5 5 4 |1 4 [ 2 |4 |4 4,00
P08 WManage quality 5 5 41 3 215 |4 4,00
P09 Assessrisks 4 il 4 (4 | 4 (3 |4 4.00
Al3  Acquire and maintain technology infrastructure 4 4 3| 4[5 (|4 |4 4,00
M2 Maonitor and Evaluate Internal Contral 4 4 35 (4 |4 4.00
P02 Define the information architecture 4 5 43 |25 |4 3.86
P05 Manage the T Investment ] 2 44 | 4 (4 |4 3.86
PO4 Define the IT organisation and relationships 4 3 4|1 3 [5 |4 |4 J.86
A5 Procure [T resources 3 3 513 |56 (4 |4 3.86
03512 Manage the Physical Environment 4 4 4 | 4 |14 |3 3.83
D52 Manage third pary semnvices 5 b 225 |4 3.83
D511 Manage data 44 41314 |4 |38
M4 Establishment of an IT Governance Framewark 3 3 3 [5 |5 |4 3.83
039 Manage the configuration 3 5 14 |3 3.75
033 MWanage performance and capacity 4 34 |4 375

Figure 6: processevaluation results

Low level assessment

The low level assessment is alsction of the most relevantontrol objectives for
infrastructure team. The resuwf the survey from ICS Management Boasdusedas a
reference forprioritization and selection othe most relevantontrol processes for
infrastructure teamit aims tonarrow down the scope of COBIT implementatibnthe end,
10 processeftable 5)were chosen based on its rank from the evaluation afdgement
Board and also the infrastructure managelost of them coincide with the main

responsibilities of Infrastructure team.
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Selected 10 Process
DS7 Train users
DS5 Systems security
PO3 Technology direction
DS12 Physical environment
DS4 Continuous Service
DS13 Operations
AlI3 Acquire Infrastructure
ME1 Monitor
DS2 Third party
DS3 Performance& capacity
Table5: 10 COBIT processes

Phase 3-COBIT Implementation

Evaluating Maturity Level

The evaluation of the maturitgvel of 10 selected control objectivesscarried out within

the whole infrastructure team, including team leaders, engineers, technicians, specialists
and the infrastructure manager. It was designed as anlineon survey
(http://www.instant.ly/s/vzcGq)sing the survey tools provided by Instant.ly, a fredioa

survey platform. The survey is anonymous, asking the profile of the participant and his or
her assessment of the maturity of the stated procdsgese 7 shows a screen shot of the

ortline suney. Full content is in Appendix B: Low Level Assessment.
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1. PO3-Define the information technolagy direction

0 non-existing 1 initia! ad-hoc 2 repeatable intuitive 3 defined process 4 managed and measurable 5 optimized
P03.2 - Technology ‘ )
Infrastructure Plan: Create () () () () () @
and maintain infrastructure = =4 \ =4 =4 =4
plan
P03.3 - Monitor Future N _ - -
Trands and Regulations: () () ) () () @
Monitar tachnalogy = =7 =4 =4 =4 =4
evolution,

2. Al3-Acquire and Maintain Technology Infrastructure

0 non-existing 1 initiz! ad-hoc 2 repeatable intuitive 3 defined process 4 managed and measurable 5 optimized

A13.1 - Technological ” ‘

Infrastructure Acquisition () () "\ () "\ ()
Plan: Define acquisition £ =) = & A= e A=
procedure  process,

Al3.2 - Infrastructure
Resource Protection and

Figure 7: screen shot of odine survey

In the survey there were 10 high level control objectives relevant to Infrastructurddeam;

each of the ten processes, there arfew detailed control objectives. Participants were

asked to evaluate each of the detailed control objectives based on the scale of COBIT
Maturity Model. Participants were asked to assess as many processes as possible that they

are aware of within Infrasucture team and choose rerx i sting i f they di di
stated process was established.

In the end, there were 9 valid filhis of the surveyThe maturity evaluadn results are

summarized irtable6:

Process Department | Teaml | Team2 | Team3
DS7 Train users 1.8 1.3 1.1 1.4
DS5 Systems security 2.4 0.9 2.5 2.5
PO3 Technology direction 2.2 3.3 2.1 1.4
DS12 Physical 2.5 0 1.6 3.6
environment
DS4 Continuous Service 2.4 3.2 2.6 1.9
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DS13 Operations 2.5 1.8 3.3 2.3

Al3 Acquire Infrastructure 2.2 2.8 2.6 2.2
ME1 Monitor 2.6 1 3.2 2.7
DS2 Third party 2.6 3.3 2.4 2.6
DS3 Performance & 3.1 4.2 3 2.6
capacity

Table 6: maturity evaluation results

Identify and close gaps in COBIT

Workshop

The aim of theworkshopwasto implementhe COBIT best practices based on current IT
processes of ICS BNL BU and collect feedbacks from the infrastructure team of the
effectiveness and applicability of COBIT methodology and best practices.

The attendants of the workshop were the three teamereadnd the manager of
infrastructure department, who are responsible for all the daily operations and management
of ICS infrastructureDuring the workshop, the participants discussed the gaps between
COBIT best practices and their current processes. rénaction plans of improvements

were drawn at the end of the workshdme workshop was scheduled for three hours
focusing on four main parts:

Start-up and Introduction to COBIT framework

The aims and agenda of the workshop were explained at the Imggwiihe workshop.

Then te participants were given a brief introduction of COBIT framework, including its
development backgrounds, key components, main structure, core methodology, potential
benefits, relations to other control frameworks, €uaestionsvereasked and discussed in
between.

Discussion of Survey Results

Participants were shown the results of the process maturity evaluation survey; based on the

radar char{figure 8) they compared and discussed the maturity level of the ten processes
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in view of individual team and the infrastructure department as a whole. Some problems
and weakessesvere identifiedduring thediscussion. For example, they were surprised to

find that the User Education was rated as the lowest of all the tem processeseBkegu

had done a | ot of training programs in the

feedback from their team members.

Matu rity LEVEI ——Infra

—=— Communication
OES
D54 Continuous Service Windows

Al3 Acquire

Infrastructure 0513 Operations

PO3 Technology
direction

/,- DSE Systems security

= N
D=3 . T M Monitor
Performance&capacity R/

Ds12 F"h','sical/

environment DS Train users

052 Third party

Figure 8: process maturity

Gap Analysis based on COBIT best practices

After careful study of CBIT Control Practices, for each of the ten processes, a number of
best practices were selected as benchmarks for gap analysis. They were outlined in flip
charts and presented to the participants. By going through each of the best practices,
participants wee encouraged tepell their opinion of applicability of these best practices
from COBIT, such as:

A Is it practical to implement the best practices in infrastructure team?
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A What processes or programs have already cover part of the solutions?
A What other actins they can take to solve the problems?

The discussion was very interactive; each of the team leaders and the manager spoke out
their opinions and commented on otherso. Pos ¢
Making Action Plans based on currentprocesses and projects

All participants made agreements on the actions would be taken for closing the identified

gaps. Relating to their current roles andgming projects, responsibility and accountability

were assigned. This action plan is also incluhetheir year plan of 2013lable7 is an

illustration of the draft of action plan during the worksh®pe plans are corresponding to

the improvements of the 10 processes. Responsible people and require actions are identified

in the Owner and Commentslemns. A more complete action plan was drafted after the

workshop ad was included in the new yeglan for each team.

Control Objectives Owner Comments
1 | Training
Create TEMPLATE for | all A create a list of skills required for work (refer
skills pool to job profile) ;

A fill in people's skills (maybe with level like
elementary, good, proficient) ;

A update their new skills / skill level each year
or after training

Personal Development ask people's skills, include training into personal

Plan development pl an each year

EVALUATION training evaluate the effectiveness of trainings (taking

results / FORM tests, inquiries )

2 | Security

Communication get Person A add to his slides for communication security

involved (physical network and mobile)

Security Awareness | Person B combine with internal security training from

training Manager D and Manager E (in the middle of the
year)

Security Policy ICS learn policies from Person G; security issues in

Express information/asset/third parties/ password/
mobile/ net wor k é

Internal  Penetration Person D test intern al security risks, check people's

Test awareness and action;( maybe checked by people

from outside)

3 | Contingency Plan

39



regular test have small/large tests; keep records of the
problems and lesso ns learned

yearly risk | all find out single point of failures
assessment
é |é é é

Table7: draft of action plan

Chapter 6 - Research Results

The following part summarizes the magonclusionsfrom the COBIT reviews in
combination with thease studyThe resultsare organizeth four parts, namely

A The Actual Usage of COBIT Tools

A The Current Situation dff Frameworks
A The Practical Value of COBIT

A The Practical Problems of COBIT

They alsgpresenthe answerdo thefour research questions

A RQ1: What are the fundamentahethodologiesand common tools in COBIT
framework? How are theyse®
A RQ2: What IT standards or frameworks are being deedT governance? b

they are used?

T

RQ3: What is thepracticalvalue of COBIT inestablishedT environment?
A RQ4: Whatarethepractical problemsor adopting and implementingOBIT?

Actual Usage COBIT Tools

The fundamental toolsntroducedin COBIT are Performance GoalsMetrics, Control
PracticesRACI Charts,and Maturity Model Though they all haveery valuable use, the
managers in the case compaarg more interested in tidaturity Model and highlevel

control objectives.
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Usage ofPerformance Goalsand M etrics

Theoretically, he Goals Cascade concept provides a good way aligning IT and business
goals. Nevertheless, there are practical problems using them. First of all, the concepts and
their relationships are very confusing at first sight. Performance Goals etritdvare

defined at three levels in COBIT 4.1: IT goals and metrics, Process gahlsetncs,

Activity goals and metrics. It requires great time and efforts understanding them. Besides,
there are no implications of how the metrics match with the goals. For example, there are 3
IT goals for DS8 Manage Service Desk and Incidents, whicmessured by 2 metrics and
driven by 5 metrics; 3 process goals are meadwye metrics and driven by 5 metrics; and

the 4 activities are measured by 5 metrics. How can management establish a performance
measurement system using unmatched goals andcetetri

Secondly,the variousmeasurments and metricslo not make much sense for real IT
management. As it is pointed out by Buzina (Buzina, 2011) that COBIT has very
complicated structure and too many unpractical measurements for practical use. Many
ambiguas terms are used and they are not worthy of repartisgme way

For example, oneneasuremerfor DS5 Ensure System Securitydse f i ned as AFr equ
and review of thetype f ecur i ty event Shentwe canret helpta ask: or e d 0
What does thdisecurity events mean? Whichisecurity eventsshould be monitored and

which shouldnot? fiFrequency AND reviea? Are they actually twalifferent measures?
However, COBIT does not provide explanations of this metrics and there is no guidance of
how to colkect these data.

Worst still, there are simply too many of goalsd metricsHow can management looking

at more than 300 KPIs everyday to monitor IT performance? How can they design an

automated tool showing all these indicators?
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Usage of RACI Charts

The RACI Charts are valuable in defining the roles and responsibilities of different
stakeholders for IT processes. However, it is still at very high leveyjanericfor practical
use.Iln COBIT 4.1, the roles in RACI chart a@EO, CFO,CIO, Business Executas,
Head Operations, Chief Architects and soTme problem is bw canwe make sure thall

these people, especially those are out of IT functitake all their various IT
responsibilitiesBesidesthe IT organizatiomal structure varies a lot from omeganization

to another They cannot directly map into the RACI Charts in COBIT. Also, when the
COBIT is only partially implemented, as the situation in this case study, many of the
stakeholders are out of scofo forthe COBIT implementations othis cae studythe

RACI was largely ignored

Usage of Maturity Model

The Maturity Model isa keytool for COBIT implementationas shown invarious case
studes provided by ITIG and also the case study in this reseBinehmain reason is that it
is easy to unerstand and can be quantified with maturity scoFes. example,The IT
managers anghternalauditorswerevery interested itknowing which maturity levels they
were for different processesThe resultsin the radar charshowed clearly where their
strenghs and weakessesvere They also planned to +evaluate these processes next year
in a similar manner.

It is also agreedthat maturity modellingis very effectivein identifying gaps of current IT
capabilities. In this case study, after identifyingicak IT processes and assessing the
maturity levels, action plans wewickly developedduring the workshopy learning
related detailed control objectivend discussing specific circumstances of their IT
processes.
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However, it should be noticed that cpamies must customize an efficient method to
measure their maturity levels. The descriptions of Maturity Model in COBIT 4.1 is still
complicate, which includes six attributes (Awareness and communication, Policies, plans
and procedures, Tools and automoafi Skills and expertise, Responsibility and
accountability, Goal setting and measurement) and three dimensions (capability, coverage
and control). The questionnaire provided in lin@lementation Guidéis not very efficient

either.

Many case studiesdm ITGI show that they have to device more efficient and effective
ways to obtain the maturity scores with respect to various issues of specific context, such as
the strategy of the company, the relationship between IT and business, the maturity of IT
govanance, etc. As it is shown in this case study, when the first questionnaire, which was
designed in line with the COBIT implementation guide, the manager found it was too
complicated to understand. It would take a long time explaining related concepts to
participants before it could be actually filled in. After revising it to a simple version, most

participates were willing to fill in and little extra explanation was needed.

Usage of Control Objectives

In COBIT 4.1, here are 22Zontrd objectives for all34 IT process. The control objectives
provide generic good practi¢er IT management and auditor to evaluate their IT processes.
However, as they are lesgructured and many of them are overlappath other IT
frameworks, like ITIL and 1SO27000, it citea great confusions of how to use them. In the
case study, the control objectives were used to evaluate their maturity level on the focused
processes. Besides, the detailed control practices were used to draft action plans. However,

most of thestudyandselection of control objectives were by us, because it was too much

1 COBIT 3rd EditionlmplementatiorTool Seincludes someuestionnaire to help users colte required information.
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work for IT managers.Sufficient knowledge in current IT processes and COBIT
methodologies are needed. Therefore a great deal of time and effort should be put into

before we can use therdool objectives.

Current Situation of IT Frameworks

ITIG and ISACAadmitthat COBIT is more suitable toe used at the highest level of IT
governance, providing an overall control framewadrkere isstill a greatneed forspecific

IT practices and standis to define moredetailed,standardised processis practitiones.

The most popular and widely adopted international standasdSO/IEC 17799:200%®r

ISO 27001 ITIL, PRINCEZ2, etc. whicladdress differerdaspect®of informationtechnology

iIssues

However, 1 is probably notalways the casedescribedby ITIG that organizatios use
COBIT as a reference first and seek for guidance for certain processes in more detailed
frameworks.On the contrarythe more common situation is thdetailedIT standardsand
practicessuch as ITIL and 1ISO27004&re well in placdefore the adoption of COBIT.

According to thé IT Governance Global Status Rep@t0 1 1 0 , carried out

was the most frequently usedT standards, followed 1ISO27000 as the second. Alse,
trends in the use of these standards are steadily increasing from 2006 to 2010. In contrast,
the usage of COBIT increased from 9% in 2006 to 14% in 2008; but decreased to 12.9% in

2010(figure9).
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Figure 9: Trends in Usage DIT Framework
Source: ITGI, Global Status Report on the Governance of Enterprise IT (GEIZD11

The main reason for this trendtlsatdetailed frameworks are more matured and have more
direct impacts.For example,organizations can assure their cust@nand partners by
obtaining the 1ISO27@certificationasit is an internationallyaccepted code of practice for
information securitySimilarly, ITIL, which focuses ofil service delivery and support, can

help organizations develop asthndardizéheir IT processes quickly.

Practical Value of COBIT

According to literature reviews, the leading factors that compel organizatiadopt IT
standards and frameworkse stringent regulaty andcompliancerequirements, increased

IT costsand investmentghe growingstrategicrole of information and technologie¥he
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motivation of adopting COBIT in this case study reveals npoaetical value of COBIT

framework

Problems of Multi-audit Programmes

There is a tendency in the market that customers are megjati kinds of certifications

from companies to assure the quality and safety of products and services. In order to be a
competitive player in logistic market, LogisticX has the goal of all business units
worldwide to be certified according to a seriest@indards such as ISO 9001(Quality), ISO
14001 (Environment), OHSAS 18001(Health & Safety), liP (Investor in People, People

Management), TAPA (Transported Asset Protection Association, Security), etc.

Compliance with Enterprise Internal Control

In order b obtain and preservearious required certificates a number ofinternal and
external audit programmeme implementedvithin all units of BNL BU. The goal i$o
conductpreventive assessmeargnd improveoverall operationsThe internaland external
audis areexecutedy qualified auditorst different intervals based on the scope and aim of
the auditing programm@&hese audits are carried out on the basis of checkistscertain
frameworks. Auditors collect required informatidmrough interviews, dmument review
and observations. Upon completion of an audit, the findings and recommendatons
presented tonanages of the unit reported. This manager shakcton the Corrective and
PreventiveAction " of the audit report and is responsible farther implementation and

evaluation.
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Compliance with IT-specific Certifications and Standards

Aside from the general enterprise certifications such as 1ISO9001, OHSAS100CS
department is also subjected tedpecified certitations and standardsjch asiISO27001

for InformationSecurity, PRINCE2 for Projedflanagement, ITIL for IT Services, etc. At
present, ICS has established an Information Security Management System (ISMS) based on
ISO27001framework. Internal and external audits are carriedooabtain the desirable
assurance of IT management. It influehwwinly three parties: IT departmental managers,
ICS Information Security Officer and auditors.

First of all, in conjunction with enterprise governance and control unit, the Information
Secuity Officer creates policies and standards according to internal and external assurance
requirements. The Information Security Officer is alesponsibldor communicating and
involving IT departmental managers and their firs¢ employees to implemenhese
policies in their daily operations. To test the effectiveness of the implementation, auditors
will conduct related audit programmes, checking the actual performance. The tests are

based on two levels: thexistenceof certain ontrolsand theeffectivenesf thesecontrok.

Redundant Compliances for IT Managers

IT managers shall facilitate the audit program by providing required documents, such as
performance reports, operating logs, contracts, etc, and also arrange responsible people for
demonstrabn and interviews. Audit programs can be initiated with different purposes:
some are tmbtain certain certifications like 1ISO27001, some are for presereixigting
standards like ISO9001, and others may be due to overall internal or external finagitial au
like SOX. The current problem is th&S has to cooperate wito many audiprogrammes

that they are repeatedly audited by different parties maybe for the same prBoess

a7



example,the Change Management procesas audiied several times for the puges of
SOXandISO2700hudits.

Thisis obviouslyineffective, especially for IT managers and ICS internal service assurance
managers, who have to prepare and assist all audit related prodéssebave to prepare
many documents, such as performanceorép operating logs, contracts, .etarrange
responsible people for demonstration and interviesttend all kinds of meetings for
explaining, reporting, reviewing these prograthgs quite timeconsuming and distracts IT
people from their normal workEven thoughthe actual audit content is more or less the
same, it may come in different forms and require different efforts for providing related

resources. TherefaréCS calls foran integrated audit process to avaedundantvork.

Value of COBIT

Providing Consistent IT Audit Process

Unlike the adoption of ITIL, ISO2700that aims at meeting externmagulatorycompliance

and contractuatequirements, the primary driving factor for implementing COBIT comes
inside the caseompany.The Internal ControlManager and the Information Security

Of ficer are considering using COBIT as an
various audit and certification requirements of IT into one single repository. It aims to
provide a consistent framework for liBk controls. IT managers do not have to prepare for
repeated audit programshis also proves the strength of COBIT mentioned in literatures
that it is agoodframeworkfor assisting internal control processes artdgrating different

IT standards.
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Proactive Process Improvement

In the view of IT managers, it is very passite comply with all kinds of internal and
external audit requirements. It is common that auditors come with acloeklist with

many controlsgiven bycertain standards or frameworkBhey askvariousquestions and

test the effectiveness of implementation of the standards. They search for tangible
evidences of compliances and render -nompliance warnings to IT managers for
corrective and preventive actions. IT managensonlypass vel y react to audi't
andsometime feel gettinghort of controls of what they should do for their responsibilities.
They are not aware of their control weaknesses until they are checked by auditors.

In that case it is reasonablefor managers @ take the initiative of learning and
implementing best practices in the first place, working proactively to meet the control
objectives.COBIT can help managers identify gaps and impitbedr IT operatioss. It is a
reference book for managers to chectkvhich areas they should pay attentionabyhich

level of controlthey shoulchave what documents or records they should keep track of, and
SO on.

As it happerdin the case study, the IT mamagoundthat theyhadvery practical culture
where many wrk was accomplished without going through standard procedMia®
efficient mannes arepreferred Peoplewerenot good at keeping records of what thagd

done. For example, theyiddreview the physical access in data centre, but theyd n 6 t
regularly record this process. Aftestudyingthe best practices in the COBIT workshop,
they realize thatit wasnecessary to require a regular review report from the data centre

provider.
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Practical Problems of COBIT

Complicated Concepts and Structure

It is acknavledged by previous researchers and also the managers in the case study that it is
not easy to understand COBIffamework. The single documen€COBIT4.1 includes
Framework, Control Objective$, Management Guidelinds Maturity Model*, which
requires a greéadeal of time learning all its concepts and toélst examplepnly for the

Control Objectivesthere are 34 IT processes with 222 control objectares more than

300 KPIs and KGils. It provides even moreontrol practicesfor each of the control
objectivesin COBIT Control Practice€s Obviously, t is overwhelmingfor most people

Even for people who have studied COBIT for a while or have relaxgerience it is

difficult to capture the essence of CORjtiickly.

Besidesafamily of COBIT 4.1 producthave been created by ITGI and ISACA, including

IT Assurance Guide andIT Governance Implementation Guidetc. It is by no means

easy to understand all its methodologies; great efforts are needed to obtain a complete view
of their focuses.

However, ve should notice that the targeted audiences of COBITreneagemenisenior

IT professionaland auditorswho, in most cases, are the busiest people in an organization.
Therefore,COBIT can be easily ignored by these hmbfile people if they couldi

understand it and realize its benefits quickly, no matter heneficialthis framework is. In

! Framewor® Explain how COBIT organises IT governance, management and control objectives and good practices by
IT domainsand processes, and links them to business requirements.

2 Control objectived Provide generic good practice management objectives for IT processes

3 Management guidelindsOffer tools to help assign responsibility, measure performance, and benchmark and address
gapsin capability.

4 Maturity model$ Provide profiles of IT processes describing possible current and future.states

5 Control Practice$Provide detailed guidance on all the steps that are necessary and sufficient for achieving the control
objective.

®IT Assurance GuidéProvides guidance on how COBIT cae used to support a variety of assurance activitigsther

with suggested testing steps for all the IT processes and control objectives.

"IT Governance Implementation Guiderovides a generic road map fomplementing IT governance using tB©BIT

andVal IT resources.

50



that caseCOBIT would becomesome kind of good theory eheshelf but havelittle
practical usageln the case study, both the Internal Control Manager and lat@m
Security Officer, who havebundantexperience in IT control frameworks, express that
though they believe COBIT is a very useful framework, theyadiomow how to take the

most of it.

Lack of Implementation Guidance and Proven Benefits

Thegeneric mtureCOBIT create great difficulty for organizations to understand and use it.
Thoughin COBIT Management Guidelines and Implementatindelinesit mentions that
COBIT need to be customisd to specific environmentit does not provideconcrete
methodsor guidelines facilitating organizations to accomplish t@isly a fewcasestudies
areavailable from its publishdiTGI and ISACA butthey donot provide many details.

In contrasto ISO27000 and ITI.the value of COBIT is hard to perceive. Thougtiaims

to have many advantages in aligning IT with business and mitigating IT risks, there are no
proven statistics or studies confirming these statemehts. i t i s reveal ed
(ITGI, 2006) many executives agrdethat even though it was hwvious that aCOBIT
program should be initiatedhey prefered to focus on ITIL and 1ISO2700Qvhich had

more significant values.

So, one great weakness@OBIT is its implicit value It is hard to determine what benefit
COBIT will bring in comparisonto more maturedT standards like ITIL, and ISO27001
Despite of many advantageslaimed in ITGland ISACA s p u b | thereaateino n s ,
industrial oracademicstatistics or studiesubstantiat¢hese statementSomanagement are

still dubious about the truealueof COBIT. Therefore prganizationgend togo fordetailed

IT standarddirst to harvestthe lowhanging fruit COBIT, if it is being considered at aik

more likelyto come atlater stage.

51



Confusion with other IT Standards

The proliferation of other IT standards creates great challenges for organizations to
understand their relations. It will add more confusion to management by introducing
COBIT, especially whestandarddike ITIL and 1SO27001are well in place During the
interviews wth the Intenal Control Managerand Information Security Officer, they
express that though they believe COBIT is a very useful framework, théykhmw how

to take the most of it. It seems tmanyCOBIT processeblave already beesddressed by
their ISO27001cerification programand ITIL standardThey have improved a lot of their
information security management and IT service support and deltheoyigh these
programmesSome COBIT processes ameice to have but are out of IG68ontrol as they
aremoreinfluenced by business stakeholderStill there may be some contrais COBIT
thatICSlacks of but they do& knowhow to find them

Then the problem comes to hawganizations could take the most of COBIT as well as
other IT standard¢o improve overall IT maagementWhich detailed control objective of
COBIT can map to the counterpart in 1SO27000 or ITIL and vice versa? Which are the
distinctive control objectives of COBIT that organizations should pay attention to?

ITIG also realizes this problem andspured to initiate several projectsagping the most
commonly used standardgo COBIT processes and control objectivBsmestudies have
been accomplished and a few publications are available nowe Uverview of
International IT Guidance (2nd Edition)vgs abrief overview ofa list of popular
frameworksand explanatios of how to align or mapthem irno COBIT. Butitd oes n ot
contain detailed mappings. The Aligning CobiT4.1, ITIL V3 and ISO/IEC27002 for
Business Benefit is a following publication that cdetes a detailed mapping of COBIT

and ISO/IEC 17799:2000.
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These works do help organizations to understand the relations between these frameworks
But the mappings are still at a high lev@ésides, asaehframeworkdefines its own scope,

definitions terminologes, structures andapproacks, sometime the literally mapping can

be misleading. The following picture shows how ITIG maps the three frameworks.

CoiT 4.1 Domain: Plan and Organise (P0) (cont)

P04 Define the IT Processes, Organisation and Relationships (cont.)

programmes and project status
fracking

* Resource resolution
* Monitor services

ISO/IEC 27002:2005
CoriT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
P04.1 IT process framework (cont,) * (81 4.1.1 Integration with the
rest of the life cycle stages and
service management processes
* CS15.2 Assessments
* (81 5.5 The Deming Cycle
¢ G518 Implementing continual
service improvement
P04.2 IT strategy committee * Board direction * 50242 Scope
« [T governance
« Strategic direction
* Review of investments
P04.3 IT steering committee « Prigriisation of investment * 1.1 Management commitment to

information security

* 6.1.4 Authorisation process for
information processing facilities

P04.4 Organisational placement of the

« Business significance of IT

* 55 6.1 Organisational development

* 1.1 Management commitment to

IT function + (10 reporting lines # 50 3.2.4 Reactive vs. proactive information security
organisations * 6.1.2 Information security
co-ordination
* 6.1.3 Allocation of information

Figure 10: MappingCobiT4.1, ITIL V3 and ISO/IEC27002

Source: ITGI, www.itgi.org
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Chapter 7- New COBIT-BSC Model

Call for Simple Structure

As stated in previous chapter, tltemplex nature of COBITmakes it difficult for
organizationgo adopt COBIT. One obvioyzroblemthat causes theomplexity isthat the
control objectives are presented in adsactured manneihough there are grouped into
four main domainsmany of them areoverlappedin content or bear some structural
relations.The identified problems are categorized in three groups:

Generic vs. Concrete

Some ofthe control objectives are very generic, suckP@8ManageQuality, PO3Assess
Risks, PO5Manage the IT Investmenfhey cannot be implementaddependentlybut
embedded in mangoncretecontrol objectives, likdDS5Ensure systemsecurity DS12
Manage the Physical EnvironmeAi5-Procure IT resourcestc.

Whole vs.Part

Some ofthe control objectivesre addressing the same problems simply from different
point of views.For examplePO4Define the IT Organization arielationslps andME4-
Establishment of an IT Governance Framewark obviously dealing with the same
problem of establishing IT functions and governance. SimilaRp2Define the
information architecturePO3Determine the technology directi@md PO6Communicate
management aims and directioase part of and should be included ROLDefine a
strategic IT plan

Logic-linkages:

Many processes are logically linked to others that cannot separates as independent

processes. For exampld]l-ldentify Automated Solutios is the prerequisite of Al2-
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Acquire Application Software Thus All will not happen alone and should be part of the
whole A2 process.
Therefore it is necessary tstructurethe COBIT control objectivesr a more logical and

sensiblevay in order toundestand itquickly and take advantage of it.

Implications from the Case Study

The idea ofgroupingis alsotriggered by thenterviews and survey results within the case
company.First of all, in the aim of complying with international standards, the coympan
already have the 1SO27001 initiative for quite a long time. When it comes to control
objectives such aBS5Ensure systems securityS12Manage the Physical Environment
which are addressed at full length by ISO27001, IT managers think that therededchto

go through them again, as they have already establisgiequatecontrols over these
processes. Similarly, as reviewing control objectives suchl@svianage change®S%
Manage the configurationDS8Manage Service Desk and Incidenf8S10Manage
problems etc. managersalso express that these processes have siandardizedby ITIL
practices Policies, procedures, tool and reports are well in place.

Secondly, according to the survey results, those control objectives ranked low in maturity
level are not covered by any existing IT frameworksr examplePS7-Educate andrain

Users was rated the lowedtthe detailed evaluation withinfrastructuredepartment. This
process is neitheaddressedby ITIL nor by 1ISO27001. It is only mentioned byd37001

for security awareness education. On the other hand, those control objectives have high
maturity level are well executed either by ITIL or ISO27001, sudb&&Manage Service

Desk and Incidenf©S10-Manage problem®S12Manage the Physical Envinment and

SO on.
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Last but not the leasin term of the wide adoptions of ISO27001 and ITIL, it should be
quite common that organizations come to know and implement these matured IT
frameworks long before becoming interested in COBIT. In that case eleistion can be
broadlyapplied, because the implementations of ISO27001 and ITIL do not vary a lot from
one organization to another due to the maturity atahdardizedstructure of these
frameworks. Minor variation may be needed in consideration ofdtualaexecutions in a

specific IT environment.

Grouping COBIT Control Objectives

The starting point is to screen out control objectives that are well addressed by detailed
frameworks, such as 1SO27001, ITIL. This selection is based on previous studies on
framework mappings and practical analysis.

Based on both literature study and case stuayfind that the motivation for ISO27001
certification mainly comes from theutside requirementsf customers and stakeholders

As ISO27001 is a de facto internated standard, it becomes a must for organizations to
compete in the market. Most Large companies feel obligated to comply with ISO series
standards in the aim of assuring customers and sibleys of their good conducts. In
addition this kind of compliace is closely related to the work of internal control function,
whose main responsibility is to provide desirable assurance of potential risks. The
ISO27000 series has designated sections addressing asset management, risk assessment,
business continuity @hcompliance issues. The control objectives falling into this group
are:

PO8Manage quality
PO9Assess risks
DS4-Ensure continuous service

ME2-Monitor and evaluate internal control

56



ME3-Ensure compliance with external requirements
DS11 Manage data
DS5-Ensure systems security
DS12Manage the physical environment
DS2-Manage third party services
The control objectives that are covered by ITIL are easy to be identified as most of them

share same terms. These control objectives are:

DS1-Define and manage sece levels
Al7-Install and accredit solutions and changes
Al4-Enable operation and use
Al2-Maintain application software
Al3-Maintain technology infrastructure
Al6-Manage changes

DS9-Manage the configuration
DS1-Manage service desk and incidents
DS10Manageproblems

DS13Manage operations

DS3Manage performance and capacity
PO10GManage projects

ME1 Monitor and evaluate IT performance

In contrast to 1ISO27000, the implementation of ITIL is an internal calefficient IT

service delivery andupport BecauselTIL provides a set of comprehensive practices,
including detailed approaches, functions, roles and processes, organizations can quickly
standardize their IT services based on the ITIL standards. Besidess imthre mature and

has been implemented by nyaorganizations.

After excluding above control objectives, the remaining ones fall into three categories:
High-level IT strategies, such as:

PO4Define the IT organization and relationships
ME4-Establishment of an IT governance framework
POZXDefine a stategic IT plan

PO2Define the information architecture
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PO3Determine the technology direction
PO6Communicate management aims and directions

IT Financial issues, such as:

PO5Manage the IT Investment

Al5-Procure IT resources

DS6-Identify and allocate cts
Learning and Training, such as:

PO7%Manage human resources

DS7-Educate and train users
For the first category, the strated@vel control objectives are more influenced by the IT
role and business strategy of an organization. The responsibilitiesatdgec planning
mainly fall into the Management Board, not very relevant to the frontier IT workers. For
the second category, these financial related processes are well controlled by corporate
financial department. In most cases, standardized proceah@egell in place; request and
reporting templates are readily available; status and issues are regularly reviewed. This is
quite reasonable because companies all have rigorous policies and proestturespect
to financial issues. For the third categoprocesses related to learning and growth, are
closely linked to the work and responsibilities of corporate HR; IT department only plays a

supporting role.

Fitting into Balanced Scorecard

It is interesting to notice that these five categories fit walb ithe vievs in Balanced
Scorecard (BSC) as shown in figure 1BSC is first developed by Kaplan and Norton
(Kaplan & Norton, 1996) as a business performance management systvaluates
business performance not only from the traditional financiapsative, but also take into

consideration of customer satisfaction, internal processes and the ability to innovate, which

58



are critical factors that will assure future financial resultsis suggested that laalanced

view of these four perspectives drivesinesse®ward their strategic goals.

Financial
“To succeed g
financially, how |8
should we 2l
appear to our
shareholders?”
Customer t Internal Business
Vision Processes
“To achieve our “To salisfy our
vision, how <«— and - |shareholders
shoukd we Strategy and customers,
appearto our what business
customers 7™ processes must
J we excel at?”
Learning and
Growth -4
“To achieve our |2
vision, how will | 8|
we sustainour |2 ‘
abilky to = =
change and
improve?”

Figure11: BSC

Therefore, we group the 34 control objectives into fiveugs, namelylT Vision &
Strategy, IT kancialPerspective, Internal IT Process, $takeholdePerspective and IT
Learning & Growth Generally, control objectives addressing Higvel IT strategies
belong toIT Vision & Strategyview; ITIL covered conwl objectives are within the
Internal IT Processiew; Most ISO27001 and risgontrol related processes fall into tie
StakeholdePerspective; IT financial and investment related control objectives arelif the
FinancialPerspectiveThe remaining condl objective concerning IT human resources and

training fall into theT Learning & Growthview. Figure 1ldillustrates this model.
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IT Balanced Scorecard

P08 Manage quality

P08 Assess risks

DS54 Ensure continuous service

ME2 Monitor and Evaluate Intemal Control
ME3 Ensure Compliance With Extemal
Requirements

0511 Mansge dsta
D55 Ensure systems security

052 Manage third pary senices

1SO

0512 Manage the Physical Environment

$ Einanclal)

PO5 Mansage the IT Investment

Al1l  Ildentify Automated Solutions
Al2  Acquire application software

Al3  Acguire technology infrastructure
AlS  Procure T resources

D56 |dentify and sllocate costs

Strategy

P01 Define a strategic 11 plan

PO2 Define the information architecture
PO3Determine the technology direction

P4 - Define the IT Processes, Organization and
Relstionship
ME#4 Establish
Framework

ofan T

D51 Define and manage service levels

D58 Manage Service Desk and
Incidents

D510 Manage problems
D513 Manage operations

D53 Manage performance and capacity

Al4  Ensable operstion and use
Al2  Maintsin application software

Al3  Maintain technology
infrastructure

AIT Install and sceredit solutions and
changes

AlG Manage changes
D59 Manage configurstion
P010 Manage projects

ME1 Monitor and Evaluate IT Peformance

Leaming

POT Manage human resources

DS7 Educate and train users

Figure 12: COBITBSC Model

Detailed Analysis

Aside from the five groupghe categorization ofagh control objective is also basedtba
commonstructuralproblems identifiedn previous chapteiThe indepth analysis of why

one control objective fall into one of the five views is illustrated in the following tble

PROCESS KEY POINTS COMMENTS coE -
BSC Type
1. PLANNING & ORGANISATION
A defines I T goal s an d Generic controls Strategy
. business objectives that is embedded
PO1 Define . . .
. Aalign all IT resources with business many other
a strategic o
IT plan strategy and priorities control
Aanalyse an d manage project and objectives
service portfolios
PO2 Define A .de vel op a cor pianr at e Partof_the a Strategy
the architecture and data model strategic IT
. : A mrmatdin a data dictionary to prom ote plan (PO1)
information
. a common use of data throughout all IT
architecture o
applications
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A creates a technol ogilPartofthe a Strategy
PO3 plan and an architecture board that sets strategic IT
Determine and manages clear and realisti c plan (PO1)
the expectations of what technology can
technology offer, such as systems architecture,
direction technological direction, acquisition plans,
standards, migration
For established Strategy
A Pr oces s sigtrativegadlioes and IT functions, this
PO4 Define procedures are in place for all functions, process has
the IT with specific attention to control, quality already been
organisation assurance, risk management, accomplished.
and information security, data and systems Improvement
relationships ownership, segregation of duties and can be made
supervision based on
ITIL&ISO27001
A manage | T investment Generic controls Financial
PO5 9 that embedded
ensur e effective use of IT resources .
Manage the . in many other
A provides transpareng
IT e control
Investment accountability into the total cost of obiectives
ownership (TCO) )
A articulate | T missi dCanbeincluded Strategy
PO6 Lo - )
. objectives, policies and procedures to in the IT
Communicat .
e stakeholders strategic plans or
A e n s ur eenesaandunderstanding internal
management . ) o L
. of business and IT risks, objectives and communication
aims and N . ;
L direction and compliance with relevant process.
directions .
laws and regulations
Main Learning
PO7 A f ol | o wl prdctices sapporting responsibility fall | &Growing
Manage recruiting, training, evaluating into corporate
human performance, promoting and terminating HR; synergy can
resources IT workforce be achieved by
cooperation.
A provides c regua emeqts al i| Generic controls Stakeholde
procedures and policies that embedded
PO8 : ) r
A quality management g inmanyother
Manage L
. developed and maintained by proven control
quality o -
development and acquisition processes objectives
and standards covered by ITIL
Generic controls Stakeholde
that embedded r
A develop a risk manad inmanyother
PO9 Assess documenting a common and agreed - control
risks upon level of IT risks, mitigation objectives,
strategies and residual risks covered by
ISO27001
A establishes an | T pr|Specily Internal  IT
framework which includes a master addressed by Process
PO10 plan, assignment of resources, definition PRINCE2
Manage of deliverables, approval by users, a
projects phased approach to delivery, QA, a

formal test plan, and testing and post -
implementati on review after

61



2. ACQUISITION

& IMPLEMENTATION

All First step of Al2 Financial
Identify A analysis of new appl
Automated before acquisition or creation
Solutions
Acquisition Financial
Al2 related to IT Internal IT
Acquwg and A Align application de financial Process
maintain . . management
o business requirements and standards .
application Maintenance
software related to
internal process
Al3 A develop processes fg Acquisition Financial
. . i related to IT Internal 1T
Acquire and implementation and upgrade of the ) :
L : financial Process
maintain technology infrastructure
.| management
te chnology ensures that there i .
. . . Main tenance
infrastructur technological support for business
o related to
e applications .
internal process
A provide document at i dPost- Internal 1T
Al4  Enable for users and IT implem entation, Process
operation A provide training t o |coveredbylITIL
and use use and operation of applications and
infrastructure
A Procure I T resour cesg RelatedtolT Financial
AIS hardware, software and services financial
Procure IT A develop procedur es f| management
resources selection of vendors, setup of contractual
arrangements, the acquisit  ion itself
Al6 A formally manage and |coveredbyITIL Internal IT
changes, including emergency Process
Manage . .
changes maintenance, patches for infrastructure
and applications within the production
A tests new systems i ncoveredbylTIL Internal IT
environment with relevant test data Process
Al7  Install .
) A define rollout and n
and accredit . ;
. instructions
solutions .
A release planning, agc
and changes . . .
production, and post -implementation
review
3. SERVICE DELIVERY MANAGEMENT
A provide document ed d coveredbyITIL Internal IT
DS1 Define services of and agreement on service Process
and manage levels
service A monitor and timely r
levels stakeholders on the accomplishment of
service level
DS?2 A clearly define the r|fcoveredby ITIL Stakeholde
. and expecta tions in third -party & 1S027001
Manage third r
arty agreements
party A review and monitor s
services . .
for effectiveness and compliance
DS3 A periodically revi ew |coveredbyITIL Internal 1T
Manage performan ce and capacity of IT Process
performance resources
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and capacity A forecast future need
workload, storage and contingency
requirements
DS4  Ensure A .d eve l op, maintai n ancoveredby ITIL Stakeholde
continuous continuity plans & 15027001 r
: A utilize offsite back
service . - o -
provide periodic continuity plan training
A establish and cuntgiolest g covered by Stakeholde
DS5 Ensure and responsibilities, poli  cies, standards, ISO27001 r
systems and procedures
security A perform security mon
test and implement corrective actions
DS6 A build and operate a |RelatedtolT Financial
Identify and all ocating system to capture, allocate financial
allocate and report IT costs to the users of management
costs services
A identify training n¢g Closelyrelatedto Learning
DS7 ~ .
external users HR& &Growing
Educate and ) _
. A define and execut e ¢ responsibility
train users
and measure the results
DS8 A devel opdesigned ant Well - covered by ITIL Internal IT
Manage executed service desk and incident Process
Service Desk management process including incident
and registration, escalation, trend and root
Incidents cause analysis, and resolution
A establish and mai nt g coveredby ITIL Internal IT
DS9 complete configuration repository Process
Manage the A collect initial conf
configuratio establish baselines, v erify and audit
n configuration information, and update
the configuration repository as needed
A identify, cl assi fys g coveredbylITIL Internal IT
based on root cause analysis Process
DS10
A formulate recommenda
Manage : -
improvement, maintain problem records
problems . .
and review the status of corrective
actions
A identify dat a requirSR:rl;f:to Stakeholde
DS11 effective procedures to manage the . r
. continuity,
Manage data media library, backup and recovery of covered by
data, a nd proper disposal of media 1SO27001
A define physical sit ¢coveredby Stakeholde
DS12 : - .
select appropriate facilities, design ISO27001
Manage the . o r
Physical effective processes for monitoring
. environmental fac  tors and managing
Environment .
physical access
A define operating pol| coveredby ITIL Internal 1T
procedures for effective man agement of Process
DS13 ;
scheduled processing
Manage A . .
. protect sensitive ou
operations .
infrastructure performance and ensure
preventive maintenance of hardware
4. MONITORING & CONTROL
covered by ITIL Internal IT

ME1

A define relevant

per
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Monitor and systematically and timely report Process
Evaluate IT performance, and promptly act upon
Performance devi ations
ME2 A monitor and report d covered by Internal 1T
Monitor and p ISO27001 for Process
results of self -assessments and third - ) )
Evaluate . . info rmation
party reviews to ensure effective and .
Internal T . security
efficient operations
Control
ME3 A comply with |l aws, re covered by Stakeholde
Ensure 4 . . ISO27001
i contractual requirements by identifying r
Compliance : . L
With compliance requirements, optimising and
evaluating responses, obtaining
External . . N
. assurance andin t egrating | T6H
Requirement . . . .
S compliance reporting with business
A define organi sati on d Partally covered Strategy
ME4 .
. processes, leadership, roles and by ITIL
Establishme N .
responsibilities to ensure that enterprise
nt of an IT . . .
IT invest ments are aligned and delivered
Governance : . . .
in accordance with enterprise strategies
Framework

and objectives

Table 8: Detailed Analysis

It should also be mentioned that the grouping some control objectives thatddllIL or

ISO27001 categories are not detailed mappings of COBIT to these framewbeks.

publications(ITGI, 2008)from ITGI presenimoredetailed mapping The categorization of

this study does refer todbestudes howevermore practical considations ardaken into

account.

Summary List

A summaryof each view is showed below

IT Vision & Strategy

PO4 Define the IT organisation and relationships

ME4 Establishmenof an IT Governance Framework

PO1
PO2
PO3
POG6

Define a strategic IT plan
Define thenformation architecture
Determine the technology direction

Communicate management aims and directions

IT StakeholderPerspective
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PO8 Manage quality

PO9 Assess risks

DS4 Ensure continuous service

ME3 Ensure Complianceith External Requements
DS11 Manage data

DS5 Ensure systems security

DS12 Manage the Physical Environment

DS2 Manage third party services

IT Financial Perspective

PO5 Manage the IT Investment

All Identify Automated Solutions

Al2  Acquire application software

Al3  Acquire technology infrastructure
Al5  Procure IT resources

DS6 Identify and allocate costs

IT Internal Process

DS1 Define and manage service levels
Al7 Install and accredit solutions and changes
Al4  Enable operation and use

Al2 Maintain application software

AI3 Maintain technology infrastructure
Al6  Manage changes

DS9 Manage the configuration

DS8 Manage Service Desk and Incidents
DS10 Manage problems

DS13 Manage operations

DS3 Manage performance and capacity
PO10 Managerojects

ME1 Monitor and Evaluate IT Performance
ME2 Monitor and Evaluate Internal Control

IT Learning & Growth

PO7 Manage human resources
DS7 Educate and train users
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Chapter 8 - Clarification on COBIT-BSC

Model

There aremanystudies using Balanced Scorecard (B$h combination with COBIT for
better IT governancd he Goal Cascademethod inCOBIT framework is based dBSCtoo.

It should be pointed ouhat these studig®cus onthe alignment of bsinessandIT goals.
They exemplify how BSC can be effectively ed to define ITprocess goals and metrics
that are closely linked to business strategies. Although this study also uB&thencept,

its focus is to provide simple view of the inner relations of COBIT control objectives and
its relation to popular &meworls. It merely uses the four views of BSC in categorizing

control objectivesNo further concepts of BSC are involved.

Previous Studies on COBIT and BSC

According to the study of Cram (Cram, 2007pstof the early researabf IT BSC aligned
closely with Kaplan andNorton's BSC techniquesoncentrahg on the theory and
conceptsdue to the lack opractical experiencés implementation experieneecreased,

IT BSC was refined based on contemporary idead aligning IT with business
measurement anstrategy.More practical results dhe design,operation and management
of an IT-specific scorecardvere available More recently,the content of IT BSC has
expandedbeyond the previously acaderdominated environmentncreasingnumber of
publications as emerged, which covers a broad range of IT management issues, Quch as
governance, service level management, enterprise resource plarknogledge

management and IT audit (Cram, 2007).
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IT BSC

The balanced scorecard calso be applied to the IT fustion andIT processes (Van
Bruggen & Van Grembergen, 1997A standard IT balanced scorecard (figure 12)
evaluates IT performance based on the fouBSC perspectivesthe User perspective
represents the user evaluation of IT. Tiheernal procesperspetive represents the IT
processes employed to develop and deliVer services The learning and growth
perspective represents tevelopment ohuman and technology resources needed by IT.

Thefinancialperspective captures the business value of thevAastments.

BUSINESS CONTRIBUTION
How does management view the IT

USER ORIENTATION
How do users view the IT department?

Mission department?
To be the preferred supplier of information Mission
systems. To obtain a reasonable business contribution
Objectives from IT investments.
e  Preferred supplier of applications Objectives
e  Preferred supplier of operations vs. e Control of IT expenses
proposer of best solution, from whatever e Business value of IT projects
source e Provision of new business capabilities

e  Partnership with users
e  User satisfaction

OPERATIONAL EXCELLENCE

FUTURE ORIENTATION

How effective and efficient are the IT
processes?

Mission

To deliver effective and efficient IT
applications and services.

Objectives

How well is IT positioned to meet future
needs?

Mission

To develop opportunities to answer future
challenges.

ODbjectives

Training and education of IT staff

e  Expertise of IT staff

e Research into emerging technologies
e  Age of application portfolio

e Efficient and effective developments .
e  Efficient and effective operations

Figure 13: IT BSC
Van Grembergenleveloped the application of IT BSCtlia series of studiesiich as the
development of generic IT BSC (Van Bruggen & Van Grembergen, 1997), tHidedal
BSC application in an formation services division at a Canadian financial group, using IT
BSC as instrumda for service level agreemergigan Grembergen, De Haes, & Amelinckx,
2003) Drawing on previous work on balanced scorecards measuring the IT function and

the board perfanance, a generic IT governance balanced scorecard (figure 13) is proposed
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by Grembergen and Haes (Grembergen & Haes, 200%% model also forms the basis of

theGoal Cascadeoncept in COBIT.

Figure 14: IT Governance BSC

Salé and Rosenthal(Sallé & Rosenthal, 2004) present how thHeOBIT framework
contributes to the formulation and implementation the strategyof HewlettPackard (HP)
Information Technologyprogram(ITP). Built on the goals andnablers specified iGOBIT
and a mapping to HP I'Service Management (ITSM) processeé®y reformulatedHPG
ITP strategy using éBSC. Another study of fromAhuja compars the drengths,
weaknessesf COBIT, BSC and theéystems Security Engineering Capability Maturity
Model (SSECMM)(Ahuja, 2009), and formulates a comprehen&iameworkfor strategic
information security manageme#thuja conclude that the mtegration of COBIT and BSC
could bridge the gaps mitigate the weaknessesf each framework angrovide a more

comprehensivenechanism for strategic information security management
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