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Executive summary

Experts estimate that there will be 38.5 billion connected devices to the Internet
in 2020 [1]. All these devices will form different groups of autonomous computers
that must be able to exchange data in a secure way in order to prevent major
incidents. This implies that there is a need for new technologies, which can deal
with the growing amount of connected devices and the different types of
distributed systems. Therefore, this study has examined if the identified
underlying principles of blockchain technolgy have the capabilities to add
additional value to the current distributed solutions in multiple domains. This was
done by conducting an exploratory case study that consisted of a critical literature
review, which was followed by a number of expert-interviews. These were
subsequently analysed by applying the grounded theory strategy of Charmaz [2].

The critical literature review showed that the underlying principles of blockchain
technology are able to handle a large amount of devices that safely exchange data
in complex and distributed environments. Besides safety, these principles also
enable the removal of the traditional Trusted Third Party (TTP) and stimulate
the self-regulating character of a network. This removes a set of devious and
inefficient procedures and improves the integrity of the overall process by
empowering nodes to perform tasks in an autonomous way.

By performing the expert-interviews it became clear that the respondents were
unfamiliar with some of the identified underlying principles. This indicated that
there is a lack of knowledge about multiple core elements of blockchain technology
among the experts. This was an unexpected result and it turned out that several
interviewees found it difficult to view the technology just as a combination of the
underlying principles. Besides that, a selection of related use cases were also
discussed during the interviews to test what the respondents considered to be
value adding implementations of blockchain technology. It appeared that the
smart industry use case in the industrial sector had the most potential. This was
due to the amount of laws and regulations to comply with, the fact that there is no
flow of money involved and the less risky nature of the data.
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This research consisted of an exploratory case study that was conducted to
identify the underlying principles of blockchain technology and to determine the
corresponding capabilities. The previous paragraphs emphasized that there is a
lack of knowledge and that the technological know-how needs to be improved in
order to enable the development of blockchain implementations. It shows that this
study has been a baseline measurement and indicates that there is much more
research needed in order to fully understand blockchain technology.

3of 78



Contents

List of Acronyms 6
List of Figures 8
List of Tables 9
1 Introduction 10
1.1 Research questions . . . . . . .. ... . ... ... .. ... ... 10
1.2 Research objective . . . . . . ... oo 11
1.3 Research method . . . . ... .. ... .. ... ... ... ... . 12
1.4 Structure . . . . . .. 13
2 History of the Internet of Things 14
2.1 Brief historical overview of the Internet . . . . . . .. ... ... ... 14
2.2 Moving towards the Internet of Things . . . . . . .. .. .. .. ... 15
2.3 The Internet of Things . . . . . . . . . .. ... .. ... ... 15
2.4  The consequences of these developments . . . . . . ... . ... ... 18
2.5 Recap . . . . .. 20
3 The emergence of blockchain technology 21
3.1 Generic approach . . . . . . .. ... 21
3.2 Brief introduction distributed systems . . . . ... ..o 0oL 21
3.3 Fault tolerant . . . . . . . . . ... 22
3.4 Byzantine fault tolerant . . . . . . .. ..o 00000 24
3.5 Paxos ... .. 27
3.6 Combining these techniques . . . . . . .. .. ... ... ... ..., 31
3.7 Bitcoin . . . . . .. 31
3.8 Different examples . . . . .. ... 33
3.9 The need for blockchain technology . . . . .. .. .. ... ... ... 37
3.10 Recap . . . . . . o 37

4 of 78



4 Results

4.1 Expert-interviews . . . ... ...
4.2 The general concepts . . . . . ... ... ... ..
4.3 The underlying principles . . . . . . ... .. ..
4.4 Relatedusecases . . .. ... .. ... ... ..
4.5 Additional results . . . . . ...
46 Recap . . . . . . ...

5 Discussion
5.1 Answering the research questions

5.2 Implications . . . . . ... .. ... ... ... ..

5.3 Validation . . . . . . . .. .. .. ... ...,

54 Futurework . . . . ... ...

55 Reflection . . . .. . . .. ... ...
Bibliography

Appendix A Interview questions

Appendix B Code list

38

........... 38
........... 40
........... 42
........... 49
........... 57
........... 29

61

........... 61
........... 63
........... 64
........... 65
........... 65

67

70

72

5of 78



List of Acronyms

ARPA Advanced Research Project Agency. 13
ARPANET Advanced Research Project Agency Network. 13

BGP Byzantine Generals Problem. 9, 23-25, 29, 36, 42

CAT Computerized Axial Tomography. 51, 63
CPS Cyber Physical Systems. 15, 17, 18, 36, 60, 62
CPU Central Processing Unit. 31

ICT Information and Communication Technology. 10
IIC Industrial Internet Consortium. 16
IoT Internet of Things. 9, 10, 12, 14, 15, 17-20, 36, 37, 60, 62

IP Internet Protocol. 13
MRI Magnetic Resonance Imaging. 51, 63

NASA National Aeronautics and Space Administration. 21
NCP Network Control Program. 13
NFC Near Field Communication. 15

NIST National Institute of Standards and Technology. 15
RFID Radio Frequency IDentification. 14, 15

SIFT Software Implemented Fault Tolerance. 21, 22, 26
SMR State Machine Replication. 21, 41

6 of 78



Job Bakker (s1473662) ICT in Business

Leiden University

TCP Transmission Control Protocol. 13

TTP Trusted Third Party. 2, 10, 36, 39, 40, 48, 58, 62
ULSS Ultra-Large-Scale Systems. 18, 36, 60, 62, 63

WWW World Wide Web. 13, 14

7of 78



List of Figures

1.1 Research method overview . . . . . .. ... .. ... ... ...... 13
2.1 Industrial Internet architecture viewpoints . . . . . . .. .. ... .. 17
2.2 A timeline of IoT threats . . . . . . . ... .. .. ... ... ..... 20
3.1 Distributed computing elements . . . . . ... ... ... 22
3.2 An overview of causes for system malfunctions . . . . . . . . ... .. 23
3.3 When the lieutenant is a traitor . . . . . . . . . ... ... ... ... 24
3.4 When the commander is a traitor . . . . .. ... .. ... ... ... 25
3.5 A solution with signed messages . . . . . . ... ... ... 26
3.6 Solution with oral messages . . . . . . .. .. .. ... ... ... 27
3.7 Basicflowof Paxos . . . . . . ... .. ... 28
4.1 'Trusted third party overview . . . . . . . . . ... ... .. .. .. .. 41
4.2 Blockchain technology overview . . . . . . .. .. ... ... ..... 42
4.3 Underlying principles - Fault tolerance . . . . . ... .. .. .. ... 43
4.4  Underlying principles - Byzantine fault tolerant . . . . . . . .. . .. 44
4.5 Underlying principles - Consensus algorithm . . . . . ... ... ... 46
4.6  Underlying principles - Overlaying protocol . . . . . . . . . ... ... 47
4.7 Underlying principles - Overview . . . . . . .. ... .. ... .... 48
4.8 Related use cases - Smart container . . . . . .. ... .. ... o1
4.9 Related use cases- Cure . . . . . . . ... ... . 53
4.10 Related use cases - Smart industry . . . .. .. ... 54
4.11 Related use cases - Care . . . . . . . . ... ... ... ... 56

8 of 78



List of Tables

4.1 List of interviewees . . . . . . . . .. 39
4.2 Awareness of fault tolerance . . . . . . . . ... L. 43
4.3 Awareness of Byzantine fault tolerant . . . . . . . .. ... ... ... 45
44 Theflowof Paxos . . . . . . . . . .. 45
4.5 Awareness of consensus algorithm . . . . . . ... ... 000 46
4.6 Awareness of overlaying protocol . . . . ... ... o0 48
4.7 Awareness of the underlying principles . . . . . . ... ... ... .. 49
4.8 Potential of the smart container use case . . . . . .. ... ... ... 51
4.9 Potential of the cureuse case . . . . . . . . ... ... ... .. 53
4.10 Potential of the smart industry use case. . . . . . .. ... ... ... 55
4.11 Potential of the careuse case . . . . . . . . . . ... ... ... ... 56
4.12 Potential of the related use cases . . . . . . . . . .. ... ... ... 57
4.13 Identified problems . . . . . . . ... ... 58
4.14 Theory related statements . . . . . . ... ... ... 59
4.15 Useful considerations . . . . . . . . . . . . .. 60

9 of 78



Chapter 1

Introduction

The first few years since its technical origin in 1983, the Internet was nothing more
than a technology that enabled daily computer communications [3]. This changed
since the introduction of the term Internet of Things (IoT) in 1999 [4]. After that
time, it became also possible to connect other physical objects than computers to
the Internet. This led to the development of connecting all sorts of devices to the
Internet, in fact experts estimate that there will be 38.5 billion connected devices in
2020 [1]. Connecting such an amount of devices to the Internet introduces several
security threats. Actually, all these devices form different groups of autonomous
computers on the IoT or so called distributed systems [5]. A serious threat to
those kind of systems is the Byzantine Generals Problem (BGP). This problem is
defined as malfunctioning components that give conflicting information to different
parts of a system [6]. When this information is accepted, there can arise various
faults and failures in a system that have severe consequences. Therefore, a solution
for this threat is needed in order to enable a safe use of the IoT in the future.
Blockchain technology is seen as a possible solution for the BGP because it
empowers a system to identify components that give conflicting information. In
short, it is an encrypted chronological database that is recorded by a network of
computers [7]. This database is spread among every device in a network so it can
easily be noticed and ignored when a device distributes conflicting information. It
implies that the use of a traditional Trusted Third Party (TTP) will be redundant
because there is no more need to verify information externally.

1.1 Research questions
The introduction above sketches a problem that can be framed by composing

multiple research questions. Answering these questions will help to reach the
objective of this study that is described in section 1.2.
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Main question: Are the underlying principles of blockchain technology capable to
add additional value to the current distributed solutions in multiple domains?

Sub questions:

1. What kind of developments have led to combining more and more objects in
networks and what are the related consequences for secure communication?

2. What are the principles underlying blockchain technology and which role do
they play in achieving secure communication?

3. Are experts in different domains aware of these underlying principles and
what do they consider to be value adding implementations of blockchain
technology?

1.2 Research objective

At this point in time, blockchain technology is considered to be the next disruptive
technology in the Information and Communication Technology (ICT) sector. This
may seem a bit exaggerated to some but the idea to remove the TTP in all sort of
situations is revolutionary. Therefore, the objective of this research is to determine
to which extent the principles behind blockchain technology can add additional
value in multiple domains. In order to do so, it is important to understand why
this technology has emerged and what the underlying principles are. This
contributes to the current body of literature and helps to unravel the mysteries
around this new technology. By verifying and expanding this information through
the performance of various expert-interviews, this study will also provide a
baseline measurement. This measurement is useful to make predictions about the
use of this technology in multiple domains. These will enable companies to identify
blockchain related opportunities and helps them to develop their own value adding
implementations. Overall, this study will expand the current knowledge about
blockchain technology and gives future directions for potential solutions.

To find out to which extent the underlying principles of blockchain technology can
add additional value, there are a number of steps that need to be taken. First of
all, it must be clear what opportunities and consequences there arise through the
developments in the IoT field. When these are identified, it is time to decide if
blockchain technology could be an appropriate solution for these consequences. In
order to do this, the underlying principles of this technology will be examined and
a number of practical examples are reviewed that make use of those principles.
With this information it is possible to evaluate if the principles can actually be
used in multiple domains.

The next phase is to conduct several expert-interviews to define if others also
recognize the potential of the underlying principles behind blockchain technology.
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This will be done by reviewing these principles and discussing a number of use
cases in which they are used. After these interviews, it is possible to make an
inventory of the available knowledge and different developments around the
technology in multiple domains. Combining these outcomes, enables the possibility
to estimate to which degree the principles behind blockchain technology will be
used in the future.

1.3 Research method

The chosen research method for this assignment is an exploratory case study that
uses a theory-building structure. At this time, blockchain technology is a new and
complex topic that needs exploration in order to determine the key principles
behind this technology. This will be done through conducting a critical literature
review which is followed by a number of expert-interviews. This critical review
helps with understanding a field, its key theories, the concepts, ideas, major issues
and debates [8]. After that, the expert-interviews will be performed to gain
additional knowledge in a qualitative way. These interviews have a semi-structured
nature, which means that there are a few themes and key questions that need to
be covered. The remaining portion of the interview can vary per case because the
experts will have different knowledge levels.

After the interviews have been conducted it is time to analyse the data with a
methodological approach called grounded theory. This term refers to a theory that
is grounded in or developed inductively from a set of data [8]. The key element of
this methodology is coding and consists of two principal stages according to
Charmaz’ strategy [2]. It starts with the initial coding stage, which involves the
disaggregation of the collected data into conceptual units that are provided with a
label (see appendix B). The second stage is focused coding and includes the
re-analysing of data to test which of the initial codes can be used to categorise
larger units of data. When new data is collected during the coding process it is
important to apply the principle of constant comparison. This is needed to check
for similarities and differences, to promote consistency and to aid in the overall
process of analysis. Using the constant comparison technique stimulates
abduction, which helps to gain additional insights in order to create new
conceptual possibilities that can be further examined. It also promotes a higher
level of analytical coding because the researcher moves between inductive and
deductive thinking [8]. The complete overview of the research method is depicted
in figure 1.1.
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During and after these data collection and analysis techniques the exploratory case
study will be formed using a theory-building structure. With this structure it is
possible to gradually reveal new parts of the theoretical argument that is being
made [9]. In this way, the final outcome will be a report which not only gives
future research directions but also contains a theoretic overview of the key
principles behind blockchain technology.

In order to ensure construct validity in this study it is important to take several
tactics into account [9]. The first one is the use of multiple sources of evidence,
which creates a form of triangulation that increases the reliability of the data. The
second tactic implies the establishment of a chain of evidence, this enables an
external observer to follow the derivation of evidence from the initial research
questions to the final conclusions. The last one includes the reviewing of the case
study report drafts by key informants, which improves the overall quality of the

report.

1.4 Structure

The next chapter starts with a brief historical overview to describe the events that
led to the Internet in its current form. These will explain the rise of the IoT and
show the related opportunities and consequences of this network. After that,
chapter 3 will describe the developments that led to the emergence of the field
blockchain technology. By examining these developments, it will become clear
what the underlying principles of the technology are and which functionalities it
can offer. The results of these findings will be discussed in the next chapter, which
contains the answers of the expert-interviews that have been conducted in multiple
domains. These will help to verify the earlier identified underlying principles and
functionalities of blockchain technology. Based on these outcomes, it is time to
answer the research questions of this study. Together with the corresponding
implications and the need for future work this will be done in chapter 5.
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Chapter 2

History of the Internet of Things

The aim of this chapter is to give a brief historical overview of the developments
that led to the Internet in its current form. These developments will explain the
emergence of the Internet of Things and show the related opportunities and
consequences of this network.

2.1 Brief historical overview of the Internet

In August 1962 Licklider envisioned a globally interconnected set of computers
through which everyone could quickly access data and programs from any site [3].
Later that year, he became the first director of the Advanced Research Project
Agency (ARPA) that funded the groundwork for the technical foundation of the
Internet. This research project was an initiative of the United States Department
of Defense and led to the development of a pioneering packet switching network in
1967. It was called the Advanced Research Project Agency Network (ARPANET)
and made use of the Network Control Program (NCP), a Host-to-Host protocol
which enabled users to begin with the development of all sorts of applications [3].
One of those applications was electronic mail and initially fulfilled the need for an
easy coordination mechanism between the developers of the ARPANET. It became
the largest network application for over a decade until the network implemented
the Transmission Control Protocol (TCP) and the Internet Protocol (IP) suite in
1983, also known as TCP/IP. This suite enabled the network to meet the needs of
an open-architecture network environment, which resulted in a split of multiple
networks [3]. Since then, the Internet is considered as a well-established technology
that supported different communities in their daily computer communications.

This development became accelerated when Berners-Lee started the World Wide

Web (WWW) initiative in 1989, which was a project designed to bring a global
information universe into existence by using available technology [10].
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It enabled the dream of extending the human intellect by making collective
knowledge available to each individual by using machines. The WWW model
consists of a combination of the hypertext, information retrieval and wide area
networking technique. It introduced an easy way to make information publicly
available for everyone who owned a computer. The model resulted in a significant
raise of the total amount of information that was available on the web and
transformed the Internet into a mature medium.

2.2 Moving towards the Internet of Things

The term ubiquitous computing initiated the first shift towards a different kind of
Internet and was introduced by Weiser in 1988. It can be defined as the goal to
have non-intrusive availability of computers throughout the physical environment,
virtually, if not effectively, invisible to the user [11]. Eventually, Weiser predicted
that computers will weave themselves into the fabric of everyday live until they are
indistinguishable from it. By the development of products such as scratchpads, live
boards and page-sized pads in the early 90’s his ideas slowly evolved into practical
applications [12]. Another factor that played a role in the successful realization of
ubiquitous computing was the growing distribution of home computers among
households. Take for example the Netherlands, in the period of 1985 until 1995 the
adoption of home computers in this country grew from 7 to 39% [13]. This
indicates that computers were becoming part of people their everyday lives in the
mid 90’s and that Weisers’ vision was correct.

2.3 The Internet of Things

The second shift that changed the Internet started when Ashton introduced the
term IoT in 1999. It can be defined as a world where physical objects are
seamlessly integrated into the information network, in which they will become
active participants in business processes. Services are available to interact with
these ‘smart objects’ over the Internet, query their state and any information
associated with them, taking into account security and privacy issues [14]. The
unique characteristic of the IoT is that the Internet is used to interconnect
physical objects that communicate with each other or with humans. This created
new opportunities for users, manufactures and companies to fulfill their needs and
support them in their everyday activities [15].

This development started with the use of Radio Frequency IDentification (RFID)
tags on physical objects. When these tags are mounted to a physical object it
enables the ability to transfer data to a RFID reader in a wireless way.
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The first tags were passive, so they did not have on-board power supplies and took
the required energy from the query signal transmitted by a RFID reader nearby
[16]. Later on, they also used semi-passive and active tags who got there power
supply through batteries. The RFID tags are considered to be one of the
cornerstones of the IoT because it initiated the evolution towards more advanced
tagging technologies such as Near Field Communication (NFC).

Important to understand is how technologies such as RFID and NFC have
contributed to the development of the [oT in its current form. Initially, physical
objects were separately tagged to enable the ability to transfer data towards a
reader. This exchange of information was so useful that they started with
integrating these tagging technologies into physical objects. By doing so, this
ability became standardized and indicated a next phase in the emergence of the
[oT.

2.3.1 Cyber Physical Systems

According to the National Institute of Standards and Technology (NIST), Cyber
Physical Systems (CPS) are smart systems that encompass computational

(i.e. hard- and software) and physical components, seamlessly integrated and
closely interacting to sense the changing state of the real world [17]. The
distinctive feature of CPS compared to traditional embedded systems is that the
former ones are able to interpret the physical world and can subsequently use this
information in performing their tasks. This enables several applications for CPS in
areas such as avionics, transportation, factory automation, electronic healthcare
and smart grid systems [18].

In order to function properly, a CPS is dependent on the interaction between
computational and physical components. This introduced a new phase in the
development of the IoT because at first, physical objects were able to function
properly without computational components. Around that time, there already
existed objects with integrated components but these only provided additional
functionalities. If they stopped working the object could still perform its intended
tasks but this became impossible within a CPS. This demonstrates that the advent
of the Internet and the evolution into the IoT has set a revolutionary
transformation of systems in motion.

2.3.2 The Industrial Internet

The last part of the IoT definition states that physical objects can become active
participants in business processes. This is exactly what the industrial sector tries
to achieve by connecting those objects to the Internet.
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The so called Industrial Internet is an internet of things, machines, computers and
people, enabling intelligent industrial operations using advanced data analytics for
transformational business outcomes [19]. It is a phenomenon that unlocks several
new business models for companies because it empowers them to make use of
technologies like remote access and data analytics. In this way, the Industrial
Internet can offer new insights into what functionalities work and which do not.
Based on these outcomes, companies can not only focus on optimizing their
products but are also able to produce conform their customer needs [20].

In order to help industries with connecting their systems to the Industrial Internet
the Industrial Internet Consortium (IIC) has specified a reference architecture
framework. The four viewpoints of this framework are illustrated in figure 2.1.

Business Viewpoint

Usage Viewpoint

Functional Viewpoint

Implementation Viewpoint y

Figure 2.1: Industrial Internet architecture viewpoints [19]

Each viewpoint deals with another area of concerns and gives industries a general
overview of the things to keep in mind. The business viewpoint is related to the
concerns of the identification of stakeholders and their business vision, values and
objectives. One view deeper is the usage viewpoint which addresses the concerns of
expected system usage and involves sequences of activities involving human or
logical users. The functional viewpoint focuses on the functional components to
support the usages and activities of the overall system. Finally, the implementation
viewpoint deals with the technologies needed to implement functional components,
their communication schemes and their lifecycle procedures [19].

Besides the specified framework, the reference architecture document of the I1C

also covers a set of other important topics related to connecting systems to the
Industrial Internet.
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With the help of such documents multiple countries have set up their own
initiatives to contribute to the Industrial Internet. Examples of these initiatives
are advanced manufacturing (United States of America), industrie 4.0 (Germany)
and smart industry (The Netherlands). These countries demonstrate that terms
like the IoT, CPS and the Industrial Internet do not only appeal to the
imagination but also provide real business value. The overall goal of these
initiatives is to determine new ways in which technology can improve existing
products or processes.

2.4 The consequences of these developments

Since the introduction of the IoT the number of connected devices to the Internet
has grown significantly. At this point, the number of connected devices to the
Internet is 13.4 billion and already exceeds the world population over two times.
Experts estimate that these growth will continue exponentially and that the
amount of connected devices to the Internet will be 38.5 billion in 2020 [1]. By
connecting such an amount of devices to the Internet it is not hard to imagine that
there are besides the described opportunities also some consequences.

2.4.1 Dependability

Connecting all these various types of physical objects to the Internet increases the
dependability of the IoT. This dependability is twofold, it is not only related with
the amount of information but also with the final use of it. The growing amount of
information contributes to the dependability on one end because it enhances the
use of the IoT to search for specific information. Apart from that, the number of
physical objects that need a particular part of this information to function
properly is also rising. When objects are unable to reach this information it also
affects the people who try to use these physical objects, which introduces the other
end of dependability. Through the developments described earlier on, this erosion
of boundaries between people and systems will continue [21]. Eventually, people
will become elements of the system and are dependable on the IoT to perform
their daily activities.

2.4.2 Smart industry

Throughout the previous sections, it became clear that developments like CPS and
the Industrial Internet are a result of the numerous existing techniques to connect
physical objects with each other. The positive side of this trend is that an
initiative such as smart industry in the Netherlands is beginning to take shape.
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In 2014, there were already 320.000 companies who joined it ranging from the
agro-food domain to companies in the high-tech industry [22]. They are currently
working on a number of action points to accelerate the digitalization and to
enhance the competitive strength of the Dutch industry. These include the
capturing of existing knowledge, acceleration through field labs and strengthening
the overall foundation.

2.4.3 Ultra-Large-Scale Systems

In a few years’ time, the combination of such developments will lead to a new
phenomenon called Ultra-Large-Scale Systems (ULSS). Which are systems that
push far beyond the size of today’s systems by every measure: number of lines of
code; number of people employing the system for different purposes; amount of
data stored, accessed, manipulated, and refined; number of connections and
interdependencies among software components; and number of hardware elements
[21]. Some important characteristics of a ULSS are that it is decentralized,
heterogeneous, inherently conflicting and continuously evolving. This places
unknown demands on aspects like software acquisition, production, deployment,
management, documentation, usage, and evolution practices.

2.4.4 Pushing the boundaries

Gradually, the IoT has been pushing the boundaries of the Internet and this
implies that there are several aspects that need to be solved in different ways. If
this does not happen major incidents are unavoidable as is depicted in figure 2.2.
A well-known example is the discovery of the computer worm Stuxnet in 2010 that
infected the software of multiple industrial sites in Iran, including a uranium
enrichment plant.

The figure shows that the majority of these incidents are caused by substandard
security measures. Therefore, it is time to seriously reconsider the security
measures that are implemented in existing systems. A dangerous environment
arises when concepts as CPS, the Industrial Internet and ULSS are combined with
the trend to blindly connect all sorts of physical objects to the Internet. One
logical but important step is to question if it is always necessary to connect a
physical object to the Internet. This mentality alone can prevent a large share of
the minor incidents that occur on a daily basis in the IoT environment. Besides
that, it is critical that the parties who are developing software or objects that will
be connected to the IoT become aware of the possible threats. There are multiple
elements in the IoT network identified that show patterns of vulnerabilities,
examples are boundary protection, information flow enforcement, remote access
and physical access control [23].
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Figure 2.2: A timeline of IoT threats [23]

Focusing more on those areas and taking the appropriate measures to improve
security are important steps to reduce the number of major incidents. A
combination of awareness and technical know-how will be able to make the IoT a
safer place but this requires time and effort.

2.5 Recap

This chapter gave a brief historical overview of the Internet to describe the main
developments that led to the IoT in its current form. It is important to realize
that this technological evolution not only creates new opportunities but also has
some consequences. When taking these consequences into account the IoT can
enable those new opportunities in a safely and responsible manner. In the next
chapter it is time to zoom in on a pervasive technology that can improve the
security in the IoT environment. This technology has the ability to safely store
data in a distributed database that subsequently can be exchanged between the
different nodes in a network. With the prediction that the number of connected
devices to the Internet and the amount of information will only grow, this is a
logical development.
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Chapter 3

The emergence of blockchain
technology

In chapter 2 it became clear that there were a number of important developments
that led to the IoT in its current form. This is also applicable to the emergence of
the field blockchain technology and these developments will be described in this
chapter. After this description, it will be apparent what the underlying principles
of the technology are and which functionalities it can offer. By mapping the
principles behind blockchain technology it is easier to determine which underlying
concepts need to be used in future implementations.

3.1 Generic approach

The introduction of chapter 1 made it clear that a blockchain is in essence an
encrypted chronological distributed database. This implies that the underlying
principles of blockchain technology have their origin in the distributed computing
field. Therefore, there will be several distributed computing developments
discussed in this chapter to unravel the combination of elements that form a
blockchain. An outline of these elements is illustrated in figure 3.1.

3.2 Brief introduction distributed systems

The IoT is an environment where billions of devices are connected with each other
as section 2.4 showed. All these devices form distributed systems because they
consist of a collection of distinct processes which are spatially separated, and which
communicate with one another by exchanging messages [24]. In order to explain
how a distributed system can function in a proper manner there are various terms
that need to be explained in the following sections. After that, the role of
blockchain technology in the context of distributed systems will also be clear.
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Figure 3.1: Distributed computing elements

3.3 Fault tolerant

An essential characteristic of any system, including a distributed system is that it
needs to be fault tolerant. This is defined as the ability of a system to continue to
perform its specified tasks after the occurrence of faults [25]. In figure 3.2 are the
different causes for faults defined and these are categorized by the techniques to
improve or maintain a system’s normal performance.

One of the first fault tolerant systems was developed in 1978 by the National
Aeronautics and Space Administration (NASA), which was a computer for critical
aircraft control applications. It achieved fault tolerance by the replication of tasks
among processing units. This enabled the system to dynamically reconfigure itself
in order to bypass faulty units when the software detected and analyzed errors
[26]. There are some other important concepts involved which made this system
fault tolerant and those will be treated in the next subsections.

3.3.1 State Machine Replication

A distributed system makes use of a technique called State Machine Replication
(SMR) to implement fault tolerance. By replicating states of a system among
multiple processes, system malfunctions through software and hardware faults can
be prevented as the Software Implemented Fault Tolerance (SIFT) computer of the
NASA showed [26].
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Figure 3.2: An overview of causes for system malfunctions [25]

Another challenge where SIFT and every other distributed system has to deal with
is that each individual process consists of a sequence of events. In order to
function properly, the system has to be capable of determine the order of these
different events.

3.3.2 Time stamps

To determine this order, Leslie Lamport introduced the concept of logical clocks in
a distributed system. With these logical clocks there was no more need to use
physical time because a system could use the so called “happened before” relation
[24]. This relation bypassed the accuracy problems with real clocks and is capable
of keeping track of the order of events through a mathematical algorithm.

Until this point, it was possible to make a distributed system fault tolerant for
software and hardware faults but this is only valid under one specific assumption.
This assumption describes that all the components within a distributed system
function according to their specification. Unfortunately, there can arise situations
in which components function voluntarily or involuntarily maliciously and thereby
causing system faults. To handle this additional type of faults, distributed systems
also have to be Byzantine fault tolerant.
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3.4 Byzantine fault tolerant

The problem related to the ability of a distributed system to be Byzantine fault
tolerant is called the Byzantine Generals Problem (BGP). It is defined as
malfunctioning components that give conflicting information to different parts of a
system [6]. To describe the problem, Lamport uses the following metaphor of a
group of generals of the Byzantine army camped with their troops around an
enemy city: Communicating only by messenger, the generals must agree upon a
common battle plan. However, one or more of them may be traitors who will try
to confuse the others. The problem is to find an algorithm to ensure that the loyal
generals will reach agreement. By introducing malfunctioning components that
give conflicting information in a distributed system, there needs to be a way for
the system to reach agreement. Without this agreement, it becomes impossible for
a distributed system to function properly as is demonstrated by the following BGP
examples.

3.4.1 Impossibility results

The impossibility results describe the situations in which it is not possible to reach
agreement with oral messages when there is a single traitor among three generals.
Important to note is that an oral message is one whose contents are completely
under the control of the sender, so a traitorous sender can transmit any possible
message. For simplicity, the only possible decisions in these examples are “attack”
or “retreat”. In figure 3.3 is the situation depicted in which lieutenant 2 is the
traitor and the other two generals are loyal.

COMMANDER

“attack’’

Figure 3.3: When the lieutenant is a traitor [6]
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The situation in which the commander is the traitor and the other two generals
are loyal is illustrated in figure 3.4. In both situations, lieutenant 1 is not able to
determine who the traitor is and therefore it becomes impossible to reach

agreement.
OMMANDE

“attack"’ “retreat’’

e

Figure 3.4: When the commander is a traitor [6]

3.4.2 Solutions

There are two types of solutions for the BGP and each of these uses a different
kind of message. In the examples shown above, oral messages could not provide a
solution for reaching agreement but perhaps the other type could offer an outcome.

Signed messages

The ability of a traitor to transmit any possible message makes the BGP very
difficult to solve. By restricting this ability in the form of unforgeable signed
messages, it becomes easier to solve the problem. In this case, every message
contains a signature so that each lieutenant is able to determine who the sender of
the message is. Another modification is that every lieutenant sends his received
message from the commander to the other lieutenants, including the signature of
the commander and itself. This is shown in figure 3.5, where the commander is the
traitor and the other two generals are loyal. With these signed messages the
lieutenants are able to identify that the commander is a traitor because his
signature appears on two different orders. Therefore, the lieutenants can reach
agreement about the fact that the commander is not loyal and this solves the
impossibility results among three generals. The impossibility results remains intact
for two generals because it is still impossible to reach agreement when there is a
single traitor in this situation.
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Figure 3.5: A solution with signed messages [6]

Oral messages

Another variant is to use a solution with oral messages, which will require more
communication before the traitor is identified because the messages have no
signature. This implies that every lieutenant sends his received message from the
commander to the other lieutenants. In figure 3.6 is the situation depicted in
which the commander is a traitor and sends arbitrary values to the other three
lieutenants, who are loyal. By comparing their set of orders with each other, the
lieutenants are able to find out that the commander is spreading different orders
and can identify that he is a traitor. After comparing their messages, there is no
need to return those also to the commander because they already know who the
traitor is. Unfortunately, this method is less effective because it cannot solve the
earlier described impossibility results. This means that there are at least four
generals required to reach agreement about the fact that there is a traitor among
them.

3.4.3 Implications

The solutions described in subsection 3.4.2 show the advantage of making a
distributed system Byzantine fault tolerant. By doing so, a distributed system is
able to deal with malfunctioning components and is no longer vulnerable for the
BGP. Overcoming the BGP was a breakthrough in distributed computing but the
provided solutions were inherently expensive due to the high number of messages
that is required. Therefore, the provided solutions are mainly applicable in
situations where extremely high reliability is a prerequisite [6]. Another limitation
was that the solutions only focused on distributed systems that made use of a
synchronous environment.
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Figure 3.6: A solution with oral messages [6]

This indicated, that there was a demand for a consensus algorithm that could be
implemented in asynchronous environments were a lower degree of reliability is
required.

3.5 Paxos

The Paxos algorithm was developed in 1990 by Leslie Lamport and defines a
number of steps to reach consensus. It is another way to implement fault tolerance
in a distributed system then the solutions that were previously disclosed. The
algorithm is suitable for asynchronous environments, which are distributed systems
where there is no global clock to keep track of time [27]. A few years earlier in
1985, consensus in such environments seemed impossible if there was even one
faulty process [28]. The difference with synchronized distributed systems like SIF'T
was that these required a higher level of reliability. Therefore, each processor had
its own clock that was periodically resynchronized to ensure fault tolerance in this
system [26]. However, there were also situations in which systems did not need
such a level of reliability and for these asynchronous distributed systems Lamport
developed the Paxos algorithm.

3.5.1 The solution

In order to describe the solution for reaching consensus in asynchronous
distributed systems it is necessary to define the problem first.
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The problem is defined as a collection of processes that can propose values. In
order to ensure that a single value among the proposed values is chosen there
needs to be a consensus algorithm. This consensus algorithm arranges that if no
value is proposed then no value should be chosen. If a value has been chosen, the
processes should be able to learn the chosen value [29)].

The Paxos algorithm consists of two different phases and three classes of agents
(proposers, acceptors and learners) who each have their own role. A proposer
sends a proposal to a set of acceptors, which the acceptors may accept or decline,
when accepted by a majority of acceptors this proposed value is learned by the
learners. An instance of the actual protocol starts with phase 1(a) in which the
proposer selects a proposal number and sends a prepare request with that number
to a majority of acceptors. The request is send to a majority to guarantee that
only a single value is chosen by each individual acceptor. In a practical situation
this request of a proposer is initiated by a client that wants to issue a command to
a central server for example. In the first two steps of figure 3.7 the client sends a
request to the proposer who prepares a request with proposal number 1 and sends
this towards a majority of acceptors. When an acceptor receives a prepare request
it checks if the number of that request is higher than any of the prepare requests
to which it has earlier responded. Without this check, an acceptor can choose the
same prepare request multiple times and this is not desirable. If the prepare
request satisfies this check, the acceptor responds to this request in a standardized
way. The acceptor promises that it does not accept any more proposals that have
a lower number and it responds with the highest numbered proposal that it has
accepted so far (if any). This completes phase 1(b) and is depicted in the third
step of figure 3.7 where 1 is the highest number of the received prepare request and
Va, Vb and Vc are the individual highest numbered proposals of each acceptor.

Client Proposer Acceptor Learner
| | . [
> I | | Request
| ) C— > =>—>] | | Prepare(l)
| P X——X——X | | Promise(l,{Va,Vb,Vc})
| ) > =>]=>] | | Accept!(1l,Vn)
| | == e P >|->| Accepted(l,Vn)
|<-————— X—-X Response
| |

Figure 3.7: Basic flow of Paxos [30]
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Phase 2(a) of the algorithm starts when the proposer receives a response to its
prepare requests from a majority of acceptors. Subsequently, it sends an accept
request to each of those acceptors for a proposal with the selected proposal number
and a specific value. This value is either the value of the highest numbered
proposal among the responses or is any value if the responses from the acceptors
reported no proposals. Step four of figure 3.7 shows the accept request that is send
by the proposer and contains the selected proposal number and the value of the
highest numbered proposal among the responses. When an acceptor receives an
accept request from the proposer for a promised proposal it needs to check one
final condition in phase 2(b). This condition ensures that an acceptor can only
accept the proposal if it has not already responded to a prepare request with a
higher number. In step five of figure 3.7 is the situation illustrated in which the
proposal is accepted by the acceptors. The acceptance includes sending the
accepted proposal back to the proposer and to all the learners, otherwise they are
not able to learn that a value has been chosen. After that, it is time for the final
step in figure 3.7 where the learners send a response to the client to demonstrate
that everyone is aware of the latest proposal.

3.5.2 Paxos variants

Since the introduction of Paxos in 1990 there have been several alternative uses
and optimizations of the algorithm, which led to a number of variants. One of the
first alternative uses of the algorithm was to use it not only in processors but also
in disks and was called Disk Paxos. In this way, it was possible to create a reliable
distributed system with a network of both processors and disks. The first benefit
of this approach is that community disks are cheaper than computers, so it is more
economical to use redundant disks for fault tolerance than using redundant
computers. Another benefit is that disks do not run programs on application-level,
which means that they are less likely to crash than computers [31].

The initial design of the Paxos algorithm was only able to make a distributed
system fault tolerant and not Byzantine fault tolerant. This changed since the
publication of Fast Byzantine Paxos, which demonstrated a variant of the
algorithm that was not only Byzantine fault tolerant but also faster. It required
only two communication steps to achieve asynchronous Byzantine consensus in the
common case and did not make use of expensive digital signatures. To achieve this
consensus in only two steps, Fast Byzantine Paxos needed a higher number of
acceptors than in other Byzantine consensus protocols [32].

Another optimization of the protocol is associated with the leader-based
characteristic of the Paxos algorithm.
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In fact, this characteristic creates a situation in which more work is performed by
the leader replica than by the non-leader replicas. When the number of replicas or
the load on the system increases the leader replica quickly reaches the limits of one
of its resources, which negatively influences the scalability. Therefore it is
important that the workload is evenly distributed among all the replicas, to ensure
that the leader has only a minimal additional workload. This is achieved by
distributing the handling of client communication, disseminating client requests
among all replicas and by executing the ordering protocol on id’s. These
measurements enable S-Paxos to reach a significantly higher throughput rate than
the standard Paxos algorithm for any given number of replicas. It creates a
situation where there is no more need to make a trade-off between fault tolerance
and performance [33].

Besides the use of Paxos in processors and disks the NetPaxos variant introduced
the possibility of implementing the protocol also in network devices. Moving the
protocol into network devices would create considerable performance benefits for
distributed applications. It not only significantly increases the throughput rate of
switches but also reduces the latency. A small drawback of this approach is that it
requires changes to the underlying switch firmware but these changes are feasible
in existing hardware. Overall, it would have a great impact on both the services
built with Paxos and the applications that make use of those services [34].

The selection of Paxos variants described above outlines the general evolution of
the algorithm over the years. In this period, there have been introduced several
other variants of the algorithm but these contained small optimizations or are
comparable with the previously treated variants. This brief overview of variants
highlighted that the algorithm has enabled multiple opportunities for reaching
consensus in asynchronous distributed systems.

3.5.3 Implications

The introduction of the Paxos algorithm changed the field of distributed
computing because it solved the problem of reaching consensus in asynchronous
distributed systems [27]. This was an important step, because the consensus
solutions till that time were inherently expensive to use in situations where a lower
degree of reliability was required. The problem of reaching consensus and the BGP
were no longer relevant in distributed computing environments, which stimulated
the development of large distributed systems. In section 3.6 a selection of those
systems will be treated to show in which ways the described techniques are applied
in practice.
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3.6 Combining these techniques

The main developments of distributed computing have been covered in the
previous sections to explain the individual elements in this domain that led to
blockchain technology. These elements itself are not new but it is the combination
of these elements that makes blockchain technology a groundbreaking
development. At this time, there is no standardized definition for the technology
because it is such an emerging field. Another problem is that most of the existing
definitions are related to the Bitcoin block chain instead of the overall concept of
blockchain technology. Therefore, I wrote the following definition of this
technology: Blockchain technology is a distributed Byzantine fault tolerant
transaction database that contains a chain of data blocks which need to be verified
in a standardized way to reach and maintain consensus. The best known example
of this technology is the Bitcoin, which will be treated in the next section.

3.7 Bitcoin

Satoshi Nakamoto, which is the inventor of Bitcoin defines it as a peer-to-peer
electronic cash system [35]. This would allow online payments to be sent directly
from one party to another without going through a financial institution. By
empowering the peer-to-peer network to verify transactions itself, there is no more
need for the traditional trusted third parties. It is a system that is based on
cryptographic proof instead of relying on trust to make payments over a
communication channel like the Internet. In order to achieve this, Bitcoin uses a
number of techniques that are based on the distributed computing developments
described in the previous sections.

3.7.1 Underlying techniques

Bitcoin consists of a combination of techniques that were developed in the 70’s,
80’s and 90’s. First of all, the electronic coins in the system are chains of digital
signatures which make use of the public and private key concept to sign the
transactions [36]. Those chains must be verified in each new transaction to check if
the history of ownership is correct. The problem with this technique is that cases
in which the coins are double-spend cannot be verified. Therefore, there must be a
way for the payee to know that the previous owners did not sign any earlier
transactions [35]. To identify these potential double-spend transactions it is
necessary to be aware of all the transactions. Without a trusted third party, there
needs to be a list of transactions in the order in which they were received.

To ensure that the transactions are ordered in the right way, an important
component of Bitcoin is a timestamp server.

31 of 78



Job Bakker (s1473662) ICT in Business Leiden University

This server takes a hash of a block of items to be timestamped and publishes this
hash to every node in the network. The timestamp proves that the hashed data
existed at the time the stamp contains, otherwise it could not get into the
generated hash [35]. In order to implement this timestamp server subsequently on
a peer-to-peer basis the use of a proof-of-work system is required.

This system involves scanning for a hash that begins with a specific number of zero
bits. When this hash is found, a node can send the solution together with the
block to other nodes so it can be verified and added to the chain. An advantage of
this proof-of-work algorithm is that the solution can be verified by executing a
single hash, while finding the solution can take a lot of time. This is related to the
number of zero bits that is required for a solution, when this amount increases it
exponentially affects the average time that is needed to find the solution [35]. Once
enough Central Processing Unit (CPU) effort has been expanded to satisfy the
proof-of-work the block cannot be changed without redoing the work. The work to
change a block becomes greater when later blocks are chained after it because this
includes redoing all the work of those blocks. This distributed computation system
or proof-of-work algorithm is considered to be the key innovation of Bitcoin [37]. It
not only enables the Bitcoin network to arrive at consensus about the state of
transactions but also offers protection against double-spending attacks.

3.7.2 The network flow

With the combination of a timestamp server and the proof-of-work techniques the
network is able to run. The enumeration below describes this general flow of the
Bitcoin network [35]:

New transactions are broadcast to all nodes.

Each node collects new transactions into a block.

Each node works on finding a proof-of-work solution for its block.
When a node finds a proof-of-work, it broadcasts the block to all nodes.
Nodes accept the block only if all transactions in it are valid.

Nodes express their acceptance of the block by working on the next one.

SEIRSANE ol

By repeating this process the Bitcoin block chain is formed and contains an
overview of confirmed transactions in the network.

3.7.3 Comparison

When comparing the underlying techniques of Bitcoin with the principles
underlying blockchain technology there is quite some overlap.
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Unfortunately, Nakamoto’s specification of the network mainly focuses on the
verification components used in Bitcoin. The fault tolerance and consensus
characteristics are hardly described, while these also play an important role in the
proper functioning of the network. Maybe, the emphasis lies on the verification
aspect because Bitcoin is based on the self-interest principle of individual users.
This explains why the system needs such an extensive mechanism like the
proof-of-work algorithm to ensure the correctness of each transaction. Despite its
brief specification, Bitcoin remains the first example that has implemented the
main principles behind blockchain technology.

A remarkable finding in Bitcoin is the emphasis on verification while I believe that
in most situations consensus is a much stronger principle to use in actual
blockchain implementations. To give an example, the energy consumption that is
necessary to find the solution for a new block in Bitcoin is not desirable in most
situations. This high amount of energy is caused through the extensive verification
mechanism that is used. For virtual currencies there are several arguments to
support the choice for such a strong verification mechanism but this is only one
specific purpose of blockchain technology. When looking at other purposes of the
technology, a clearly defined consensus mechanism can also achieve the right
amount of security to guarantee safe blockchains. This is related to a number of
changed variables in many implementations like the overall openness, the required
scalability and the sensitivity of the recorded data.

3.8 Different examples

One of the misunderstandings about Bitcoin is that it is the only possible
representation of blockchain technology. This assumption leads to the idea that
every other blockchain implementation must use exactly the same techniques as
Bitcoin. Therefore, this section will describe some other examples to make it clear
that there are also other implementations possible with the principles underlying
blockchain technology.

3.8.1 Google Megastore

Google Megastore is a storage system developed to meet the requirements of
today’s interactive online services [38]. It handles more than three billion write
and twenty billion read transactions daily and stores nearly a petabyte of primary
data across several global datacenters. For such a large scale distributed system it
is important that the data is consistent and easily available. To ensure the
consistency of the data, Megastore has implemented the Paxos algorithm as a way
to reach consensus.
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The introduction of a few optimizations and innovations made the algorithm
suitable for Google’s system. One of the differences from the description in
section 3.5 is the introduction of a service called the coordinator. This is a server
that tracks a set of entity groups for which its associated replica has observed all
Paxos writes [38]. For each log position a distinguished replica is chosen as leader
alongside the preceding log position’s consensus value. By making use of these
coordinators the availability of the data improves because it allows fast local reads
from any datacenter. This is possible with the help of a write algorithm, which
makes sure that the state of the coordinator remains conservative. It improves the
overall stability of the coordinators, which results in a lower unavailability
percentage in case of replica failures.

Comparison

When comparing the system behind Google’s Megastore with blockchain
technology there are a number of similarities. In the specification of this
distributed system is extensively described how consensus is reached in a fault
tolerant way. These important principles of blockchain technology are fulfilled by
using an implementation of Paxos, which is a widely known consensus algorithm.
The terms transactions and blocks are also mentioned a few times but
unfortunately not in detail.

Verification wise, there is in Google Megastore no need to use the extensive
proof-of-work algorithm that is implemented by Bitcoin. This is due to the
difference in openness between the two networks, which requires another
verification form to provide the necessary safety. On the other hand, the lighter
verification aspect in Megastore increases the need for an extensive consensus
mechanism. In Bitcoin this is mainly achieved by the strict verification procedure
of mining blocks. The differences in these implementations show that there are
multiple combinations possible with the principles underlying blockchain
technology. It will depend on the specific situation in which ratio these principles
are related to each other.

3.8.2 Theoretical examples

The examples thus far have demonstrated mainly the practical side of blockchain
technology but there are also several other examples with a more theoretical
character. According to Melanie Swan, Bitcoin is a blockchain 1.0 implementation
that includes currency and the deployment of cryptocurrencies in applications
related to cash [39]. Besides this category, she also identified two other categories
that are consecutively named blockchain 2.0 and 3.0.
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Blockchain 2.0 refers to contracts and implies the entire slate of economic, market,
and financial applications on the blockchain that are more extensive than simple
cash transactions. Currently, there are several developments in this category with
smart contracts on a popular blockchain platform called Ethereum. The last
category is blockchain 3.0 and this entails blockchain applications beyond currency;,
finance, and markets [39]. Think of areas like government, health, science, literacy,
culture, and art, where multiple startups are working on useful concepts for
blockchain technology.

Exchanges

A quite concrete example of developments in the blockchain 2.0 area is related to
the blockchain initiatives of different exchanges worldwide. Different exchanges are
exploring the opportunities of blockchain technology but so far the NASDAQ and
Deutsche Borse Group are the ones that already developed a platform and
prototypes. Unfortunately, because these developments are so recent there is not a
lot of information available besides some news articles. NASDAQ’s Ling is
considered to be the first platform from an established financial services firm to
demonstrate how asset trading could be managed digitally by using blockchain
technology. The biggest benefit of this platform is that it has the ability to remove
the need for pen-and-paper or spreadsheet-based record-keeping in the private
shares trading market. It provides a form of immutable recordkeeping and also a
chain of custody for users [40]. The prototypes of Deutsche Borse Group focuses
more on a process called corporate proxy voting. This entails the participation of
shareholders in a company’s annual shareholders meeting who can exercise their
vote on the matters to be considered, without physically attending the meeting. It
is expected that this will bring significant improvements in the areas of
transparency, accuracy and consistency [41].

Industry

The examples in the blockchain 3.0 area have a more abstract character because
there are several ongoing developments but these mainly take place on a
conceptual level. This is understandable, because blockchain technology just
entered the 2.0 phase and the first concrete examples besides cryptocurrencies are
starting to take shape. Therefore, the following example describes a hypothetical
situation in the industry sector.

Imagine a company that has multiple factories, and each factory has their own
collection of machines that individually generate a set of data. Besides monitoring
the production process, this data is used by the company to get an overview of
broken parts or spare ones that need to be ordered. Once in a while, this results in
a set of orders for the different part suppliers.
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The problem is that this process is time consuming and causes delays because
ordered parts are out of stock on a regular basis. A possible solution for this
problem is a blockchain implementation that operates in a private environment
with the factories of the company and a number of selected suppliers. In this case,
the ledger will be a collection of the agreed transactions from machines that
indicate which parts are broken or spare ones that need to be ordered. To
guarantee availability of this data, each factory site constantly synchronizes all the
transactions of the other factories to ensure multiple complete copies of the ledger.
Correctness of the data is achieved by making the implementation fault and
Byzantine fault tolerant, which enables the ability to deal with faulty and
conflicting components. In order to make sure that all nodes agree with the
transactions in the ledger, there is also an algorithm in place that defines the steps
to reach consensus. The final element is that the transactions in the ledger must
be encrypted to assure that competing suppliers cannot see the orders directed to
each other. This would be a distortion of competition and gives some suppliers
valuable information, which leads to undesirable situations.

Healthcare

The situation outlined above describes a potential implementation of blockchain
technology in the industry sector. It is now time to determine if a similar
hypothetical example can be applied in the healthcare sector.

Imagine an elderly person that is capable of living on its own with the help of
several medical related devices. Each of these devices generates a set of data which
is used by different caregivers to monitor the health of the client. Currently, clients
are not capable to easily gain insight in the data that is collected by these devices
and which parties make use of it. This can be changed by introducing a blockchain
implementation that operates in a private context with an involved client, a
number of devices and a selection of caregivers. There are multiple parties that
have an instance of the ledger in this context, which is a collection of the agreed
transactions from the medical related devices and those from the caregivers. To
guarantee the availability of this data, each caregiver and a number of selected
devices are constantly synchronizing transactions to ensure multiple complete
copies of the ledger. The distinction is that the shared ledger on the selected
devices is a subset of the shared ledger that the caregivers maintain. This is
related to the limited storage capacity of the devices, therefore those ledgers only
contain an overview of operations performed on client related transactions.
Correctness of the data is achieved by making the implementation fault and
Byzantine fault tolerant, which enables the ability to deal with faulty and
conflicting components. In order to make sure that the two groups of nodes agree
with the transactions in the ledger, there is a need for different consensus levels.
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The first level is related to the devices that have to reach consensus with each
other before they can write transactions in the ledger. Secondly, the caregivers
have to reach consensus with each other before any of them can perform
operations on the transactions in the ledger. The final element is that the
transactions in the ledger must be encrypted to ensure that anyone outside the
described context is unable to make sense of the data. If not, it will be an invasion
of the client its privacy and this is in conflict with the applicable legislation.

3.9 The need for blockchain technology

There are two general trends that contributed to the development of blockchain
technology. One trend is related to the growing number of devices, connecting
those to the IoT network and creating CPS and eventually ULSS which contain
vast amounts of information. To guarantee liveness and safety in the IoT
environment, the field of distributed computing had to come up with several
solutions to deal with this trend. This were techniques to make a system fault
tolerant, solving the BGP and reaching consensus with Paxos. The combination of
these two trends ensured that the developments in both fields continued but that
the total amount of information in distributed systems grew significantly over the
years. Therefore, parts of the information in these systems needs to be recorded
and reviewed by a so called TTP in order to be useful for different actors. The use
of such a TTP is devious and inefficient in several situations and this is where
blockchain technology can offer a solution. It has the capabilities to replace a TTP
because it offers the same functionalities and removes the human factor, which
increases the integrity of the overall process.

3.10 Recap

This chapter started with describing the developments that led to the emergence of
the field blockchain technology. Defining these made the principles clear that
formed this technology and the functionalities it can offer. The chapter ended with
a number of practical examples, which helped to visualize the different
implementations that are possible with this technology. In the next chapter it is
time to examine if the identified principles behind blockchain technology are also
known and supported in the field. This will be done by performing a number of
expert-interviews in multiple domains in which these principles and several related
use cases are discussed.
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Chapter 4

Results

In chapter 2 and 3 the emergence of the IoT and the underlying principles of
blockchain technology were discussed. Based on these findings, several
expert-interviews in multiple domains have been conducted to verify the identified
underlying principles and to discuss several related use cases. The results of these
interviews will be treated in this chapter.

4.1 Expert-interviews

The main goal of the interviews was to test if the experts are familiar with the
underlying principles of blockchain technology that were found during the critical
literature review, see section 3.1. By discussing this set of elements, it will be
possible to identify the general knowledge level of the respondents. This will form
a key indicator for determining the current state of blockchain technology and
gives insight in potential problem areas.

Every expert-interview had a predefined sequence of questions that started with a
few introductory ones about the general concepts of Bitcoin and blockchain
technology. When the distinction between these concepts was clear, the awareness
of the underlying principles was tested in the second category. After that, the
interviewees were asked to choose the most potential use case out of a small
selection. The last category consisted of some future related questions about the
development of blockchain technology. An overview of the interview questions can
be found in appendix A.

4.1.1 Prerequisites

In order to perform a proper baseline measurement (section 1.2) of the general
concepts, the underlying principles and related use cases it was important to select
experts from different domains.
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The complete list of interviewees is depicted in table 4.1 and contains experts from
the healthcare, logistics and financial sector. Two research institutions, a ministry
and a university served as representatives for the public sector. This list was
prepared with the help of my company coach Ben van Lier and the interviewees
were either verbally or electronically approached. Another selection criteria for the
participants was their common search for alternative implementations of
blockchain technology. This is demonstrated by the fact that they have performed
experiments in a blockchain lab, set up a research group or joined a consortium.

Name Function & Company

Patrick van Beers Senior Director Digital Platform Solutions
at Philips Research

Mark Hennessy Cloud Services Architect
at Philips Research

Henk-Jan Vink Director Networked Information

at TNO

Martijn Siebrand Program Manager Supply Chain Finance
at TKI Dinalog

Mark Buitenhek Global Head Transaction Services
at ING

Table 4.1: List of interviewees



Job Bakker (s1473662) ICT in Business Leiden University

An essential part of the interviews was to test if the experts were aware and
knowledgeable of the identified underlying principles of blockchain technology. By
transforming the general concepts, the underlying principles and the related use
cases into figures it became easier to explain these components during the
interviews. This enabled the possibility to identify the different levels of expertise
in a fast and concrete manner.

Because of the exploratory and inductive nature of this study, it is advised to use
semi-structured interviews in order to stimulate the development of grounded
theory [8]. This explains the choice for multiple overarching categories in the
questionnaire, which were treated consecutively to stimulate a generic order during
each interview. Those categories also enhanced the coding process because it
provided a basic outline to start with the categorization process. On top of that, it
prevented a lack of coherence to make sure that a consistent story could be derived
after performing and comparing the various interviews. The results of the
interviews will be treated according to these overarching categories.

4.1.2 Usefulness

In total there are nine interviews conducted during this study of which seven were
suitable to apply the described coding strategy in section 1.3. By applying the
initial and focused coding stages it became possible to make a number of
categories and group multiple codes into these categories. Subsequently, these
categories were used to derive results from the interviewees their perception about
the general concepts, the underlying principles and a couple of related use cases.
The other two interviews are more considered to be general discussions about these
topics than actual interviews. Nevertheless, they had a valuable contribution in
the determination of the overall perception around blockchain technology in
several domains.

4.2 The general concepts

The interviews started with three introductory questions about the familiarity of
the interviewees with Bitcoin and blockchain technology. These questions helped to
identify if the knowledge levels of the interviewees were sufficient enough to discuss
the underlying principles and related use cases. As expected, all respondents were
aware of these two concepts and understood the difference between them. The
concept of the TTP, earlier described in section 3.9, was further clarified with the
help of figure 4.1. In this situation the traditional TTP contains the ledger, which
is a collection of all the actions that the nodes performed in a network.
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An important constraint is that a node can only perform actions in such a network
with the approval of the TTP. Therefore, the TTP creates a single point of failure
in the network because it is the only entity that is responsible for making all the
decisions.

Ledger

Actions — | Actions

Trusted Third Party

Actions |—— Actions

Node Node

Figure 4.1: Trusted third party overview

4.2.1 Blockchain technology

When comparing the TTP situation with blockchain technology, there are some
significant distinctions. First of all, there is a removal of the TTP in blockchain
technology implementations in order to create a self-regulating network. Such a
network is nothing more than a collection of nodes that are autonomously capable
of performing actions and making decisions. This implies that the nodes in a
self-regulating network need to contain a shared ledger, which is more than just a
collection of all the actions that the nodes performed in a network. It also includes
all the decisions that the nodes have accepted after consensus is reached. In this
way, each node is capable to perform its individual actions and make decisions
about the actions of other nodes without the interference of a TTP as shown in
figure 4.2. To make sure that a self-regulating network is able to operate safely
there are a number of underlying principles used, which will be addressed in the
next section. A final remark is that a node in a self-regulating network does not
necessarily have to be a desktop computer or a server. It can also be a laptop,
mobile phone or tablet to name just a few examples.
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Actions & decisions Actions & decisions

Shared ledger

Node Node

Actions & decisions Actions & decisions

Figure 4.2: Blockchain technology overview

4.3 The underlying principles

In the sections 3.3, 3.4 and 3.5 a theoretical explanation of the underlying
principles of blockchain technology was given. During the interviews, the awareness
and knowledge levels of the experts were tested in another way. By using various
figures that represented those theoretical explanations it became easier to identify
those different levels. In order to measure the knowledge levels of the interviewees,
each answer was assigned to one of the following three categories: unknown,
partially known and known. The answer was identified as unknown if one of the
underlying principles was a new term for a respondent. It was considered to be
partially known if the expert was slightly aware of an underlying principle but
could not explain it in detail. An answer was classified as known if the interviewee
was fully aware of the underlying principle and could explain it in detail.

4.3.1 Fault tolerance

The first underlying principle that was tested is illustrated in figure 4.3 and is
related to the term fault tolerance, as described in section 3.3. A network is
considered to be fault tolerant if it is still able to perform its tasks when one or
more components fail. This can be achieved by using techniques such as SMR
(subsection 3.3.1) and time stamps (subsection 3.3.2), which enable a network to
replicate the states of nodes and determine the order of events.
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The respondents were all aware of the underlying principle fault tolerance and
could explain the purpose of it, which is shown in table 4.2. The unidentified
column represents the percentage of interviews that was unsuitable for the earlier
described coding strategy. To conclude, the main task of fault tolerance is dealing
with hardware related failures but there is also a form that is able to deal with
software related failures. This form is called Byzantine fault tolerant and offers a
solution for the BGP, see section 3.4.

Actions & decisions Actions & decisions

AN I AN

Node Node

Shared ledger §

Node Node

a
Acti ons Actions & decisions

Figure 4.3: Underlying principles - Fault tolerance

Underlying principle Unknown Partially known Known Unidentified
Fault tolerance 0% 0% 77,8% 22.2%

Table 4.2: Awareness of fault tolerance

4.3.2 Byzantine fault tolerant

Byzantine fault tolerant is the second underlying principle that was tested during
the interviews. A network is considered to be Byzantine fault tolerant if it is still
able to perform its tasks when malicious components give conflicting values, as
stated in section 3.4. This can be done through the exchange of signed messages
(subsection 3.4.2) between the different nodes in the network.
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When each node compares its messages with every other node in the network they
can collectively determine which node is sending conflicting values, this process is
depicted in figure 4.4. It starts with the malicious node that sends the conflicting
values X, Y and Z to the other nodes in the network (1, X for example). To test if
there is a malicious node in the network the other nodes send their received value
with the corresponding sender to the other participants (2, X:1 for example).
When the nodes compare these signed messages with each other they can identify
that node 1 is malicious because its signature appears on conflicting values. In this
way, the network is not only able to deal with hardware related failures but also
with software related failures.

The software related variant Byzantine fault tolerant was a new term for four of
the nine respondents. Three interviewees had heard of the term before and only
two of them were familiar with this underlying principle as table 4.3 illustrates.
The unidentified column represents the percentage of interviews that was
unsuitable for the earlier described coding strategy.

Actions & decisions Actions & decisions
[N [N
2. Node 3. Node
J
Shared ledger
1. Malicious 4. Node
node
Actions & decisions Actions & decisions

Figure 4.4: Underlying principles - Byzantine fault tolerant

4.3.3 Consensus algorithm

The third underlying principle that was tested during the interviews is a consensus
algorithm like Paxos, which is actually a voting protocol.
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Underlying principle Unknown Partially known Known Unidentified

Byzantine fault tolerant  44,4% 11,1% 22.2% 22.2%

Table 4.3: Awareness of Byzantine fault tolerant

This algorithm is developed to reach consensus in the stream of values that nodes
sent to each other in a network, as described in section 3.5. It is important that for
each iteration of the consensus flow only a single uniform value is chosen.
Otherwise, there can arise a situation in which multiple values are chosen during a
single iteration of the consensus flow. This will lead to different values in the
individual ledgers of certain nodes, which harms the integrity of the overall
network. An example of a consensus flow where only a single value is introduced to
the overall network is shown in figure 4.5. This figure is based on the consensus
flow in subsection 3.5.1 and uses a question mark to propose a value and an
exclamation mark to promise or accept a request. It starts with the proposer, who
proposes the value X with proposal number 1 to the acceptors (X, 17). In the next
step, the acceptors respond to the proposer with a promise to accept this request
(X, 1?7!). After that, the proposer sends out an accept request to the acceptors (X,
171). The acceptors respond with an accepted message (X, 1), which contains the
values of the original request from the proposer. This accepted message (X, 1) is
also send to the learner who did not participate as an acceptor in the consensus
procedure. Finally, the learner sends this accepted message (X, 1) as a response to
the proposer to notify him that he is also aware of the latest proposal. For
clarification purposes, the different steps of the Paxos flow are once more described
in table 4.4.

Step Actor Action

Proposer  Proposes a value with proposal number to the acceptors.
Acceptor  Responds with a promise to accept this request.
Proposer  Sends out an accept request to the acceptors.

Acceptor Responds with an accepted message.

Acceptor  Sends this accepted message to the learner.

2l kB

Learner Sends the received accepted message to the proposer.

Table 4.4: The flow of Paxos

As with the previous principle, a consensus algorithm was a new term for four of
the nine respondents. Besides that, there were three experts who globally knew
the meaning of such an algorithm.
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In contrast to the earlier results there was not a single interviewee who could
explain this underlying principle in detail, which is depicted in table 4.5.

Actions & decisions Actions & decisions

[N [N

Learner Acceptor

Shared ledger

X, 1?21l—>

X, 1?2 —>

Proposer \\‘, Acceptor
o <« X, 1?!
NS “« X1
Actions & decisions Actions & decisions

Figure 4.5: Underlying principles - Consensus algorithm

Underlying principle Unknown Partially known Known Unidentified

Consensus algorithm 44 4% 33,3% 0% 22.2%

Table 4.5: Awareness of consensus algorithm

4.3.4 The missing link

With the underlying principles thus far it is possible to create a network that is
fault tolerant, Byzantine fault tolerant, and is able to reach consensus.
Nevertheless, there is also a mechanism needed that specifies the conditions under
which the proposed values in a network are legit. Without this mechanism it is
impossible to define the values that nodes will accept after an iteration of the
consensus flow. This means that each proposed value in the network will be
accepted and that the ledger becomes incredibly large and inconsistent. Therefore,
there is an additional principle needed that is comparable with the preliminary
protocol described in [27]. This protocol contained a set of specific constraints that
guaranteed consistency and allowed progress in the network.
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In other words, it specified the conditions under which the proposed values were
legit. According to my view, this underlying principle can be seen as an
“overlaying protocol” because it is an additional element that regulates the flow of
values in a distributed network. Where the first three underlying principles are
generally applicable, the implementation of the overlaying protocol will be context
dependent. This is related to the unique value conditions that apply to every
context. In figure 4.6 is a situation illustrated in which a node tries to propose a
number instead of a letter to the other nodes in the network (1, 5). In this specific
context, a number is specified as a non-legitimate transaction and needs to be
discarded. The nodes are able to detect this constraint by checking the overlaying
protocol (57) and will therefore refuse the proposed value. This prevents the start
of an unnecessary consensus flow in the network to reach agreement about a
non-legitimate transaction.

Actions & decisions Actions & decisions
AN AN
2. Node 3. Node
@ @ Overlaying
Shared ledger v v protocol
1. Node 4. Node
Actions & decisions Actions & decisions

Figure 4.6: Underlying principles - Overlaying protocol

The last underlying principle is not extensively described in the literature, which is
demonstrated by the fact that it was a new term for five of the nine respondents.
There were two interviewees who recognized the role of the overlaying protocol and
referred to other examples in which a similar protocol is used. On the other hand,
none of the experts considered the overlaying protocol as a fundamental element of
blockchain technology before the interviews. An overview of the awareness with
the overlaying protocol is depicted in table 4.6.

47 of 78



Job Bakker (s1473662) ICT in Business Leiden University

Underlying principle Unknown Partially known Known Unidentified
Overlaying protocol 55,5% 22.2% 0% 22.2%

Table 4.6: Awareness of overlaying protocol

4.3.5 Overview

When combining the four underlying principles of the previous subsections there is
a self-regulating network created that has several properties. Fault tolerance and
Byzantine fault tolerant are the first two and guarantee that a network is able to
deal with failing and malicious components. Besides that, there needs to be a
consensus algorithm in place that enables the network to reach consensus. The
overlaying protocol is the last element and defines under which conditions a value
is legit. For the sake of completeness, the overview of blockchain technology with
the four underlying principles is shown in figure 4.7.

Actions & decisions Actions & decisions

| 1. Fault tolerant |

| 2. Byzantine fault tolerant |

1

Shared ledger v

| 3. Consensus algorithm |

| 4. Overlaying protocol

Node

Actions & decisions Actions & decisions

Figure 4.7: Underlying principles - Overview

Of these four underlying principles, only fault tolerance needs to be largely
implemented in a hardware related way to deal with the failure of components.
The three other principles are purely implemented in a piece of software that
consists of algorithms and protocols, which forms the core of a blockchain.
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Whereby the overlaying protocol is the differentiating factor because it specifies
the conditions under which the proposed values are legit. The remaining principles
are concerned with creating the foundation that is necessary to let a blockchain
function properly. Together, I believe that these four underlying principles
represent the fundamentals of blockchain technology.

Lack of knowledge

In table 4.7 is the awareness of the underlying principles illustrated. The
unidentified column represents the percentage of interviews that was unsuitable for
the earlier described coding strategy. Remarkable is the fact that only fault
tolerance is known to all respondents that were interviewed. This indicates that
there is a lack of knowledge about multiple core elements of blockchain technology
among the experts. It is important to keep this gap in mind, because it could
influence the interviewees their opinion about the potential of the related use cases
in the next section.

Underlying principle Unknown Partially known Known Unidentified

Fault tolerance 0% 0% 77,8% 22.2%
Byzantine fault tolerant  44,4% 11,1% 22.2% 22.2%
Consensus algorithm 44.4% 33,3% 0% 22.2%
Overlaying protocol 55,5% 22.2% 0% 22.2%

Table 4.7: Awareness of the underlying principles

4.4 Related use cases

After reviewing the general concepts and explaining the underlying principles it
was time to discuss a number of related use cases during the interviews. These
contain descriptions of concepts in which the earlier described underlying principles
could have additional value. In section 2.5 it became clear that blockchain
technology has the ability to safely store and exchange data between nodes in a
distributed network. This characteristic enables the capability to connect large
numbers of devices with each other in several domains without the need for a
TTP. Therefore, the use cases in this section describe hypothetical situations in
which new collections of devices are connected with each other. Once connected,
these devices will be able to store and exchange data based on the underlying
principles of blockchain technology. This will not only provide more transparency
but it also improves the efficiency and effectiveness of various processes.
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By asking the respondents subsequently which of those use cases had the most
potential, it became possible to estimate in which direction blockchain technology
is headed. There are four use cases in total, which are related to the logistics,
healthcare and industrial sector. The financial sector was deliberately not part of
the sample in order to determine the potential of blockchain technology in other
sectors. By introducing these use cases, the interviewees are also able to see the
practical side of this new technology and the possibilities that it can offer.

4.4.1 Smart container

The first use case that was discussed during the interviews is related to the
concept of a smart container. This will be an autonomous container that is able to
keep track of its goods and flow of money. By storing this information in a shared
ledger that is accessible for different stakeholders in the transportation process, the
overall transparency will be significantly improved. An outline for the smart
container use case is depicted in figure 4.8. There are two types of context in this
use case, an internal and an external one. The external context is displayed in the
top rectangle and consists of multiple smart containers that are transported by a
smart ship or truck. These entities write a limited amount of data in the shared
ledger after they reach consensus. The internal context is represented by the
bottom rectangle and is a collection of transportation companies. They collect and
use the data that is generated by the containers and the transportation vehicles.
In this way, the shared ledger becomes an overview of the data that the containers
and transportation vehicles share with the transportation companies throughout
the entire process. Both of these contexts are fault and Byzantine fault tolerant
and are part of the same self-regulating network. The conditions under which
these proposed values are legit will be specified in the overlaying protocol. As not
all entities in the external context are equipped with enough capacity to store the
entire ledger, they only have a subset that contains their own actions and
decisions. Capacity is not an issue in the internal context, which means that these
nodes are capable of storing the whole shared ledger. These instances of the ledger
can be consulted by the smart containers, smart vehicles and transport companies
in the network. To guarantee privacy, each entity can only read the subset of the
ledger that is relevant for performing its tasks. This can be achieved by
implementing a layer of encryption, which prevents the invalid use of data.

For four of the nine respondents, the smart container did not have the most
potential of the different use cases. Despite this result, there were three of the
experts who believed that the smart container had the most potential. Two of
them mentioned that they considered the logistics sector as the most appropriate
one to start experimenting in. This is due to the lower related risks, which reduces
the threshold to start experimenting in this sector compared to the other use cases.
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Figure 4.8: Related use cases - Smart container

Another argument was that the smart container use case could potentially
generate the most business value. An overview of the smart container its potential
is shown in table 4.8. The unidentified column represents the percentage of
interviews that was unsuitable for the earlier described coding strategy.

Use case Less potential Most potential Unidentified

Smart container 44.4% 33,3% 22.2%

(Logistics sector)

Table 4.8: Potential of the smart container use case

51 of 78




Job Bakker (s1473662) ICT in Business Leiden University

4.4.2 Cure

The second use case in the interviews was associated to a concept in the healthcare
sector. With this concept, the aim is to combine the various data collections of
hospitals in order to make these easier accessible for doctors. This could be done
by connecting devices such as Magnetic Resonance Imaging (MRI) or
Computerized Axial Tomography (CAT) scanners with each other. Together, these
devices will form a reference framework based on previous scans that enables
doctors to quickly determine the right diagnose and to improve the overall success
rate of treatments. The solution for this use case is illustrated in figure 4.9 and is
comparable with the smart container outline in the previous section. In the top
rectangle is the external context displayed, which consists of multiple MRI and
CAT scanners that write a limited amount of data in the shared ledger after they
reach consensus. As not all entities in this context are equipped with enough
capacity to store the entire ledger, they only have a subset that contains their own
actions and decisions. The internal context is represented by the bottom rectangle
and is a collection of hospitals that store the whole shared ledger and make use of
this data. With the help of this collected data, these hospitals are able to perform
actions and take decisions. In this way, the shared ledger will become an overview
of the decisions that the hospitals have taken based on MRI and CAT scanner
related data. By making this easily accessible in the self-regulating network, the
doctors have an extra tool that could help them with improving the overall success
rate of treatments. The conditions in the overlaying protocol will determine which
proposed values are legit to store. Again, it is important that the context is fault
and Byzantine fault tolerant in order to be able to deal with faulty and conflicting
components. Besides that, privacy is also an aspect that needs to be guaranteed in
the healthcare sector. Each entity can therefore only read the subset of the ledger
that is relevant for performing its tasks. This can be achieved by implementing a
layer of encryption, which prevents the invalid use of data.

For six of the nine respondents, the cure use case did not have the most potential
of the four use cases. The difficulty to comply with the large number of laws and
regulations in the healthcare sector was the main argument for this opinion. In
addition, there is no room for errors because of the sensitive character of the data
compared to other sectors. Only one interviewee believed that the cure use case
had indeed the most potential. This was related to some comparable existing
solutions in the healthcare sector that could have additional value by making use
of blockchain technology. An overview of the cure use case its potential is depicted
in table 4.9. The unidentified column represents the percentage of interviews that
was unsuitable for the earlier described coding strategy.
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Figure 4.9: Related use cases - Cure

Use case Less potential Most potential Unidentified

Cure 66,6% 11,1% 22.2%
(Healthcare sector)

Table 4.9: Potential of the cure use case

4.4.3 Smart industry & Care

The other two use cases that were discussed during the interviews are related to
the industrial and the healthcare sector. In subsection 3.8.2 these concepts are
described in detail, so in this section they will only be treated by explaining the
corresponding figures. The goal of the smart industry concept was to make the
collection of machinery related data in smart factories partially public for
suppliers. This can be realized by connecting the different machines in such
factories with each other and store portions of their data in a shared ledger.
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By doing so, part suppliers will be immediately aware when new parts are needed

and this can increase the overall efficiency in the supply chain. The outline for this

use case is shown in figure 4.10 and consists of two types of context. In the top
rectangle is the external context represented, which contains several smart
factories that each write a limited amount of data in the shared ledger after they
reach consensus. The internal context is displayed in the bottom rectangle and
consists of various suppliers that collect and use the data that is generated in the
external context. In this way, the shared ledger becomes an overview of the data
that the machines in the smart factories share with the suppliers during the
production process. The conditions under which these proposed values are legit

will be specified in the overlaying protocol.
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Figure 4.10: Related use cases - Smart industry

For four of the nine respondents, the smart industry use case had the most

potential of the different use cases.
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It is considered to be the most feasible one because there are not that many laws
and regulations to comply with as in the healthcare sector. Besides that, there is
no flow of money involved in contrast to the smart container concept, which will
simplify the creation of an actual prototype. Finally, the nature of the data that is
exchanged in the smart industry use case is less risky than in the other sectors.
Despite these arguments, there were three of the experts who had another view
and thought that one of the other concepts had more potential. An overview of the
smart industry use case its potential is illustrated in table 4.10.

Use case Less potential Most potential Unidentified

Smart industry 33,3% 44 4% 22.2%
(Industrial sector)

Table 4.10: Potential of the smart industry use case

Care

In the care use case was the objective to give clients insight in the data that
medical related devices collect and which parties make use of it. This can be
achieved by connecting the medical related devices in a house with each other and
store their data in a shared ledger. As a result, the transparency in the healthcare
sector will be improved and the client gets more control over its own data. The
outline for the care concept is depicted in figure 4.11 and is broadly comparable
with the cure use case. In the top rectangle is the external context displayed,
which consists of a combination of devices and smart sensors in the house of an
elderly person. These devices write their collected data in the shared ledger after
they reach consensus. The internal context is represented by the bottom rectangle
and contains a collection of caregivers that store the whole ledger and make use of
this data. In this way, the shared ledger will become an overview of the data that
the medical related devices share and the actions that the caregivers conducted
with this data. The conditions under which these proposed values are legit will be
specified in the overlaying protocol.

For six of the nine respondents, the care use case did not have the most potential
of the four use cases. The arguments for this viewpoint were once again the large
amount of legislation in the healthcare sector and the fact that there is no room
for errors with such sensitive data. Once more, only one interviewee believed that
the cure use case had indeed the most potential. This is because there are no
existing solutions for the care concept yet, which implies that blockchain
technology could have additional value in this area.
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Figure 4.11: Related use cases - Care
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Use case Less potential

Most potential

Unidentified

Care 66,6%
(Healthcare sector)

11,1%

22,2%

Table 4.11: Potential of the care use case

4.4.4 QOverview

When comparing the potential of the four use cases that were described in the
previous subsections it is important to keep the knowledge gap about the
underlying principles (subsection 4.3.5) in mind. The implications of this
knowledge gap will be described in the next chapter, see subsection 5.2.1. As
shown in table 4.12, the smart industry use case in the industrial sector has the
most potential according to the respondents.
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The smart container in the logistics sector came in second place and the two
healthcare related uses cases cure and care finished last. Summarized, there were
two main reasons why these other use cases did not have enough potential
according to the experts. This was due to the risky nature of the data that would
be stored in a shared ledger and the amount of laws and regulations to comply
with.

Use case Less potential Most potential Unidentified
Smart container 44.,4% 33,3% 22.2%
(Logistics sector)

Cure 66,6% 11,1% 22.2%
(Healthcare sector)

Smart industry 33,3% 44 4% 22.2%
(Industrial sector)

Care 66,6% 11,1% 22.2%

(Healthcare sector)

Table 4.12: Potential of the related use cases

4.5 Additional results

The three key elements of the interviews were the discussion about the general
concepts, the explanation of the underlying principles and the evaluation of the
related use cases. This has led to several results that have been described in the
previous sections of this chapter. Nevertheless, there were also a number of
additional results found after analysing the interviews.

4.5.1 Identified problems

The first category of additional results contains various identified problems that
are related to blockchain technology. In the previous section, the related use cases
showed that the data in the shared ledger needs to be encrypted in order to
guarantee privacy. This believe is represented by a majority of the experts, who
mentioned that privacy is an important aspect to take into account when
implementing blockchain technology. A number of other identified problems were
related to the management side such as compliance, governance and
standardization. Some of the respondents emphasized the critical role of these
elements because they can either stimulate or hold back the development of the
technology.
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Besides that, there were also multiple problems associated to implementation
choices like the amount of data to store, enabling data removal, the handling of
forking and selecting a proper incentive to mine. A portion of the interviewees was
aware that making the wrong choices in this area will have a negative effect on the
success rate of any blockchain implementation. The last two identified problems
were linked to specific Bitcoin issues as processing capacity and scalability. This
reveals that some of the experts found it difficult to separate the Bitcoin and
blockchain technology concepts from each other. Even though, there was a variety
of respondents who underlined that alternative blockchain solutions must be better
capable of dealing with these characteristics in order to be broadly applied. An
overview of the identified problems and the number of times that they are
grounded is illustrated in table 4.13.

Identified problem Grounded
Amount of data 3 times
Compliance 3 times
Data removal 2 times
Forking 2 times
Governance 2 times
Incentive to mine 3 times
Privacy 6 times
Processing capacity 2 times
Scalability 3 times
Standardization 2 times

Table 4.13: Identified problems

4.5.2 Theory related statements

The next category of additional results includes a selection of theory related
statements about the general concepts and underlying principles. In table 4.14 is a
subset of these different remarks depicted, including the number of times that they
are grounded. The statements showed that several experts agreed with the
underlying principles and that these helped them to gain more insight in
blockchain technology. Besides that, there were also two interviewees who
identified the distributed systems origin of the principles.
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Overall, multiple respondents considered the theory in the interviews as logical
findings that formed a clarifying overview in which the difference between the
general concepts became clear. Finally, there was a portion of the experts that
highlighted the interesting character and fundamental nature of this research.

Theory related statement Grounded
Agrees with the underlying principles 4 times
Clarifying overview 2 times
Different concepts are clear 3 times
Distributed systems principles 2 times
Fundamental research 3 times
Insightful principles 3 times
Interesting work 3 times
Logical findings 2 times

Table 4.14: Theory related statements

4.5.3 Useful considerations

The last category consists of several useful considerations that were derived from
the interviews. A majority of the respondents acknowledged that blockchain
technology has several disruptive characteristics but that it is important to keep
searching for the added value. This can be realized by comparing the benefits of
this new technology to existing solutions in order to prevent that it is cut off too
early. Currently, there is a risk that blockchain becomes a technology that is
looking for a problem instead of offering solutions. Another point that was made
by some of the interviewees is the present lack of knowledge, which implies that
additional research is needed. The last useful consideration is that society will not
be ready for blockchain technology because it consists of the revolutionary idea
that there is no more TTP needed. This is contradictory with the current
situation and it will take time before people are used to this new concept. In
table 4.15 is a selection of these considerations shown and the number of times
that they are grounded.

4.6 Recap

This chapter started with explaining the structure of the expert-interviews that
were conducted during this research. After that, the results associated to these
interviews were discussed based on a number of figures and tables.
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Useful consideration Grounded

Compare benefits to existing solutions 3 times

Disruptive characteristics 4 times

Search for the added value 3 times

Technology looking for a problem 1 time

Table 4.15: Useful considerations

This led to the general concepts, the underlying principles, related use cases and
additional results sections of this chapter. In the next chapter it is time to answer
the research questions and to evaluate this study. This evaluation will contain a
number of implications and the need for future work.
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Chapter 5

Discussion

With the help of the previous chapters it is possible to answer the sub questions of
this study. Based on this information, the main question of this study will be
addressed together with the corresponding implications and the need for future
work.

5.1 Answering the research questions

In order to address the main question of this study there are several sub questions
that need to be answered first. The first sub question was related to the
introduction of chapter 1, which showed that the number of connected devices will
only grow in the next few years. This is due to developments like the IoT, CPS
and the Industrial Internet that were described in section 2.3. Eventually, this will
result in smart industries and ULSS (subsection 2.4.3) in which secure
communication is crucial to prevent incidents with massive amounts of data.
Therefore, there is a technology needed that has the characteristics to deal with
these complex and distributed environments. Blockchain technology is considered
to be such a technology and by answering the second sub question it became clear
which capabilities it can offer.

5.1.1 The role of the underlying principles

By defining the role of the underlying principles it was possible to determine in a
step-by-step manner how these contributed to achieving secure communication in
distributed systems. First of all, the technology needs to be fault tolerant
(section 3.3) to keep performing its specified tasks after the occurrence of faults.
This guarantees that sent communication messages will be replicated in multiple
processing units so they do not disappear when one or multiple components in a
network fail.
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Secondly, section 3.4 described that malfunctioning components that give
conflicting information to different nodes in a distributed network must also be
detected by making it Byzantine fault tolerant. By doing so, it becomes impossible
to reach agreement about conflicting messages that are transmitted throughout the
network and this will ensure that a blockchain implementation continues to
function properly. In the third place, there is a mechanism required such as Paxos
(section 3.5) that enables the network to reach consensus about the messages that
are communicated between nodes. This is to ensure that a blockchain network
performs its actions based on one or more proposed messages that are accepted by
a majority of the nodes. Finally, as described in subsection 4.3.4 there is an
overlaying protocol needed that specifies the conditions under which the proposed
messages in the network are legit. In this way, only the proposed messages that
fulfil these specified conditions will be taken into consideration by initiating a
consensus flow in the network. Experts need to be aware of these underlying
principles in order to give an informed opinion about value adding implementations
other than virtual currencies. This was tested by conducting the expert-interviews
and provided enough information to answer the third sub question.

5.1.2 Expert awareness & useful implementations

The awareness levels of the underlying principles (table 4.7) illustrated that only
fault tolerance is known to all the respondents that were interviewed. Two of the
interviewees were familiar with the term Byzantine fault tolerant and none of the
experts was well aware of a consensus algorithm like Paxos or the overlaying
protocol. This indicated that there is a lack of knowledge about multiple core
elements of blockchain technology. Based on this limited knowledge, the
respondents gave their opinion about the potential of some related use cases. As
depicted in table 4.12, the smart industry use case has the most potential
according to four of the nine interviewees. This is related to the smaller amount of
laws and regulations to comply with, there is no flow of money involved and the
nature of the data is not that risky. Three experts supported the smart container
concept that finished in second because of its relatively low threshold, limited
amount of related risks and potential business value. In both the cure and the care
use case only one respondent believed that these concepts had the most potential
due to the additional value that they could offer. This indicates that the
interviewees had a preference for the implementations in the industrial and
logistics sector. In the next subsection it is time to combine the different answers
from the three sub questions in order to address the main question of this study.
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5.1.3 Additional value of the technology

In the next few years, new technologies are needed that can deal with the growing
amount of connected devices in different types of distributed systems. Another
effect of earlier described developments like the IoT, CPS, smart industries and
ULSS is that the amount of information will raise significantly in the future. This
implies that the massive amounts of data in such distributed systems need to be
exchanged in a safely manner to prevent major incidents, see subsection 2.4.4. By
analysing the underlying principles of blockchain technology, it became clear that
this technology has the characteristics to handle a large amount of devices that
exchange information in complex and distributed environments. The fact that
these principles not only guarantee safety but also enable the removal of the
traditional TTP stimulates the self-regulating character of a network. Compared
to the existing solutions in distributed environments, this is a significant change
because it removes the devious and inefficient procedures that the TTP currently
performs. With the help of the underlying principles the nodes are able to perform
these tasks in an autonomous way, which improves the efficiency and integrity of
the overall process. In theory, this additional value can be offered in any domain
but there are circumstances that make it harder to actually implement blockchain
technology. Think of the risky nature of the data and the amount of laws and
regulations to comply with that were mentioned during the expert-interviews.
Nevertheless, this does not change the fact that the technology still offers
additional value when these aspects are taken into account. The answers on the
research questions of this study identified some points of interest, these will be
further discussed in the next section.

5.2 Implications

The first identified point of interest is the lack of knowledge about certain
underlying principles of blockchain technology among the experts. This was an
unexpected result and illustrates that some of the basic elements in the distributed
computing field are unknown to the interviewees. On top of that, several
respondents found it difficult to unleash the Bitcoin concept and view the
technology just as a combination of the underlying principles. This explains the
fact that some experts are sceptical about implementations without the
proof-of-work algorithm, see subsection 3.7.1. The benefit of applying this form of
abstraction is that the proof-of-work algorithm is nothing more than an
implementation of the overlaying protocol in a specific context. When the context
changes and has a more closed nature there is no more need for such an extensive
mechanism to verify the correctness of transactions. By taking the context of a
blockchain implementation into account it is possible to estimate to which extent
each element of the technology must be used.
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In general, when blockchain technology is regarded as a set of principles instead of
only the Bitcoin implementation there will emerge much more opportunities. This
can reduce the knowledge gap because there needs to be more awareness and
understanding of the underlying principles in order to develop various
implementations.

5.2.1 Use case perception

As described in subsection 5.1.2, the respondents had several arguments to choose
the industrial and logistics sector as the ones with the most potential. The
question is of their opinions represent the reality because they were based on
limited knowledge about the underlying principles. Maybe if there were more
interviewees who viewed blockchain technology only as a set of principles some use
cases could have ended up higher than they did. An example would be the cure
concept, because this use case is broadly comparable with the smart factory case
where machines in different factories are connected with each other. The data that
the MRI and CAT scanners in hospitals collect is not directly patient related,
which makes it less risky to store in a shared ledger. This also implies that the
amount of laws and regulations to comply with will decline. Such an example
shows that estimating the potential of the different use cases is mainly a matter of
perception. More important is that the experts realize that the related use cases
were merely some examples of blockchain technology and that it can be applied in
several other situations. One optimization is for example to not only connect the
same sort of devices in different domains with each other but to use a variety of
devices. This combination will create completely new distributed environments
and could lead to the first ULSS.

5.3 Validation

There have been multiple validation moments in this study to verify the correctness
of the described theory in the previous chapters. First of all, my company
supervisor Prof. dr. Ben van Lier validated the outcomes of the conducted critical
literature review (section 1.3) and provided feedback to improve the overall
quality. After that, we also organised a meeting with a group of external
stakeholders to discuss their blockchain related knowledge and experience. This
meeting was a suitable moment to validate the underlying principles once more
before starting with the actual expert-interviews. These interviews were considered
to be the third validation moment during this research and provided an additional
data set to analyse. This enabled the possibility to combine the outcomes of the
critical literature review with the data set from the expert-interviews.
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The integration of the concepts in these two data sources led to the results of this
study, which were described in chapter 4. These results will be validated again by
organising a second meeting with the group of external stakeholders after this
research. Besides that, the feasibility of the underlying principles and related uses
cases can be validated in the future by conducting experiments.

5.4 Future work

This research consisted of an exploratory case study that was conducted to identify
the underlying principles of blockchain technology, which were subsequently tested
among multiple experts. The previous sections made it clear that there is a lack of
knowledge and that the technological know-how needs to be improved in order to
enable the development of alternative implementations. Actually, there are two
approaches for solving this problem and to determine which one to choose it is
necessary to take the knowledge level into consideration. When there is hardly any
knowledge about the underlying principles it is wise to start with additional
research to better understand these principles and the capabilities that they can
offer. In environments where there is more than a basic understanding of the
underlying principles, a strategy could be to start with conducting some
experiments. When it turns out that some aspects need extra attention during
these experiments it will be necessary to perform additional research.

At Centric, which is the company where I conducted this study, the approach is to
start with some experiments in order to develop their own blockchain based on the
underlying principles. The goal is to test the feasibility of these principles by
connecting four nodes (subsection 3.4.2) in a network that perform actions and
make decisions, which are stored in a shared ledger. If this succeeds, the number of
connected devices can gradually be increased to simulate the amount of nodes in
larger networks. When this does not cause any problems, the next step could be to
implement such a blockchain solution in the industrial or logistics sector, see

table 4.12. A bonus is that I will remain closely involved in this entire process and
can actually find out if the described theory works in practice.

5.5 Reflection

In the beginning of this study I was unfamiliar with the whole concept of
blockchain technology and its underlying principles. Along the way, I acquired
more knowledge about the different components of the technology and how it can
provide additional value in several situations. The more people I spoke, the more I
became aware that there is a serious lack of knowledge about the fundamentals of
blockchain technology.
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This became evident when some of the people I met considered me as the “expert”,
which was a nice but unexpected experience. Looking back, at this moment in time
I have more questions about the technology than when I started with this study. It
shows that this research is only a minor step and that there are much more steps
that need to be taken in order to fully understand blockchain technology.
Therefore, I would like to end with the following quote from the Greek philosopher
Socrates (469 - 399 BC) that represents the process of the last few months:

The only true wisdom is in knowing you know nothing.
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Appendix A

Interview questions

Introductory questions

— Can you tell me something about your education and career?

— At the moment there is a hype around Bitcoin, what do you know about this
concept?

— Besides Bitcoin there is also much rumour about the underlying concept
blockchain technology, what do you know about this technology?

Review of underlying principles blockchain technology

— The concept blockchain technology consists of a number of principles that
are considered to be the building blocks of this technology, could you name a
few of them?

— If I mention the term fault tolerance, what comes to mind?

— Besides fault tolerance the Byzantine Generals Problem (BGP) also
plays a role, do you have any idea what this means?

— The third element is related to the use of a consensus algorithm, what is
the function of such an algorithm according to you?

— The overlaying protocol can be considered to be the fourth element that
forms a part of blockchain technology, what is your view on this?

— What is the role of the overlaying protocol in an entire blockchain
implementation according to you?

Applications for blockchain technology

— What are in your view promising areas for this new technology based on the
principles we mentioned earlier?
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— We also identified several application areas and are interested in how much
potential these areas have in your eyes?

— Smart container (logistics sector): An autonomous container that is able
to keep track of its flow of goods and flow of money and shares this
information with different stakeholders.

— Cure (healthcare sector): Combining hospital data so it becomes
accessible for doctors so they can come up with better diagnoses and
treatments in the future.

— Smart industry (industrial sector): Make the data that is collected in
factories partially public with other stakeholders to increase the overall
efficiency in the supply chain.

— Care (healthcare sector): Give clients the opportunity to gain insight in
the data that is collected by medical related devices and which parties
make use of it.

A choice can be made from the financial, logistics, healthcare or industrial
sector.

— Are there at this moment any factors that hold back the adoption of
blockchain technology or that must be taken into account?

Control questions

— Do you agree with our findings and the described characteristics of a
blockchain or do you have another opinion about this?

— Is the difference clear between Bitcoin, the most famous implementation of
blockchain technology and the underlying concept?

Final questions

— How do you think that blockchain technology will develop itself in the
coming years?

— Do you believe that blockchain technology is a so called disruptive
technology that is comparable with the Internet, cloud computing and the
Internet of Things (IoT)?

— Do you think that we discussed the key developments around blockchain
technology or do you have anything to add?
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Appendix B
Code list

Code Grounded Created

additional_value_for_blockchain 9 19-04-16 16:42

agrees_with_the_principles 5 11-05-16 10:53

alternative_consensus_mechanisms 1 30-05-16 14:58

amount_of_computing_power 1 23-05-16 13:50

applications_above_research 1 13-05-16 16:47

auditing 05-04-16 10:41

based_on_existing_theory 01-06-16 15:39

BIP32_wallet

19-04-16 11:20

BitLicense 1 04-04-16 15:29

both_correct_and_incorrect 1 04-04-16 14:11

building_knowledge 1 13-05-16 16:28

Byzantine_fault_tolerance_unknown 4 04-04-16 13:56

Central_Security_Depository 1 30-05-16 14:19
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chain_control 1 05-04-16 10:40

classical distributed system principles 19-04-16 10:04

clear_principles 04-04-16 14:42

combine_logistics_with_finance 31-05-16 10:35

complex_event_processing 19-04-16 15:52

compliance_not_the_issue 01-06-16 11:44

complying_with_laws_and_regulations 19-04-16 14:14

confirmation_layer 29-03-16 16:14

consensus_algorithms_knowledgeable 19-04-16 11:53

consensus_once_a_day 04-04-16 14:45

contract_related_applications 1 13-05-16 10:35

created_awareness 1 30-05-16 13:37

cryptographic_hashes 3 17-05-16 15:11

darkweb_payment_method 1 10-05-16 13:45

data_becomes_too_complex 1 19-04-16 16:16

data_duplication 1 04-04-16 13:53

data_storage_problem 1 13-05-16 11:51

defined_some_principles 1 30-05-16 11:22

depending_on_a_community 1 05-04-16 10:39

developing_standards 1 29-03-16 13:44

difference_between concepts_is clear 3 11-05-16 11:18
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difference_with_cloud_computing 2 26-05-16 15:40

different_cryptographic_algorithms 17-05-16 16:31

different_techniques_per _layer 04-04-16 14:41

difficult_variant 04-04-16 16:54

disruptive 6 05-04-16 10:55

distributed_ledger 12-05-16 09:55

distribution_of_computing_capacity 13-05-16 11:55

DNB_Coin_project 30-05-16 10:24

dynamic_environments 30-05-16 14:20

easy_to_set_up 04-04-16 15:32

enables_automation 1 23-05-16 11:46

encryption_by_design 1 30-05-16 15:01

endless_opportunities 1 24-05-16 13:34

Ethereum_model 2 04-04-16 13:40

everyone_can_mine 04-04-16 15:26

exchange_of_data 19-04-16 15:44

existing_I'T _solutions_vs_blockchain 04-04-16 15:08

experts_are_cautious 1 27-05-16 14:02

facilitate_new_opportunities 1 25-05-16 16:48

fight_against_poverty 1 24-05-16 14:17

financial related applications 5 13-05-16 10:39
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forking_problem 2 04-04-16 16:32

foundation_form 1 04-04-16 16:33

full_transparency 5 10-05-16 15:13

general _use_cases 3 05-04-16 10:27

governance_problem 13 01-04-16 14:41

healthcare_could_improve_human _lives 1 26-05-16 14:53

healthcare_is_difficult 13-05-16 11:28

hot_item 24-05-16 11:22

hype 05-04-16 10:50

ideal_payment_metod 25-05-16 11:11

implementation_can_vary_per_context 1 17-05-16 16:14

important_component 1 04-04-16 14:08
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