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Abstract

Background: As Generative AI development and adoption accelerates across industries, the technology
becomes an important factor in mergers and acquisitions. Currently, no publicly documented standard
framework is available for the evaluation of Generative AI systems during due diligence, which impacts
the work of consultants, who face challenges in conducting GenAI-related assessments due to lack of
standardised criteria, fragmented literature, and knowledge gaps in understanding GenAI technical di-
mensions.

Aim: This research proposes the design and development of an assessment framework for Generative
AI featuring assessment dimensions, scoring metrics, maturity levels, technical reference information and
best practices, to support consultants in delivering an informed and structured Generative AI evaluation
during technology due diligence assessment.

Method: The study uses the research through design methodology, as the research is the artefact
creation, combined with design thinking to structure the project phases into immersion, ideation and
prototyping, and testing phases. The Generative AI framework is created in partnership and support from
EY-Parthenon (EY-P); its intended application for technology due diligence assessment was internally
validated through mentor feedback, and usability testing with consultants. Due to confidentiality, the
second and third deliverables of this research were developed only for internal use and reference of EY-P.

Results: Generative AI assessment framework, with three key deliverables: (1) a scoring framework
for assessing targets’ Generative AI system during technology due diligence engagements; (2) a supportive
slide deck with instructions and template slides that can be used in project deliverables, supporting the
framework; (3) an informative guide containing supplementary technical information about GenAI. The
first and second deliverables were validated through usability tests with 8 end-users and resulted in a
TAM (Technology Acceptance Model) score of 3.06/4, indicating user acceptance.

Conclusion: The resulting Generative AI assessment framework consists of 9 dimensions and 39
subdimensions, divided into 3 categories, providing a holistic assessment of Generative AI. Additionally,
it demonstrates the relationship of all of those components in order to have the most complete evaluation
of the technology, to the best of the author’s knowledge, is not yet described in existing academic work
or publicly available industry materials.
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Chapter 1

Introduction

Since the launch of ChatGPT by Open AI in November 2022, Generative AI (GenAI) has been consid-
ered a new technology evolution phase, redefining public perception and usage of AI [Kung et al., 2023].
GenAI usage has increased significantly since its release, ranging from personal use to full native GenAI
companies and services. The variety of GenAI use cases is expanding, impacting industries and eco-
nomic sectors with AI products being increasingly embedded into company processes, consumer-facing
applications, health research, finance investments and more [Farhat et al., 2024].

Since then, companies have engaged in a competitive race to adopt the technology in their operations.
According to a McKinsey study, larger companies (e.g. with revenue of 5 billion dollars or more) are found
to be more successful in adopting AI in their workflow, with 39% scaling AI and 10% having already fully
scaled AI [Singla et al., 2025], compared to smaller companies (e.g. with revenue of less than 100 million
dollars) where 25% are scaling AI and 5% have fully scaled AI. As GenAI adoption grows, new challenges
arise, including the change in technical roles that must be redefined to keep pace with the quick evolution
of the technology. As an example, the role of CTO has been reshaped according to an EY-Parthenon
survey [EY-Parthenon, 2025], as they need to keep up with the market pressure to incorporate GenAI
capabilities into products, manage the increased pace of product innovation, maintain continuous product
modernization, consider increasing operational risks, cybersecurity concerns, and governance frameworks
while doing so.

Beyond adoption challenges, organisations report barriers in GenAI utilisation and deployment, in-
cluding difficulties in managing risks (32%), implementation challenges (27%), identifying use cases
(22%), lack of adoption strategies (21%) and trouble in choosing the right technologies (17%) [Deloitte,
2025].

Companies exploring GenAI adoption and transformation face a dual challenge. First, they must
keep pace with the rapid evolution of AI technology, including frequent releases of new models and
versions. Second, they need to understand how to define a fit-for-purpose Generative AI implementation.
This includes identifying the metrics, parameters, and criteria that define an effective GenAI model,
determining relevant use cases, establishing best practices, and developing a targeted business strategy
that enhances their operations.

The current scenario for organizations that are using Generative AI in at least one function is also
complicated by AI specific risks, with ongoing work to mitigate them [Singla et al., 2025]. These in-
clude inaccuracy risks (54%), cybersecurity (51%), regulatory compliance (43%), intellectual-property
infringement (38%), unauthorised or unintended action technologies (28%) and, explainability (28%).

In order to address challenges of adoption, implementation and risk, there is a need for GenAI
evaluation that currently lacks standard industry criteria because the paradigm evolves so rapidly. In due
diligence assessment, this situation becomes more complex, as evaluation methodologies need to address
both the foundational and service-models level and the use-case level, which is context-dependent and
application-specific. The motivation for this research stems from a gap in academic literature. While
various isolated approaches exist to assess different aspects of the technology at the foundation level,
the field lacks a holistic assessment framework that can be adapted to diverse use-cases scenarios of the
technology usage in organizational contexts.

A systematic literature review reveals this gap, with existing research proposing methodologies for
evaluating Generative AI based on different aspects, including: model architecture classification and
evaluation [Bandi et al., 2023], input-output modalities [Kim et al., 2024, Gozalo-Brizuela and Garrido-
Merchan, 2023, Feuerriegel et al., 2024], precision-based metrics [Singh et al., 2025], trustworthiness
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concepts [Huang et al., 2025], risk-based evaluation [Raut and Singh, 2024], and user experience design
[Kim et al., 2024]. Although these works demonstrate in-depth approaches in evaluating specific aspects
of Generative AI dimensions, they are narrow in scope. Existing research lacks a unified framework
that integrates multiple concepts and assessment perspectives that is applicable to diverse Generative
AI implementations and use cases.

This scenario is particularly challenging for due diligence (DD) consultants who need to evaluate
companies technically. More specifically, in technology due diligence (TDD), which is the process of
thoroughly examining a company before a potential investment [Berkman, 2013], the absence of an
industry-wide evaluation framework means GenAI assessments lack rigour and defined baseline criteria.
Without a framework, there is no standardised and objective methodology to answer clients’ questions
in due diligence projects. This is critical due to the nature of due diligence transactions in which each
engagement depends on a unique project scope, with varied clients’ investment theses and strategic
fit considerations. Ultimately, the answers to those investment questions impact transaction outcomes
and without standardised criteria, the consistency and quality of due diligence assessments may be
compromised.

This leads consultants to raise the critical question during technology due diligence assessments: “Is
the company really leveraging Generative AI or is it engaging in Generative AI washing?” Additional
questions consultants have include: How can they assess companies creating service offerings with GenAI
or utilizing capabilities powered by Generative AI? How can they define that the GenAI product has
proper technology capabilities? How can they define its quality? What are the standards for each use
case of GenAI? These questions illustrate the core problem.

The challenges are exemplified in strategy and transaction context, where this research was con-
ducted in collaboration with EY-Parthenon (EY-P) to develop and validate a Generative AI assessment
framework with the support of technology due diligence consultants.

Based on the literature review conducted and research of publicly available materials of industry
practice, no comprehensive GenAI assessment tool or scoring methodology to support a standard and
objective evaluation was identified. Particularly for due diligence transactions, this situation compro-
mises assessment results by creating unstructured approaches for technical assessments and potential
misalignment of GenAI capabilities with business or strategic objectives. Further implications arise due
to the economic impact of consultants needing to understand Generative AI criteria at a deeper level to
perform their assessments but lack standardised methodologies.

This thesis seeks to address these concerns by creating a standardised assessment framework that
bridges academic technical knowledge and the practical needs of consultants in technology due diligence
transactions. More specifically, it aims to provide an assessment framework for Generative AI technol-
ogy that measures maturity across multiple dimensions. This assessment framework would ultimately
enhance the work of consultants during technology due diligence, helping them perform more precise
evaluations, improve GenAI alignment with business strategy, and potentially increase value creation.
Bridging theory and practice, the framework and guidelines are designed to be applied in a due diligence
transaction, enhancing the potential practical contribution for future research in GenAI.

1.1 Research objective
The research objectives were defined by aligning academic and business needs. More specifically, this
work aims to define the relevant assessment dimensions, create a scoring-based assessment framework,
establish best practices for GenAI adoption, and account for different use cases.

The research aims to develop a comprehensive, standardized assessment framework for evaluating
Generative AI systems in technology due diligence projects.

Supporting the research objective, the assessment framework is designed to be generic for any GenAI
system encountered in due diligence evaluations, integrating broad academic assessment components
with DD-specific structure, process, and evaluation topics focused on GenAI concepts and concerns.

1.2 Research questions
The research questions were defined to answer all the problem questions posed in the problem introduction
surrounding the creation of the Generative AI assessment framework and guide the project towards
answering those questions along its development.
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RQ How can the application of GenAI usage in organizations be assessed and evaluated in its develop-
ment and deployment within due diligence projects?

During the development of the project the described sub questions are expected to be answered:

SQ.1 How can GenAI technology be defined and categorised to support practical understanding and
assessment of its technological capabilities?

SQ.2 How can we design a comprehensive framework to categorise and define the assessment parameters
for GenAI technologies based on technical aspects?

SQ.3 What are the key parameters and criteria that determine GenAI models quality?

SQ.4 How can we quantitatively assess valid unique value proposition characteristics of GenAI models
while understanding their technical moats and replication risks?

SQ.5 How can organizations strategically implement GenAI solutions across different use cases to max-
imize business alignment and ensure measurable ROI?

1.3 Company project
The research project is in partnership with EY-Parthenon, as a research internship, allowing collaboration
with the Due Diligence, Transaction and Strategy sector. The goal of this partnership is gain field
experience of due diligence by being immersed in the environment and create an assessment framework
specifically for generative AI for due diligence transactions, to better support the team of consultants
and mitigate current problems and the lack of an evaluation tool. Two consultants from EY-P, who are
experienced in AI Strategy work and Due Diligence, will act as mentors providing shared supervision
and support during the internship for the completion of the project. As of the completion of this project,
there have been no cases of due diligence projects of native technology companies with Generative AI
systems.

1.4 Thesis structure
The thesis document is organised according to the research methodology, as follows: Chapter 1 accounts
for the research problem, objectives, and questions, Chapter 2 describes the methodology, Chapter 3
reviews related literature, Chapter 4 describes the immersion in the research problem and data collection,
Chapter 5 details the ideation process , Chapter 6 narrates the prototyping process of the framework,
and Chapter 7 presents the validation of the framework content and methodology through usability tests.
Finally, Chapter 8 presents the discussions of the research and Chapter 9 the conclusion.
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Chapter 2

Methodology

This chapter describes the research methodology, explaining the research through design approach, how
design thinking structured the project phases, and the data analysis activities defined for each phase.

2.1 Research methodology applied
The methodology chosen is research through design (RtD) [Zimmerman et al., 2007], a constructive
research approach in which the process of designing artefacts generates knowledge and helps solve real-
world problems. Stappers and Giaccardi [2017] state that creating a prototype is in itself a means of
generating knowledge.

The RtD methodology fits our goals, as the artefacts creation is the research, and the outcome is the
GenAI assessment framework. Zimmerman et al. [2010] defined RtD as an approach that uses design
practice methods and processes as a means of examination. For our research, this means translating
technical literature knowledge into an assessment tool that bridges theoretical concepts with practical
application.

Additionally, we combined RtD (including academic research and documenting the process) with
design thinking as our operational process, providing structure to the project phases. Design thinking
is a user-centred methodology that focuses on the problems faced by the user and on implementing a
solution for the root cause, consisting of four phases: clarify, ideate, develop, and implement [Han, 2021].

For this project, we structured the work in two parts: thesis proposal and thesis development. For the
first part, we added two preliminary activities: empathise and define. For the second part, we adapted
the design thinking terminology of the four project phases to our context, reframing clarify as immersion,
ideate as ideation (noun form), develop as prototyping, and implement as testing.

The process and its phases are illustrated in Figure 2.1. The empathise and define activities were
performed during the thesis proposal, before the start of the internship at EY-P, but already in collab-
oration with the company. The subsequent phases immersion, ideation, prototyping and testing were
performed during the thesis internship at the company.

2.1.1 Proposal phase: empathising and defining
The proposal phase had the objective of empathising with the user, understand the research and define
the research objectives.

• Initial understanding of the problem context and alignment with the partner company EY-Parthenon;

• Define objectives and research questions.

2.1.2 First phase: immersion
The first phase had the objective of immersing in the context of the problem including literature, data
collection and gather quantitative and qualitative data.
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Figure 2.1: Research methodology and its phases

Activities

• Perform literature review;

• Define data collection methodology, interview scripts, analysis methodology, in alignment with the
research questions and objectives;

• Perform review of EY-Parthenon documentation regarding GenAI/AI initiatives and materials;

• Gather information about consultants experience in TDD and GenAI knowledge;

• Select the most relevant work that can be used as a base for the artefact;

• Analyse all the gathered data and validate the problem scope with the focal-point person.

Literature review

• Qualitative: Data collection of related work on 1) metrics, criteria, parameters and categorisations
for models, data and training of GenAI; 2) best practices in developing GenAI; 3) use cases for
GenAI in different business contexts and necessities;

• Data collection tools: EBSCO, Google Scholar and Leiden University catalogue.

Internal data collection

• Quantitative: Questionnaire for company consultants: to understand the current situation of
consultants regarding GenAI knowledge, usage, problems, difficulties, needs and wants;

• Qualitative and exploratory: Participate (shadowing) a TDD project in order to understand
in depth the technology due diligence evaluation, additionally gather the main problems and gaps
in their current process;

• Qualitative: Research documentation from EY-Parthenon: reports, past projects with GenAI,
current framework templates for assessing AI and related documents with the current framework.

2.1.3 Second phase: ideation
The second phase had the objective of applying the findings from the first phase to ideating and proto-
typing the solution for the research problem.
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Activities

• Gather the data collected and identify the most relevant models, metrics, criteria, parameters,
quality, and use cases for the GenAI framework;

• Create indeces and scales (scores) for the most relevant concepts of GenAI in the due diligence
context.

Ideation data

• Qualitative analysis: Select most relevant data collected from immersion phase, most relevant
work to base the framework and guidelines, indexes and score types

2.1.4 Third phase: prototyping
The third phase had the objective of applying the ideation into practice and actively prototype the
assessment framework.

Activities

• Brainstorm the framework and the deliverable of the guidelines, including sessions with the mentors;

• Design the framework and guidelines, including co-design session with mentors;

• Design iterations of the framework, adhering to requirements.

2.1.5 Fourth phase: testing
The fourth phase had the objective of testing the prototype with consultants, the end-users, with a
business case to validate its usability, methodology, and acceptance within them.

• Perform usability test with consultants to validate the framework methodology and gather feedback;

• Validation method Technology Acceptance Model (TAM);

• Iteration loops between feedback from user tests and adjustments to the deliverables;

The testing protocol and requirements are described in detail in Chapter 7.
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Chapter 3

Literature review of related work

This chapter has the goal of discussing and explaining the studies that are part of the literature review
of this research. All of those topics contributed to building the knowledge foundation and immersion
relating the central theme of this research, Generative AI, resulting in a diverse collection of works.
Topics covered in the related work body are Generative AI: definition; classification; evaluation methods
and metrics; explainability; transparency and openness; data types, sources and implications; security,
risks and legal; business impact and innovation; and finally design principles and user experience.

The related work will be described throughout this chapter following the order mentioned above.

3.1 Generative AI definition
Establishing a definition of Generative AI is important as it is the fundamental topic of this project.
Feuerriegel et al. [2024] define Generative AI as:

“The term generative AI refers to computational techniques that are capable of generating
seemingly new, meaningful content such as text, images, or audio from training data.”

The author further elaborates that Generative AI can have different purposes, even acting as profes-
sionals such as writers and illustrators, but the system ultimately acts as an assistant for humans on a
question-answering basis, generating multi modal outputs.

However, this traditional definition is content-focused, and can be further expanded due to include
the diverse capabilities that current Generative AI models have, such as generating source code, dig-
ital artefacts, realistic video creation all through prompting, as well as the capabilities of Agentic AI
implementations.

Besides its capabilities, the technology can also be defined by its technical specifications, including
model type, training method, output type, data requirements, and computational needs.

Contrary to this definition, Ronge et al. [2025] propose a perspective on Generative AI beyond
technical characteristics, which differentiates it from simple generating models. The author defines
four factors that define what are unique to GenAI systems: multimodality, interaction, flexibility, and
productivity, given the argumentation that Generative AI is capable of processing different types of
inputs and most importantly, receiving natural human language.

Furthermore, Ronge et al. [2025] observes how the different types of GenAI users interact with the
technology, highlighting diverse discourse terminology used by different publics. The general public often
uses the term “GenAI”; semi-technical users refer to system-level and model-level terms; and technical
participants instead refer to models name directly with "Generative model". This terminology diversity
reveals that the user-friendly characteristics of Generative AI systems are bringing the general public
closer to the technology, since they are using terminology in a looser, broader sense. This suggests that
compared to other technologies, such as the personal computer, GenAI has achieved faster adoption by
the general public.

3.2 Generative AI classification
The classification of GenAI systems varies across the literature. The most common approaches found
in research to classify Generative AI systems are based on model, architecture types, and input-output
modalities.
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Among different studies, Bandi et al. [2023] have the most extensive classification of Generative AI
models based on seven architecture types. This classification system groups models into Variational
Autoencoders (VAE), Generative Adversarial Networks (GANs), Diffusion Models, Language Models,
Transformers, Normalizing Flow models and Hybrid models. The research also provides architecture
components and training methods used for each different type of model.

In addition to the architecture classification, Bandi et al. [2023] created a diagram based on the output
modality of models. This visualization organizes the diverse categories and sub-categories of outputs that
generative AI systems are able to produce. The main categories include: image; text; source code; speech;
video; 3D; graph; tabular; and molecular structure. Each category is complemented by sub-categories, for
example, image model capabilities include synthesis, style transfer, image segmentation, while language
models can perform translation and caption generation.

Similarly to the architecture and output modality classification approach, Kim et al. [2024] propose
a taxonomy in which systems are divided into modalities and further sub-divided into architecture
types. Unlike other papers, they organised the models by year of announcement, showing their evolution
timeline from 2012 to 2024. The four modalities are text-based systems, image-based systems, audio-
based systems, and multi-modal-based systems, while the three architectures present for each modality
are encoder, encoder-decoder, and decoder.

A different approach to modality classification is provided by Gozalo-Brizuela and Garrido-Merchan
[2023] that created a taxonomy of Generative AI models based on the combination of input and generated
output formats. The taxonomy is divided into text-to-image; text-to-3D; image-to-text; text-to-video;
text-to-audio; text-to-text; text-to-code; text-to-science and other models. This taxonomy shows the
state of the art of generative AI in 2023 and can be directly compared to Bandi et al. [2023] in the
same year. The difference between the approaches is that Gozalo-Brizuela and Garrido-Merchan [2023]
taxonomy is less detailed in combinations of input and output types, but provides model names, whereas
Bandi et al. [2023] provides more combinations of output types and granularity, but fewer model examples.

As an alternative to technical taxonomies, Feuerriegel et al. [2024] classify generative AI systems
based on outputs related to the applicability of these modalities. They provide a functional view of
output models, directly connecting modalities to business problems. The classification is based on output
modalities, model level, system level, and application level, interconnecting these information points.
The output modalities are text-generation, image/video generation, speech/music generation, and code
generation. The first model level, brings examples of models for each output modality. The middle system
level describes what functionally the interface interaction provides, such as agents, search engines, bots,
and system types. And the last application level shows which business problems it actually solves,
interconnecting output to real-world problems application.

These classification approaches have similarities and distinctions between them. The modality-based
classification of Kim et al. [2024] and Feuerriegel et al. [2024] is similar by grouping Generative AI models
based on input-output modalities, while Kim et al. [2024] complements Bandi et al. [2023] classification
taxonomy grouping models by architecture types. Both Bandi et al. [2023] and Gozalo-Brizuela and
Garrido-Merchan [2023] classify systems by combination of modalities, though the former offers more
examples of output types and the latter provides specific model examples.

In contrast to the other classification methodologies, the distinction of Feuerriegel et al. [2024] is
by providing a practical application level to the output modalities, associating applications to system
output, to connect technical information to real-world problem solving contexts.

3.3 Generative AI evaluation metrics and methods
This section examines related work that provides diverse Generative AI evaluation methodologies and
perspectives. These range from foundational metric taxonomies, quantitative and qualitative metrics to
specialised approaches featuring trustworthiness, risk-based, and human-centred usability.

The foundational evaluation approaches for Generative AI systems are presented by Singh et al. [2025],
that describes diverse general model metrics. Including precision-based metrics, output evaluation,
human evaluation techniques, red teaming / blue teaming, and LLM as a judge. The author further
specifies that a combination of evaluation techniques is optimal and that they need to be tailored to
specific applications.

Building on these general model metrics, Modake and Patil [2024] presents quantitative and qualita-
tive metrics, providing more granularity to evaluate Generative AI systems. Precise quantitative or gen-
eral model-level metrics are divided into text, image, and computational. Subjective qualitative metrics
include human evaluation and subjectivity considerations, providing a holistic view on the approaches.
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However, according to the author, challenges in evaluation are present namely data bias, scalability, and
ethical concerns, and should be addressed during evaluation. There are emerging trends to mitigate
current evaluation challenges, such as automated evaluation frameworks, dynamic and context-aware
evaluations, integration of Human-AI collaboration, and multimodal evaluation techniques.

Moving from general metrics to specialised holistic system evaluation, Huang et al. [2025] created
TrustGen, a dynamic benchmarking platform to evaluate the trustworthiness of Generative AI appli-
cations. This approach differs from previous ones as the authors created a novel assessment tool with
conceptually in depth evaluation of generative AI tailored to specific concerns and context that affect
the trustworthiness value of models.

The main assessment dimensions for Generative AI LLM models of TrustGen are: truthfulness, safety,
fairness, robustness, privacy with subdimensions of hallucination, sycophancy, honesty, jailbreak, toxic-
ity, exaggerated safety, stereotype, disagreement, and preference. The platform also covers image-to-text
and text-to-video models. Additionally, Huang et al. [2025] defines eight guidelines for trustworthy gener-
ative AI covering design, intended use, human oversight, responsibility for model behaviour, robustness,
harmlessness, reliability, accuracy, privacy and data protection. The article is for the creation of the
platform, but it also provides the technical details and results of its creation, serving as a comprehensive
source material on how to evaluate generative AI.

From a holistic risk perspective, Rauh et al. [2024] defines a risk-based evaluation, and also comments
on gaps in current safety evaluations, with a focus on audio and video modalities, risk coverage, and
context. The study performed an analysis on the number of existing risk evaluations per model modality
type. They identified a discrepancy on the number methods per type, with text-based models being well
covered, containing 159 different types of risk in evaluations, while audio, image and multimodal-based
models had less than 36 risk types each. As a result, Rauh et al. [2024] proposed an approach to improve
risk evaluation by closing the modality coverage through repurposed evaluations. They achieve this
by increasing the risk coverage through automated evaluations and leveraging language models systems.
The result was the increase in risk content coverage, evaluating not only the model but the context where
is being used. In addition, they suggest an interdisciplinary approach to safety evaluation by utilizing
data from other areas and qualitative analysis of how AI are used.

Another downstream task specific perspective is proposed by Kim et al. [2024], that created an
evaluation of UX/UI of GenAI on the application-level based on usability heuristics. Their method of
evaluation consists of comparing the GenAI system against their ten defined heuristics and identifying
problem points that may create usability issues to the user. An interesting output of this research is the
result of their UI/UX evaluation of Generative AI systems. In total, 22 different systems (i.e., including
text, image, audio and multimodal based GenAI) were evaluated against their heuristics, in which 100%
did not scored on the 5th heuristic capability, and 72% did not score on the 9th and 10th heuristic.
Those percentages show a significant absence of user support provided by GenAI and demonstrates a
possible significant industry gap in those aspects.

Each work provides a different perspective on GenAI evaluation ranging from qualitative and quan-
titative metrics to human collaboration approaches, risk-based, and usability heuristics. This diversity
reveals that there is no straightforward set of metrics to define Generative AI evaluation; rather, using
complementary approaches can provide a comprehensive evaluation across multiple dimensions.

3.4 Generative AI explainability
With the increased creation of Generative AI models, a new concept emerged: explainable artificial
intelligence (XAI) for Generative AI. Kalota [2024] explains the importance and need for explainability for
GenAI particularly understanding its decision-making process and reasoning process. This transparency
ultimately enables users to trust the model answers and utilize model outputs in their own decision
making process, even if they are not an expert in the area. The author defines XAI as:

“XAI is a set of processes and techniques that allow humans to understand and trust the
output of machine learning algorithms.”

Explainability can be reached through the multidisciplinary interaction of fields and use of techniques
that allows the model’s inner workings to be transparent and understandable to the user, such as black-
box, white-box, model-specific, and model-agnostic techniques originally developed for machine learning
but applicable to GenAI.

Alongside techniques that are being used and adapted to XAI, there are also metrics to measure
it, being cited by Modake and Patil [2024] such as SHAP (SHapley Additive exPlanations) and LIME
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(Local Interpretable Model-Agnostic Explanations), that while they were not created specifically for
GenAI, they could provide numerical interpretation of GenAI outputs and improve its transparency.

Similarly, Schneider [2024] provides reasons why explainability is important for GenAI alongside
risks, concerns, and emerging desiderata required to reach this paradigm. The author argues that the
importance of XAI is based on the concept that users should be able to understand the quality of models
outputs, how models reached their answer, and their thinking process. Models should also provide
support for users to control their outputs, not the other way around. Additionally, users should be
informed by models and its creators that the technology has its limitations and associated risks to ensure
a safe use.

Schneider [2024] further defines key reasons why transparency of GenAI systems is necessary. Reasons
for XAI include user-related motives as the need to adjust, in order to meet with user preferences and
requirements; and the need to verify, in order to ensure correct outputs and maintain accuracy, systems
should identify errors and hallucinations. Other reasons, relates to the nature of GenAI applications, as
they can be used in diverse tasks, systems should be able to cover diverse possible outputs and anticipate
use cases, while maintaining special care with high impact applications, especially in sensitive or high-risk
sectors (e.g., healthcare).

To support transparent systems, Schneider [2024] defines requirements to achieve XAI through
desiderata specifications. They include: verifiability; lineage; interactivity and personalization; dynamic
explanations; costs; alignment criteria; security; and uncertainty. All of those desiderata specifications
have the goal of improving the quality of how GenAI systems are structured and reach the ultimate XAI
paradigm.

Overall, explainability principles are important to ensure that we can understand how models reach
their answers, their thinking and decision making process. This understanding increases trust and
encourages users to apply critical thinking when reviewing models outputs, which is important given the
global increase of GenAI models and applications available.

3.5 Generative AI transparency and openness
With the advancements of foundation models, Bommasani et al. [2024] proposed a ’Foundation Model
Transparency Reports’ to evaluate and standardize their content for developers, based on the previously
created ’Foundation Model Transparency Index’, containing 100 requirements for model transparency.
After creating this index, they compared their requirements against 6 governmental policies (i.e., Canada
code of conduct, EU AI Act, G7 Code of Conduct, US Executive Order, US FM Transparency Act, and
White House Commitments) and found that only 37 of their 100 transparency topics were covered
by those policies. One of the contributions of this research is to propose a standardised report of
transparency for foundation models developers, which will enhance the overall adoption and compliance
of these requirements, improving not only the accountability of models but also later possible penalties
from non-compliance.

To increase transparency of models, Liesenfeld and Dingemanse [2024] created a framework to score
the openness of Generative AI models (i.e., text, audio and video modalities) using 14 criteria on avail-
ability, documentation and access. This openness judgement was created due to the new EU AI Act
requirements about transparency and accountability, and the authors observed that while many providers
defined their models as open, the term was being broadly used, as they judge that they are mainly open-
weight. Further, the authors believe that the reason behind this "open-washing" of GenAI is to avoid
regulatory and legal inspection about their training and data used. They benchmarked 40 text genera-
tors models that were defined as open, using Chat-GPT model as their close reference model, with an
openness score of 0.5/14 in their benchmark. The benchmark results revealed a median score of 5/14
points with the top scoring model ’OLMo 7B instruction’ achieving a 12.5/14 score openness, and the
lowest-scoring model, ’Xwin-LM’ with a score of 1/14.

The initiatives of these researchers emphasize the importance of developer accountability and regu-
latory compliance. Both the Foundation Model Transparency Report Bommasani et al. [2024] and the
Openness benchmark Liesenfeld and Dingemanse [2024] share similar goals of increasing the transparency
of GenAI development, through different lenses and criteria. The former proposes a standardised report
with comprehensive criteria that increases transparency coverage across companies. The latter illustrates
the extent to which GenAI companies actually meet openness criteria, which has a direct impact on dis-
closure requirements introduced by the new EU AI Act. The EU Act requires certain criteria and applies
requirements depending on the type of company and product, and their benchmark research demon-
strated that the researched companies do not meet them at the time of research. Transparency overall
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is a baseline requirement for GenAI companies, considering the multi-modal generation capabilities of
models and to prevent risks and security vulnerabilities, regulations must hold developers accountable
for their products.

3.6 Generative AI data types, sources, and implications
Data serves as the foundation for understanding GenAI models. Data type and source allow us to
understand how, and based on what, models are created, trained, and the quality of their sources of
information especially because GenAI models can be adapted for specific domain areas depending on the
training data and method.

Foundation models are flexible in that regard, as they can undergo pre-training on broad data and
then fine-tuning with specific domain data, including proprietary data, for specific tasks. The quality
of GenAI model training can be enhanced through proper data collection, preprocessing, protocols,
techniques and initiatives that help improve this process and tackle industry problems with training
data. This section discusses training data formats, data sources, synthetic data, data transparency, and
regulatory and ethical considerations.

Training data for Generative AI can present different formats. The author Stober [2025], defines differ-
ent possible sources of data to train generative AI models including: publicly accessible data collections;
commercially licensed data collections; self-collected data from publicly accessible sources; self-collected
data from sources accessible through payment; self-digitalised media; self-made recordings; in-house
recorded data; data extracted from primary data; and synthetic data. Since training data can bed orig-
inated from diverse sources it is important that developers document those sources [Stober, 2025] and
also consider implications of its use [Ungureanu and Amironesei, 2023].

Among the data sources identified by Stober [2025], synthetic data is a particular one due to its
characteristics and role in helping solve data scarcity. Goyal and Mahmoud [2024] provides a definition
of synthetic data, approaches to generate it, and use case of models for different types of data generation.

Synthetic data generation has the following creation process: an original database goes through data
analysis and preprocessing, then a specific synthetic approach and model create the synthetic dataset.
The main advantage of this process is that the synthetic data preserves underlying patterns and be-
haviours of the original data, enabling businesses to produce cost-effective realistic datasets without
revealing sensitive information. The main advantages of this technique related to addressing data pri-
vacy concerns and algorithm biases while increasing accuracy of models, facilitating collaboration of
stakeholders and maintaining confidentiality of information. Goyal and Mahmoud [2024] also provides
a review on synthetic data generation techniques approaches, including machine learning, rule-bases
systems, mathematical and probabilistic methodologies, and differential privacy.

Regardless of their type, all formats of training data are subject to legal and regulatory considera-
tions. Ungureanu and Amironesei [2023] explores the legal consequences and implications of the data
used in GenAI models. The authors defines a classification of legal data types: data that is exploited
under different licenses; data that is not subject to intellectual property rights; and data protected by
intellectual property rights but not authorised for use. Across those categories there different types of
data: open source; voluntary provided; protected by intellectual mechanisms; and synthetic data. The
classification of data types helps us understand its source and also the legal implication of its use.

To address these legal considerations and ensure transparency, Stober [2025] comments on the impor-
tance of keeping the source documentation of the data used in models, distinguishing between training
and input data. Additionally, the author proposes a list of recommendations surrounding documentation
that highlights the importance of this practice also due to copyright issues and to improve the quality
of models through transparency, which can be achieved by publishing the source list, a search portal or
API.

Beyond legal compliance and documentation requirements, Xiang [2024] examines training data from
an ethical perspective, addressing its biases and implications. A critical point is that any data used to
train models inherently could demonstrate biases from its source, since it is a by-product of society itself.
The author argues that developers have the responsibility of identifying possible biases and implement
mechanisms to diminish their impact when training models. Some counteract measures are suggested such
as reinforcement learning, guidelines, and prompting strategies to reduced biased data. Extending Stober
[2025] taxonomy of data sources, Xiang [2024] suggest that developers prioritize collecting data from
sources in which individuals willingly uploaded data, including for financial compensation, and utilize
public source of information when appropriate. This also connects with the EU AI Act transparency
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obligations and Bommasani et al. [2024] report to increase transparency among models, encouraging
developers to improve their data collection practices and reportage of them.

To comply with the transparency requirements discussed above, mechanisms to recognize data sources
and AI generated content are necessary. Various authors mention possible techniques to recognize data
sources, with fingerprinting appearing as an emerging method. Stober [2025] identifies various techniques
including: data-sheets; URLs and download stamps; unique identifiers; metadata; and fingerprinting.
However, fingerprint can be used in different ways as a recognition of data sources either in the input
or in the output as recognition of AI generated content. For training data documentation, Stober [2025]
proposed a broad case recognition of data to document it, through fingerprinting, to be used directly in AI
systems in their training process suitable for different data types. For training data provenance, Yu et al.
[2020] proposed a novel fingerprint mechanism specific for AI-generated images for source recognition,
adding a level of security, helping to avoid fake data generation and overall easier recognition of data.

Collectively, these studies provide a broad vision on the different aspects of Generative AI and data.
The technical aspect of data sources taxonomy and synthetic data, that are subjective to regulations
and must comply with legal elements of licensing and intellectual property. Documentation and source
recognition mechanisms, combined with ethical concerns of data bias coordinate to improve transparency
of data sources. Together, these perspectives establish that transparent, ethical, and compliant data in
Generative AI systems are fundamental to ensure responsible GenAI development.

3.7 Generative AI risks, security and regulations
The quantity of Generative AI-related risks is extensive and complex. Zeng et al. [2024] performed a
structured review in eight governmental, and sixteen private regulations and policies finding 314 unique
risks types. Because of the extensive risk possibilities, the author proposes a unified language to identify
types of risks divided into four broad categories: system operational risks; content safety risks; societal
risk; and legal rights-related risks. The risk taxonomy created by the author, aside from showing the
granularity of potential risks, also compares the risks covered in USA, EU and China regulations, high-
lighting the intersections of risks covered between those countries, and serving as a guidance material for
understanding the subject.

Complementary research on risks by Cheng and Liu [2024] provides another organization of risks,
dividing them into five categories: ethical risk; intellectual property infringement; privacy and data
protection; market monopoly; and cybercrime and data security. Similarly to Zeng et al. [2024], this
research compares EU and US regulatory approaches, where the EU takes a heavier regulatory approach
compared to the US, that expects self regulation and assessment from companies. Those contrasting
regulation approaches can influence Generative AI development and risks insurance, and ultimately in-
dividuals and companies that make use of GenAI solutions will have to manage diverse regulations. In
order to mitigate differences, the author suggests that regulations should be embedded during devel-
opment of Generative AI while also keeping ethical AI central. Also, to maintain the balance between
technological development and governance regulation. This suggestion could help mitigate risks when
users interact with GenAI systems and support organizations in complying and avoiding fines.

Examining harms from a user-centric perspective, Rauh et al. [2024] defines an overview of harms
from Generative AI system with risks areas, definitions and examples. The study defines six main risks
areas: representation & toxicity harms; misinformation harms; information & safety harms; malicious
use; human autonomy & integrity harms; and socioeconomic & environmental harms. This definition of
harms complements, from another perspective the works of Zeng et al. [2024], that proposes a extensive
risk taxonomy, and Cheng and Liu [2024] that provides a organization of risks in 5 areas. Rauh et al.
[2024] has a lens focused on the human-AI harms and its implications, including economical, for users.
The author illustrates the harms with examples such as GenAI leaking private images from training
data or its capability of generating deep fake images, without regulation, that can lead to economical or
personal harms or even engage the user into unsafe behaviours.

However, there is also a way to mitigate risks by increasing security during models development and
training. Feretzakis et al. [2024] presents privacy risks associated with LLM models, especially related
with training data for models, and provides an overview of data privacy risks and privacy- preserving
techniques to mitigate them. The study also illustrated a workflow for a privacy-preserving AI in which
diverse techniques can be utilised based on the application domain, associated risk levels, and privacy
requirements. The workflow consists of four stages: data collection; followed by federated learning and
model training; later there is the model deployment; and the last steps include homomorphic encryption
and secure multi-party computation.
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Beyond privacy-preserving workflow, Feretzakis et al. [2024] proposes other techniques, describing
their key strengths and limitations, for different use cases. For example, utilizing privacy-enhancing
technologies and blockchain. In addition, mentions techniques specific for preventing data memorization
including: selective forgetting and scrubbing, privacy filters, privacy fine-tuning, real-time privacy audits,
and using synthetic data.

Similarly, Xiang [2024] cautions about bias in GenAI generated content and about who is responsible
for it. Considering the notion that as models are made by humans they are going to have inherently
some degree of bias. The author propose techniques to improve GenAI models, specifically for biases in
generate content reinforcement learning is suggested, including also mitigating skewed data and extreme
cases. However, not only utilizing techniques alone are sufficient, acknowledging biases and providing
transparency to the user about model limitations can help further mitigate them.

Multiple authors, Kim et al. [2024], Ayemowa et al. [2024] and Xiang [2024], mentioned the prompt
filter layer technique to improve security. Those authors discuss the implementation of a filter later
between the user input and the GenAI model, with the goal of recognizing personal sensitive information,
filtering the content of inputs before sending out to the model to be processed. This technique prevents
users sensitive information from being accessed by models or used as training data.

A regulatory approach to privacy and security concerns is taken by Golda et al. [2024], who defines
5 perspectives of GenAI implications and cites data protection laws from multiple countries. The five
perspectives of concerns are: user; ethical, regulatory and law; technological; and institutional. This
approach highlights how different entities are involved in ensuring privacy and security of GenAI systems
and its users, each with a responsibility. For each perspective, actions are suggested to improve security,
for example users should provide consent, control and insurance. Whereas the ethical part should be
concerned with bias, developers responsibility and policy makers. For technological perspective, privacy
preserving techniques to mitigate implications are mentioned, similarly to Feretzakis et al. [2024] and
Xiang [2024]. For institutions, it is recommended to have data handling procedures, governance structure,
risk mitigation and reversal specific to address possible harms, which is particularly important for the
security aspect of models.

Within the regulatory and law perspective, there are classic data protection laws, and intellectual
property rights considerations. The author Golda et al. [2024] cites global data protection laws that
provide users rights about their personal information and how they can be used by companies. Those laws
have a few elements in common but each country provides different data subject rights. Common elements
across those regulations include principles of transparency, security, confidentiality, and limitation of data
used among others. The reviewed laws are GDPR from European Union, CCPA from California USA,
LGPD from Brazil, PDPA from Singapore, and POPIA from South Africa. In line with this, Xiang [2024]
also recommends verifying if generated data (i.e., output) is compliant with regulatory laws, reinforcing
the importance of privacy in GenAI models.

To translate regulatory compliance requirements into actions developers can act on, Hacker et al.
[2023] establish three policies for regulating GenAI models. First, the policy of minimum standards,
defined in line with the art. 14 of the AI Act, for all Large Generative AI Models (LGAIMs) are:
they need to have transparency rules, risks must be allocated to developers, data governance needs to
be present along rules on cybersecurity, sustainability and content moderation. Second, the rules for
high-risk systems, applied only to LGAIMs with high-risk use cases, in line with the AI Act (Art. 11,
Annex IV AI Act) are: data provenance, data curation, performance metrics, incidents and mitigation
strategies should be reported by LGAIM developers and employers. Alongside this, they should also
report if parts of its content were generated using LGAIM. Third, rules for collaboration are defined to
bridge and enable compliance of the first two policies. The authors suggest that data curation should
be representative and balanced to avoid discrimination and to tackle this risks as soon as possible in the
deployment pipeline. In addition to this, centralised monitoring is suggested through allowing users to
flag models output and provide feedback to developers, and that those user flags should be prioritised
by developers to create a content moderation process flow.

Together these works present specific GenAI risks, propose techniques to mitigate privacy and security
problems, identify applicable laws and regulations. The risk taxonomies developed by Zeng et al. [2024],
Cheng and Liu [2024], and Rauh et al. [2024] demonstrate the range of concerns and harms that GenAI
models can inflict on users and companies including operational, ethical, and socioeconomic consequences.
These identified risks can be managed through the presented solutions for responsible development and
deployment cycle, proposed by Feretzakis et al. [2024] and Xiang [2024] which utilize privacy-preserving
techniques, bias mitigation methods and prompt filtering, reinforced by Kim et al. [2024], to reduce
harms. The technical measures are embedded within regulatory frameworks that establish laws, policies
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and rules, defined by Golda et al. [2024] and Hacker et al. [2023], where proper regulatory oversight can
help shape how GenAI are created and maintained, while ensuring compliance, privacy, and security for
users.

3.8 Generative AI business impact and innovation
Kanbach et al. [2024] created six propositions of GenAI impact on innovation across three categories,
using as inspiration the business model innovation (BMI) framework proposed by Kraus et al. [2022]. This
BMI framework has three categories: value creation innovation (e.g., new capabilities and technologies),
new proposition innovation (e.g., new offerings, customers, and market) and value capture innovation
(e.g., new revenue models and cost structures). From a review of 513 sources and industry cases,
the authors defined three impact categories: innovation activities, work environment and information
infrastructure, than applied the BMI framework to organize them. The propositions state: (I) GenAI
will level the playing field across expertise areas, technologies and resources; (II) the combination of
GenAI, critical thinking and factual knowledge will increase the degree of innovation of business models;
(III) GenAI will affect business models via innovations on value creations; (IV) GenAI will have the most
impact on white-collar knowledge workers; (V) GenAI will redefine the necessary skill-set of job roles,
from creators to editors; and (VI) GenAI will be used by companies, its not a matter of if but how it
will be used.

The propositions on GenAI impact on innovation are valid and reflect how the industry already has
been adapting to the new GenAI technologies and possibilities, however to reach the levelled playing field
across all expertises areas, stated in proposition I, will require much industry investment and quantifiable
outcomes to effectively equally impact all fields. Similarly, the required skill-set for new adapted job roles,
stated in proposition V, could also create discrepancies between workers that will have and not have it,
since not easily all will have proper access to training and resources in the same level.

3.9 Generative AI design principles and user experience
The author Weisz et al. [2024] proposes six design principles for developing Generative AI applications,
with four associated strategies each on how to implement them. These principles aim to counteract
current issues of the technology from the user’s perspective. The principles include: design responsibly;
design for mental models design for appropriate trust and reliance; design for generative variability;
design for co-creation; and design for imperfections. The authors principles have an emphasis on helping
and enabling the user in diverse circumstances, showing the importance of a good design that is user-
centric, helping resolve issues, reduce harms, estabilish an effective communication, consider users goals,
educate users to be skeptical of outputs, proposes variability, enable productive collaborations, and sets
expectations.

Similarly, Kim et al. [2024] proposed usability heuristics for UX/UI of GenAI, including: (1) Visibility
of the System Status; (2) Match Between the System and the Real World; (3) User Control and Freedom;
(4) Consistency and Standards; (5) error prevention; (6) Recognition Rather than Recall; (7) Flexibility
and Efficiency of Use; (8) Aesthetic and Minimalist Design; (9) Help Users Recognize, Diagnose, and
Recover from Errors; and (10) Help and Documentation. While, the research had the goal of proposing
a UI/UX heuristic evaluation, its content serves a dual purpose: to perform the heuristics evaluation
and as a usability guideline for Generative AI development, that could help GenAI applications improve
their user experience levels. Also considering the heuristics gap identified in their research, described
earlier in Section 3.3.

All of those design and heuristics principles are important to lay a foundation of what a good user-
centred generative AI application should have, but most importantly have at its core the foundation of
instructions on how to use and interact the technology, alarming users of its risks and setting realistic
expectations of their outputs. We consider those things to be important aspects for GenAI models that
can help distinguish themselves across the multitude of models available for users in the market.
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Chapter 4

Immersion phase

This chapter has the goal of describing and explaining the activities performed during the immersion
phase of this research, which ultimately lays the foundation for the prototyping phase. We immersed
in the research problem to gather information from academic and company sources and based on that
defined the necessary requirements for our prototype.

The chapter follows the immersion process chronologically, presenting first the literature review
methodology, second the internal data collection, third the findings from participating in a technol-
ogy due diligence project, and fourth the analysis of the results of an internal questionnaire about GenAI
knowledge. Finally, we discuss the findings of this phase and how they impact the next project phase.

4.1 Literature review methodology
The objective of the literature review was to understand the current academic landscape regarding
GenAI, the work being produced by fellow authors, and to find materials that helped answer our research
question. In order to achieve that, we selected 140 items of related work on the topic, across various
publication types, including journals, surveys, articles, papers, reports, and books. From these, 126
were accessible, and 121 were reviewed in depth, with 35 papers ultimately being chosen to compose the
related work reference, providing an essential basis for developing the assessment framework. Chapter 3
presents the complete literature review of related work.

None of the 121 reviewed publications presented a comprehensive assessment framework specific for
GenAI that integrated multiple assessment dimensions, or that was due diligence oriented. However,
within the 35 selected papers, several provided taxonomies, evaluation metrics, or evaluation tools for
GenAI and they were used as the primary reference for the content of the proposed framework.

Database sources and search strategy

The systematic literature search was conducted using Web of Science, EBSCO, Google Scholar and
the Leiden University Library Catalogue between February and May 2025. The search was limited to
publications of the last five years (2020-2025) to focus on recent content about Generative AI and to limit
publications about traditional AI and Machine Learning. Publicly available publications were prioritised,
and some were accessed through the Leiden University student account; no paywalled publications were
purchased.

The inclusion criteria were to select papers that were peer-reviewed and provided technical explana-
tions of relevant topics of Generative AI, with a focus on AI evaluation, technical concepts, frameworks,
best practices and business applications. The keywords search resulted in a high number of health-
related or medicine-focused papers with GenAI. These were excluded from the selection because our
scope focused on technical and business related publications.

During the review process, we tagged papers with comments about their themes. This resulted in
a high-level categorization of the overall themes of the 140 papers initially selected. Some of the tags
included: foundational concepts; evaluation methodologies; evaluation gaps; categorization framework;
terminology; taxonomy; general purpose; ethical concerns; best practices; use cases; metrics; GenAI
integration policies; building GenAI; hallucination; GenAI application; AI principles; deep generative
models; XAI; safety evaluation; data transparency; foundational models; data practices; risk and bias;
privacy-preserving techniques; AI generated images; dynamic benchmarking; synthetic data generation;
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and risks use cases. Additionally, in this tagging system the papers that were connected to each other
were tagged with "connected to paper number x" for easier cross-referencing.

Below is an explanation of the precise steps taken to perform the literature review:

Definition of search keywords

Based on research question and objectives, keywords were defined to support the systematic literature
review search. During the literature review, additional keywords were added to complement the initial
list, based on experimentation with word combinations that provided relevant search results.

List of search keywords

The complete list of research keywords used in our literature review (terms marked with * were the most
productive):

• GenAI definition*

• GenAI categorization*

• GenAI practical understanding

• GenAI technological capabilities

• GenAI basic concepts

• Defining GenAI basic concepts

• Evaluation framework for GenAI

• Evaluate GenAI quality

• Parameters for GenAI quality

• Types of GenAI

• GenAI metrics*

• GenAI criteria

• Parameters for models generation, training data collection and usage policies

• Retrieval augmented generation

• Generative models technical disclosure*

• GenAI bias and risks

• Assessment of Generative AI models

• Generative AI data

• Generative AI training data types

• Generative AI embedding levels

• Generative AI best practices development

• Guide on how to develop a good Generative AI

• Generative AI toolkit

• Best practices when use third party Generative AI applications

• Best practices for generative AI model development

It is important to note that some papers appeared under multiple research terms.
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Initial review of papers

The initial scan of papers was performed by analysing the abstract, results and conclusions sections, and
defining if the paper produced relevant content to our research. 140 papers were considered relevant and
within the theme, these were added into a private database that contained all the literature references.

Construction of the reference database

In the reference database, properties were used to structure the organization of papers, and for easier
maintainability, backtracking and access of reference materials. The properties used were: number ID;
type; comments (i.e., keywords to recognize the paper); source database; research term used; status (i.e.,
to be read, read, not useful, added to future work, and added to the mind map); URL link; and citation
in APA and BibTeX style.

In-depth read of papers

From the initially identified papers, 14 were inaccessible and 5 were excluded as not relevant, and the
remaining 121 papers were part of the in-depth analysis.

We proceeded to read each paper in detail in search for content related to technical evaluations, best
practices, and value creation in Generative AI or that could be relevant to constructing the deliverables.
In this step, 35 papers were selected to be included in the related work.

Selected papers were prioritised if they had produced frameworks, assessment metrics, best practices,
guidelines, visual components, artefacts or tables that could be directly used as building blocks for our
assessment framework development. Additionally, technical papers that proposed taxonomy of risks,
legal laws, emerging evaluations or trends. Our goal was to construct the framework based on existing
peer-reviewed literature, composing different works into one singular artefact.

Within the search keywords, the most productive terms were:

1. "Generative models technical disclosure" (9 selected papers) - This term was particularly useful,
as it resulted in different papers that did not appear under ’generative AI technical evaluation’
keywords search alone;

2. "GenAI categorization" (5 selected papers);

3. "GenAI metrics" (4 selected papers);

4. "GenAI definition" (3 selected papers).

Categorization of most useful papers

Following the in-depth read of papers, we organised the reference works into five categories. These
included:

1. Works that provided definitions of technical concepts about Generative AI such as data, architec-
ture, metrics;

2. Works that created assessment frameworks, or provided visual materials, to be used as reference
for the second phase;

3. Works that mitigated current problems providing solutions to concerns regarding Generative AI,
such as transparency and generated data recognition;

4. Works that described new signals or innovations regarding GenAI, so we would have a view on the
current advancements of the existing literature

5. Works that established explicit guidelines and best practices regarding diverse topics of GenAI

Notes were added to each paper including visual materials (e.g., diagrams/frameworks) when avail-
able. From this selection, the most useful were saved for future reference to support the development of
the framework.

20



Figure 4.1: Literature references displayed in a mind map to support the ideation and prototyping phases

Connection between papers

After completing the initial categorization of most useful papers, the next step taken was to visually
connect all findings in a mind map, illustrated in Figure 4.1. This was particularly helpful in visualizing
the branches of topics, subtopics, and how papers correlated to each other. Out of the 35 reference
papers included in the literature review, 28 were incorporated into the mind map that was used as a
working tool throughout all of the phases of the thesis. With this tool we were able to input images
alongside branches, that supported the construction of the related work big picture and GenAI concepts.

This was fundamental for managing the connections between references and topics. In this mind map
visualization, three main categorizations emerged organically. The first category included concepts to
be used for the assessment framework, Figure 4.2, including definitions of Generative AI, architecture,
data, metrics, risks and legal considerations. The second category contained papers that defined GenAI
best practices, illustrated by Figure 4.3. The third and last category included two papers that contained
specific guidelines on GenAI trustworthiness and UX practices, illustrated by Figure 4.4.

4.2 Internal data collection
We conducted internal research within the company in parallel to the literature review during the im-
mersion phase. Relevant sources included internal and external documents, informal conversations with
colleagues, and an internal questionnaire about generative AI knowledge. Additionally, to learn first-hand
about the TDD process, we shadowed a technology due diligence project in the company and observed
how a consultancy team executes a project.

In the following sections, we explain how we conducted the activities and the results obtained.
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Figure 4.2: Mind map with base concepts of Generative AI

Figure 4.3: Mind map with best practices for Generative AI
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Figure 4.4: Mind map with guidelines for Generative AI

4.2.1 Documentation review
We performed an internal documentation review, looking for information related to AI and Generative AI
and specifically for existing technical assessment frameworks. The search was done in two ways: inside-
out by researching internal documentation, and outside-in by searching for EY-P GenAI initiatives in
publicly available content.

We found that the company has relevant frameworks for assessing technology, including software,
cybersecurity, data quality, and AI/Machine Learning, but none for Generative AI.

A note to be made is that within the company, consultants gain experience and knowledge with
time and frequently reuse project materials for new projects (e.g., past project decks) or by consulting
colleagues who worked on similar projects. It was found that existing assessment frameworks are utilised
as a guide in evaluations and are tweaked when necessary to fit specific project scope.

This research branch, which required spending substantial time researching the company’s internal
documentation, talking to people of interest and consulting colleagues for materials, illustrates the com-
plexity of managing knowledge accessibility in big companies, since more often than not, finding materials
was not a straightforward search.

Beyond documentation, we also examined how consultants interact with AI tools. Internally, the use
of AI-related tools is allowed and promoted, especially their own GPT tool that the company developed
as its own client-zero case, which can handle sensitive client and internal data.

The company also provides regular technical training to consultants on how to use GenAI tools,
including use cases, best practices and innovations to improve productivity in projects and in daily work.
They also maintain an AI Hub page, data risk guidelines for AI systems, a technology repository that
includes diverse solutions, and a monthly newsletter on AI. Furthermore, AI-related events are organised,
such as AI Week.

Considering the number of AI-related initiatives and high level of interaction of consultants with the
technology, we observed that more data were needed to quantify the specific technical knowledge and
experience of consultants about GenAI, with the objective of developing the framework aligned with
their technical familiarity. For that, the questionnaire, in Section 4.3, was designed.

This internal research confirmed the initial request for a Generative AI assessment, as the company
lacks a structured scope and assessment tools to support technology due diligence of Generative AI, and
and we were able to collect existing framework materials to be used as reference for the next phase.

4.2.2 Internal conversations
As part of the exploration activities, we conducted five informal conversations with two managers and
three senior consultants. All of these colleagues participated in AI-related initiatives internally or worked
in AI/GenAI projects. The content of those chats was documented through field notes after each inter-
action.

The conversations revealed that diverse parallel initiatives were happening related to AI and Gen AI
within different teams. A few of them include developing a use case library, value creation framework
for technologies, understanding the internal use of Generative AI in people’s work, and encouraging the
internal use of AI tooling for various use cases, with attention to data security and confidentiality.

Those conversations were an important source of information, both for referring us to other people to
talk to and to documents that helped the exploration, and for revealing that, as a general basis, people do
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not know what all the ongoing initiatives related to Generative AI are, and where to find them. Overall,
the information is somewhat dispersed and not always directly accessible.

The conversations added a new requirement for the project, regarding communication and conciseness
of the materials created in this project, in order to deliver an accessible framework.

4.2.3 Shadowing technology due diligence
During the first month of the research internship, a short two-week technology due diligence project
started, and we had the opportunity to join as an observer to gain insight on how a consulting team
works. While shadowing the project, the goal was to learn the step-by-step process taken by a team of
consultants when approaching a technology due diligence evaluation. This knowledge would help tailor
the assessment deliverable, taking into account the process of a technical DD, and translating the findings
into a process map to support the research implementation later on.

Technology due diligence process mapping

One of the goals was to understand the process of a technology due diligence. Below is a high-level
description of the activities that occur in such a project.

The activities of the shadowed technology due diligence included: proposal document; sending the
information request list; introductory session with the client; data analysis; interviews with management,
experts, or others; structuring the report; hypothesis drafting; software code-scan; interim status updates
and other team organization-related activities.

In this process, there are three main points in which experience, frameworks, and tools are particularly
relevant. During (i) the creation of information-request list which, in order to add more value to the
project, needs to be specific to the project scope and the consultants need to know what data is relevant
for their analysis; (ii) data analysis, where technical knowledge and expertise combined with assessment
frameworks, standards, and metrics are important; and (iii) management interviews, in which expertise
and experience asking the right questions is crucial to get the necessary information and analyse the
quality of the responses provided by the target.

Observations and insights from shadowing

The dynamics of the due diligence project were structured, with specific tasks to be completed and
assessments to write. Consultants worked mainly based on their experience, using assessment frameworks,
reusing past projects, and consulting with peers that may have worked in similar cases.

A consideration about project deliverables is that all projects use a standard template structure and
layout, in which the content varies based on the scope of each project. This included specific standard
templates for the technical assessments results as well and those are commonly reused across projects
that perform those assessments.

It was observed that experience is really an important factor when executing projects. The main
activities of a TDD including defining the project’s hypotheses and writing interview agendas, which
support the validation of the hypothesis, are essential to the successful completion of a project. These
activities require consultants to know what data is needed, what to look for, what are the standard
metrics, this information is necessary to perform a quality assessment and produce a quality client
deliverable.

In view of that, even though project scopes can be very diverse and unique, making it difficult to
have a full standardised approach to their structure, the technical assessment are mainly standard across
projects with their defined dimensions, content and results template.

The experience in shadowing the TDD provided insights about the process taken to complete the
engagement and we were able to map this process to use as input information for the construction of our
assessment framework.

4.3 Questionnaire about GenAI knowledge and the technology
due diligence process

The objective of creating this internal questionnaire was to gain insight on the level of technical knowledge
of GenAI that consultants have. In addition, inquire about their methodology and tooling used during
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Role Count % Age Group Count %
Sr. Consultant 12 57.14 25 - 34 16 76.19
Partner 3 14.29 35 - 44 2 9.52
Manager 2 9.52 45 + 2 9.52
Consultant 2 9.52 18 - 24 1 4.76
Sr. Manager 1 4.76
Intern 1 4.76
Total 21 100.00 Total 21 100.00

Table 4.1: Respondent Demographics

a due diligence technology evaluation and gather insights on problems and pain points in their current
assessment processes.

In consulting, everyone has their own methods, so the goal was also to find common needs and pains
to take into account surrounding tooling, challenges, and technical understanding of GenAI, and use
those inputs in the second phase during the ideation and prototyping of our assessment framework.

4.3.1 Questionnaire design
The questionnaire was designed in two parts, first initial questions for all respondents and second with
different questions for two types of user case. The first use case comprehended questions for consultants
that have only ever done TDD and the second use case was for consultants that have done an AI/GenAI
DD. In Appendix B the questionnaire is described in full.

The questionnaire contained 5 sections, each with the goal of finding specific information, described
below:

1. Demographics: gather background about the seniority of roles and the possible impact in their
answers;

2. Generative AI knowledge: followed the related works topics to evaluate precisely the level of
knowledge consultants had and find gaps;

3. Technical evaluation process: initial questions to distribute the questionnaire into the two use
cases possibilities;

4. Technical Evaluation process - first use case: only TDD work , with a hypothetical scenario
question was added on how to approach a technical DD on GenAI, to get information on how
consultants who had never done an AI/GenAI DD would approach it;

5. Technical Evaluation process - second use case: AI/GenAI TDD, inquiring about specifics
about the evaluation of GenAI/AI technology.

The questionnaire was designed with a question structure to ensure that the findings were aligned
with the methodology and data collection, so that the analysis is coherent and consistent.

The questionnaire was shared with consultants in Software Strategy Group of the company via internal
communication. The number of responses was 21, with 12 respondents for the first use case (i), who
only performed a technical evaluation, and 4 respondents for the second use case (ii), who performed a
GenAI/AI evaluation; the rest did not have experience with either.

4.3.2 Questionnaire results
Bellow is the recollection of the results from the questionnaire. It includes the direct numbers gathered
and numerical interpretations.

Section 1 - Demographics

The respondents demographics are presented at the table 4.1, where most respondents were senior con-
sultants followed by partners, with the bigger age group being in between 24 to 34 years.
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Section 2 - General generative AI knowledge

The graph 4.5 illustrates the results of the Generative AI knowledge section of the questionnaire. Com-
paring the difference in scores between strategy concepts and technical concepts. The highest five average
score concepts were Ethics& bias (4), Data quality impact (3.86), Business value identification (3.86),
LLM basics (3.81) and Privacy implications (3.71).
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GenAI Knowledge: Strategy & Risk vs. Technical Concepts
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Figure 4.5: Questionnaire results: strategy & risk vs. technical concepts knowledge score

In particular, four technical elements about GenAI had low scores across responses:

• Performance metrics: I understand how to evaluate generative AI performance using appropriate
metrics - 47.6% disagree;

• RAG: I can explain how Retrieval-Augmented Generation (RAG) works and its benefits over
stand-alone generative AI - 42.9% strongly disagree;

• Architectures: I can distinguish between different generative AI architectures (e.g. transformer-
based models, diffusion models, GANs, VAEs) - 38.1% strongly disagree and disagree;
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DD Range Consultant Intern Manager Partner Sr. Consultant Sr. Manager Total
0 – – – – 2 – 2
1-5 2 1 1 – 3 – 7
6-10 – – – – 1 – 1
11-15 – – – 1 3 – 4
16-20 – – – – 2 – 2
20+ – – 1 2 1 1 5
Total 2 1 2 3 12 1 21

Table 4.2: Technology DD Contributions by Role

• Hallucinations: I understand the concept of hallucinations in generative AI and strategies to
mitigate them - 33% disagree.

Section 3 - Technical evaluation process

How many Technical DD’s have you contributed on?
The number of technology due diligence distribution among roles is showed in table 4.2, the role

category that most participated in TDD were senior consultants. Five respondents participated in more
than 20 TDD, 7 respondents ranged between 1 to 5 and four respondents between 11-15.

What aspects do you focus on a technical evaluation?
12 responses included: 33% Roadmap; 25% Architecture, technical and AI; 17% Product strategy and
R&D organization; and 8% Miscellaneous topics: roadmap, strategy, AI, tech organization, model per-
formance, hosting& security, technical maturity, technology, technical architecture, software solution,
GenAI solution and technical aspects.

Have you ever performed a technical (maturity) assessment of (Gen)AI- native compa-
nies?
19 responses: 79% answered no and 21% answered yes.

Section 4 - Technical evaluation process (continuation)

What were the tools used in the evaluation process?
12 responses included: 67% Past projects; 50% Benchmarks; 42% Internal GPT; 33% Excel template,
google search and experience; 17% ChatGPT, SSG; and 8% AI assessments, frameworks, projects and
own experience, internal GPT and copilot.

What are the most challenging steps and main pain points you encountered during the
technology due diligence and evaluation process?
11 responses included:

• 27.3% Data quality/availability, unstructured, polluted, incomplete data or lack data;

• 9.1% Data integration, business alignment, technical/ hosting;

• 9.1% Finding a benchmark/framework that is appropriate to different situations/ contexts;

• 9.1% Defining performance of the AI model; how effective is the actual output. Additionally,
defining how it can be deployed on additional use cases;

• 9.1% Sometimes lack of specific knowledge/information.

What did you miss during the technical assessment, or what additional information or
resources would have benefited your evaluation process?
12 responses include:

• 33.3% Benchmarks/Frameworks - larger/better/clear frameworks, up to date information, more
comprehensive benchmarks;

• 33.3% Data/information - amount, insufficient and more accurate data, access to more information;

• 8.3% More training on tech topics;

• 8.3% Past projects experience base.
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Would you feel confident conducting a GenAI maturity assessment of a target organi-
zation with your own experience and knowledge?
14 responses: 50% no and 50% maybe.

Can you briefly outline your hypothetical approach to this assessment?
11 responses included framework development and adaptation, asking questions, understanding the AI
logic, and other activities.

• "I would ask EYQ for a framework to do a GenAI maturity assessment. Look at it, tweak it to the
specific case and go from there";

• "Yes i think i would begin to assess the Data governance model, AI infrastructure assessment (e.g.
data pipline, data ingestion etc.), AI R&D org etc";

• "Try to come up with a framework to assess the maturity, and related data requests. Ask for data
or interview with the organization. Assess the framework";

• "Current state, competitive best practices, comparison, recommendations";

• "Leverage the AI playbooks and templates developed by AI as a starting point to identify the key
areas to evaluate, and develop a questionaire evalutating them on these domains";

• "Use an outlined framework and assess based on that using information from management inter-
views";

• "First define the type of AI product we’re assessing, what the actual use cases are, how this
compares to other relevant solutions, what tech stack it is built on, how it is trained, understanding
limitations";

• "I would assess: the model itself (proprietary vs off-the-shelf), determine what AI techniques and
technologies are used (e.g., diffusion or other type of model, as well as tech stack), i’d assess data
inputs (how is the model trained/ pipelines, what are the data sources and how fit-for-purpose are
those), assess how well the model is maintained, assess how well data governance processes are set
up and adhered too".

Section 5 - GenAI /AI evaluation process

What model of GenAI or AI did you evaluate? (E.g. Transformers, Generative Adversarial
Networks (GANs), Variational Autoencoders (VAEs), Classification or Regression Models,
Random Forrest, etc.)
3 responses included: ML model with curation process, traditional AI models, ML, MN, classification
models, random forests, KNN.

In the evaluation, what were the main priorities when assessing the GenAI/AI model?
3 responses included: competitiveness, replicability, AI Act readiness, AI maturity, quality of the model,
FI, adequacy of responses and accuracy of data.

Were there any differences between a GenAI/AI technical DD and other technologies
evaluations? Considering process and content.
3 responses included: DD context, frameworks used, management interviews, experience of the team,
tech nuances. In addition: don’t treat (Gen)AI as a tool but as a colleague; help it learn

What were the tools used in the evaluation process? (Eg. framework/excel template,
benchmarks, google search, EYQ, past projects, own experience)
4 responses included:

• 40% frameworks/benchmarks/tools;

• 40% experience/ expert input;

• 20% AI maturity assessment;

• 20% scoring model.

What are the most challenging steps and main pain points you encountered during the
GenAI/AI due diligence and evaluation process?
3 responses included: understanding the quality of the output, translating the technical product to
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business value, creating new frameworks, getting and finding information and lack of expertise in the
team.

What did you miss during the GenAI assessment, or what additional information or
resources would have benefited your evaluation process?
2 responses included: more examples to sparkle ideas, experience, on-boarding training, and adequacy
of evaluation forms.

4.3.3 Analysis of questionnaire results and findings
The findings collected from the questionnaire demonstrated correlation between experience, GenAI
knowledge and confidence, and also provided valuable insights regarding current methodology and tool-
ing for performing technical due diligence projects, and common pain points that consultants experience
in those engagements.

Considering the overall findings, three main correlations between variables were found. First, a
correlation (r) of 0.54 between Generative AI knowledge average score and number of contributions
in technology due diligence (experience). Indicating that the higher the number of TDDs performed,
the greater the GenAI knowledge. Second, a correlation of 0.4 between role seniority and Generative
AI knowledge average score, suggesting that seniority is associated with higher knowledge, however,
practical TDD experience (r = 0.54) builds more knowledge. Third, a correlation of 0.59 between role
seniority and number of TDD performed (experience), as it is expected that with higher seniority there is
more experience. These correlations were calculated from the 21 respondents answers, while the sample
size is small the insights provided align with the findings from the previous Section 4.2.

In the second section, a strategic versus technical knowledge gap was found in responses scores.
As illustrated in Figure 4.5, respondents demonstrated higher knowledge levels about strategy & risks
concepts, with average score of 3.71, rather than technical elements about GenAI, with average score
of 2.52, with particularly low scores on RAG (2.10), architectures (2.1) and performance metrics (2.52).
Indicating that respondents know more about why and how GenAI is used rather about how it works.
The breakdown of average score per role is: Interns/Consultants averaged 3.26; Senior Consultants
averaged 3.04; and Partners averaged 4, the highest averaged among all roles.

In the third section, we found that consultants focus on specific topics when performing technical
evaluations: 33% focus on roadmap, 25% focus on architecture, technical aspects and AI when perform-
ing technical evaluation and 17% focus on product strategy and organization. The emphasis focus on
roadmap shows that technology implementation is the most recurrent topic in TDD, followed by archi-
tecture and technical aspects, and later by product strategy and organization. This shows the strategy
nature of current TDD scopes mixed with technical concepts.

The question "Would you feel confident conducting a GenAI maturity assessment of a target or-
ganization with your own experience and knowledge?" 50% of respondents stated they would not feel
confident and the other 50% stated that maybe, indicating a capability gap important to our research.
Analysing individual answers and roles: 2 partners responded maybe; 1 manager responded maybe; 4 se-
nior consultants responded no and another 4 responded maybe; 1 consultant no and another 1 consultant
maybe; and 1 intern no. However, in this question a correlation is observed, "no" confidence averaged
3.05 in the knowledge score and "maybe" confidence averaged 3.32 in knowledge score, demonstrating
that higher knowledge impacts their confidence and ultimate ability to conduct GenAI assessments with
their experience. No explicit correlation was found between level of seniority and confidence, considering
that even the most senior roles, partners and managers, indicated maybe in their confidence.

Additionally, the following question asked "can you briefly outline your hypothetical approach to
this assessment?". There were four main approaches themes within the answers. First, 4 respondents
explicitly answered about developing or using a framework to access the maturity of GenAI. Second,
4 respondents focused on technical evaluation components such as data governance, AI infrastructure,
R&D organization, assess current state, best practices, define type of AI being assessed and its un-
derlying logic, use cases, tech stack, training methods and limitations. Third, one respondent gave a
comprehensive answer of technical evaluation components, including assessing the model, AI techniques
and technologies, data inputs, maintainability and data governance processes. Fourth, 3 respondents
mentioned information gathering activities of asking data and interview the organization/ management.

This question provided valuable insights that consultants recognize the need for a specific GenAI
framework, that the assessment cannot be done just relying on one framework but rather is a combination
of multiple data input across diverse technical evaluation components and data gathering sources. This
shows alignment with the finding from Subsection 4.2.1, and explicitly reinforces the need of creating a
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centralised singular assessment framework, embedded in other evaluation processes, that would provide
a comprehensive means to close the current capability gap in GenAI knowledge.

Even tough the 14 ’maybe’ and ’no’ confidence answers, consultants demonstrated a elevated level of
answers in their hypothetical of the assessment of GenAI, showing that they know what its needed to
perform it, they just lack the supporting tool itself and additional knowledge.

The question "What were the tools used in the evaluation process?" had two sets of answers for each
TDD type. For technology due diligence, the most used tools in the evaluation process were: 67% past
projects, 50% benchmarks and 33% excel templates. The highest percentage indicates that consultants
rely on previous engagements, and reuse materials across projects as common practice, as also found
during the shadowing experience in Subsection 4.2.3. And the second highest number, also indicates that
evaluation benchmarks are highly consulted during engagements to support their evaluations, as indeed
having market benchmarks with precise numbers helps compare and analysing technical findings against
others.

Compared to GenAI/ AI due diligence, among the 4 responded (21% of participants) the most used
tools in the evaluation process were: 40% frameworks, 40% experience / expert input, 20% scoring models
and, 20% AI maturity assessment. Consultants working in GenAI/AI similarly rely on frameworks and
scoring model tools, but also heavily on experience and expert input. This difference in approach
between the two due diligence types, indicates the importance in closing the knowledge gap and improve
consultants’ capabilities regarding GenAI knowledge. It also shows, that the creation of an assessment
framework would fit within consultants current tooling, and we could assume that integrating this new
material would have no hard adoption barriers.

The question “What are the most challenging steps and main pain points you encountered during
due diligence and evaluation process?” had two set of answers for each TDD type. For technology
due diligence, it resulted in relevant responses including: Finding a benchmark/framework that is ap-
propriate to different situations/ contexts; Defining performance of the AI model; how effective is the
actual output; defining how it can be deployed on additional use cases; and Sometimes lack of specific
knowledge/information.

For the GenAI/AI due diligence and evaluation process, answers to the previous question, from the
4 participants included: understanding the quality of the output, translating the technical product to
business value, creating new frameworks, getting and finding information and lack of expertise in the
team.

These set of answers reveal similar pain points, mostly related with finding benchmarks and creating
frameworks, how effective is the output and understanding its quality, lack of specific knowledge, infor-
mation and expertise in the team. Additionally, TDD respondents said defining performance of the AI
model, while AI/GenAI TDD pain is in translating the technical product to business value, indicating
that those who engaged in the latter type of due diligence has not a capability gap that extends beyond
the technical evaluation to include but how to communicate and correlate those results back into strategy.

Additionally, in the question “What did you miss during the assessment, or what additional informa-
tion or resources would have benefited your evaluation process?”. For technical assessment, respondents
indicated: 33.3% larger/better/clear frameworks, with up to date information, and more comprehensive
benchmarks. For GenAI assessment, 2 responses included: more examples to sparkle ideas, experience,
on-boarding training, and adequacy of evaluation forms.

Those two sets of answers quantify users need for specific resources, including updated information,
better clear frameworks, adequacy of evaluation forms. While TDD respondents requested factual re-
sponses, GenAI/AI requested more examples to sparkle ideas, experience and training. Indicating that
there is a need for greater support regarding GenAI-related engagements

All of those points were taken for requirements of what the GenAI framework should have in order to
mitigate the specific pain points regarding GenAI evaluation. The pain point "translating the technical
product to business value" implies that even consultants that technical results and are able to complete
the assessment, have difficulties in translating this findings. The pain point "getting and finding infor-
mation" aligns with the conversation findings, in Subsection 4.2.2, that knowledge is dispersed and hard
to access.

The central implication is that consultants generally know about the strategy of GenAI but may lack
the technical capabilities to evaluate the technology during due diligence engagements, further validating
the research problem and objectives.
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4.4 Outcome of immersion phase
Across the immersion phase, we validated the research problem in multiple occurrences. Our first finding
is that there is no GenAI assessment framework. This is validated by the literature review performed in
Section 4.1 and the internal documentation review done in Subsection 4.2.1. Our second finding was about
the knowledge gap between GenAI usage, discussed in Section 4.2, experience and GenAI knowledge,
discussed in Subsection 4.3.3, that showed that there is a high adoption and AI-related initiatives in the
company, however consultants score low (average 2.52) on technical concepts of Generative AI, and that
those who have more experience in TDD have a lower technical knowledge gap. The third finding is the
validation of an explicit need for a Generative AI assessment framework, from the questionnaire 4.3.3,
that consultants in the hypothetical scenario said they would use a framework to perform the GenAI
assessment but currently lack a centralised one.

4.4.1 Application of findings into next project phase
An important finding is that there is effectively no standard approach or scope for technology evaluation,
every project has a base structure of the most important things to focus on, but it depends on the
particularities of the target and the objectives of the TDD. This further validates the research question
and reinforces the research problems faced by users (consultants) that Generative AI does not have a
set industry standard for evaluation. This makes it necessary to create a deliverable that continues to
be relevant with new advancements, providing a solid assessment of the basis of the technology and that
can be maintained within the company.

Shadowing the technology due diligence contributed to better illustrate how it could be possible to
work alongside the normal "process map" taken by consultants and to integrate the proposed deliverables
of this project into it. One of the main priorities in designing the assessment guide is that it will be a
widely used tool in the company; thus, the goal is to make its use seamless for them, utilising a delivery
format that is most familiar to the user. Chapter 5 provides further information on the design process
of the deliverable.

This incorporated another requirement for the implementation of this project, the framework ma-
terials should be kept to the minimum and interlinked so that they are easily accessible and available
for consultants to reference and use in technology due diligence projects, improving their experience in
future interactions.

This helped clarify that the framework should be consistent, easily accessible for consultants, and
have components that can be easily reused across different project engagements.

4.4.2 Framework requirements
Upon completing the immersion phase, we defined the requirements for the framework to be used into
the next project phase, including the following:

• R1 Accessibility and conciseness across framework materials (from Subsections 4.2.1, 4.2.2);

• R2 Alignment with existing due diligence processes (from Subsections 4.2.3);

• R3 Modular and reusable components across projects (from Subsection 4.2.3, Section 4.3);

• R4 Technical depth balanced with consultant knowledge level (from Section 4.3);

• R5 Standard templates for assessment, following company layouts (from Subsection 4.2.3, Section
4.3);

• R6 Integration of quantifiable metrics and benchmarks (from Section 4.3);

• R7 Additional support materials beyond the framework (e.g., information request list, management
interview questions) (from Subsection 4.2.3);

• R8 Address specific pain points identified by consultants (from Section 4.3);

• R9 Framework should support maintenance and updates (from Sections 4.1, 4.3);

• R10 Framework should support diverse experience and knowledge levels (from Section 4.3);

• R11 Support the translation of technical concepts into business implications (from Section 4.3).
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Chapter 5

Ideation phase

Following the immersion phase, described in Chapter 4, the ideation phase used the research through
design methodology and applied design thinking methods to the ideation and prototyping of the frame-
work. The steps taken in this phase included analysing requirements, organizing the supporting material,
and defining the structure of the assessment framework.

5.1 Selecting reference material for prototyping
During the ideation phase, we revised the material collected in the literature review, Section 4.1, to use
the references as building blocks to define and visualize the high level topics that would compose the
framework.

As explained during the methodology review, the selection criteria for references prioritised choosing
papers that had created guidelines, frameworks, visuals, indices, or scoring systems that could be directly
applied or adapted to our assessment. The objective was to reuse peer-reviewed work as the basis for our
framework to ensure that its content was accurate and to provide credibility by building upon academic
research rather than developing the content of the assessment from scratch.

The framework underwent multiple iterations, for accountability the exact reference material used in
the framework is in Appendix E.

5.2 Preparation and organization of materials
The ideation process primarily involved preparation work, including re-organizing the selected data for
the ideation, reviewing the questionnaire results from Subsection 4.3.3 and creating a visual process map
from Subsection 4.2.3. In addition to the requirements gathered from the questionnaire results, there
were other requirements provided by the mentors that supported this project internally at the company,
the combined requirements enabled us to determine the structure and format of the framework.

The process of this organisation is described in three main activities. First, in the ideation process,
the references from the mind map 4.1 were retrieved and inputted into a spreadsheet, organised using
the topic structure from the mind map, with the goal of finding correlations between the sources and of
structuring the content from the mind map by theme. For that we used another visualization method,
to refine the source material and correlate how sources within each topic complemented each other, in
a systematic format. During this activity, we reorganised and consolidated content and were able to
observe how topics could be cross-referenced.

The items marked with * were the topics that provided the most cross-correlation potential. In the
first marked topic (*), we bundled together architecture, input and output, and metrics, aligning all
those data points in each other. This provided a more comprehensive landscape of how metrics are fit for
different output and input variations. The second marked topic (*) represented a substantial recollection
of best practices from those different sources, across diverse topics.

The tabs of the spreadsheets and the sources for each topics organised in the spreadsheet were:

• GenAI criteria [Ronge et al., 2025];

• Model documentation [Xiang, 2024];

• Emerging trends in evaluation [Modake and Patil, 2024];
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• Data [Stober, 2025];

• Synthetic data [Goyal and Mahmoud, 2024];

• Architecture types correlated with models input and output types [Bandi et al., 2023, Ayemowa
et al., 2024, Kim et al., 2024, Gozalo-Brizuela and Garrido-Merchan, 2023, Feuerriegel et al., 2024]*;

• Benchmark of input, output and generative AI models with tasks [Bandi et al., 2023];

• Specific evaluation metrics [Bandi et al., 2023];

• Explainability [Kalota, 2024, Schneider, 2024];

• Trustworthiness [Huang et al., 2025];

• Openness [Liesenfeld and Dingemanse, 2024];

• Risks [Zeng et al., 2024, Rauh et al., 2024];

• Responsible generative AI implementation [Singh et al., 2025, Bandi et al., 2023, Cheng and Liu,
2024];

• Guidelines on trustworthiness, design principles and UX heuristics Huang et al. [2025], Weisz et al.
[2024], Kim et al. [2024];

• Best practices across data, security, testing, privacy preserving techniques, rules and standards
for models. institutional considerations [Feretzakis et al., 2024, Golda et al., 2024, Xiang, 2024,
Stober, 2025, Kim et al., 2024, Hacker et al., 2023]*;

• Value creation [Kanbach et al., 2024].

Second step in the ideation process, included reviewing the questionnaire results, on Generative AI
Knowledge, to identify the biggest knowledge-gaps topics that indicated what technical areas consultants
lacked knowledge the most in order to guide the prototyping. Detailed findings are in Section 4.3.

Last step, we collected extra requirements for usability and tooling, that were added to the ones
defined in Section 4.4.2. For example, the company utilises the Microsoft ecosystem so it was ideal that
the framework created used existing Microsoft tools. Additionally, because technical knowledge levels
vary among consultants, the framework needed to be as user-friendly as possible so users could understand
the assessments without requiring much background knowledge of GenAI. Furthermore, visualizing the
integration of the framework within the typical due diligence process was important to guarantee that the
assessment would be easily used by consultants during TDD, and eventually become standard practice
by default.

5.3 Process map to support ideation
To address the requirement of integrating the framework into existing workflows, we created a visual
process map to integrate the framework process and the typical due diligence process, as shown in Figure
5.1. This map was based on the technology due diligence map created previously, see Subsection 4.2.3.

In this map, we created use cases and they were ideated by predicting what would be the most frequent
project use cases for the TDDs, and to brainstorm the possible different usages of the framework. The
idea was to predict the project scopes and prepare the material of the framework to match possible
scenarios, from the perspective of a consultant as user. Four use cases were defined: (i) evaluating a
model technically; (ii) evaluating an integration; (iii) developing GenAI and (iv) value creation. Alongside
these use cases, a rough definition of the assessment dimensions for the technical GenAI assessment was
established, based on the analysis of the reference material made previously, Subsection 5.2.

The framework process map focused on providing visualization of the steps that a user would need
to take to be able to go through the evaluation of GenAI, in the four use cases, from start to finish. The
first version of the process map provided clarity to understand the relationship points between a normal
technology due diligence and the framework process. This helped identify which reference materials are
useful for each step, further refining the framework and the use of the supporting reference materials.

The initial use cases identified in the first process map, 5.1, were reviewed during a co-design session
with mentors and the professor advisor, who both analysed the process map, identified improvements,
and provided validation.
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Figure 5.1: Framework process map integrated with TDD flow, first version

5.4 Outcome of ideation and transition into prototyping phase
The ideation phase connected all the gathered information from the immersion, establishing a solid
base for the prototyping activities. This included the two sets of requirements: from the questionnaire
outcome, Subsection 4.4.2, and from those identified during the preparation activities, Subsection 5.2.
Additionally, we correlated related work sources, defined a process map for four framework use cases, hy-
pothesized the consultants-framework interaction, and refined the map of the overall assessment process
??.

With those elements, the next chapter 6, accounts for the five prototype iterations of the framework,
each refined co-design sessions, aligning the selected related work and business requirements.
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Chapter 6

Prototyping phase

This Chapter will explain the prototyping phase, including co-design sessions, requirements, design
decisions for the framework format, the prototype evolution with the iterations of its versions, the
process of creating the framework metrics, the refinements made based on the feedback from company
mentors and finally the core challenges faced while prototyping.

6.1 Beginning of prototyping: decision on format and assessment
dimensions

Following the preparation work, the prototyping ideation began, closely supported by the mentors, with
co-design sessions, weekly meeting and feedback iterations.

The first design choice to be made was the actual framework format, with the requirement of being
accessible in a familiar format for consultants, we decided to present the content in a slide deck, since
it is the most used format company-wide. In addition, client’s project reports also follow slide deck
templates and layout, and in order to easily integrate the assessment within the standard due diligence
process, it would facilitate the use of the framework in the slide configuration.

During immersion in selection of the ideation data, recurrent topics about Generative AI were iden-
tified that ultimately became the initial assessment dimensions for the framework. The topics included:
model documentation, model data, output quality, explainability, trustworthiness, risks, related laws, and
human-AI. Based on the research, we defined those dimensions as the most important aspects to consider
when evaluating Generative AI for a technology due diligence assessment, as it provided the fundamental
basis of generative AI technology, insights on its underlying quality, and compliance considerations. All
of the assessment dimensions, were chosen to align with the normal TDD project scope, but considering
the required GenAI perspective on them.

The beginning of the prototyping process established a solid foundation for developing the assessment
framework, ensuring it had a structured technical knowledge base and met the practical requirements
needed.

6.2 Framework prototype iterations
The chosen format for the framework, as mentioned earlier, was a slide deck. The material of the
framework went through multiple iterations across this phase, each in order to improve its format,
layout, structure, align content and the requirements. Due to these iterations, we modified the format
of how to approach the input and output of the assessment iteratively, in this section we will describe
the iterations and the prototype versions changes.

The contents of the slide deck, the chapters and the assessment dimensions topics changed with the
evolution of the framework, multiple iterations on the structure and content of the slide deck and of the
framework were made during the prototyping process, until we reached the prototyping version 5 that
was used for the usability tests in Section 7.2.
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Dimension Subdimension
Profiling GenAI use case; Architecture type; Model, input and output type;

Prescribed tasks
Model documentation Model training/testing criteria; Model data; Guidelines and reg-

ulations; Guidelines biases and ethical issues; Data profile & or-
ganization; Data source& provenance; Data practice & training

Model data assessment Data quality metrics; Data volume assessment; Ownership and
rights; Ethical considerations

Evaluating Generative AI
model Technically

Output quality; Diversity; Trustworthiness; Explainability; Open-
ness level; Human-centric; Ethical

Evaluating UI/UX usability
Evaluating Generative AI in-
tegration

Use and goal of integration; Embedment level (Architecture); Ab-
straction layer; Security; Data management; Regulations and le-
gal; TDR ladder scale;

Risks, security and legal

Table 6.1: Prototype version 1

6.2.1 Prototype version 1
This version of the prototype was created based on the four use cases structured on the process map
illustrated in 5.1, the use cases were taken from the process map along its process:

• Generative AI evaluation: When evaluating a model technically the step by step of the process
is 1) tailor the IRL to the necessary data; 2) data analysis; 3) model type and categorization;
4) perform technical assessments based on the scope; 4.1) inside out requesting training metrics
results or 4.2) inside out running scripts and tests on LLM; 5) gather results from the technical
assessment; 6) assess risks, security, and legal; and 7) strategic value creation;

• Integration evaluation: When evaluating the integration of Generative AI with a system the
step by step process is 1) tailor the IRL to the necessary data; 2) data analysis; 3) define the inte-
gration type; 4) evaluate the embedment quality and use cases; 5) gather results from integration
assessments; 6) assess risks, security and legal; and 7) strategic value creation;

• Development of Generative AI technology: When assessing a Generative AI development or
developing one the step by step process is 1) tailor the IRL to the necessary data; 2) data analysis;
3) understand the goals with the Generative AI dev; 4) define implementation plan and use cases;
5) refer to development guidelines and best practices; 6) assess risks, security and legal; and 7)
strategic value creation;

• Value creation strategy: When creating or assessing a value creation strategy the step by step
process is 1) tailor the IRL to the necessary data; 2) data analysis; 3) define strategic value; 4)
apply value creation frameworks.

The four use case processes were combined with the technical referenced content in 5.2 were integrated
to form the first draft of the structure of the assessment, illustrated in 6.1.

That first version of prototype reflects the slide deck sections organization, format of the material.
The first assessment structure was as follows:

1. Generative AI technical information;

2. Profiling of Generative AI project case;

3. Model documentation: Model Data Assessment;

4. Evaluating Generative AI models technically: model architecture, type of mode, data quality,
technical performance, practical applicability, cost efficiency, scalability;

5. Evaluating Integration: map integration, quality, use caes, integration layer, security, architecture
and infrastructure;

6. Developing Generative AI: implementation plan, use case, guidelines and best practices;
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Figure 6.1: Framework process map integrated with TDD flow, second version

7. Value creation Generative AI: strategic value;

8. Risks, security and legal;

This version was revised in sessions with the mentors and was iterated in version 2.

6.2.2 Prototype version 2
The first prototype version provided structure for the storyline, but upon examination revealed usability
issues. The mentors from the company, reviewed the framework acting as users, and had trouble to
differentiate the goal of the diverse evaluations since they had similar goals. And ultimately, in practice,
providing people with four assessment options could create confusion and impact their usability of the
framework, increasing the framework adoption time.

The initially identified use cases were revisited and modified considering the evolution of the pro-
totyping process and the feedback received from the mentors, that the use case (i) evaluating a model
technically and (ii) evaluating an integration, contained many duplications and would be better to merge
them under one use case for conciseness purposes. And instead of having four separate use cases entrance
points, we thought it best to create one integrated flow for the whole assessment, with all assessment
items streamlined into one process streamlined. The second process map, illustrated in Figure 6.1, reflects
the changes made in the assessment flow.

This new version prioritised the technical assessment of Generative AI use case but sacrificed the
granularity that the other parallel use cases provided to the framework. Even though the 4 use cases
provided a granular coverage of possible scenarios, they reduced the usability of the framework, adding
more complexity than was necessary to its users, creating confusion on how and when to choose each use
case.

Additionally, an UX/UI usability assessment was added following the usability heuristics assessment
template created by [Kim et al., 2024]. We also added separate sections for development guidelines,
best practices, and value creation, marked in * in the list below. They were not included in the second
version of the process map as they are additional information provided to the users, rather than part of
the "mandatory" process of the assessment. The second prototype version is illustrated in Table 6.2.

With the new process definition for the assessment, the first slide deck was created, its content index
is described below:

1. Generative AI technical information;

2. Profiling of Generative AI project case;

3. Model documentation: Model Data Assessment;

4. Evaluating Generative AI models Technically: Output quality, Diversity, Trustworthiness, Explain-
ability, Openness, Human-centric, Ethical;

5. Evaluating UI/UX Usability*;

6. Evaluating Generative AI ladder scale;
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Dimension Subdimension
Profiling GenAI use case; Architecture type; Model, input and output type;

Prescribed tasks
Model documentation Model training/testing criteria; Model data; Guidelines and reg-

ulations; Guidelines biases and ethical issues; Data profile & or-
ganization; Data source& provenance; Data practice & training

Model data assessment Data quality metrics; Data volume assessment; Ownership and
rights; Ethical considerations

Evaluating Generative AI
model Technically

Output quality; Diversity; Trustworthiness; Explainability; Open-
ness level; Human-centric; Ethical

Evaluating UI/UX usability
Evaluating Generative AI in-
tegration

Use and goal of integration; Embedment level (Architecture); Ab-
straction layer; Security; Data management; Regulations, legal;
TDR ladder scale;

Risks, security and legal

Table 6.2: Prototype version 2

7. Scalability and costs;

8. Business evaluation metrics;

9. Developing Generative AI: Developing Guidelines*;

10. Best practices Generative AI*;

11. Risks, security and legal;

12. Value creation Generative AI*.

6.2.3 Prototype version 3
In next refinement iteration, the mentors pointed out the importance of having a clear storyline that
tells a concise story about the assessment and does not leave the users wondering what to do next. In
order to achieve that, we polished the content of the slides. First we needed to improve the storyline,
version two had many chapters, all independent from each other, deeming difficult to follow the flow of
the assessment, how to execute it, and understand how topics related to each other. For that, it was
important to revise the storyline with the goal that the slides explained themselves, reading as a guide,
and could be used independently without relying on outside support.

To solve this requirement, we revised the content of the previous "Evaluating Generative AI models
Technically", and created three overarching categories, adding a higher layer to the assessment dimen-
sions. The three categories are: Operational, grouping dimensions about the technical specs of GenAI
systems; Quality, grouping dimensions that provided specific insights and criteria about the model beyond
technical specs; and Compliance, grouping dimensions to assure security and compliance of models.

Additionally, the "Generative AI technical information" was moved to the end of the slides, so users
could visualize immediately the assessment itself, rather than supporting GenAI information. Besides
that, we added a usage guide section, that explained the assessment framework methodology, its steps
and the expected output. The third prototype version, reflecting those changes, is illustrated in Table
6.3.

Those new modifications let to a new slide structure, described bellow:

1. Usage guide;

2. Operational assessment dimensions: Model documentation, Data, Output quality metrics;

3. Quality assessment dimensions: Model Trustworthiness, Model Explainability;

4. Compliance assessment dimensions: Security, Governance, Legal, Human-AI and ethics;

5. Generative AI usability assessment: UI/UX evaluation;
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Category Dimension Subdimension
Operational Model documentation Model data; Data lineage and privacy compliance; Model

training/testing criteria; Technical architecture and spec-
ifications; Use case and operational boundaries; Solution
ownership and replicability; Guidelines legal and regula-
tion; Guidelines biases and ethical

Operational Data Data quality metrics; Data volume assessment; Ownership
and rights; Ethical considerations

Operational Output quality Latency; Throughput; Accuracy; F1 score; Precision
Quality Model trustworthiness Truthfulness; Safety; Fairness; Robustness; Privacy
Quality Model explainability Foundational XAI sources & methods; Explanation scope

& integration coverage; Human-centered explanation qual-
ity; Interactivity & personalization; Model access & trans-
parency; Security& ethical safeguards; Sample difficulty &
resource adaptation; Method-specific quality metrics

Compliance Security Foundation model; Privacy& data protection; Prompt se-
curity & input manipulation; Output security & content
control

Compliance Governance Data handling procedures; Governance structure; Risk mit-
igation and reversal

Compliance Legal Automated decision making; Discriminatory activities;
Unauthorised privacy violations; Deception; Advice in
heavily regulated industries; Types of sensitive data; Au-
tonomous operation; Manipulation; Hate/toxicity

Compliance Human AI and ethics Human control & agency; Human-AI collaboration; User
experience & satisfaction; Ethical alignment & fairness; Ex-
plainability & trust

Table 6.3: Prototype version 3
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6. Generative AI development guide: Developing generative AI roadmap, TRL scale;

7. Generative AI reference guide:

8. Technical information: technical terminology, architecture types, training types, synthetic data
generation, environmental and ethical concerns;

9. Risks, legal and security: GenAI risks, GenAI security considerations, legal regulations (EY, global,
USA);

10. Generative AI guidelines, principles and best practices: trustworthiness guidelines, design princi-
ples, and overall best practices;

11. Value creation assessment: profiling of company current state vs desired state, resources allocations.

Regarding the construction of the slide deck, we leveraged visual elements and slide templates from
diverse proprietary materials from the company, re-utilizing them to lower the amount of work necessary
to create the slide deck and to comply with formatting requirements of the company. We used templates
as the base for the slides layout, to display the information necessary for each assessment dimension
content.

In this iteration, we also started developing the scoring for each assessment dimension, inputting
the reference material gathered into the slides and also creating the maturity levels for some assessment
dimensions. However, it is import to note, that in this version each dimension had very simple maturity
levels, and they were diverse from each other, varying in content and form. For this reason, we will not
describe how and what were those initial maturity levels, as they were changed and standardised in the
prototype version 5 6.2.5.

Additionally, in this iteration we started the creation of management questions for each assessment
dimension. We created them as support material for the execution of the assessment, complying with
the requirement of additional materials to support the framework assessment process. They followed the
structure of the assessment domains, for each subdimensions supporting questions were created, that
consultants could use those questions directly when performing management interviews. The writing
style and format, complied with the provided rules from the company.

6.2.4 Prototype version 4
The prototype version 4, was a improvement iteration of the version 3. First there were some issues,
that were pointed out during feedback sessions with the mentors: the layouts for the scoring sheets of
assessment dimensions were unstandardised, the management questions were scattered across the slide
deck in the beginning of each dimension, and the slides containing the technical reference scores for some
assessment domains (i.e., output metrics, LLM trustworthiness, and explainability) were disrupting the
storyline flow, due to the technical nature of its content.

To solve those issues, first we standardised all the scoring sheets templates that contained the de-
scription of the assessment subdimensions for each dimension. Adding a table with the name of the
subdimension, its description, the input of the maturity level score to be filled in after the execution
of the assessment. Second, we centralised in one section all the supporting management questions, and
third we moved to the appendix all the technical reference slides to improve the readability of the slides.
Additionally, general layout improvements were made to comply with the company rules and guidelines
on how to format slides, including action titles and subtitles.

There were some additional modifications regarding the topics of the assessment dimensions: we
switched diversity to architecture in the operational assessment; we moved the output metrics to the
quality assessment; and we simplified the human-AI, since the ethics content was already present in the
governance and legal assessment, creating repetition.

The architecture dimension was added because it was an important topic, that was found repetitively
throughout the literature review. Initially it was not included to avoid duplication with the normal
architecture TDD flow, as architecture is part of the usual tech due diligence scope, but upon review
and clarification we decided to included it with AI-specific architecture evaluation topics. The fourth
prototype version, reflecting those changes, is illustrated in Table 6.4.

The new modifications resulted in a new assessment slide structure:

1. Usage guide - explaining how to use the framework;
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Category Dimension Subdimension
Operational Model documentation Model data; Data lineage and privacy compliance; Model train-

ing/testing criteria; Use case and operational boundaries; Solu-
tion ownership and replicability; Guidelines legal and regulation;
Guidelines biases and ethical

Operational Data Data quality metrics; Data volume assessment; Ownership and
rights; Ethical considerations

Operational Architecture Technical architecture and specifications
Quality Output metrics Performance foundation; Operational foundational; Quality

health; Task-specific
Quality Model trustworthiness Truthfulness; Safety; Fairness; Robustness; Privacy
Quality Model explainability XAI sources & methods; Explanation scope & integration cover-

age; Human-centered explanation quality; Interactivity & person-
alization; Model access & transparency; Security& ethical safe-
guards; Sample difficulty & resoure adaptation; Method-specific
quality metrics

Compliance Security Foundation model; Privacy& data protection; Prompt security &
input manipulation; Output security & content control

Compliance Governance Data handling procedures; Governance structure; Risk mitigation
and reversal

Compliance Legal System & operational risks; Content safety risks; Societal risks;
Legal & rights related risks

Compliance Human ai Human control & agency; Human-AI collaboration; User experi-
ence & satisfaction; Ethical alignement & fairness; Explainability
& trust

Table 6.4: Prototype version 4

2. Detailed assessment dimensions;

3. IRL questions;

4. Operational assessment: model documentation, data quality, architecture;

5. Quality assessment: output metrics, model trustworthiness, model explainability;

6. Compliance assessment: security, governance and legal, human-AI;

7. Usability assessment;

8. Development guide;

9. Reference material;

10. Appendix.

6.2.5 Prototype version 5
Even with the improvements made in version 4, the company mentors still had difficulty reviewing the
prototype slides and fully comprehending its content and how to execute the GenAI assessment following
the material of the slide deck.

With this finding, we decided to separate the framework content, creating three supporting materials,
each with clear specific, content to support the assessment process.

Initially, in the ideation of the framework, our strategy consisted of using the references works, selected
as the building blocks, to develop the framework and its diverse assessment components. However, every
reference material had different approaches and assessment structures that created confusion when a
user, in this case the mentors, went through the assessment flow in the slide deck and had to actually
understand the methodology for scoring each subdimension, that both had and lacked standardization
between them.

41



Category Dimension Subdimension
Operational Model documentation Model data; Data lineage and privacy compliance; Model train-

ing/testing criteria; Use case and operational boundaries; Solu-
tion ownership and replicability; Guidelines legal and regulation;
Guidelines biases and ethical

Operational Data Data quality metrics; Data volume assessment; Ownership and
rights; Ethical considerations

Operational Architecture Technical architecture and specifications
Quality Output metrics Performance foundation; Operational foundational; Quality

health; Task-specific
Quality Model trustworthiness Truthfulness; Safety; Fairness; Robustness; Privacy
Quality Model explainability XAI sources; Explanation scope; Human-centered explana-

tion quality; Personalization; Security safeguards; Adaptation;
Method-specific quality metrics

Compliance Security Foundation model; Privacy& data protection; Prompt security &
input manipulation; Output security & content control

Compliance Governance Data handling procedures; Governance structure; Risk mitigation
& reversal

Compliance Legal System & safety risks; Societal risks; Legal & rights related risks
Compliance Human AI and ethics Human control & agency; Human-AI collaboration; User experi-

ence & satisfaction; Ethical alignement & fairness; Explainability
& trust

Table 6.5: Prototype version 5

This created a usability issue and also a scoring normalization problem. The mentors also raised the
question of how consultants should normalize the score of each individual subdimension and interpret
the results if each assessment consisted of different approaches.

To solve this, during a co-design meeting with the mentors, we decided to create a spreadsheet
scoring model, similar to the ones existent in the company. To achieve this, we had to normalise and
standardise all the assessment content into one format that supported a clear assessment flow and scoring
methodology. This work is described in Section 6.3.

To build this, we kept the reference material content as our source of information, and created maturiy
level based on reference, maturity levels with progression between 1, 3, and 5 levels that allowed a levelled
scoring throughout the assessment dimensions. The choice for 1,3,5 maturity levels instead of 1-5 was
because this is the standard used at EY-P scoring frameworks and this pattern allows for more flexibility
to consultants when scoring the framework, which is needed since the assessment framework needs to fit
diverse use cases, industries and solutions. The fifth prototype version, the last version of this phase, is
illustrated in Table 6.5.

In this prototype iteration we took out all the extra information within the assessment dimensions of
the slide deck from version 4, and left just the scoring sheet templates, presented in table format, with
the subdimensions descriptions, space for filling in maturity level scoring and commentary. The previous
version contained the methodology for scoring each subdimension across the dimensions; this information
was transferred to the scoring model spreadsheet and normalised to a standard scoring methodology that
contained specific descriptions for each maturity level.

Additionally, several components along all the technical information of GenAI previously from earlier
versions was transferred to a new slide deck acting as an informative guide for consultants’ reference.
Reallocated material includes the best practices, development guide, UI/UX heuristics evaluation, and
TRL ladder scale. The value creation assessment was removed entirely as other teams at the company
were working in similar initiatives.

In this version, the previous slide deck from version 4 was reduced from 72 slides to 32, keeping
only the most essential information: the detailed assessment dimensions with only 3 slides per category.
The supporting management questions were kept the same from the previous structure. In addition,
the appendix, which previously contained the technical reference material for assessment completion,
changed to contain additional template slides to be used in project reports.

The framework materials became three: (1) slide deck with assessment templates to support the
framework, (2) scoring spreadsheet with scoring input, and (3) slide deck with GenAI reference material,
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development guide, best practices and guidelines.
The new slide deck with the assessment template structure:

1. Usage guide: how to apply this framework;

2. Detailed assessment dimensions;

3. Operational: model documentation, data, architecture;

4. Quality: output metrics, model trustworthiness, model explainability;

5. Compliance: security, governance, legal, human AI and ethics;

6. Supporting management questions;

7. Appendix: template slides for project reports.

The new scoring spreadsheet structure:

• Scoring input sheet;

• Scoring output sheet;

The new slide deck with GenAI reference material:

• Guidelines;

• Development guide of generative AI;

• Technical reference information.

This marked the fifth prototype iteration in this phase, this version was subsequently used for the
testing phase in Chapter7.

6.3 Development of metrics and maturity levels
This subsection describes the maturity metrics developed for the assessment framework. This process
started during the third prototype iteration, Subsection 6.2.3, when we started developing scoring for
the framework subdimensions. After defining the process map and the framework structure, we started
developing scoring metrics for some subdimensions of the framework. Until the fourth prototype iteration,
the scoring methodologies for the subdimensions were misaligned and did not follow a specific pattern.
For this reason, in prototype version 5, Subsection 6.2.5, a two new requirements were identified due
to previously unstandardised scoring; one the need for numerical maturity levels and specific metrics in
the assessment dimensions to ensure that assessment was consistent across projects and two that the
technical evaluation scoring was within a specific range, from 1 to 5.

To address this requirement for standardised metrics and maturity levels across all assessment dimen-
sions, we used Claude AI and Perplexity to develop the framework metrics. This involved a prompting
methodology that instructed the tools to use only the information provided as references (i.e., literature
source files) and to create specific metrics for each assessment dimension with a set of requirements. See
Appendix F for the prompts used in prototype version 5. Earlier prompts are not included.

This prompting approach involved three steps: (1) retrieving technical information about the di-
mension topic from the reference source material; (2) inputting the research objective and questions for
contextualization; and (3) requesting the generative AI tool to create five-level metrics to assess the
technical information considering the source material, objectives, and research questions.

The objective of using AI tools was to create metrics grounded in the source material, to main-
tain reference content as the primary source of information for the assessment framework (and other
deliverables), and to address project timeline constraints while maintaining methodological rigour.

To ensure output quality, we established a human-AI collaborative approach that leveraged the
analytical and information synthesis capabilities of the tools whilst maintaining human oversight for
revision and validation. All outputs were reviewed by the researcher to ensure the quality of the generated
metrics, and iterative modifications were made as necessary.
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6.4 Transition between prototyping and testing project phases
The last weeks of the prototyping phase were dedicated to reviewing and receiving feedback from the
mentors and advisor. During those feedback iterations, the size and content of the framework were not
easily digestible by the EY-P mentors, who approached the framework from a consultancy perspective
rather than an academic one. As a result, it became clear that was necessary to simplify and condense
the framework in order to make it comprehensible to all EY-P consultants.

This finding redefined how to proceed with the framework, demonstrating that it needed to be less
technical, more concise, and easier for consultants to understand. The team decided to standardize all the
assessment dimension methodologies, which had previously varied, and utilize the maturity level scoring
approach across the whole framework. All of those changes were reflected in the prototype version 5
6.2.5.

This marked the transition from the prototyping to the testing phase with more direction and context.
This new perspective shifted the original testing approach: from testing the content and different methods
of performing each singular assessment to testing the usability, in the next project phase, and ultimately
the success of the maturity-level assessment method for the framework.
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Chapter 7

Testing phase

Following the prototyping, and the new testing approach with the standardized scoring approach, Section
6.4, the testing focuses on validating the usability of the framework prototype using a design thinking
approach.

This chapter describes mock case creation, individual usability testing sessions, test results, and
subsequent framework refinement.

The testing method provides users with a task to complete during the testing session, and the protocol
asks users to share their thoughts while interacting with the framework. In addition, the facilitator
observes users with minimal interference, documents their reasoning and interaction with the framework
while completing the task, and reinforces the think-aloud protocol if needed.

The use of the protocol for human-computer interaction was adapted by Lewis [1982] from the original
workin cognitive psychology by [?]. This adaptation result showed that when users were asked to verbally
express their thoughts while interacting with systems, it provided information about their mental model
and approach to its interface. For this reason, although not formally integrated, this combination of
method and protocol is often used in testing scenarios, as it enables researchers to gather valuable
insights that would not be accessible otherwise.

Applying this protocol in our context enables a deeper understanding of the usability of the framework
from the user’s perspective, helps to discover diverse approaches to complete the same task, and provide
insights into whether the level of Generative AI technical knowledge may or may not affect the task
completion success.

7.1 Mock case creation for test
The creation of a mock case to support the test dynamic was suggested by the advisor as a means to
illustrate the use and applicability of the assessment framework for the participating consultants. Using
mock cases for assessments is a common practice in EY-P, as they are applied in interviews and internal
trainings.

The criteria for creating the mock case were that it needed to mimic a TDD scenario and contain
sufficient information to serve as a robust case example. The mock case was designed as a buy-side
transaction, sufficiently realistic to engage the test subjects during the test dynamic. The scenario was
designed to closely simulate the real-world practice, featuring a fictional company using generative AI
technology in the application layer.

Creating a mock case for a technology due diligence from scratch is time-consuming, and the we
considered it a adequate use Generative AI to support this process. The tool used was Perplexity, with
the Claude 4.0 Sonet model, incorporating both web and academic sources. See Appendix F.2.1.

7.1.1 Acceptance of the created mock case
The acceptance criteria (AC) for the mock case were defined as:

• AC1: The scenario is fully realistic and does not requires a suspension of disbelief;

• AC2: Complexity and size are adequate given the time constraints for the test dynamic;

• AC3: The technology description is plausible and has no mention of non-existing technology;
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• AC4: The case does not include window dressing scenarios of Generative AI use in the mock
company.

The provided case options generated by Perplexity were analysed against the defined acceptance
criteria, and the quality of the selected case was double-checked and confirmed by the advisor.

It is important to note that the prompting followed a trial-and-error approach, including varying
levels of research context and background information to observe the effect it would have on the mock
case output. A total of sixteen different prompts were tested, using both Perplexity pro search and
the Perplexity deep search for comparison, before choosing the one whose output provided the most
alignment with the acceptance criteria. Upon selecting the optimal prompt, the mock case output was
iteratively refined to arrive at the final mock case scenario that is described in full in Appendix C.

The rationale for the refining process of the Perplexity generated output that led to the final choice
of mock case used during the testing dynamic sessions, followed a evaluation of each iteration output
until the mock case was deemed acceptable. Between the mock company options a logistics company was
chosen as it is a business that is broadly know and realistic that they could be improving with Generative
AI.

Four versions of the mock case were necessary to arrive at the final mock case. First version was a
good generic use case in the logistics transportation that was realistic but the text style was too factual,
lacking a narrative in the beginning to provide better contextualization of the case, although the mock
company financials were interesting. Two sections of the case were considered irrelevant for the test
scope (Technical Challenges & risks and Competitive landscape). Second version, showed an improved
narrative, but too picture perfect, lacking the most challenging part of non-AI native companies turning
AI which is the migration phase. Third version was more aligned with reality of non-AI companies
migrating to utilizing a AI platform/application.

Upon review, the usability test dynamic changed scope, from a group session to a individual session,
where users would assess only one assessment dimension out of the nine in the framework. The chosen
assessment dimension was explainability. Due to this change, the case needed to be further tailored and
fine-tuned to align with the testing. In the next section, 7.2 we have the complete description of the
testing dynamic.

The change in scope, meant another iteration on the third version. The content of the version was
adequate against most of the acceptance criteria, but was overly long, containing more than 6 pages of
content, unfit for an individual testing session.

For this reason to comply with the AC2, a new smaller version was created based on the content of
third version. The fourth tailored version contained information to provide the user enough context to
complete the explainability assessment, half of the assessment subdimensions in the smaller mock case
were present, providing a realistic situation with more focused information on the explainability but
without giving away the whole assessment making it too easy on the user.

In Appendix F.2.1, only the optimal prompt and its subsequent iterations in Perplexity are docu-
mented. For replication purposes, all the other prompts whose output did not sufficiently comply with
the acceptance criteria were deliberately not included. In addition, the prompts used to create the fourth
version and the full text of the mock case are described.

7.2 Individual usability testing sessions
Initially, the testing approach was to be a group setting with 4-6 participants. They would pair up to
apply the framework to specific assessment dimensions, and then conclude with a group discussion. This
approach was intended to provide an overview of the whole framework in one session, optimizing time,
stimulating discussion, and allowing opinions to be exchanged.

Due to scheduling constraints, the format was shifted to individual sessions, where we could still test
the framework methodology and receive feedback even with a different format. Furthermore, the results
of those testing sessions could be extrapolated to all nine assessment dimensions, as they have the same
format.

To evaluate both the usability and the acceptance of the framework, a mixed-methods approach was
used that combined qualitative observations from facilitator notes and session recording with quantitative
evaluation through a standard TAM questionnaire.

Specifically, to quantify the results of the test, the constructs from TAM1, TAM2 and TAM3 created
by [Davis et al., 1989] were used as input to create the questionnaire. The TAM constructs applied were:
Perceived Usefulness, Perceived Ease of Use, Output Quality, Result Demonstrability, and Behavioural
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Intention. To support the creation of the questionnaire, Perplexity AI was used, the complete prompt
descriptions are available on Appendix F.2.3.

The individual test involved providing a task to the participants for them to execute. The chosen
task was to perform the framework’s explainability dimension assessment, based on the information from
the mock case, using the scoring sheet and the slide deck materials. Explainability refers to the ability
to understand, interpret, and provide human-comprehensible explanations for how models create their
outputs. This dimension was chosen because while it is an unknown concept to most non-technical
people, it can is intuitively understandable. Also, all participants regularly interact with Generative AI
interfaces, providing them with experience in understanding how GenAI provides outputs.

Additionally, by focusing on only one assessment dimension, it allowed us to perform the test working
with the limited availability of participants schedules and understand the usability of the framework,
iterate on the received feedback, and improve the framework based on the findings.

The total materials used for the testing session were: testing agenda in Subsection 7.2.1, version
5 of the framework in table 6.2.5 with the scoring card, the mock case in AppendixC, and the TAM
questionnaire in Appendix D.

To validate the dynamic of the testing, a dry run test was performed with the thesis advisor to
validate the testing script, content, and timing using version 4 of the prototype described in ??. The dry
run demonstrated that the agenda and task for the test were appropriate and could be completed in the
estimated time, under 60 minutes. After this dry run, the individual usability tests were performed with
the goal of testing the subjects attitude towards the framework methodology in a structured manner.

7.2.1 Individual usability test agenda
The testing agenda was created to define the structure and timing of the testing session. Perplexity
was used to support the revision and improvement of the user session agenda, the complete prompt
descriptions can be found in the Appendix F.2.4

Test Session Agenda
Context and Instructions: 5 minutes

• Welcome participant, obtain recording consent and start recording;

• Brief explanation: "You’ll be helping us understand how consultants might use a Gen AI assessment
framework. Use these materials to conduct your assessment as you naturally would";

• Introduce the think-aloud protocol: "Please share your thoughts out loud as you work through
this".

Task execution: 45 minutes

• Present the small mock case and materials simultaneously;

• Request to participant to complete the explainability assessment evaluation based on the the mock
case material;

• Facilitator stays as a silent observer, answering questions when requested and, making notes on
how the user is tackling the task.

TAM questionnaire: 5 minutes

• Administer 6-question TAM survey immediately after framework experience, asking user to base
the answers on the task experience.

Debrief and wrap-up: 5 minutes

• Facilitator asks any final thoughts to the user about the assessment material, approach and other
considerations.

7.2.2 Participant profiles
Individual usability tests were performed with seven consultants from EY-P Strategy & Transactions,
their profiles are described in Table 7.1. They were recruited based on their profile but also on their
availability to participate in the testing sessions. They were contacted by direct message or in person at
the office. The number of participants was based on their availability to be in the office in person, with

47



Table 7.1: Participant Profiles for Individual Usability Testing

ID Role Years TDD AI Strategy
(at EY-P) Experience Projects

P1 Senior Consultant 3.0 Yes No
P2 Consultant 1.2 No No
P3 Consultant 0.1 No Yes
P4 Senior Consultant 3.3 Yes No
P5 Senior Consultant 3.0 Yes Yes
P6 Consultant 1.7 No No
P7 Consultant 1.2 No Yes

the aim of performing as many testing sessions as possible while managing scheduling and availability
constraints.

The level of experience of participants in technology due diligence projects varied: at the time of the
testing, the senior consultants had previously participated in TDD projects, and the consultants had
not. Three participants had done AI strategy creation projects. Three of the participants had technical
backgrounds and expertise including software, coding, cybersecurity, and AI, while the others had a
broader experience and skills by having participated in diverse project types in the company.

The sample was intentionally diverse to capture different approaches and perspectives on how they
performed the explainability assessment. This diversity also allowed observation of how different partic-
ipant profiles interacted with the framework’s content and the scoring methodology, and how this might
impact the TAM constructs observed during the sessions, as defined in Section 7.2.

7.2.3 Test execution
The testing sessions were conducted by the same facilitator in person at the company office during the
month of October 2025 to ensure consistency of results. Each testing session followed the predetermined
agenda described in 7.2.1 and all seven participants were able to complete successfully the task provided
of performing the explainability assessment of the framework.

All participants provided consent to audio-record the session and capture their think-aloud thought
process facilitating the results analysis after the sessions. The facilitator kept the silent observer role as
established previously in the agenda.

The total testing time allocated for the whole session was 60 minutes, with 45 minutes just for the
task execution. Based on recorded audio files, total test sessions ranged from 33 to 70 minutes, with
median duration of 45 minutes. The longest test was due to the participant suggesting improvements
in the material during the wrap-up part of the agenda, extending the allocated wrap-up time from 5
minutes to 20 minutes.

7.3 Test results
This section is organised as follows: first, remarks about test results collection; followed by the users
methodology for completing the task; then, a collection of qualitative considerations derived from the
audio recording transcriptions and notes taken during the session; the results of the TAM questionnaire;
a list of the necessary improvements for the framework from the test; and finally, an analysis of all the
collected information and analysis cross-referencing the qualitative and quantitative findings.

The results of the usability test were collected from two sources: (1) qualitative results from the notes
and audio recordings of the testing sessions, and (2) quantitative results from the TAM questionnaire.

We analysed the sources by transcribing the audio files, identifying and collecting relevant findings
and quotes, and cross-analysing them to support the next iteration on the framework based on the test
results, feedback and suggestions. The transcript analysis was done shortly after each testing session,
with data collected and cross-referenced it notes across session, to identify recurring and new findings.
After the completion of the tests, the framework went through two further iterations of improvement
and final refinements, resulting in the final framework, described in Section 7.5.
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7.3.1 Users methodology
During testing sessions, a pattern was observed in how users approached the usability assessment task
and how they solved it. Users either read first the case or started by going through the slides. Of the
eight users, 3 read the case first and then the slides (Users 3, 5 and 8), in particular User 3 demonstrated
a rushed approach when reading the slides and later had to revisit them when looking for information in
the provided material. The remaining 5 users (Users 1, 2, 4, 6 and 7) read the slides first and then the
case. User 2 was the only participant who started with the slides, identified which slides were applicable
to the task, wrote then down, and then referenced the case information as needed, demonstrating a
methodical approach that supported smooth task resolution.

General improvements on the slides were suggested, in particular user 5 provided sound feedback in
how to improve the sequence and storyline of the slide deck that support the framework.

This indicated that the assessment needed to support different approaches when users interact with
the material, considering its realistic use, consultants would either use the slides or the scoring framework
spreadsheet first, both entry points need to provide equal information to allow consultants to reference
and interact with it without constraints.

Concerning the materials, the scoring spreadsheet and the slide appendix contained the same in-
formation but with different level granularity, we purposely provided users with two different scoring
formats to validated which was the optimal. The spreadsheet file contained maturity level scores with
descriptions for level 1, 3, and 5 and the table in the slide appendix had descriptions for levels 1 to 5,
offering more granularity. Taking this into account, it was found that most users expressed a preference
for using the spreadsheet, even though some referenced both. Six of the eight users referenced both the
spreadsheet and the slide appendix (Users 1, 2, 3, 4, 5 and 6) and two out of eight users referenced
only the spreadsheet (Users 7 and 8). It was also found that having two parallel formats confused users
in which should be the primary source of reference, the table in the slide appendix or the spreadsheet.
Given that most users are more familiar with spreadsheets and engaged with it more, the spreadsheet
format was identified as to the best format for the framework scoring.

Regarding the granularity of the descriptions, users with less technical knowledge referenced it when
in need of extra information and in case of doubt about how to score, the granular level descriptions
in the slide appendix for support during the task execution. In contrast, users with more technical
knowledge preferred the less granular levels in the spreadsheet and were more autonomous in scoring the
case company in the assessment dimensions. Sometimes their scoring was based on their own knowledge
with less dependency on what exactly was described in the maturity levels. However, since users mainly
used the spreadsheet as their preferred scoring table format, this suggests that improving the spreadsheet
with additional information would be the optimal mix of both approaches, supporting both types of users
needs.

Another observation concerned how the users interacted with the material. Users 2, 3, 4, 7 and 8
took an iterative approach, referencing the materials as they went through the execution of the task,
while Users 1, 5 and 6 read the whole case, making notes on the case, before proceeding to fill in the
score in the assessment framework. This difference in approach showed that users who made notes while
reading the case demonstrated greater familiarity with the material, being able to retrieve information
quicker than those who did not annotate and had to circle through the case to find relevant information
to support the task completion and the assessment content.

In addition, Users 3 and 5 demonstrated enhanced interactivity with the maturity levels, by analysing
what the level 5 scenario would look like and then comparing the case content to that to derive their
score. A direct quote from the transcript illustrates this: "If this capability is a five, my first thought
process would be this looks like a five, but is there any evidence that I would want to move this to a four
or three?". This approach helped them visualize the highest maturity scenario, connect the framework
with real-world cases and their own knowledge, and decide on the score based on their knowledge mixed
with what the maturity levels descriptions.

Two users required more assistance from the facilitator, Users 4 and 7. User 4 relied on the facilitator
explanations due to inexperience and non-familiarity with the company slides format. User 7 initially
experienced confusion regarding the instructions of the task, which was clarified, and then proceeded
to successfully complete the task, both cases required some familiarization with the material and extra
support to be able to execute independently the scoring task. This showed that users are able to use the
assessment framework with minimal support once the initial learning curve is overcome.
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7.3.2 Qualitative considerations collected
The general consensus of the participants was positive regarding the acceptance of the framework and
its future utility and the testing sessions were productive to identify issues that needed improvement.
Some of the improvement aspects included the framework structure, slide storyline, lack of examples in
the descriptions, technical terminology in the descriptions, repetition of content between dimensions and
complex wording constructions.

The framework methodology was not immediately clear to some participants. Specifically Users 1,
5, and 7 required additional time to understand the structure and navigation of the framework before
starting the task, demonstrating that the storyline of the slides that did not successfully explained the
framework methodology. User 8 suggested making the storyline more explicit: "the storyline could
even be a little bit more clearer, because the first slide has to explain everything about the framework,
everything I’m gonna do..And also the endpoint. And then I have this in mind when I’m doing the
assessment.".

This indicated that the framework and the storyline needed to be clear and self-explanatory. The
material required improvement to its structure and methodology explanation, to allow any consultant to
utilise it independently in their projects without requiring guidance from the facilitator or colleagues in
the future.

Most users (Users 1-6) required examples to understand the maturity level descriptions and requested
additional context to clarify the technical language used in the framework. User 3 elaborated on this
need: "One thing that would make it clear especially for people that are planning to use this without a
technical background is if you would put like an example for level one, three and five descriptions". This
suggests that technical knowledge needs to be illustrated and explained in a user friendly way, correlating
it to concepts more broadly known or with direct examples.

The sentences of the descriptions were difficult for the users comprehend at first and often required
multiple reads. Users 5 and 7 reported difficulty due to the technical language, further indicating that
they were not sure about what the level descriptions meant. Those issues led to uncertainty when
executing the testing task, being highlighted by quote from User 7: "I guess in this case it would not be
very helpful (the level descriptions) because I’m not sure what they mean".

However, regarding the descriptions, we had two viewpoints. User 3 had a different opinion from
Users 5 and 7, and found the framework quite clear, at the end of the testing session: "I think it iss
generally quite clear especially if you would take the time to read over the documentation that you have.
Especially now I see here, it’s actually quite clear, right? What we have here". Another point made by
User 3: "It is all about the wording...about the person reading it, that they actually read it and don’t
just click through (the slides)". Relating to that, User 6 found the descriptions understandable for an
investor who may not be GenAI-native. Considering the dual viewpoint on wording, even though some
users did not have issues, it still indicated that the language and wording of the sentences throughout the
framework needed revision and to adopt a more simple and user friendly language. This improvement was
explicitly suggested by users during the sessions, in order to allow them to read naturally and understand
the meaning of sentences without re-reading required.

Related to this, Users 3, 4, 6, and 7 demonstrated difficulty in understanding technical terminology,
remaining stuck in certain terms such as XAI sources, desiderata and black box. User 4 required extra
support and explanation throughout the task due to lack of knowledge regarding GenAI technology in
general. Terminology issues regarding the term XAI (explainable AI) are illustrated by User 4’s quote:
"XAI sources. I never heard of it. So that I don’t know what I should look for", and additionally by
User 6 quote: "XAI sources. When I read this it took me a bit of time to understand it was only about
the sources. But for non-technical people that is a stretch, how can you explain this to them?". In
addition to improving the descriptions, it was found that technical terms should be easily explained in
the descriptions to allow a full understanding of their meaning.

With regard to the actual assessment dimensions, three dimensions caused particular confusion during
the testing sessions: Method-Specific Metrics, Security Concerns and Personalization. Regarding the
first two dimensions, Users 1, 2, and 3 did not understand the relation between Security Concerns and
explainability. User 6 remarked: "This does not belong here. This belongs in a security bucket, privacy
or compliance.". Users 2 and 7 struggled to understand the Method-Specific Metrics description, with
User 2 choosing not to answer it.

Concerning the Personalization dimension, User 2’s personal understanding of this dimension that did
not match the level descriptions, created conflict. User 3 found the Personalization description similar
to the User Understanding dimension, not being able to differentiate two dimensions from each other.
Additionally, User 6 interpreted the concept differently and User 8 did not see the personalization at all
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TAM questionnaire results
Question P1 P2 P3 P4 P5 P6 P7 P8
Perceived Usefulness - To what extent
would this generative AI assessment
framework improve your ability to eval-
uate AI implementations effectively in
consulting projects?

3 4 4 4 3 3 2 4

Perceived Usefulness - How much would
using this assessment framework en-
hance your confidence when making
AI investment recommendations to
clients?

3 2 4 4 3 4 3 3

Perceived Ease of Use - How easy did
you find it to navigate and apply the
assessment framework during the eval-
uation process?

2 3 3 3 3 3 2 3

Output Quality - How would you rate
the quality and reliability of the as-
sessment insights generated using this
framework?

3 2 4 3 3 3 3 3

Result Demonstrability - How clearly
could you communicate and justify your
assessment findings to stakeholders us-
ing this framework?

3 3 4 4 2 1 2 3

Behavioural Intention - How likely are
you to use this generative AI assessment
framework in your future consulting as-
signments?

4 2 3 4 3 3 3 3

Table 7.2: Qualitative TAM questionnaire test results

in the case, both resulting in low scores in the assessment. Further reiterating this point, User 6 explicitly
suggested changes in the Personalization dimension: "You’re tackling two things here. You cannot do
two things in one dimension". These overlaps in the content demonstrated that the dimensions were not
yet MECE compliant, an important requirement of the project. This indicated the need for revision to
ensure that dimensions were clearly defined and mutually exclusive.

At the end of the usability test, most users found the framework useful for future use. This is
supported by two feedback quotes from the users. A quote from User 3: "I think this is really useful
if we would actually start doing this explicitly, especially when there is a big dependence on GenAI in
a software company. I think it only makes sense that we have a structured framework to assess this".
Another quote from User 8: "I think that’s already a really good thing that it stands on its own...it could
become part of the story (of a technology due diligence)". Even with the user difficulties and challenges
with the wording, descriptions, and technical language of the framework, users still found the assessment
important and considered that with improvements it would be a beneficial framework.

7.3.3 Quantitative TAM questionnaire results
The table 7.2 presents the responses to the TAM questionnaire given to the users at the end of each testing
session. The purposes was to quantify the results of the test and collect users acceptance regarding the
assessment framework artefact they had interacted with. The scoring of the TAM questionnaire ranges
from 1 to 4.

The questionnaire results indicated that users thought that the framework would improve their ability
in evaluating GenAI in projects, with the highest mean score of 3.38 in perceived usefulness; and that
it would enhance their confidence in making AI investment recommendations to clients with the mean
score of 3.25. However, participants did not find it easy to apply and navigate the framework during the
testing task execution, with the lowest mean score of 2.75 in perceived ease of use. They further rated
the output quality with a mean score of 3 and reliability of the insights generated with the framework,
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although lacking result demonstrability in clearly being able to communicate and justify findings to
stakeholders with a mean score of 2.88. Behavioural intention of users was the second highest mean
score of 3.12, indicating that they were highly likely to use the assessment framework in future projects
involving GenAI.

The overall mean score of the questionnaire for all six TAM criteria is 3.06 out of 4 indicating overall
agreement with the framework, with improvements required in the ease of use and result demonstrability.
For the technology acceptance scoring, even with all the qualitative comments throughout the testing
sessions, users still demonstrated a high acceptance, with improvements to be made, but the logic and
the methodology of the framework was sound and clear once the users passed through the learning curve
at the beginning to understand the instructions.

7.3.4 Recollection of improvements for the framework
Following the completion of all eight usability tests, we present a recollection of all the necessary ad-
justments identified for the framework, to improve its usability and applicability for consultant’s future
use.

The necessary adjustments:

1. Adjust the scoring method to adopt only the 3-level scale present in the spreadsheet and remove
the appendix in the slides;

2. Ensure MECE compliance throughout the entire framework content, particularly between the sub-
dimensions content;

3. Ensure that all subdimensions weight the same and are presented in order of importance in the
framework;

4. Move the Security Concerns subdimension to the Security dimension;

5. Improve the explanation of the Method-Specific Metrics, to counter confusion about its meaning;

6. Establish a clear distinction of the Personalization subdimension, removing overlap with other
subdimensions.

7. Simplify wording by replacing technical and academic terms to make the content more user-friendly
for non-technical users;

8. Standardize the maturity descriptions and clarify their wording;

9. Expand the descriptions of the maturity levels to increase the content provided;

10. Add concrete, short examples for each subdimension;

11. Add an executive summary to the two materials of the assessment, to support consultant’s inde-
pendent interaction with either material;

7.3.5 Analysis of test results and findings
The findings collected from the testing sessions and the TAM questionnaire demonstrated that the
framework needed improvement and polishing, and informed the refinement of the framework described
in Section 7.4. Despite these issues, users were able to see through the pain points and validate the
essence of the artefact and the usefulness for consultants’ future projects. This was supported by the
TAM results, which showed an overall score of 3.06 out of 4.

Regarding accessibility of the assessment framework, testing illustrated how users with different
technical levels and knowledge interacted with the material. Users with less technical knowledge relied
more on the framework descriptions, which provided explanations of what was being assessed and the
maturity levels, to complete their scoring task. This demonstrated that the framework scoring allowed
participants to complete a technical assessment even without prior knowledge of the technical concepts
required.

However, the framework also provided guidance to users with more technical knowledge and TDD
experience. Even though these participants drew more on their technical background and judgment to
justify their scoring decisions, they still used the material as north-star guidance, relying less on the
exact descriptions but using it as a reference.
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This dual scenario proved that the framework supports different levels of participants knowledge,
with interaction being more structured ("black and white") or more interpretative ("gray") depending
on each consultant’s approach to using it and how much they relied on the framework information.

This is an important finding, as it reiterates the initial problem of this research project, which was to
support consultants who lacked GenAI knowledge to assess GenAI technology. An important requirement
of the assessment framework was to support consultants with less technical knowledge of Generative AI,
providing a standardised and objective scoring methodology for all GenAI assessments in TDD projects.

7.4 Framework refinement
Based on testing results, we revised the framework requirements, Subsection 4.4.2, and the list of neces-
sary changes to begin the refinement iterations on the artefact. Our strategy was to implement all the
findings from the test of one dimension across the nine framework dimensions. Testing revealed three
main issues in the framework: content repetition between dimensions, technically dense descriptions and
complicated writing style, and lack of standardization.

To address this, in the first refinement iteration, we performed a MECE review across the entirety
of the framework, incorporating the feedback received in the testing itself (e.g., security concerns from
explainability to be grouped under security dimension). After this, we ensured that all subdimensions
in each dimension had equal weight.

We then reviewed the structural organization, determining the optimal placement and grouping of
the subdimensions, described in Subsection 7.4.1. We achieved this by merging subdimensions with
similar content, moving those whose content fit best under another dimension and removing those that
had less weight or were not MECE compliant. Those modifications were made to improve the flow of
the assessment and to enable users to follow the order of the assessment, analyse one thing at a time,
and complete it covering all topics without repetitions or confusion.

Complementing the structural changes, we improved all the framework descriptions, adopting a clearer
writing style with simple non-technical terminology, and also following the company business writing
guidelines manual.

After completing the first iteration, we performed a second iteration through two co-design sessions
with the mentors to ensure alignment with business requirements of technology due diligences projects,
to align the assessment storyline, and to polish the framework nomenclature, explained in Subsection
7.4.2. To ensure business alignment, we created investment questions to use as guidance to improving the
storyline and the connection between the business "so what" and the technical aspect of the evaluation.

With these questions established, we defined the importance of each dimension and subdimension.
From this perspective, we revised the framework structure by visualizing it as modular Lego-bricks,
enabling us to reorder the dimensions within categories. With the final structure in place, we revised the
nomenclature to ensure a simpler, more cohesive language. This marked the completion of the Generative
AI assessment framework refinements, illustrated in Section 7.5.

7.4.1 First iteration
This subsection describes the improvements and changes made from the test version to the second test
version. It is structured to provide accountability for the restructuring that was made on the framework,
followed by other writing improvements made in this iteration.

The structural changes to the framework’s subdimensions are illustrated in the Table 7.3. Through
MECE analysis, we identified repetitive or similar content and reallocated items in the most appropriate
place. The table shows the operations made in the framework consisting of subdimensions moved,
removed, merged & renamed (i.e., within the same dimension), moved & renamed, moved, merged &
renamed.

In total, 15 subdimensions were moved, 13 were merged and renamed, 11 were moved, merged and
renamed, 1 was only renamed, and 7 were removed. These operations formed part of the MECE revision
with the objective of reducing repetition and overlap between subdimensions content, to group related
topics together and to improve the logical flow of the assessment. The resulting version 6 of the framework
is illustrated in Table 7.4, that is a refinement from the last version 5 described in Chapter 6.

With this MECE-revised structure, the assessment flow became more concise, clear, and usable,
ensuring that each subdimension was allocated alongside similar themes rather than unevenly distributed
across the framework.
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Dimension Moved Removed Merged & Moved & Moved, Merged
Renamed Renamed & Renamed

Model documentation 3 1 2 0 3
Data 1 0 2 0 1
Output metrics 0 1 3 0 0
Model trustworthiness 0 3 0 0 3
Model explainability 0 0 2 0 0
Security 4 0 2 0 3
Governance 4 0 2 1 0
Legal 2 0 0 0 1
Human–AI 1 2 0 0 0
Total 15 7 13 1 11

Table 7.3: Subdimension Operations by Dimension

Category Dimension Subdimension
Operational Model documentation Training data disclosure; Model cards; Intended use & limitations;

Privacy & consent; Bias
Operational Data Data lineage; Model data; Data quality; Data volume
Operational Architecture Technical architecture and specifications; Solution ownership and

replicability
Quality Output metrics Correcteness; Reliability; Speed; Scalability; Variety
Quality Model trustworthiness Hallucination; Sycophancy; Dispargement prevention; Stereotype

avoidance; Robustness
Quality Model explainability Explanation coverage & adaptively; Explainable AI (XAI)

sources; Human-centered explanation; Transparency, access & se-
curity; Method-specific

Compliance Security Model integrity; Input security; Output safety; Privacy protection
Compliance Governance Governance & accountability; Operational risk
Compliance Legal Control safety risks; Legal rights & intellectual property
Compliance Human ai Human control & agency; Human-AI collaboration; User experi-

ence & satisfaction; Personalization

Table 7.4: Prototype version 6: framework refinement, first iteration
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Following the re-organization of the framework structure, all the subdimension descriptions were
rewritten to integrate the feedback received from the testing sessions. These refinements also included
improving all maturity level descriptions with additional content, as requested by users, while maintaining
the technical content of the original framework. All the content was derived from the same source
materials referenced in Appendix E.

Additionally, this rewrite activity also needed to comply with the requirements established by the
company for business writing in TDD, which included guidelines for the grammar, voice, conciseness,
clarity and MECE principles. Another requirement was to ensure that the framework’s scoring model
evaluated consistent items across maturity levels, with clear progression between levels 1, 3, and 5.

Three main directions guided this work:

• Description sentences should be simple and active, with the subdimensions described in one simple
sentence, starting with "This subdimension refers to XYZ...", and elaborating only if needed;

• Maturity level sentences should start with: “Target has or does not have XYZ”, be written in list
style, making a clear split in what is important and what is additional information;

• Sentences that are long, technical and complex should be simplified.

We rewrote all the dimensions, subdimensions, and maturity level descriptions across the framework,
which were subsequently reviewed by the mentors from EY-P. This marked the end of the first iteration,
then we proceeded to the final refinements of the framework.

7.4.2 Second iteration
This subsection describes the improvements made that led to the final version of the framework and the
co-design sessions performed to polish the framework and align business requirements with its technical
nature. This second iteration built on the structural changes and writing improvements made in the first
one, by focusing on the business alignment and storyline, as described in the beginning of this Section
7.4.

In a co-design session, we went through the entirety of the framework in an exercise of thinking as
investors would, writing down the relevance of assessing each dimension. This practice of going through
the framework content through the lens of investors helped establish how technical aspects impact the
business rationale for performing this assessment and also the possible economic impact of it.

In typical due diligence projects, such questions are created to anticipate questions that investors
may ask before a due diligence project and help explain the importance and impact of performing those
assessments to non-technical people, and additionally to help refine the framework ensuring alignment
with strategy concepts.

To comply with business requirements and polish the storyline, we aligned the framework with the
improved investment questions and a clear storyline. It also needs to have a "so what" factor that allows
consultants to explain to investors and non-technical clients why assessing Generative AI technology
matters, its importance, and the financial or quality consequences of these assessments.

Lastly, we decided to reorganize the categories and dimensions, utilizing the same Lego-brick visu-
alization approach as in the first iteration, treating the dimensions as modular components. With the
objective of providing a more logical assessment flow to consultants and to ensure the assessment story-
line could also be justified to investors and clients. We also incorporated the feedback received from the
testing that the storyline needed to be clearer. The final prototype structure and materials are described
in their entirety in Section 7.5.

This re-grouping was made in another co-design session, and changes made were to re-organize the
assessment dimensions; for balance, the framework was reduced from 10 to 9 dimensions. To achieve
this balance, we dissolved the model documentation subdimensions, this dimension was chosen since its
content could easily fit within other dimensions, without creating conflict.

Model documentation subdimensions were redistributed: one to Data, one removed, one to Architec-
ture, and two to Compliance. Additionally, from the AI Governance dimension one subdimension moved
to AI security, from the Data dimension one subdimension moved to AI Governance, and finally from
AI Security one subdimension moved to AI compliance.

In parallel, several categories and dimensions were renamed to improve readability and define a
nomenclature that consultants could easily identify and use, regardless of technical background. This
simpler approach was chosen to allow for clearer communication about the framework and to make
the names very precise about what each part of the framework is about. Additionally, we refined

55



Category Dimension Subdimension
Technology Data Data quality; Data volume; Training data; Lineage
Operational Architecture Model card; Intended use & limitations; Infrastructure; Integra-

tion; Model moat
Operational Performance Accuracy; Reliability; Latency; Scalability; Diversity
Quality Trustworthiness Hallucination; Flattery; Discrimination; Stereotype; Fragility
Quality Explainability Reasoning; Sources; User understanding; Explanation validation;

Model access
Quality Human-AI Human-AI collaboration; Human control & oversight; User satis-

faction; Personalization
Oversight AI Security Model integrity; Input security; Output safety; Content safety

risks
Oversight AI Governance Governance structure; Data management; Operational risk; AI

organization maturity
Oversight AI Compliance Legal rights& intellectual property; Bias mitigation; Consent

management; Privacy protection

Table 7.5: Prototype version 7: framework refinement, second iteration

the management questions to ensure alignment with new framework structure, and renamed them to
"question repository".

Two out of three categories were renamed: Operational to Technology; Quality stayed Quality;and
Compliance to Oversight. Alongside, six out of nine dimensions were renamed: Output metrics to Perfor-
mance; Model Trustworthiness to Trustworthiness; Model Explainability to Explainability; Security to
AI Security; Governance to AI Governance; and Legal to AI Compliance. The 7 version of the prototype
reflects those changes, illustrated in Table 7.5

These adjustments, the investment questions, the structural changes and the simplified nomenclature
ensured that the framework was MECE, descriptions were clear and user friendly, maturity descriptions
were levelled ensuring consistent evaluation criteria throughout the framework scoring, resulting in a
polished and clear assessment framework tool that complied with company requirements for frameworks
and due diligence materials.

7.5 Final version of the Generative AI assessment framework
The final delivery of the framework included three materials: (1) Generative AI Assessment scoring
framework, in spreadsheet format; (2) Generative AI Assessment, in slide deck format; and (3) Generative
AI Assessment guide, also in slide deck format. Below are the descriptions and contents for each material.

First, the Generative AI Assessment – Scoring framework: containing the framework for assessing
targets’ Generative AI systems during TDD, illustrated in Table 7.6. The GenAI assessment framework
includes three categories, nine assessment dimensions, and 39 subdimensions. The spreadsheet con-
tained, not only the framework itself, which is the main asset of this research, but additional supporting
sheets: Instructions, question repository (containing the management questions), scoring input (Table
7.6), scoring output, data request list and guidelines.

Second, the Generative AI Assessment consisted of a slide deck with instructions and template slides
that could be used in project deliverables, supporting the framework. Its agenda content included
instructions, detailed assessment dimensions, and an appendix.

Third, the Generative AI Informative Guide consisted of supplementary technical information about
GenAI, for internal use and reference. Its contents included guidelines, a GenAI readiness and develop-
ment guide, and technical information about the topic.
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Generative AI assessment framework: created for assessing GenAI systems during
technology due diligence engagements

Category Dimension Subdimension

1. Technology

Data

Data quality
Data volume
Training data
Data lineage

Architecture

Architectural setup
Model end-to-end pipeline
Model moat
Intended use & limitations

Performance

Accuracy
Reliability
Latency
Scalability
Diversity

2. Quality

Trustworthiness

Hallucination
Flattery
Discrimination
Stereotype
Fragility

Explainability

Reasoning
Sources
User understanding
Explanation validation
Model access

Human-AI

Human control
Human-AI augmentation
Personalization
User experience

3. Oversight

AI Security

Model integrity
Input security
Output safety
Content safety risks

AI Governance

Governance structure
AI organization maturity
Data management
Operational risk

AI Compliance

Legal rights & intellectual property
Consent management
Privacy protection
Bias mitigation

Table 7.6: Generative AI assessment framework

57



Chapter 8

Discussion

8.1 Research questions
This section provides answers to the research question and to the five sub-questions that were com-
plementary to the main research question. We were able to answer the main research question, and
sub-questions 1-3, through the literature review, immersion on the problem environment and iterative
prototyping of the GenAI assessment framework. While, sub-questions 4-5 were partially answered, they
require real TDD application to provide a full answer and complete validation.

RQ

This research aimed to answer: how can the application of GenAI usage in organizations be assessed
and evaluated in its development and deployment within due diligence projects? The answer is through
an assessment framework created and designed specifically for GenAI, which encompasses the main
dimensions identified as essential for evaluating its characteristics: data, architecture, performance,
trustworthiness, explainability, human-AI, security, governance and compliance. The resulting framework
directly answers the main research question.

SQ.1

Regarding how can GenAI technology be defined and categorised to support practical understanding and
assessment of its technological capabilities? This was answered through the selected related work that
provided definitions [Feuerriegel et al., 2024, Ronge et al., 2025] and categorizations of Generative AI
[Bandi et al., 2023], which formed our theoretical knowledge to understand GenAI and its capabilities,
Chapter 4 describes all the literature that helped answer this question.

SQ.2

To address how can we design a comprehensive framework to categorise and define the assessment
parameters for GenAI technologies based on technical aspects? We achieved this through the use of design
thinking methodology applied specifically to the research problem, progressing through the immersion
(Chapter 4), ideation and prototyping (Chapter 5), and testing of the framework (Chapter 7) phases,
utilizing tools to support this process. Applying this methodology allowed us to immerse ourselves in the
problem context and work iteratively with the users, who contributed during the immersion and testing
phase, and the mentors who provided essential feedback to improve the prototype in its iterations.

SQ.3

On the question of what the key parameters are and criteria that determine GenAI models quality? In
our framework we chose three dimensions as the key quality indicators of GenAI: trustworthiness [Huang
et al., 2025], explainability [Schneider, 2024, Kalota, 2024] and Human-AI [Weisz et al., 2024, Cheng
and Liu, 2024]. These dimensions are part of the Quality category of our framework, and are distinct
from the Technical and Oversight categories, as they address GenAI’s particular capabilities, specifically
the trustworthiness and explainability of the generated content, and the human-AI enhancement and
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collaboration aspects. In contrast, the Technology and Oversight dimensions could also be applied to
other AI implementations even though they contain specific GenAI content in their assessments.

SQ.4

Examining how can we quantitatively assess valid unique value proposition characteristics of GenAI
models while understanding their technical moats and replication risks? This question was partially
answered through the framework’s subdimension content and scoring maturity levels, especially in the
Data and Architecture subdimensions. However, to fully answer this sub-question we would need practical
implementation of the framework in real TDD projects to observe unique value propositions, technical
moats and replication risks across different GenAI systems use cases. Throughout the prototyping and
testing phase, we hypothesised that proprietary data with real replication costs were one of the main
moats of current GenAI systems, but this notion requires validation. One way to answer this question
would be through practical observation, and based on the 39 subdimensions of the framework, create a
matrix showing which subdimensions indicate competitive advantage.

SQ.5

Concerning how can organizations strategically implement GenAI solutions across different use cases to
maximize business alignment and ensure measurable ROI? Like the previous question, this was partially
answered. As we were not able to test this framework in a TDD project, we could not observe how and
which subdimensions could enable better GenAI solutions implementations, across diverse use cases to
provide better business alignment and ROI impact. Yet, through collaboration and close contact with
consultants who were working in value creation engagements during the internship time, we observed
how a well defined business problem with alignment of why and how the technology is being used could
have major impact in business strategic use of GenAI. Specifically for GenAI, researching use cases
and understanding how GenAI could be applied is how companies can achieve competitiveness and
differentiation, that ultimately reflect on their ROI.

The deliverables from this research to the company provided some tools to the consultants that can
help align technical capabilities to business alignment, such as the "Question repository"and the "GenAI
readiness guide" sections. With the rise of foundational models and Agentic AI solutions, we observed
that having highly specialised systems, such as foundational models fine-tuned on proprietary data,
could provide enhanced business alignment while leveraging the technology in a strategically relevant
way, however this notion also requires further research to be validated.

8.2 Main findings
The main findings of this research were that we were able to create an assessment framework specially
for GenAI due diligence projects, featuring a comprehensive dimensional structure with three categories,
nine assessment dimensions and 39 subdimensions.

This research was originally motivated by consultants question during technology due diligence as-
sessments: “Is the company really leveraging Generative AI or is it engaging in Generative AI washing?”.
While the research was not able to test the framework in real transactions, its content, structure and di-
mensions were designed specifically to support consultants in understanding what lies underneath GenAI
systems. The scoring model system 1-3-5 defined the maturity levels as non existent, intermediate and
expert, provides a structured methodology that in principle consultants can apply to distinguish between
GenAI implementations and its underlying real capabilities.

The application of design thinking methodology was effective and well-suited to our research. This
research involved a direct collaboration with EY-P and its objective involved creating a solution to a
specific group of consultants in the particular context of a technology due diligence assessment. With
the application of design thinking, we were able to empathise with the user from the beginning, define
the problem, and immerse ourselves in the context through literature and internal data collection. Then,
ideate and prototype the solution in co-design sessions and refine the five versions of prototype with
direct and constant feedback from the mentors. Subsequently, test the prototype with consultants with
diverse profiles and finally finalize the deliverable of the research.

This approach worked, especially because of the challenge of translating technical concepts from
different sources, integrating them into a singular framework that needed to have a standard scoring
methodology, throughout all of its dimensions. Using design thinking methodology with constant mentor
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feedback, co-design sessions and iterative refinement on the feedback, allowed us to change and evolve the
framework, with the objective of balancing the specific technical content depth required with a format
that was familiar and usable to the end user, all aligned with the due diligence project process and its
specific tooling.

During the immersion phase, we gathered requirements for the framework that were collected through
the GenAI questionnaire, Section 4.3. Eleven requirements were identified, described in Subsection
4.4.2, that served as our reference throughout the ideation and prototyping phase, and we consider that
all of those eleven requirements have been met in the final prototype. Specifically, requirement R10
"Framework should support diverse experience and knowledge levels", demanded that the language used
in the framework to be user-friendly to all levels of GenAI knowledge. In the questionnaire results,
we observed that the average technical knowledge score of consultants was 2.52, this implied that to
meet R10, we we not only needed to create a framework that bridged technical concepts with business
implications, but also one that could express said concepts in a language that consultants who were
using the tool could understand and additionally use to explain said concepts to clients in projects.
This requirement directly aligned with one of the research objectives, "Allow better evaluation and
understanding of GenAI technology for consultants".

During testing, we found that the impact of the assessment framework in the specific context in which
it was created was satisfactory to the users and helped them complete a more confident and standard
evaluation of GenAI in due diligence case. In the test results, through the TAM questionnaire (Subsection
7.3.3), we discovered that its format and content were adequate, and users found that the framework
could increase their ability to evaluate GenAI implementations. We also found that participants showed
a high score in their intention to use the assessment framework in their future work related to GenAI
due diligence projects. Another important finding was that even consultants with little knowledge of
GenAI were able to complete the usability test tasks with the help of the framework. This finding will
require further testing and real TDD applicability to be further verified, but showed that its format was
adequate, and met the research objectives and framework requirements.

Additionally, we found that the materials to support the users throughout the whole process of com-
pleting the due diligence evaluation were essential. These materials included the management questions,
data request list, scoring calculation formulas, and slides templates ready to be used in project reports.
Ultimately, not only the assessment framework with its scoring was important, but also all the materi-
als that complemented it, together enhancing the tools usability and integration with the due diligence
process.

To further support the translation of technical concepts to business into "so what" implications,
investment questions were defined to illustrate why technical evaluation concepts (e.g., performance, ar-
chitecture setup, trustworthiness and explainability) are important and effectively determine the quality
of a Generative AI system. However, not necessarily all dimensions have the same weight for all GenAI
applications. Based on the premise that every GenAI application has a different use case and risk factor,
some dimensions of the framework would be more relevant than others, and this categorization could not
be achieved, as it would create too much granularity on the framework. Defining the most relevant di-
mensions for each use case also depends on where the company will be applying the system, for example,
if it is a high-level risk sector such as medical or finance, as defined in the EU AI Act, then the application
must comply with certain standards. For this reason, we made a design choice of not providing weights
to the assessment dimensions and let this flexible for consultants when applying the framework to twist
it depending on their project, as it usually already happens in due diligence engagements.

Moreover, the "so what" implications also impacted how the strategy could align with a specific
investment thesis and ultimately help clients define this along their growth objectives. For instance,
Does the company want to be a disruptor, an optimizer, or an enhancer with their GenAI usage? Does
the company want to enhance its traditional business model with GenAI or be an AI-driven business? In
order to use the framework in a use-case way in TDD, it needs real-world application throughout diverse
engagements, so that, with time, the consulting team could recognize patterns, know what dimensions
are best applied to each use case, and be able to apply the framework more effectively for each specific
use case. That capability can only be developed with time, observation, and applied expertise using the
GenAI assessment framework.

With applicability restrictions in mind, our ultimate intention was to cover as much as possible of
technical concepts found in literature in the framework content. This approach allowed us to structure
the framework in way that consultants could assess GenAI solutions with a long-term strategy lens,
since it covers the three categories content (Technology, Quality, and Oversight), looking at fundamental
aspects that can define a technology that is robust, enveloped in best practices possible, and that will
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avoid structural flaws (e.g., re-word and re-coding in the future), and also mitigate risks that, with
regulations, come at a price.

Following the usability testing, we performed the last two iterations on the framework continuing to
evaluate the framework using the “why would an investor care about this assessment?” and "so what?"
perspectives. This refinement also used co-design sessions to evaluate the framework from a top-down
perspective. We dissected each individual dimension of the framework, asking repeatedly what was the
"so what?" of each subdimension, and "why an investor should care about this?" until we were able
to identify and define the most important aspects and only keep in the framework content that had a
direct business-technical connection and could also be translated into financial or regulatory implication.
This exercise helped us not only revise the framework content, but also ensure alignment with strategic
requirements, ensuring that every subdimension had a strong investment question linked to it that could
help support its importance. During the second refinement iteration, subsection 7.4.2 we were able
to further visualize the content of the framework as lego-bricks and decide the final organization of
its categories, dimensions, and subdimensions content. This was an extensive work that consisted of
finding the balance between what was the optimal way to organize the dimensions, while also keeping
an understandable and user-friendly storyline in which each topic built on each other. In this last
refinement, MECE compliance was extremely important. Since during testing there was some overlap
between subdimensions content that led users to confusion, we also looked at every word in entire
framework and scoring maturity levels descriptions and ensured that there were no repetitions and that
everything fit into the assessment storyline seamlessly.

8.3 Framework methodology approach
From the beginning of the research, we looked at the framework as a Lego-brick tool, in which ideally,
one consultant could choose which dimensions applied to its specific due diligence project and fit each
target’s application. However, we encountered challenges in designing the framework in a way that
supported this approach while also complying with all the requirements, and also had an easy storyline
and could be used by consultants with varying level of GenAI knowledge and expertise.

The design approach taken was to design the framework, with the three-tier structure (i.e., cate-
gory/dimension/subdimension) and a standard scoring method (i.e., 1-3-5 maturity levels) that stan-
dardised the framework and could provide a TDD assessment for the GenAI system. However, how to
interconnect and how do different assessment dimensions affect each other? How do we explain what
are the implications of dimensions in the GenAI quality? How to support consultants in understanding
those things directly embed them into the design of the framework?

In the framework, conceptually, dimensions impact each other, if a GenAI model has bad data then
probably it will have also bad performance metrics, bad explainability and trustworthiness, all of which
bring regulatory consequences. In order to translate this into the scoring method, it would bring too many
use-cases-score-possibilities, so we decided to leave it to consultants’ interpretation on how to understand
the results and its interdependencies. The solution was to explain the impact and the interconnection
through supporting material, in the management questions we are able to show the implication of why
a topic is important but it needs work from the consultant side to learn how to link this, that its
usually the case in normal due diligences project (e.g., such as how cybersecurity affects risks). Since the
framework needs to work for multiple use cases, we decided not to give weights to its scoring but rather
translate these implications through the investment and management questions, and engage consultants
in analysing and interpreting the scoring results.

During the refinement process of the framework, Section 7.4, we had to make final design choices
regarding the technical depth of the framework content. While performing the last two refinement
iterations, we revised the structure of the framework (category, dimension and subdimentions) and its
content, including associated maturity levels and descriptions. In those activities, we had to decide how
much technical depth we could keep in the content while maintaining the user-friendly language necessary
for the end-users.

The challenge was aggravated because we did not have a TDD project with GenAI during the research
period, and were unable to test the framework in a real due diligence. Consequently, we could only
hypothesize how the framework would be used, using the normal TDD process map as reference, but not
predict exactly what depth of information target companies would provide. According to feedback from
consultants, the scope of the framework exceed the normal technical depth of typical TDDs, particularly
in the Performance, AI Security subdimensions, and in the Quality dimension.
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To account for the different use cases possibilities, while translating the technical importance, was
to keep the framework with the established technical depth and the 39 subdimensions. However, we
reinforced the Lego-brick modular approach, encouraging consultants to apply the framework through
use-case lens, even though we could not design its structure explicitly for this flexibility. This design trade-
off allowed us to preserve the technical depth that Generative AI assessment requires while aligning with
TDD applicability and usability in future projects by motivating consultants to apply each subdimension
as needed, depending on project scope and GenAI characteristics.

8.4 Comparison with previous research
Compared to previous research, our goal was to create a complete assessment that covered multiple
topics that we found most relevant in the context of a technology due diligence of GenAI, with a level of
depth that was adequate for the due diligence work, and in line with the users usual assessment strategy
and process. The literature review revealed that existing works propose methodologies for evaluating
Generative AI based on different aspects including: model architecture classification and evaluation
[Bandi et al., 2023], input-output modalities [Kim et al., 2024, Gozalo-Brizuela and Garrido-Merchan,
2023, Feuerriegel et al., 2024], precision-based metrics [Singh et al., 2025], trustworthiness concepts
[Huang et al., 2025], risk-based evaluation [Raut and Singh, 2024], and user experience design [Kim
et al., 2024]. These related works propose assessment tools, or similar scoring methodologies, but they
lack the holistic view and a standardised scoring method that allows for the same scoring system across
all assessment dimensions and one approach to do it, resulting in a systematic assessment of Generative
AI systems.

8.5 Contributions
Our research addresses the identified research gap with an assessment framework that provides a stan-
dardised and objective methodology to answer clients questions in due diligence projects, and defined
criteria for evaluation through its dimensions and subdimensions. Specifically, it provides consistency
and quality for the output of due diligence assessments even with varied project scopes, investment theses
and strategic considerations.

The assessment framework can establish the foundation for GenAI assessment that can evolve with
the technology, its structure enables future research additions, including Agentic AI dimensions or specific
industry concepts.

This research provides seven key contributions: comprehensive assessment framework, standard eval-
uation methodology, holistic integration, GenAI parameters, knowledge accessibility, implementation
guidelines, and practical due diligence toolkit. Described in detail below:

• Comprehensive assessment framework: A GenAI-specific assessment framework, containing
9 dimensions and 39 subdimensions across three categories (Technology, Quality, Oversight), with
standardised 1-3-5 maturity level scoring model providing maturity definitions of non-existent,
intermediate and expert;

• Standardised evaluation methodology: A scoring approach with MECE-compliant dimensions
that enables objective evaluation of target GenAI systems across diverse implementations and use
cases;

• GenAI parameters: Definition of key parameters and criteria that determine GenAI models qual-
ity based on data, architecture, performance, trustworthiness, explainability, human-AI, security,
governance and compliance dimensions, synthesised from of 35 reviewed academic sources;

• Holistic integration: A comprehensive and unified assessment approach that integrates different
works from existing literature and frameworks that evaluated generative AI, creating a holistic
assessment that considers breadth and depth of evaluation scope;

• Knowledge accessibility: Framework design that bridges technical concepts with business impli-
cations, that supports practical understanding and assessment of GenAI technological capabilities
accessible to consultants with varying levels of GenAI expertise;
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• GenAI implementation guidelines: Best practices and guidelines regarding GenAI develop-
ment and usability that serve as reference material to support consultants in their evaluations and
technology implementation across different use cases;

• Practical due diligence toolkit: Supporting materials specifically designed for due diligence
context including management questions, data request list, investment questions, scoring calcula-
tion, and presentation templates.

In addition to the academic contribution, the GenAI assessment framework constitutes a valuable
consulting asset for EY-Parthenon in its assessments of software companies that claim to be advanced
in AI technologies. EY-Parthenon has indicated that the framework is ready to be proposed to clients
and used in future technology due diligence. The framework enables consultants to discern whether
these companies genuinely utilise AI and adhere to best practices, thereby enhancing the quality of their
evaluations. This internal acceptance and explicit intention to use the tool demonstrates its practical
relevance for future GenAI engagements.

8.6 Unexpected results
During the prototyping process, we expected to be able to concentrate all of the framework material
in one document, directly use the original form of from the reference work, selected in Subsection 5.2,
and have a different structural approach to the scoring methodology. However, over the course of the
project, in collaboration with the mentors, we realised the initial strategy was neither possible nor would
it provide the best usability for the final users.

This resulted in unexpected structural changes throughout the different versions of the framework
prototype, which in its last version resulted in a satisfactory assessment framework that complied with the
requirements, was aligned to the company work methodology, had the standard layout for its materials,
and provided value to its users.

8.7 Limitations
The main limitation of this research was the impossibility of validating the assessment framework in a
real project. During the course of the nine-month thesis internship at EY-P, there were no technology due
diligence projects with generative AI. To inform our approach, we received input from senior consultants
and a senior manager, who explained what is typically assessable and what information targets usually
provide. They indicated that in most due diligence projects, the scope of the TDD can be much narrower
compared to our assessment coverage, and that targets sometimes do not provide sufficient documentation
as would be necessary to complete the assessment. Considering these constraints, rather than modify
our framework based on what previous experience suggested could be assessed in a TDD, we preferred to
deliver a comprehensive assessment covering 39 subdimensions designed specifically for GenAI, aligning
with our research objectives.

The second limitation of this research is the scope of application of the assessment framework, that is
shaped directly by the type of work the partner company does, its clients and work methodology. So, we
were unable to test and validate how the framework could be adapted to different scenarios and domains
of the economy, that could’ve provided different angles to the framework content. Other limitations
include the testing time that was limited to one month, and the number of users (8) who participated in
those sessions, and the refinement iterations made on the prototype were limited to the time available
to conclude the project.

Furthermore, since the field of Generative AI and its related literature is growing rapidly, we cite our
limitation in covering all existing literature and focusing on the most closely related literature chosen
through our research methodology, explained in Chapter 4, with a highlight for Agentic AI considerations,
as, at the beginning of this project, this technology was not widespread. Throughout the research we
observed that with the rise of Agents, new concerns, especially regarding security and access emerged
and would require further research.

Although these limitations constrained the results of the current research, they also revealed open
issues from not being able to test the framework in real due diligence projects.
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8.8 Open issues
Three open issues were identified regarding the usage and usefulness of the assessment framework in real
due diligence projects.

• Open issue 1: Will consultants with low level of GenAI knowledge be able to carry out this
assessment alone relying only on the framework scoring, the maturity level descriptions, or will
they need additional knowledge and support?;

• Open issue 2: How feasible this assessment is in a real life scenario, and throughout different
kinds of generative AI assets?;

• Open issue 3: What would be the level of documentation access the company would get from
clients to be able to carry the assessment, and working with limited documentation and relying on
the management questions, would it be enough to complete it?.

These open issues are dependent on testing the assessment framework in real due diligence projects
and observe and quantify the impact of consultants using the tool through projects as well as the efficacy
in evaluating different kinds of GenAI use cases, and the interaction with the client. All of these issues
could be answered by conducting tests with GenAI due diligence projects and observing the interaction
of users, consultants, in using the material throughout the technology diligence process.

Beyond these implementation issues, the framework’s usability underwent a separate review from a
strategic and business perspective, that revealed gaps for future work.

8.9 Future work
Following project completion at EY-P, there was a final review with a business, strategy, and investor
lens. This revision was done by the EY-P mentors to identify possible gaps in the framework that were
less technical and more connected to possible investor theses and business questions. Afterwards, senior
consultants and management also reviewed the framework, posing questions about the translation of the
technical content into TDD practicalities.

The revision of this research identified several opportunities for extending the framework, including
content gaps and research questions about practical application.

First, we identified the following content gaps:

• Guardrails;

• Financial cost including people FTE (full-time equivalent);

• Onboarding AI products;

• Product assessment metrics;

• Model theft and user access;

• ROI assessment.

Second, questions emerged about how to translate the technical aspects of the assessment into the
TDD decision-making process:

• Q1: How should subdimensions be prioritized for different application types?

• Q2: Which framework subdimensions are most important for which use case?

• Q3: How can importance be explained to investors, either by revenue impact or compliance neces-
sity?*

• Q4: How can the cost to fix issues found during TDD be calculated?

• Q5: How can we assess GenAI models’ unique value proposition characteristics while understanding
their technical moats?
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*Aside from the defined investment questions perspective.
The identified gaps represent an opportunity to extend the framework’s applicability and interpreta-

tion by connecting scoring results to business impact. First, the content gaps identified are subject to
the TDD and strategy context, and not all items necessarily would fit the assessment framework per se,
but they could be added to the supporting project materials.

Addressing Q1 and Q2 requires work to analyse and classify the framework content and create a
methodological guide based on use cases and GenAI applications types, and they should be a medium-
term activity. These questions should take into account TDD time constraints (projects may be as short
as one week or less) and the length of assessment, in order to define a prioritization that considers what
is most important for each type of GenAI assessment.

Questions Q3, Q4, and Q5 represent long-term activities and would require deep research. The
question Q3 requires analysis to define and quantify, for each subdimension of the framework, its impact
and importance, which could then be translated into TDD materials. Q4 would require a benchmark of
issue costs, organized by use case, application, size of the application, and other factors. Finally, Q5,
which is related to the Sub-research questions 4 and 5, needs application of the assessment framework
into real TDD scenarios, and observation of results.

The future work, areas range from short-term additions to long-term research questions, their work
would further enhance the applicability and tailor the framework to specific concerns of technology due
diligence projects.
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Chapter 9

Conclusion

This thesis aimed to develop a comprehensive, standardized assessment framework for evaluating Gen-
erative AI systems in technology due diligence projects. It addresses a literature gap about the lack of
an unified framework that integrates multiple concepts and assessment perspectives that are applicable
to diverse Generative AI implementations and use cases, particularly for the due diligence transactions
evaluations.

We used the research through design method, as the artefact creation was the research, and its outcome
was the GenAI assessment framework, combined with design thinking project phases of immersion,
ideation, prototyping, and testing. This approach provides an effective methodology to our research
problem, particularly for translating technical literature knowledge into an assessment tool that bridges
theoretical concepts with practical application.

The main result of the research is the GenAI-specific assessment framework, containing three cate-
gories, nine assessment dimensions, and 39 subdimensions, featuring a standardised 1-3-5 maturity level
scoring model, not currently found in existing literature or publicly available market solutions to the
author’s knowledge. The framework was specifically created for assessing GenAI systems during technol-
ogy due diligence engagements. The testing of the framework revealed that even consultants with little
knowledge of GenAI were able to assess a GenAI case by using the framework, and we were able to comply
with all the defined requirements. The TAM questionnaire results supported the framework acceptance,
with a mean score of 3.06 out of 4 indicating overall agreement of the users with the framework.

The created GenAI assessment framework establish a foundation for GenAI assessment that can
evolve with the technology, contributing to a standardised evaluation methodology, defining key param-
eters and criteria that determine GenAI models quality. The framework features a design that bridges
technical elements with business implications, enabling future integration of emerging concepts while
maintaining its core structure. The research produced materials specifically created to support tech-
nology due diligence project process. Its main limitation was the lack of validation of the assessment
framework in a due diligence project, leading to open issues about feasibility, documentation access, and
usability of the framework in real contexts.

Future work includes short-term content additions and long-term research questions (e.g., prioriti-
sation of subdimensions and translation of technical aspects into specific TDD considerations), which
would further enhance the applicability and tailor the framework to specific concerns of technology due
diligence projects.
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Appendix A

Project timeline

Phase Period Key Activities
Pre-Immersion Feb-Mar 2025 Literature search, foundational reading
Immersion April-May 2025 Internal research, shadowing TDD,

questionnaire, conversations
Ideation May-June 2025 Process mapping, material organization,

co-design session
Prototyping June-Sept 2025 Framework development (V1→V5),

weekly co-design iterations
Testing Sept-Oct 2025 Usability testing (8 participants),

TAM questionnaire
Refinement Oct-Dec 2025 Post-testing iterations, final framework,

thesis writing

Table A.1: Research project timeline (2025)
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Appendix B

Immersion material: GenAI knowledge
and technology due diligence
experience questionnaire

Demographics

1. What is your role?

• Intern

• Consultant

• Sr. Consultant

• Manager

• Sr. Manager

• Director

• Partner

2. Age Group

• 18 - 24

• 25 - 34

• 35 - 44

• 45 +

Generative AI Knowledge
The next few questions are designed to quantify technical aspects regarding Generative AI technology.

3. For the following statements respond in terms of Strongly Disagree to Strongly agree:

a) I can explain in simple terms what generative AI is and how it differs from other types of AI
(e.g., discriminative models)

b) I understand the basic concepts of large language models (LLMs) and how they function

c) I understand the concepts of pre-training and fine-tuning in the generative AI training process

d) I can identify the types of data sources required for train generative AI models

e) I am familiar with different techniques used in training generative AI models, such as supervised,
unsupervised and reinforcement learning

f) I can distinguish between different generative AI architectures (e.g., transformer-based models,
diffusion models, GANs, VAEs, etc.)

g) I understand how to evaluate generative AI performance using appropriate metrics

h) I understand the concept of hallucinations in generative AI and strategies to mitigate them
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i) I can explain how Retrieval-Augmented Generation (RAG) works and its benefits over stan-
dalone generative AI

j) I understand how to implement guardrails and safety measures when deploying generative AI
solutions. (e.g., content filtering and flag, human-in-the-loop)

k) I understand the computational and environmental impact associated with training and running
generative AI models

l) I understand the data privacy and security implications of deploying generative AI in enterprise
environments

m) I can identify and assess the data privacy and security risks when integrating third-party
generative AI tools into business applications

n) I am aware of ethical considerations and potential biases in generative AI implementations

o) I am familiar with specific regulations governing AI/generative AI in Europe, (e.g., EU AI Act,
GDPR)

p) I can identify business processes where generative AI would provide significant value versus
where it would be ineffective

q) I understand how training data quality affects model performance

(Scale for all items: Strongly Disagree / Disagree / Neutral / Agree / Strongly Agree)

Technical Evaluation Process

4. How many Technical DD’s have you contributed on?

• 0

• 1-5

• 6-10

• 11-15

• 16-20

• 20+

5. What aspects do you focus on a technical evaluation?

•

6. Have you ever performed a technical (maturity) assessment of (Gen)AI-native companies?

• Yes

• No

Note: here the questionnaire branches, if the answer is yes go to section "Technical Evaluation
Process [Cont]", if the answer is no go to section "GenAI/AI Evaluation Process".

Technical Evaluation Process [Cont]

7. What were the tools used in the evaluation process? (Eg. framework/excel template, benchmarks,
google search, GPTs, past projects, own experience)

•

8. What are the most challenging steps and main pain points you encountered during the technology
due diligence and evaluation process?

•

9. What did you miss during the technical assessment, or what additional information or resources
would have benefited your evaluation process?

•
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10. Would you feel confident conducting a GenAI maturity assessment of a target organization with
your own experience and knowledge?

• Yes

• No

• Maybe

11. Can you briefly outline your hypothetical approach to this assessment?

•

GenAI/AI Evaluation Process

12. What model of GenAI or AI did you evaluate? e.g., Transformers, Generative Adversarial Networks
(GANs), Variational Autoencoders (VAEs), etc.

•

13. In the evaluation, what were the main priorities when assessing the GenAI/AI model?

•

14. Were there any differences between a GenAI/AI technical DD and other technologies evaluations?

•

15. What were the tools used in the evaluation process? (Eg. framework/excel template, benchmarks,
google search, GPTs, past projects, own experience)

•

16. What are the most challenging steps and main pain points you encountered during the GenAI/AI
due diligence and evaluation process?

•

17. What did you miss during the GenAI assessment, or what additional information or resources
would have benefited your evaluation process?

•
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Appendix C

Testing material: mock case

Techflow AI Solutions B.V.
Mock investment due diligence case, created with Perplexity AI

COMPANY PROFILE
Founded: 2019 | Location: Amsterdam, Netherlands
Industry: Logistics Technology (B2B SaaS)
Target Market: Mid-sized European logistics companies (50-500 employees)

TechFlow AI Solutions provides AI-powered logistics optimization platform serving 180+ companies
across Europe. The company transformed from traditional rule-based software to generative AI-driven
solutions in 2024.

CORE AI IMPLEMENTATION
Primary Use Case: Intelligent Route Optimization
TechFlow’s platform uses generative AI to create optimal delivery routes by processing real-time traffic
data, weather conditions, vehicle capacity constraints, and customer preferences. The system generates
natural language explanations for route decisions and provides predictive insights about potential delays.

AI Technology Stack:

• Core Model: GPT-4 Turbo fine-tuned on logistics data

• Implementation: Cloud-based API integration with existing customer systems

• Training Data: 2.5 million historical delivery records, weather patterns, traffic data

• Update Frequency: Real-time optimization with daily model retraining

System Characteristics:
The AI system provides detailed explanations for its routing decisions through:

• Natural Language Summaries: Plain text explanations like "Route modified due to construction
on A4 highway, adding 12 minutes but avoiding 45-minute delay"

• Visual Decision Trees: Interactive maps showing why specific routes were chosen over alternatives

• Confidence Scoring: Each route recommendation includes confidence percentages (typically 85-
95%)

• Factor Attribution: System identifies and ranks the top 3-5 factors influencing each decision (traffic:
40%, weather: 25%, fuel efficiency: 20%, etc.)

• Historical Comparison: Shows how current recommendations compare to similar past scenarios
with outcome data

• API Response Time: Average system response time is 1.2 seconds for route calculations, with 99.5%
uptime recorded over the past 12 months
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Human Oversight: Logistics managers can override AI recommendations with one-click alternatives,
and the system learns from these interventions to improve future suggestions.

KEY FINANCIAL METRICS
Revenue Performance:

• Annual Recurring Revenue (ARR): €8.2M (2024)

• Growth Rate: 145% year-over-year

• Client Count: 180 active customers

• Average Contract Value: €45,600 per year

• Customer Retention Rate: 94%

Investment Context:

• Funding Sought: €15M Series B

• Use of Funds: 60% product development, 25% market expansion, 15% team scaling

• Current Runway: 18 months

ADDITIONAL INFORMATION

• The system processes 50,000+ route optimizations daily

• Customer satisfaction scores average 4.2/5.0 specifically for AI-generated explanations

• 12% of AI recommendations are overridden by human operators

• Average time savings per route: 18 minutes

• Fuel cost reduction: 15% average across customer base

Disclaimer: This case is designed for assessment using your generative AI evaluation framework.
Focus on applying your methodology to evaluate the technical and business aspects of TechFlow’s AI
implementation.
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Appendix D

Testing material: TAM questionnaire

Question 1 - Perceived Usefulness
To what extent would this generative AI assessment framework improve your ability to evaluate AI
implementations effectively in consulting projects?

Scale: 1 = Not at all | 2 = Slightly | 3 = Moderately| 4 = Significantly
Question 2 - Perceived Usefulness

How much would using this assessment framework enhance your confidence when making AI investment
recommendations to clients?"*

Scale: 1 = Not at all | 2 = Slightly | 3 = Moderately| 4 = Significantly
Question 3 - Perceived Ease of Use

How easy did you find it to navigate and apply the assessment framework during the evaluation process?
Scale: 1 = Very Difficult | 2 = Difficult | 3 = Easy | 4 = Very Easy
Question 4 - Output Quality

How would you rate the quality and reliability of the assessment insights generated using this framework?
Scale: 1 = Poor Quality | 2 = Fair Quality | 3 = Good Quality | 4 = Excellent Quality
Question 5 - Result Demonstrability

How clearly could you communicate and justify your assessment findings to stakeholders using this
framework?

Scale: 1 = Very Unclear | 2 = Somewhat Clear | 3 = Clear | 4 = Very Clear
Question 6 - Behavioural Intention

How likely are you to use this generative AI assessment framework in your future consulting assignments?
Scale: 1 = Very Unlikely | 2 = Unlikely | 3 = Likely | 4 = Very Likely
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Appendix E

Framework related work components

This appendix documents the academic sources used to construct each assessment dimension in the final
framework, described in the Table 7.6. For each dimension, we identify which papers contributed content
(subdimensions, metrics, definitions, or guidelines) and briefly note what was adapted.

This appendix has the objective of providing clear accountability and explain what exact sources we
used from reference material to develop our framework, giving due credit to the works.

The descriptions bellow reflect the final version of the assessment guide, not explaining the framework
prototyping evolution process versus the use of the reference materials. The prototyping framework
versioning is described in detail in Subsection 6.2 and the last two framework iterations are described in
Subsection 7.4.

E.1 Technology

E.1.1 Data
• Ungureanu and Amironesei [2023]: Legal data type classification (open source, voluntary,

protected, synthetic);

• Goyal and Mahmoud [2024]: Synthetic data generation techniques;

• Xiang [2024]: Data quality, curation process, bias considerations;

• Stober [2025]: Taxonomy of data sources.

E.1.2 Architecture
• Kalota [2024]: Transformer, GPT architectures;

• Bandi et al. [2023] Taxonomy of GenAI architectures;

• Wu et al. [2025]: RAG architecture explanation;

• Ronge et al. [2025] GenAI-AI specific caracteristics;

• Feuerriegel et al. [2024] Multi-level classification (technical-business application).

E.1.3 Performance
• Modake and Patil [2024]: Quantitative metrics (text/image-based, diversity, computational);

• Ayemowa et al. [2024]: GAN/VAE evaluation metrics (probabilistic, qualitative, ranking);

• Singh et al. [2025] Foundational model-evaluation approaches;

• Bandi et al. [2023] Task-specific metrics.
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E.2 Quality

E.2.1 Trustworthiness
• Huang et al. [2025]: Trustworthiness subdimensions framework (hallucination, sycophancy, hon-

esty, jailbreak, toxicity, bias, robustness, ethics, privacy).

E.2.2 Explainability
• Schneider [2024]: Explainable AI (XAI) desiderata, white box vs. black box, GenXAI techniques;

• Kalota [2024]: XAI definition and techniques.

• Modake and Patil [2024]: XAI metrics and explanation-quality evaluation;

• Bommasani et al. [2024]: Foundational model transparency.

E.2.3 Human-AI
• Weisz et al. [2024]: Six design principles for GenAI applications;

• Cheng and Liu [2024]: Five risk categories and best practices.

• Raut and Singh [2024]: Human autonomy and integrity harms taxonomy

E.3 Oversight

E.3.1 AI Security
• Feretzakis et al. [2024]: Privacy risks in LLMs, data privacy preserving techniques;

• Golda et al. [2024]: Privacy and security implications across 5 perspectives;

• Xiang [2024]: Bias and privacy of generated content;

• Stober [2025]: Data provenance and lawful data use;

• Ayemowa et al. [2024]: Prompt security and input-manipulation safeguards;

• Ungureanu and Amironesei [2023]: Documentation of sources and legal use of data.

E.3.2 AI Governance
• Zeng et al. [2024]: AIR Taxonomy (314 risks), EU AI Act mandatory requirements;

• Rauh et al. [2024]: Taxonomy of GenAI harms;

• Stober [2025]: Data sources and documentation requirements;

• Bommasani et al. [2024]: Transparency requirements across 6 government policies;

• Golda et al. [2024] Data handling procedures, governance structure, and risk mitigation and
reversal;

• Hacker et al. [2023] Incidents and mitigation strategies.

E.3.3 AI Compliance
• Zeng et al. [2024]: Risk taxonomy;

• Cheng and Liu [2024]: Legal and ethical risk categories;

• Hacker et al. [2023]: Three policy layers for LGAIMs derived from the EU AI Act;

• Golda et al. [2024]: Overview of data protection laws.
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E.4 Supporting Materials

E.4.1 Usability Assessment
• Kim et al. [2024]: UI/UX usability heuristics (10 heuristics, cognitive walk-through, evaluation

criteria), used in the original form.

E.4.2 Development Guide
• Bandi et al. [2023]: Development guidelines;

• Singh et al. [2025]: Implementation best practices.

E.4.3 Reference Materials
• Ronge et al. [2025]: GenAI definition (four characteristics);

• Hacker et al. [2023]: Policy standards for LGAIML regulation;

• Stober [2025]: Data source recognition techniques;

• Yu et al. [2020]: Fingerprint mechanism for AI-generated images.
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Appendix F

GenAI prompts repository

This appendix describes all the prompts used during the project, providing transparency, accountabil-
ity around the prompt process, and enabling other researchers to replicate and critically access how
Generative AI to support the development and testing of the framework.

F.1 Prompts used for the prototyping of the framework
As cited in Chapter 6, Subsection 6.3, Generative AI was used to support the creation of framework based
on the content of the selected reference work. For applicability reasons, we provide only the prompts
that were used during the prototyping of the version five and later in the refinement done in framework
the after the testing.

Additionally, we provide the MECE analysis prompt that we used during the testing, Chapter 7,
especially in the refinement of the prototype interactions Subsection 7.4.

Several prompts were tested in this phase, however the one below was the one that provided the best
results for our framework.

F.1.1 Creation of the framework’s maturity descriptions
• Tool: Perplexity AI

• Model: Claude Sonet 4.5

• Use: Those two prompt were used for all the subdimensions of the framework

Creating the maturity level ranging from 1 to 5

Prompt 1: "Based on these domains and subdomains with its own metrics create a table with maturity
levels score description from 1 to 5 for each subdomain + metric what it means for a generative AI model
to have a score of 1 vs 3 vs 5 in [insert: topic]. In the domains descriptions, include the subdomains
topics.

Each maturity score description needs to be descriptive in a user friendly language that help con-
sultants, that may or may have not a technical background, know what maturity level looks like when
scoring and assessment the target company generative AI, consider maturity 5 like state of the art / top
notch.

Use the academic paper(s) attached to create the metrics and cite all the quote that justifies the
levels.

Expected output: row with domain/ subdomain / metric / maturity level 1 / maturity level 2 /
maturity level 3 / maturity level 4 / maturity level 5

Include also 3 - 4 key indicators for each level"

Creation of the maturity level only for 1-3-5

Prompt 2: "I am creating a generative AI assessment framework, containing [insert: topic] as an assess-
ment domain. I need to create maturity levels descriptions, based on the content of the academic papers
provided [attachment: academic papers pdf files]. This assessment is to be used by consultants, with
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technical and without technical knowledge, during technical due diligence assessments, so the language
needs to be simple and user-friendly.

The maturity levels are to be maturity 1 - non existent / maturity 3 - intermediate / maturity 5 -
expert

Create this descriptions providing detail and key indicators for each maturity level
Use the correct English grammar
Start every sentence of the maturity level descriptions with "- target has", or "-target has not" or

similar wording
Expected output: table with rows organised by subdomain / maturity 1/ maturity 3/ maturity 5 "

F.1.2 MECE analysis
• Tool: Perplexity AI

• Model: Claude Sonet 4.5

• Use: Perform MECE analysis throughout the framework content

Prompt for MECE analysis: "Make a complete detailed MECE analysis of the [insert: category]
category including [insert:subdomains names] subdomains content, considering also the maturity levels
against all the other categories/domains/subdmomains of this framework. My goal is to identify the
content from the [insert: category] category that is already elsewhere in the assessment framework
for GenAI. Provide me the output with detailed quotes showing where the framework is not MECE
compliant"

F.2 Prompts used in the testing phase
As mentioned in 7, perplexity was used to support the creation of some aspects of the testing material,
including the mock case, the questionnaire and the testing agenda. Here are the prompts for the last
two items.

F.2.1 Interactions to create the first long mock case
• Tool: Perplexity AI

• Model: Claude Sonet 4.5

• Mode: Deep research

• Use: Diverse interactions were needed to result in the final version of the long mock case

First interaction

Input: "You are a consultant writing a mock case to test out a assessment framework guide for generative
AI in due diligence transaction projects. The assessment framework guide in is ppt format, the goal of
the slide deck is: "This guide is used to evaluate Generative AI during a technology due diligence.

In a technical DD, when a company uses generative AI is necessary to understand what kind of
model and use case it actually has. Then evaluate the model operation, quality and compliance." The
assessment guide agenda is:

• Usage guide – how to apply this framework

• Detailed assessment dimensions

• Operational

• Quality

• Compliance

• Usability assessment

• Development guide
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• Reference materials

• Appendix

The goal for the mock case is to be used as a reference case when testing out the guide material with
a group of consultants (aprox. 6), the dynamic is to go through the assessment guide sections. The
requirements for the case:

• Tech due diligence mock case scenario that is realistic

• Buy side tech due diligence

• It needs to have the technology of generative AI.

• Closer to the practice → normal company with technology → application layer

• Country of reference: Netherlands market (can be mixed with other European countries such as
France, Italy, Belgium etc)

core thing → find out what their testing subject attitude is towards the instrument, and with the
help of the mock case help them visualize and apply the assessment and guide the discussion for the
subjects to be able to evaluate the assessment and provide feedback and improvements"

Second interaction

Input: "Modify this mock use case document [attachment: mock case 1 - v2 - deep research]. Delete
the sections "Technical Challenges & Risks and Competitive Landscape

Modify: Make the beginning of the case more narrative in the executive summary and company
provide sections. one page of actual context of the company before the next section

Keep" the Generative AI Technology Stack as it is"

Third interaction

Input: "Provide a second version [attachment: mock case 1 - v2 - deep research], where the AI platform
is one of the offerings of the company and the main service, but the company needed to move all the
data and business into this AI platform, "" migrating"" the original solution. Now they are finished
moving the client database and are fine tuning the AI platform to support the original database, also
considering the 2025 technology developments.

Modify and provide a new text not a pdf"
Based on the original mock case, that was more than 10 pages long, we created the smaller mock

case version to be used in the usability tests.

F.2.2 Interactions to crate the second small mock case
• Tool: Perplexity AI

• Model: Claude Sonet 4.0

• Mode: Pro research

• Use: Diverse interactions were needed to result in the final version of the small mock case

First interaction

Input: "I need a new version of this mock case, create a new case with this new structure and pro-
viding textual descriptive information about the core AI implementation explainability characteristics
[attachment: mock case 1 - v3 - deep research]"
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Second interaction

Input: "Consider that these are the subdimensions for generative AI explanability evaluation [insert:
subdimensions]. Does the case provide aligned but not direct information that allows the user to complete
this assessment? The case does not need to provide all of these assessment dimensions themes, but a few
because not having those things could also be a realistic possibility.

analyse the current match of information and what is currently in the mock case"
Third interaction Input: "Provide me quotes from the use case document that matches the subdi-

mensions themes so I can see where the information could be found in the document"

Fourth interaction

Input: "Make modifications on the streamlined_mock_case_techflow.md -> take out explainability
characteristics and put only system characteristics: with all the bullets but include another additional
bullet with another information that is not explainability related. take out the assessment challenge part
put the available information part as additional information take out decision point part"

The output of this last and final iteration is documented in AppendixC.

F.2.3 Iterations to create the TAM questionnaire
• Tool: Perplexity AI

• Model: Claude 4.0 Sonet

• Title: TAM questionnaire for test

• Reference paper: [Davis et al., 1989]

List of iteration messages to create the TAM questionnaire:

• Message 1: Based on Davis tam, and the case on the paper create a 5 question, tam model, to
test a generative ai assessment guide in ppt format;

• Message 2: Refactor the 5 questions considering that this guide would be used during technology
due diligence assessment;

• Message 3: Recap the tam questionnaire;

• Message 4: Provide a new version, addressing the concerns on question 2, that it should focus on
purely on easy of use, and 5, that had mixed concepts. and using a 4 level scale instead of 7;

• Message 5: Recap the new tam questionaire version with all questions;

• Message 6: What are the tam3 version constructs? what would be a new questionnaire version
that incorporates more constructs?;

• Message 7: For the mock use case and assessment subdimensions content, what are the most
relevant constructs of TAM?;

• Message 8: Create a new TAM questionaire, with max 10 questions but ideally 5, comprehensive
of those constrains of TAM for this specific use test. Perceived Usefulness; Perceived Ease of Use;
Behavioural Intention; Output quality and Result demonstrability;

• Message 9: Create a section before the questions with the academic definition of each construct,
base it on the original academic papers of tam, tam2 and tam3.

The output of this last and final iteration is documented in AppendixD.
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F.2.4 Iterations to create the agenda for testing session
• Tool: Perplexity AI

• Model: Claude 4.0 Sonet

• Title: Agenda for test

• Message 1: Provide me a feedback on the agenda for the user test, designed for 1 hour or 1.5
hour testing agenda: explain the material -> slide deck + spreadsheet go through the usage guide
-> present on the slide deck provide investment questions (2) -> to guide the test provide a mock
case scenario with factual information -> to test the usability of the slide deck material with a
actual case mimicking a real life scenario ask to perform one dimensions assessment and calculate
the score -> using the spreadsheet ask the TAM questions -> will provide them later

• Message 2: So the flow would be to present the mock case + the materials with specific questions
and see how users would use it naturally?

• Message 3: But if i want to focus on the TAM questionnaire validation with questions (draft of
the questions not final version)-> how the testing flow needs to be adjusted? or by providing a
task + the materials and then asking the tam-based survey questions is the structure to have? +
TAM questionnaire from previous section

• Message 4 Could you create a instructions sheet or agenda recapping the structure of the user
testing session?

• Message 5: I am going to be using this case and this tam questionnaire [inputted last version of
tam questionnaire] in the use test, recap the agenda for the whole use test

The output of this last and final iteration is documented in Chapter 7.2.1.
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