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Abstract

Detecting adversarial attacks remains challenging: most detectors either collapse under
white-box scrutiny or fail to generalize across attack types. In order to address these mat-
ters, we revisit the uninformed students anomaly detection framework—originally devised for
industrial defect inspection—and show that, with two simple modifications, it becomes a pow-
erful detector of adversarial examples. First, we replace the distilled teacher by a pre-trained
ResNet-18, eliminating the extra distillation stage while increasing architectural mismatch;
second, we train an ensemble of students on clean data only, so the /5 imitation discrepancy
between teacher and students serves as an attack-agnostic anomaly score. In an extensive
experimental evaluation across four well-known image datasets, our detector was able to
outperform other state-of-the-art methods in half of the explored datasets, and it performs
similarly at detecting large magnitude attacks on the other datasets. Furthermore, when the
attacker also targets the detector model with white-box knowledge, our detector was the only
one to remain robust in two out of the four dataset, whereas in the other two datasets all
detectors fail. These results demonstrate a simple, label-free route to harden vision models
against white-box adversaries.
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Chapter 1

Introduction

Adversarial attacks pose an ongoing and critical challenge to the robustness of neural net-
works. Such attacks involve carefully crafted perturbations—often indistinguishable by humans—
that manipulate a model into making incorrect predictions. Despite substantial progress,
reliably detecting adversarial examples remains elusive, primarily due to adversaries’ adapt-
ability and the limitations inherent in current detection strategies.

Numerous detection mechanisms have been proposed, varying from supervised classifiers
trained explicitly on adversarial examples [19, 15, 33, 21, 13], to unsupervised methods aiming
to capture anomalies in data distribution [20, 12, 15, 24, 30, 28]. However, supervised detec-
tors frequently fail to generalize beyond the attack types they are trained on and are therefore
inherently vulnerable to novel attacks [9]. Conversely, unsupervised detectors, though the-
oretically attractive due to their attack-agnostic nature, often exhibit poor resilience when
subjected to perfect knowledge adversaries [9], that is, adversaries possessing complete knowl-
edge not only of the classifier but also of the detection strategy. In this regard, the goal is
to design a robust system where an attacker is only able to successfully attack either the
target classifier, or the detector, but not both at the same time. This remains, to date, a
requirement that has proven elusive, and to address this challenge, we assess our detector
within this context and show significant progress over existing solutions.

In recent years, anomaly detection has emerged prominently in industrial and manufactur-
ing applications, effectively distinguishing defective products from normal samples through
models trained exclusively on non-defective (normal) data. Notably, the uninformed students
framework by Bergmann et al. [7] demonstrated exceptional performance in such industrial
contexts by leveraging a teacher-student paradigm where student networks are trained to
imitate a teacher’s feature representations from normal data, with discrepancies highlighting
anomalies.

Motivated by this promising paradigm, we propose adapting the uninformed students
framework specifically for adversarial attack detection. Our approach introduces two critical
innovations. First, we directly employ a pretrained ResNet-18 as the teacher network, thus
skipping the additional distillation step originally proposed to reduce the computational
cost. This modification enhances robustness by ensuring an architectural mismatch between
teacher and students, preventing students from mimicking anomalous (adversarial) features
inadvertently. Second, we train an ensemble of student models exclusively on clean images,
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Chapter 1. Introduction

using the resulting imitation discrepancies as an unsupervised, universally-applicable anomaly
score.

In a nutshell, the resulting method will take as input an image to be classified, and returns
an anomaly score. Here, a low anomaly score indicates that the image is likely a natural image,
and a high anomaly score indicates that the image is likely an adversarial attack. Generally,
if the method is well-behaved, adversarial attacks with a low magnitude will result in a
relatively low anomaly score, whereas adversarial attacks with a high magnitude will result
in a high anomaly score. As a result, the method is expected to perform well on detecting
adversarial attacks with a high magnitude. While it is arguably equally important to detect
adversarial attacks with a low magnitude, it is important to note that in this regime many
other complementary methods exists, such as robust training methods [14, 31, 48] and neural
network verification [23, 47, 49].

Summarizing, our contributions are the following:

e A new adversarial attack detection method, inspired by the uninformed students frame-
work by Bergmann et al. [7]. This is expected to perform well on detecting adversarial
attacks with a high magnitude.

e We extensively evaluate the performance of this method across various attack magni-
tudes on 4 common image datasets. We compare the method against 3 state-of-the-art
methods.

e Following the evaluation protocol of Carlini and Wagner [9], we perform a perfect knowl-
edge attack, in which the attacker does not only have access to all information of the
classifier, but also to the detection method. We compare the performance of the pro-
posed method in this setting against the same state-of-the-art methods.



Chapter 2

Background

This chapter surveys the concepts we build on. We review adversarial robustness and at-
tack methods, outline major defense families, and position adversarial detection within that
landscape, connecting it to unsupervised anomaly detection.

2.1 Foundations of adversarial robustness

The notion of neural network robustness has evolved from simple tolerance to sensor noise
toward resilience against meticulously engineered adversarial examples. A pivotal milestone
was the Fast Gradient Sign Method (FGSM) [14], which revealed the vulnerability of modern
deep models and started a surge of research into certified bounds, adversarial training, and
robustness metrics. Today, robustness is often used to refer to a model’s ability to maintain
correct predictions across both natural and worst-case input variations, providing a comple-
mentary lens to conventional generalization.

2.1.1 Adversarial attacks

Adversarial attacks, illustrated in Figure 2.1, are often described as finding a perturbation ¢
that can be applied to an input image = to generate an adversarial example 2’ = x + § that
can lead the network defined by its parameters 6, and its forward function f(z,6) to predict
an output different than the ground truth label v, or even a particular target label y'. This
latter scenario is often referred to as a targeted attack, whereas the first one is usually called
an untargeted attack. That perturbation ¢ is often limited to a maximum value € under a
distance metric £,-norm that measures how large the perturbation is. We use the ¢,-norm
definition provided by Carlini and Wagner [10], where for a given §:

b=I101l= o/ D 16l (2.1)
Vo, €6

Here, i indexes each individual coordinate of ¢ (a pixel or pixel-channel entry), and p specifies
how these per-coordinate magnitudes are aggregated into a single value. With the constraint
]|, < €, common choices of p yield:
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Figure 2.1: Clean versus adversarial examples across datasets. Rows show the original and
perturbed inputs; column headers name the dataset. Confidence values are soft-max proba-
bilities. Borders: green = correct, red = mis-classified.

e /y: Number of modified coordinates, ) .[d; # 0] (how many pixels are changed);
e /y: Euclidean distance, /), 07 (many small changes can sum to a small overall shift);

e /.: Maximum absolute change, max; |0;| (distance of the most perturbed pixel).

Then, within those bounds different attacks can be defined, based on how the ¢ is found.
For instance, using FSGM, a one-step attack where we obtain the perturbation by maximizing
the classifier’s loss L:

Then, within those bounds, different attacks can be defined based on how the perturbation
0 is found. For example, in FGSM, the goal is to obtain the perturbation that maximizes the
classifier’s loss £ under the ¢, constraint. Denoting this optimal perturbation by §*:

§* = arg max L(f(z+0,0),y), (2.2)

16]lp<e

This would correspond to the variant used for an untargeted attack, the type of attack
that only attempts to force a misclassification. On the other hand, a targeted attack attempts
to force the network to predict a particular class ¢/, which for the FGSM can be achieved via
the following:
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2.1. Foundations of adversarial robustness

0% = arg ||I§ia§ L(f(x+0,0),y) — L(f(x+,0),y). (2.3)
p<e

In essence, this approach searches for the point which has the minimum loss in the e-
neighbor ball via a single step. The Basic Iterative Method (BIM), proposed by Kurakin et al.
[26], is an evolution of this concept, which employs several of these steps in an iterative search
to craft a more effective attack. In order to make this attack work, two key modifications
have to be made: First, a step size 1 has to be introduced to control the aggressiveness of
the search. Then, a Clip function has to be introduced to ensure the § remains within the

defined bounds:

Ot41 = Clips(0r + 1 - sign(VL(f(x + 01, 6),v))) (2.4)
Here the Clips. function denotes the projection of its argument to the e-neighbor ball
B.(0) = {6 R : ||§], < e}, and it is used after every step. When in addition, the

9 is randomly initialized, as proposed in Madry et al. [31], this algorithm is referred to as
Projected Gradient Descent (PGD), which one of the strongest adversarial attacks in the
literature.

2.1.2 Methods against adversarial attacks

As a counterpart to adversarial attacks, researchers have been coming up with different
defensive strategies to prevent or mitigate the effect of such attacks. In this regard, a large
variety of defense mechanisms have been proposed.

For instance, some works have focused on addressing the existence of these attacks by
incorporating various techniques during the training phase of a neural network that enhance
their robustness during inference. Notable examples of this are adversarial training techniques
[14, 31, 48], that expose the network to adversarial examples during the training phase, which
has been proven to significantly enhance the robustness of the trained neural network. This
type of technique usually comes with the trade-off of slightly reduced accuracy on natural
images, as well as longer training time.

A complementary line of work, certified defenses [37, 11, 47], aims to provide provable
guarantees. Certified defenses integrate a mathematical bound (e.g., interval bound propaga-
tion, linear relaxation, or randomized smoothing) into the loss function. The resulting model
comes with a certificate that no perturbation within a prescribed ¢, ball of radius € can
change the predicted label. These guarantees come at the price of increased computational
cost (during training, inference, or both) and often limit model complexity.

Another line of work is neural network verification, which applies formal methods to
determine whether a fixed, trained model is provably robust for a given input (or region)
and perturbation budget. Unlike certified defenses, which integrate robustness guarantees
directly into training, verification is typically applied post hoc: solvers either prove that no
adversarial example exists within an ¢, ball or return a concrete counterexample. Early exact
methods such as Rel.Uplex [23] reason over ReLLU activations to provide sound, complete
guarantees at the cost of scalability, while later relaxations accelerate verification by over-
approximating nonlinear layers and tightening bounds layer by layer [49]. In practice, these
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Chapter 2. Background

techniques offer strong, instance-level assurances but still face trade-offs between tightness
and runtime, making them most suitable for auditing safety-critical inputs or as a complement
to training-time defenses.

The last approach, and the one where our method falls in, is the adversarial attack detec-
tors. This type of defensive mechanism aims to identify which images have been adversarially
modified. Usually this comes at the cost of some extra computation, as well as accepting a
certain false positive rate on natural images, but offers the advantage of identifying that an
attack has happened, in contrast to remaining robust, but unaware of the attack. Another
significant difference with regards to the other adversarial defenses is that they usually are
more effective against larger attacks. While these are usually not recognized as the most con-
cerning attacks, in many cases they can only be addressed via an adversarial attack detector,
placing this type of techniques in a unique place.

2.1.3 Threat model

When designing an adversarial defense, it is very important to consider the threat model
against which it is intended to defend. The threat model, in essence, is the adversary’s
knowledge of the system it targets. Usually this is focused on the target classifier and framed
in terms of white box (that is, full knowledge of the classifier, including training data, archi-
tecture weights...) or black box (no direct knowledge, apart from what can be inferred from a
limited number of queries), but in practice there is a full spectrum of possibilities, including
intermediate cases between those two (gray box) where partial information is available. In
addition, when designing a defensive strategy, a new class of attacks must also be considered
based on the knowledge they possess about the defensive mechanism itself. In the field of
adversarial attack detection, usually one of two threat models is used:

Zero detector knowledge attack The adversary possesses white-box access to the classi-
fier (fully aware of its architecture, parameters, and training procedure) but has no knowledge
about the detection mechanism. FGSM, PGD or BIM, in their default configurations, are
typical examples of zero detector knowledge attacks.

Perfect knowledge attack The adversary has complete white-box access to both the
classifier and the detection system, including all parameters, architectures, and detection
strategies employed. For this we implement a modified version of the PGD attack, following
the guidelines described in Carlini and Wagner [9], and following the design implemented in
Wang et al. [46]:

e Detection-aware PGD: A modified version of the PGD attack, under the perfect knowl-
edge attack scenario.

Let f(x,0.) : RE— R be the classifier and AS(z) the detector’s anomaly score. A joint
white-box adversary minimizes

Lop(z) = L(f(2,0),y) —a- AS(z), a >0, (2.5)
Lels Let
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with the constraint ||6]|, <e, and a trade-off parameter « is used to control how much
the attack is focused on the classifier or the detector. Then, at each PGD step we
update with the gradient direction

d41 = Clips (64 + 1 - sign(V Ly (x)) (2.6)

Where Clips . denotes the projection that clips any updated point back onto the ¢, ball
B.(0) = {6 €R?:||6]|, < e}, ensuring the perturbation budget is never exceeded.

There exist additional attack scenarios beyond those explicitly covered here, such as sit-
uations where the attacker does not possess complete knowledge of the classifier (partial
knowledge) [38], or cases where the attacker has only limited insights into the detection sys-
tem, such as knowledge restricted to either the detection strategy, the model architecture,
and/or the training data. For instance, Meng and Chen [32], define a scenario where many
identical detectors are trained under different random seeds, then at inference it is expected
that one of this detectors will be used, but that the attacker is not aware of which. Although
these alternative scenarios may be more realistic than perfect-knowledge attacks, the com-
mon practice is to (i) assume full white-box knowledge of the classifier to make the setting
maximally challenging, and (ii) complement this with evaluations at the two extremes of de-
tector knowledge (no knowledge and perfect knowledge) to cover the full spectrum of possible
adversarial conditions.

2.2 The landscape of adversarial attack detectors

Adversarial detection methods might be broadly decomposed into three families: auxiliary
classifiers that complement a primary model (either via a dedicated “detector” head, or via
a separate classifier) trained to distinguish clean from perturbed inputs [19, 15, 33, 21, 13];
statistical-fingerprinting techniques that monitor shifts in feature-space or in the images
themselves [20, 12, 15, 24, 30, 28|; and input-transformation or consistency-based schemes
that apply pre-processing and reject examples whose predicted labels vary excessively under
these transformations [29, 51]. For a more extensive look into adversarial attack detectors,
we refer the reader to the survey by Aldahdooh et al. [1].

Despite their apparent diversity, these approaches commonly have some fundamental
shortcomings [9]: They either (i) are trained in a supervised manner for a given type of
attack, which in turn means that they will not be reliable at detecting other types of attacks,
or (ii) are only effective on a given dataset, or (iii) rely on some statistic that, when known,
is easy to incorporate into an undetectable attack. Following up on that, most detectors do
not test a setting where both the classifier and the detector (and all their settings) are known
and exploited by the attacker.

Park and Kang [36] propose a similar framework to we will propose, using a student-
teacher setting, but with an approach closer to the feature pyramid matching method pro-
posed by Wang et al. [45]. The main difference is that they implement it using supervised
learning, as they train their method by simultaneously minimizing the difference between the
teacher and the student both when using natural images, and when the teacher uses a natu-
ral image and the student an FGSM adversarial example. This training technique explicitly
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Chapter 2. Background

maximizes the learned anomaly score when provided with an adversarial image for the attack
used during training, meaning it is clearly a supervised method. While this is an interesting
and powerful approach, in our work we focus on unsupervised detectors.

In the following, we provide a brief overview of several representative detection methods
from the literature that will serve as baselines in our experiments. While these approaches
differ in their underlying principles, they illustrate the range of strategies explored for ad-
versarial detection and highlight the challenges our proposed unsupervised method aims to
address.

2.2.1 ACGAN

In their work, Wang et al. [46] exploit a class-conditional GAN scheme to train a discriminator
model that can later on be used as an adversarial attack detector. In more detail, a GAN
network usually consists of:

e A generator network with parameters 6 and forward function fg(z,60q), that trans-
forms a uniform random vector z into a synthetic image z, = f(z,0¢).

e A discriminator network with parameters 6p and forward function fp(z,0p) that takes
the input image x and outputs the predicted probability that x comes from the "real”
training set of images.

Then, during training, the generator and discriminator are optimized in an adversarial
manner: the generator aims to produce samples that are indistinguishable from real data,
while the discriminator seeks to correctly classify inputs as real or generated. This is typi-
cally formulated as a min-max game, where the discriminator maximizes the probability of
correctly labeling real and generated samples, and the generator minimizes the probability
of the discriminator correctly identifying its outputs. Over successive iterations, this compe-
tition drives the generator to produce increasingly realistic images, while the discriminator
learns more refined decision boundaries.

In their work they use the Auxiliary Classifier GAN variant proposed by Odena et al. [35],
which adds a classification head to the discriminator, that is trained to classify the images
regardless if they are generated by f(z, ), or from the training set. Then, instead of a single
value, the discriminator will provide two different outputs:

e A probability fp(x,0p) that the input image is from the training set (or a natural
image for this case). Note how this remains unchanged from the usual GAN model.

e The softmax prediction probabilities for each class fo(z,0p), that they then use as
fe(y | z,0p): the posterior probability that the image x is from class y, for every class.

Then, in their work they test different ways of aggregating the results from the dis-
criminator and the generator to detect adversarial attacks, but we will focus on the one
that consistently delivered the best results across their testing, the single discriminator test
statistic, which combines the two outputs of the discriminator network as:

Sp(z,y) =log fp(x,0p) +log fc(y | x,0p) (2.7)

14



2.2. The landscape of adversarial attack detectors

The intuition behind this statistic is that fp(x,fp) will produce small values for natural
images (training set), but larger ones for adversarial images. Although not trained explicitly
for this, by using the generator images to train the model to distinguish which images do
not belong to the training set, they argue that the model will learn to distinguish adversarial
images as well. Then, having trained fo(y | z,0p) to work both when using natural images
or generated images, the expectation is that the classifier will work also even when presented
with adversarial images, a reminiscent trait from a robust training technique. Then, for
natural images the predicted class (by the classifier) y will be expected to be correct and
aligned with fo(y | z,0p), meaning it will produce a larger value, but if 2 has been attacked,
y will likely be incorrect and misaligned with fco(y | z,6p), and so the value will be lower.
Given how both values are expected to range from [0, 1], with 0 being low, and 1 being
the larges value, when we use the logarithm of both outputs, and sum them, when working
correctly, natural images should render values close to 0 and adversarial images should render
large negative numbers.

For this model we use the implementation provided with their paper !, with the hy-
perparameters described in their paper, with some minor modifications to adapt it to our
benchmark. Namely, they upscale mnist to 32x32, which we avoid and instead use the 28x28
original image size. In addition, we also train it for SVHN using the same hyperparameters
as in CIFAR-10.

2.2.2 LID

Proposed by [30], this detector characterizes the dimensional properties of adversarial regions,
using Local Intrinsic Dimensionality (LID) [22] to construct an adversarial attack detector.

In practice, the true LID is unknown and must be estimated from data. A common
approach is to use the distances to the k nearest neighbors of a point to approximate the
local distance distribution. Ma et al. adopt the Mazimum Likelihood Estimator (MLE) [2],

which provides an efficient way to compute LID from these neighbor distances:

LID(z) = — (% > log ::3) , (2.8)

where r;(z) is the distance from x to its i-th nearest neighbor within a sample from P, and
ri(z) is the largest of these k neighbor distances.

Ma et al. observe that adversarial perturbations move a sample = off its original low-
dimensional data manifold into a region (the adversarial subspace) of much higher intrinsic

dimensionality. When LID is estimated in this new neighborhood, the value for an adversarial
example =’ tends to be significantly higher than that of its clean counterpart x. To exploit
this, they compute LID for each example at multiple layers of a pre-trained DNN, using
minibatch-based k-nearest neighbor estimation in the activation space. The resulting LID
values serve as features to train a linear regression model that distinguishes adversarial from
natural images. This last part means that although the statistic itself is unsupervised, the
method as a whole is not.

Thttps://github.com/wanghangpsu/acgan-ada
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Chapter 2. Background

We used the implementation provided by Lee et al. [28],% which used a linear regressor to
ensemble the LID statistic across layers.

2.2.3 Mahalanobis

Lee et al. [28] designed a detector that models the features of each layer of a neural net-
work and then uses the mahalanobis distance to quantify how much it deviates. To do
so, they first compute the empirical class mean i, and covariance ¥ of training samples

{(X,1,¥1), -+, (Xn,yn)} for each layer ¢:

fley = Nic > fxib), Se= %Z D (i 00) = fied) (F(x00) = fie) s (2.9)

11Y;=C c 1y;=cC

where N, is the number of training samples with label c¢. This is equivalent to fitting the
class-conditional Gaussian distributions with a tied covariance to training samples under the
maximum likelihood estimator.

Then, the mahalanobis distance can be obtained as

My(x) = max — (f(x,0;) — fle) S0 (F(%,00) = frer) (2.10)

Then, similar to Ma et al. [30] they aggregate the score across multiple layers by training a
linear regression model with the natural (and noisy) images as negative (0) samples and the
FGSM adversarial samples as positive (1).

We used a wrapper around the code from the original repository to implement this
method.? For the hyperparameters we use the ones that were found to be optimal in their
testing.

2.3 Anomaly detection

Anomaly detection is a well-know deep learning task, widely used in many applications in the
manufacturing and automation industry. It is formulated as the binary classification problem
of detecting whether a given sample is defective or not. This task usually involves visually
inspecting each manufactured sample to search for defects originating from the production
process. The main difficulty in solving such task lies in the scarcity of defective samples
6, 8, 50, 44, 18], which usually results in class imbalance that makes it an unfeasible task for
traditional classifiers. In such scenario, an anomaly detection model is used in an unsupervised
setting to learn exclusively the 'good’ samples during training. Then, at inference it will
quantify the difference between a new unseen sample and the defect-free images seen during
training via an anomaly score. Such anomaly score can then be used to determine whether a
sample is defective or not, under the assumption that ’good’ samples will have a lower score,
and defective samples a higher score. Multiple approaches have been proposed to perform
this task, such as approaches based on auto-encoders [5, 43|, generative adversarial networks
[42, 41] or a student-teacher setting [7, 45].

’https://github.com/pokaxpoka/deep_Mahalanobis_detector
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2.83. Anomaly detection

Within the context of neural network robustness, one may relate the task of detecting
anomalies (or defects in industrial parts) with that of detecting adversarial attacks. At its
core both tasks aim to identify deviations from the training image distributions, with some
key conceptual differences: In anomaly detection these deviations are on how the sample looks
(e.g. scratches, dents...) and so are usually more localized and visible. In contrast adversarial
attacks show more subtle differences in the images, are not necessarily localized (in particular
for {--type of attacks), but show larger differences in the feature maps of the target classifier
by design. Based on this, it may arise the question of how this unsupervised framework can be
exploited to detect adversarial examples. In this regard, there have already been several works
applying the principles of anomaly detection to adversarial example detection: For example,
MagNet [32] employs an auto-encoder—based adversarial detector, following principles similar
to those used in earlier anomaly detection methods. Similarly, Wang et al. [46] implement an
approach based on a Generative Adversarial Network to detect the adversarial attacks.
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Chapter 3

Methods

This chapter describes our detector. We start from the uninformed-students framework, in-
troduce architectural changes tailored to adversarial settings, define the training objective
and anomaly score, and state the desired detection properties.

3.1 Uninformed students

For our adversarial attack detector we start from the student-teacher-based anomaly detec-
tion framework proposed by Bergmann et al. [7], uninformed students. The key idea of this
method is to train an ensemble of student networks imitate a teacher network, which in their
method can be obtained via a knowledge distillation step from a classifier network trained in
a large dataset (ImageNet). This training (Figure 3.1) is achieved by optimizing the student
networks to minimize an f3-loss over the feature maps of the teacher’s output feature map
on the training images, which critically, consists only of anomaly-free images.

— Teacher

™
@
<
—] 8 [ —
2 Surrogate labels
N
YR %
] o
< i
48 N
Anomaly-free S )
Images 2
Receptive Fields Predictions
Students [xM]

Figure 3.1: Diagram of the training of the student-teacher network, extracted from Bergmann
et al. [7]. During training patches of the image are extracted and forwarded to the teacher
network. After that, the ensemble of students will be trained to regress the output of the
teacher via an ¢, loss.
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Chapter 3. Methods

Then, as exemplified in Figure 3.2, during inference deviations from the training distri-
bution are identified (the so called anomalies) as an increase in the student teacher imitation
discrepancy, measured via the regression error and predictive uncertainty. Let f(z,.., 6r) be
the prediction made by the teacher (7') at a given pixel coordinates r, ¢, and f(z,.,0s,) the
prediction of the n-th student (S,,), the regression error e(r, ¢) and the predictive uncertainty
v(r,c) are computed as:

M
1
e(r,c) = 5 Z | f(@re:0s,) = f(@re, QT)Hg (3.1)
n=1
M 2
rc) = xrca Z xrcv (32)
m=1 2

The intuition is that either a large teacher—student regression error (3.1) or a high pre-
dictive variance (3.2) suggests that the input lies outside the training manifold; a unified
imitation discrepancy metric should therefore respond to both phenomena. The combined
score, which is obtained in (3.3) below by normalizing both scores and adding them together,
quantifies the student teacher discrepancy, and it is subsequently thresholded to identify
anomalous regions.

e(r,c) —e, N v(r,c) — v,

é(r,c)+o(r,c) = (3.3)

€o Vo

This normalization is obtained by computing the mean (e,,v,) and standard deviation
(€55 Usigma) Of both scores over a validation set of anomaly-free images, and its dimensionality
can be reduced from image size to a single value via averaging. When observing the anomaly
score for natural images, the anomaly score will be very close to 0, whereas for anomalous
(adversarial) images it will be larger, with higher values indicating a larger the deviation
from the training distribution. This behavior is studied in more detail (and confirmed) in
Section 4.3.

3.2 Architectural adaptations for adversarial detection

In the original paper, the teacher and student networks share identical architectures. As men-
tioned in section 3.1, the teacher network typically undergoes an initial pretraining phase
involving knowledge distillation from a larger pretrained network (usually trained on Ima-
geNet) to a smaller patch descriptor network (see network summaries in Section 4.1.2), which
notably shares the architecture design with the student models. In contrast, we eliminate this
intermediate step by directly employing a pretrained ResNet-18 model from ImageNet as the
teacher. To facilitate efficient extraction of patches, we implement the method described by
Bailer et al. [3], which modifies the original network architecture by introducing additional
padding, removing strides, and applying a non-dimensionality-reducing MaxPooling opera-
tion.
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Figure 3.2: Diagram of the inference of the student-teacher network, extracted from Bergmann
et al. [7]. For each patch the output of the teacher and ensemble of students will be calculated
and compared. Then, the regression error and predictive variance will be used to assess how
likely it is to be an anomaly.

Students [xM]

We speculate that this architectural modification provides two primary benefits. First,
existing research has demonstrated the inherent advantage of using different architectures for
teacher and student networks [39]. When both networks share an identical architecture, the
students risk overfitting not only to the teacher’s output but also to its weights. Consequently,
the student might perfectly mimic the teacher even for anomalous inputs, severely reducing
detection capabilities. This risk becomes even more critical in the context of adversarial
examples, known to be particularly subtle and challenging to detect.

Secondly, a byproduct of using the same pretrained model and weights for the teacher
network as the classifier targeted by adversarial attacks ensures consistency in the feature
representation. Adversarial perturbations crafted against this classifier are expected to sig-
nificantly alter the feature maps generated by the teacher. Crucially, the student networks—
having been trained exclusively on natural images—would fail to accurately reproduce these
perturbed feature maps, thereby amplifying the detectability of adversarial examples.

3.3 Training objective and anomaly score

Then, working in this same direction of preventing the students learning to imitate the teacher
even on adversarial images, we implement the hard feature loss described in Batzner et al.
[4], which only uses the output elements with the highest loss for backpropagation via a ppara
parameter: Given a training image x, we apply a teacher network and a student network to
obtain the feature tensors

f(xa et)a f(.’L', 95) < RCXWXH'
For every tuple (c,w, h) we define the element-wise squared difference

Dc,w,h = (f(x78t)c,w,h - f(xaes)c,w,h)Q'
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Chapter 3. Methods

Let phara € [0, 1] be a mining factor. Compute dyarq as the ppaa-quantile of all elements
of D. The hard feature loss is then the mean over the elements whose error exceeds this
threshold:

ZDc,w,hzdhard Dc’w’h
|{<C7w7 h) | Dc,w,h > dhard}|‘

Setting pparqa = 0 reduces Lya.q to the original student—teacher loss. In our experiments
we use either ppara = 0,01 prarg = 0.999, which on average keeps approximately 10% of the
values in each of the three dimensions of D for back-propagation, depending on the dataset
(see Section 4.1.2 for more details).

Lhard -

3.4 Desiderata

We identify three desiderata that a practical adversarial detector should satisfy, together
with how we represent them in our evaluation and why the proposed student—teacher design
is expected to meet them in principle.

1. Monotonicity. Detection accuracy should grow monotonically with the perturbation
budget (€); the larger the perturbation, the easier it should be to flag.

2. Sensitivity at low e. This growth must be steep enough to catch even very small,
sub-effective attacks that do not yet fool the base classifier.

3. No safe haven. Taken together, the operating regions of the classifier and detector
should overlap so broadly that no perturbation within a practically large e-ball can
both mislead the classifier and slip past the detector.

We now outline the design aspects that make our detector well-suited to meet these
desiderata in principle:

e Desiderata 1 (Monotonicity). The teacher shares the classifier backbone, so per-
turbations that increase classification loss typically move teacher features away from
their clean manifold. Students, trained only on clean data, cannot reproduce these
off-manifold features. Both the teacher—student regression error and the ensemble vari-
ance therefore increase with ¢, and the normalized sum in (3.3) reflects this as a larger
anomaly score.

e Desiderata 2 (Sensitivity at low €). Three design choices help at small budgets:
(i) architectural mismatch (ResNet teacher vs. lightweight patch-descriptor students)
reduces the chance that students inadvertently learns to imitate perturbed features; (ii)
ensemble uncertainty provides an early-warning signal even when the bias (regression
error) is modest; (iii) the hard-feature loss (Section 3.3) focuses learning on the most
informative teacher dimensions, increasing contrast when those are slightly disturbed.
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3.4. Desiderata

e Desiderata 3 (No safe haven). With the teacher tied to the classifier, flipping the
label usually requires a feature shift that also enlarges the teacher—student discrepancy;
keeping the discrepancy small, in turn, tends to preserve the label. Because our score
combines regression error and variance, the joint optimization faced by a detection-
aware attacker induces a structural trade-off, which limits the set of inputs that can
both fool the classifier and evade detection.
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Chapter 4

Experiments

This chapter details our evaluation protocol and results. We specify datasets, models, and
threat models, compare against strong baselines across attacks and budgets, and analyze

detector behavior and robustness under perfect-knowledge attacks.

4.1 Experimental setup

This section consolidates the datasets, training details, baselines, threat models, attack pa-
rameters, and metrics used throughout our study.

4.1.1 Datasets

We conducted our experiments using four benchmark datasets extensively employed in ro-

bustness research: MNIST[27], CIFAR-10[25], SVHN|[34], and ImageNet [40]. For our evalua-

tions we use the standard dataset splits and normalization where due. See further details in

Table 4.1 below:

Dataset ‘ Resolution #Classes #Ilmages Description

MNIST 28x 28, grayscale 10 70,000 Handwritten digit images, centered and size-
normalized.

SVHN 32x32, RGB 10 99,289 Real-world house numbers from street scenes,
cropped and centered on a single digit.

CIFAR-10 32x32, RGB 10 60,000 Low-resolution natural images across diverse
object categories.

ImageNet 224x224, RGB 1,000 1,330,000 Large-scale natural image dataset with high

intra-class variation; standard ILSVRC sub-
set.

Table 4.1: Summary of datasets used, including resolution, number of classes, total images,

and brief description. Sources: [27, 34, 25, 40].
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4.1.2 Model & training settings

All networks were trained with using the Adam Optimizer (5, = 0.9, B2 = 0.999, and no
weight decay), for a maximum of 100000 iterations (and early stopping after 5 epochs). The
rest of the hyperparameters were adapted for each task according to what some short testing
showed to work best, and are described in Table 4.2.

Parameters ‘ MNIST SVHN CIFAR-10 ImageNet
Learning Rate 0.0001  0.0005 0.0005 0.00001
Batch Size 32 32 32 32
Number of Students 10 10 10 10
Patch Size 7 7 17 65
Dhard 0 0 0 0.999

Table 4.2: Summary of the hyperparameters used to train our method for the different
datasets.

All teacher and target models used ResNet-18 architecture as described in He et al.
[16], with the MNIST and SVHN networks using the same modifications as the CIFAR-10
version, with the particularity of the MNIST network having 1 input channel instead of 3. The
ImageNet model uses the implementation and weights provided in the torchvision framework.

The student networks are based on the patch descriptor networks described on Bergmann
et al. [7], with the ImageNet model using the patch 65 version, CIFAR-10 the patch 17 version
modified with double the number for filters for each hidden layer, and MNIST and SVHN
using a modified version of patch 17 with a smaller receptive field for a patch size of 7. See
Table 4.3 for a summary of these architectures.

For the training, we use only natural images, ensuring the students remain uninformed
about adversarial perturbations. For model validation and selection of the best-performing
weights, we utilized a validation set attacked using the Fast Gradient Sign Method (FGSM).
It must be noted here, that while weight selection via the validation set is useful, it is not
necessary to train our method. In addition, while the validation is performed using a FGSM
attack method, this one has only been chosen for its efficiency, and that the selection of the
attack method should not have as much of an impact on the final model as in a supervised
method. To this end, our experiments are carried out using different attacks than the one
used for validation.

4.1.3 Adversarial attacks

In our evaluations we mainly used two adversarial attacks, selected due to their prevalence
in research:

Fast Gradient Sign Method (FGSM) [14] A single-step gradient-based attack that
perturbs input images with minimal computational complexity.
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4.2. Baselines

Patch 7 Descriptor Patch 17 Descriptor
Layer Output size Kernel Stride Layer Output size Kernel Stride
Input TXTx3 - Input 17x17%x3 -

Convl 5x5x128 3x3
Conv2 3x3x256 3x3
Conv3 1x1x128 3x3
Decode 1x1x512 1x1

Convl 13x13x256 9Xx5
Conv2 9x9x512 5x5
Conv3 H5xHx512 5%x5H
Conv4 1x1x256 5%x5
Decode 1x1x512 1x1

— = = =
— = = = =

Patch 65 Descriptor

Layer Output size Kernel Stride
Input 65x65x3 -

Convl 61x61x128 5x5 1
MaxPool 30x30x128 2x2 2
Conv2 26x26x128 5x5 1
MaxPool 13x13x128 2%x2 2
Conv3 Ix9x128 5x5 1
MaxPool  4x4x128 2x2 2
Conv4 1x1x256 4x4 1
Convb 1x1x128 3x3 1

1

Decode 1x1x512 1x1

Table 4.3: Layer-wise breakdown of the three patch-descriptor networks. All convolutions use
same padding and a Leaky-ReLU with slope 5x1073. Note that same padding is used in all
layers and a modified version of the max-pooling operation that doe snot reduce dimension-
ality is used, so that the input size is kept throughout the whole network. The output size is
used to show how the field of view is achieved and propagated through the network.

Projected Gradient Descent (PGD) [31] A more powerful, iterative gradient-based
attack that provides a stronger baseline for robustness evaluation. We use this attack with 20
iterations, and a step size of 2.5 - ¢/number of steps following up the methodology described
in Madry et al. [31] to ensure the attack can reach the boundary. For simplicity no random
restarts are used.

Notably PGD is able to craft more effective attacks whilst remaining harder to detect.
For this reason we mostly base our analysis on the results obtained under this attack.

4.2 Baselines

In order to assess the performance of our method, we selected some of the most commonly
used adversarial detection methods from the state-of-the-art (see Section 4.4). For our se-
lection criteria we took into consideration their detection performance, popularity in the
literature, and availability of PyTorch code. This last point was quite important, as in order
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to perform the tests under Section 4.5, which needed to access the gradients through the
detector network, we needed all models to be implemented using PyTorch. These methods
are:

e ACGAN [46]: For this model we use the implementation provided with their paper
! with the hyperparameters described in their paper, with some minor modifications
to adapt it to our benchmark. Namely, they upscale MNIST to 32x32, which we avoid
and instead use the 28x28 original image size. In addition, we also train it for SVHN
using the same hyperparameters as in CIFAR-10.

e LID [30]: We used the implementation provided by Lee et al. [28],2 which used a linear
regressor to ensemble the LID statistic across layers.

e Mahalanobis [28]: We used a wrapper around the code from the original repository
to implement this method.? For the hyperparameters we use the ones that were found
to be optimal in their testing.

4.2.1 Evaluations metrics

The primary metric employed in our analysis is the pAUC-0.2 (partial Area Under Curve)
metric introduced by Wang et al. [46], which quantifies the area under the ROC curve up to
a false positive rate of 20%. The reason behind this choice, in comparison to using the AUC,
is that restricting evaluation to the lower end of maximum false positive rate allows us to
exclude higher rates (e.g., 50%), which would be impractically high for real-world scenarios,
and which would skew an evaluation when using the full AUC. Additionally, in some of our
tests we will use the Adversarial Detection Accuracy, defined as the percentage of adversarial
examples correctly identified as anomalous by our detection mechanism, evaluated at fixed
false positive rates of 10% and 1%, based on the natural (unperturbed) counterparts from
the same test set. For contextual comparison, we also report the accuracy of the underlying
classifier.

Lastly, to comprehensively evaluate the robustness of our entire system, on our perfect
knowledge attack we measure the Attack Success Rate (ASR), defined as the proportion of
samples where an adversarial attack successfully bypassed both the classifier and the detection
system simultaneously, considering a false positive rate of 10% for the detector. To calculate
this metric, we only consider those samples whose natural image was successfully classified
by the target model.

4.3 Behavior of the anomaly score under an adversarial
attack

Having defined our detector, first we aim to inspect the behavior of the anomaly score with
regards to an adversarial attack strength. What we hope to see here is both a steep increase

Thttps://github.com /wanghangpsu/acgan-ada
’https://github.com/pokaxpoka/deep_Mahalanobis_detector
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4.3. Behavior of the anomaly score under an adversarial attack

102 100 102 100
I 80 / L 80
o} s = 9
T 10t g T oo .
2 > 2 >
2 —— Anomaly Score (mean) } 60 g 2 —— Anomaly Score (mean) } 60 o
2 Anomaly Score (std) 5 QD SIS CETECIPTIER IR TR Anomaly Score (std) E
g -—- 10% FPR threshold g 5 -—- 10% FPR threshold $
a LN e 1% FPR threshold 5 R N S S U NS S PP 1% FPR threshold J 5
R S e Dt Tt S Classifier Accuracy (%) +40 £ = Classifier Accuracy (%) 40
E g0 © E g0 ©
g 10 s g 10 s
< <
r20 r20
107! 0 107! 0
0.00 0.05 0.10 0.15 020 0.25 030 035 0.40 0.00 0.05 0.10 0.15 020 0.25 030 035 0.40
€ (attack strength) € (attack strength)
102 100 102 100
r 80 r 80
@ s = s
T 10 g T g
h > h >
2 —— Anomaly Score (mean) } 60 o 2 —— Anomaly Score (mean) } 60 o
i ................................................ Anomaly Score (std) 5 i Anomaly Score (std) 5
£ --- 10% FPR threshold $ SN e ¥ 4 i M e --- 10% FPR threshold $
b SR O S 5 WS SIS O B EE 1% FPR threshold 5 "I R . 4 W S W O 1% FPR threshold 5
= Classifier Accuracy (%) 40 % = Classifier Accuracy (%) |40 %
£ a £ a
§ 10 s s S
< <
r20 r20
107t 0 0
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40 0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
€ (attack strength) € (attack strength)
CIFAR-10 ImageNet

Figure 4.1: Anomaly score obtained by our detector and classifier accuracy displayed for
varying FGSM /, perturbation magnitude (¢) on MNIST (a), SVHN (b), CIFAR-10 (c) and
ImageNet (d). The 10% and 1% false positive rate thresholds have also been displayed for
reference.

in the anomaly score in comparison to what is obtained for natural images, as well as the
monotonicity characteristic described in Section 3.4.

Experiment We attack a target classifier model on all four datasets with an ¢, FGSM
attack under a zero detector knowledge attack scenario. This choice allows us to change the
magnitude of the attack (e) without changing the direction, and thus allowing us to inspect
the behavior of our Anomaly Score when changing only the magnitude (or strength) of the
attack. We do so by computing anomaly score for every e € [1/255,2/255,...100/255), and
then calculating the mean and standard deviation for each e. This allows us to examine
whether the anomaly score rises rapidly and monotonically with increasing €, and whether it
crosses the false-positive thresholds well before the classifier’s accuracy begins to drop.

The results can be observed in Figure 4.1, and they show that the anomaly score will
quickly increase proportionally to the attack strength.
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Results Interestingly the anomaly score behaves differently based on the difficulty of the
dataset: On MNIST and SVHN it increases very quickly, surpassing both the 1% and 10%
false positive thresholds for very small e values, much earlier than any value that allows a
significant drop in classifying performance in the target model. On CIFAR-10 and ImageNet,
behavior is a bit different, with anomaly score still increasing early, but detectable for much
more reasonable e values, between 8/255 and 16/255. By those values, we already see a
measurable decrease in classifying performance. This result indicates that our detector is
highly sensitive to adversarial perturbations and that the rate at which the score crosses a pre-
defined false-positive threshold is dataset-dependent. In particular, the near-instantaneous
rise on MNIST suggests that simpler, low-resolution data manifolds leave little room for
imperceptible perturbations, so even minimal changes are deemed anomalous. Conversely,
the more complex, high-dimensional manifolds of CIFAR-10 and ImageNet tolerate small
perturbations before the detector fires. Taken together, these observations (i) confirm that
the proposed anomaly score is a reliable early-warning signal across diverse visual domains,
and (ii) underscore the necessity of calibrating detection thresholds per dataset (or model)
to strike the desired balance between robustness and false alarms.

4.4 Evaluating adversarial detection accuracy

Whilst the results obtained in the previous experiment are interesting, and confirming the
monotonicity characteristic in our method is valuable, in practice empirical performance is
the key benchmark to assess a good detector. In this second experiment we aim to measure
the detection performance of our model under the previously defined zero detector knowledge
attack. By observing simultaneously the performance of our detector and the classifier under
this attack, the goal is to inspect the sensitivity at low €, that is to see that the detector is
capable of detecting even those attacks that have not been able to bypass the classifier.

Experiment We evaluate our detector model, as well as all baselines in all datasets against
a PGD-20 (¢.,) attack (results from other attack configurations reported in the Appendix
A) under the zero detector knowledge threat model from Section 2.1.3. In all datasets but
ImageNet (due to computational limitations) we trained five detector models on different
random seeds, and report the mean and standard deviation between them. The results were
obtained by first computing their detection scores on 10 000 natural images, and then attack-
ing a shared classifier model with varying e values. In Figure 4.2 we report the pAUC-0.2
metric for each (calculated with the score of the 10000 natural images and 10 000 adversarial
counterparts), as well as the accuracy of the classifier on the attacked images that the detec-
tor aim to identify as adversarial. In interpreting these results, two aspects are of particular
interest: (i) how the pAUC changes with ¢, and (ii) the accuracy of each detector at the point
where the classifier begins to lose accuracy.

Results When evaluating the results fo all four detector models, it first surprised us the
outstanding performance of the ACGAN detector for small € values, but it comes at the cost
of decreasing performance on attacks of higher magnitude. Although it is not the goal of
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Figure 4.2: pAUC-0.2 for PGD-20 /., on different ¢ on MNIST (a), SVHN (b), CIFAR-10
(c) and ImageNet (d). The bars represent the mean over 5 random seeds, with the standard
deviation displayed as the error bars in all datasets except ImageNet, where a single seed
was used. For additional context, the accuracy of the target model under each attack is
represented as the black dotted line.

this experiment, this gives us a glimpse on the no safe haven characteristic. Although it is
capable of detecting very small attacks, it is not as good on the larger attacks, where the
classifier’s performance starts to decrease. This behavior is better understood when consid-
ering the design of this algorithm, which combines the discriminator statistic with the class
log-likelihood of the predicted class, which has been trained during the GAN training to clas-
sify even the generated images. In essence it behaves as robust training classifier, which can
be exploited in inference to detect adversarial samples. The disadvantage of this technique
is that it only works as long as the classifier head remains relatively informative. Although
it is an interesting and powerful technique, we believe that for the task of adversarial attack
detection, the other three detectors are more suitable, so we will focus our analysis for this
experiment on them.

On MNIST, all three detectors show very good performance, being able to detect ad-
versarial samples at least as soon as they start to be effective at decreasing the classifier
performance. Among st them, LID shows the worse performance, with our detector showing
a small improvement over the Mahalanobis detector for the smaller epsilons, being able to
reliably detect even the smallest attack.
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On SVHN we see a similar pattern, with LID being the worse, and our detector having a
small improvement over Mahalanobis. Critically here, the attacker is able to be more effective,
even at the lowest € setting. This magnifies the importance of being able to detect such small
attacks for this dataset.

On CIFAR-10 and ImageNet we see a different pattern: the Mahalanobis detector man-
ifests clearly the strongest performance, with the other two being slightly behind, and at
a relative tie. On CIFAR-10, our detector still outperforms the LID detector, whereas on
ImageNet is the other way around. We explain this change of dynamics due to the nature of
the datasets, which show higher variability on the images. On a very simplified way, we could
distinguish our method from the ones proposed for the Mahalanobis and LID detector with a
very simple concept: the LID and Mahalanobis detector work by modeling the features pro-
duced by the classifier model, whereas in our method we are modeling the feature extractor
part of the classifier (that is the images to features function). By increasing the variability
of the images, modeling the feature extractor might grow in complexity, while modeling the
features themselves (considering the same model architecture) remains relatively similar in
comparison. We speculate that this gap might be further closed by increasing the complexity
of the student models (which remains a relatively simple one), which we could not do due to
computational constraints, so it remains to be tested.

4.5 Evaluation under the perfect knowledge attack
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Figure 4.3: Attack Success Rate (ASR) vs a. For each dataset we display the line as the mean
over the results for different seeds for a given «, and the deviation on the left plot. On the
right of each of these plots we report the maximum ASR achieved (worst case scenario).
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A completely different adversarial attack scenario than the one covered in Section 4.4.
In this section we evaluate the model under the perfect knowledge attack. The goal of this
experiment is two-fold: First, we can assess the performance of the detector under the most
challenging scenario, but also it allows us to evaluate the third characteristic no safe haven,
as by crafting an attack that targets the classifier and detector simultaneously, we perform
in practice a search for large attacks that could pass undetected by the detector. Although
this is not the type of exhaustive search that such characteristic would require, it serves the
purpose of testing if such adversarial example is possible to be found within a more reasonable
computation time.

Experiment In order to evaluate our model when the attacker is aware of the detec-
tion strategy, we use the detection-aware PGD attack, under the perfect knowledge attack
threat model, as defined in Section 2.1.3. For this attack, a trade-off parameter « has to
be set to influence how much the attack will focus on the detector or on the classifier.
We address this in our experiment by performing a sweep over a € [0.0,0.001,0.01,0.02,
0.05,0.1,0.2,0.5,1.0,2.0,5.0,10.0] and report the performance of the detector, the classifier,
and the Attack Success Rate (see Section 4.2.1 for more details). By doing this we hope to
give a an overview of the trade-off of setting this parameter, as well as a clear answers as to
what the perfect-knowledge attack can achieve against our detector. It is important to note
here that for this type of attack, the role of € is not as much to set the magnitude, but more
that of limiting the perturbation space: Whereas for the attack in the previous experiments
the most optimal point is usually (though admittedly no necessarily) in the boundary of
the e—ball, as larger perturbations are usually more effective against the classifier, this is not
usually the case when the detector is incorporated into the attack, as the larger perturbations
are usually more detectable. And so usually the most effective attack (when a large enough
e is set) will be located in a middle point, that is effective against both the classifier and
detector model. Following this, we limited the perturbation space with a generous ¢ = 0.1
to maximize the search space, and used 20 iterations. Although using more iterations (and
adding random restarts), or just carrying an exhaustive search might increase the success
rate of the attacker, we argue that it is computationally impractical. With the current con-
figuration it already takes around 100 seconds on an NVIDIA RTX 3090 to sweep across all
a with a single image for our detector, any meaningful increase in the number of iterations
will further increase this time.

Results In Figure 4.3, we report both the ASR for all « tested, as well as the peak ASR,
which informs us of the maximum effectiveness the detection-aware PGD attacker is able to
achieve.

When looking into MNIST, the attack was unsuccessful against all detectors. This is
consistent with what we could expect from the results in Section 4.4, where on MNIST
all detectors where very accurate even for very small e. On SVHN we start noticing some
differences: Our detector is the only one that remains robust against this type of attack, that
is only effective around 20% of the times, whilst being almost perfectly effective against all
other detectors. Inspecting the results of CIFAR-10 and ImageNet, we see that the attack
can bypass all methods with a very large success rate.
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Comparing this to the results from Section 4.4, we notice that there is a mostly large
correlation: achieving a high Sensitivity at low €, ensures that there is no overlap between
the regions where both the classifier and the detector can be bypassed. That being said,
we notice some non-direct discrepancies, as from the previous experiment one might expect
mahalanobis to perform similarly or better than our detector, depending on the dataset. We
explain this from the design philosophy of both methods: Detectors such as LID or maha-
lanobis model the classifier features at each layer f(x,60,), and detect adversarial examples
based on how these deviate from those obtained on natural images. In contrast our method
models the feature extractor f(x,6,) : R% — R%. This means that methods such as LID
and mahalanobis only need large shifts on the feature space to detect and adversarial attack,
whereas our detector also needs a shift in the image space. For this reason, these two meth-
ods can work better at CIFAR and ImageNet, where smaller € can already allow a successful
attack, while ours struggles. On the other hand, they are susceptible to attacks that can
successfully bypass the classifier while keeping the feature map similar to those of natural
images, while in our method the shift in the image space is already enough to trigger a large
enough anomaly score. In this regard, it remains an open question whether employing a more
robust classifier—one that requires a larger € to be bypassed—would improve the relative per-
formance of our detector. Because LID and mahalanobis model only the classifier’s feature
space, a more robust classifier might yield smaller feature-space deviations and thus reduce
their effectiveness; our detector, which also leverages image-space information, might be less
affected by such changes.

4.6 Limitations

While the experiments demonstrate competitive and, in some cases, superior performance
compared to strong baselines, several limitations should be acknowledged.

4.6.1 Choice and tuning of baselines.

Our baseline set is necessarily incomplete. Certain methods could not be included due to
the absence of public code, or because available implementations were not in PyTorch—
an essential requirement for our evaluation framework, which demands gradient access for
perfect-knowledge attacks. Lack of code availability is itself a reproducibility concern, but it
still means our comparisons omit potentially relevant approaches. Furthermore, for baselines
we retained the hyperparameters recommended in their original publications. Although re-
optimizing might yield marginal improvements, these configurations were already reported
as near-optimal by their authors (who already carried a hyperparameter search) and thus
represent a fair reference point.

4.6.2 Hyperparameter and architecture search for our method.

In contrast, the hyperparameter search for our detector was deliberately limited, especially
for the computationally demanding ImageNet setting. This constraint likely leaves untapped
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4.6. Limitations

performance potential—perhaps more so than for the baselines, some of which (e.g., Maha-
lanobis) are simpler and were developed with substantially greater resources. Our student—
teacher setup introduces additional degrees of freedom, such as student network architecture
and choice of pretrained teacher. We mostly reused student designs from Bergmann et al.
[7], with only minor adjustments (e.g., reduced patch size for MNIST /SVHN, doubled filters
for CIFAR-10). Even these small changes already yielded measurable gains in some datasets,
suggesting that a more systematic search, possibly via Neural Architecture Search (NAS),
could further improve results. For ImageNet, we used the default patch-65 descriptor without
exploration, so it is reasonable to expect that more suitable architectures exist. Likewise, our
manual hyperparameter tuning was minimal; a broader automated search could significantly
enhance robustness and detection accuracy. Finally, we restricted our teacher model to a
single pretrained classifier architecture (ResNet-18). The choice of the pre-trained feature
extration model has already been demonstrated to have a significant impact [17], and so
exploring alternative pretrained classifiers—including deeper ResNets, Vision Transformers,
or other modern architectures—could also lead to better detection performance.
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Chapter 5

Conclusions and Future Work

We have proposed a novel unsupervised adversarial attack detector that is capable of de-
tecting adversarial examples with high accuracy—an accuracy that rises with perturbation
magnitude-while preserving a low false positive rate on clean images and remaining robust
to fully adaptive, white-box attackers.

We have performed three sets of experiments with white-box attacks, in which we (i) an-
alyze the behavior of the method, (ii) compare it against state-of-the-art detectors across
various epsilon values with no knowledge on the detector, and (iii) compare it against the
same detectors using a perfect knowledge attack, in which the attacker has access to both the
classifier as well as the detector.

When inspecting the behavior of the method, it worked as expected across all four
datasets, where the anomaly score on average increases as the magnitude of the attack in-
creases.

When comparing it to the other datasets, our method performs consistently across all
datasets among the top-scoring methods for the scenarios with high magnitude perturbations
(i.e., € = 32/255 and € = 64/255). In addition, when evaluating the more challenging € values,
we observe that our model outperforms the baselines in two out of the four datasets. While
arguably a relative simple method such as Mahalanobis obtains similar performances on
these scenarios, we think that there is value in having an unsupervised data-driven learned
method, as there remains room for further improvement (e.g., through data acquisition and
better neural architectures), whereas Mahalanobis performs likely at its full potential.

Finally, when evaluating the methods in the most challenging perfect knowledge attack
scenario, where the attacker has access to the weights of both the classifier as well as the
detector, we observe that for two datasets (CIFAR and ImageNet) plenty of advances need to
be made before this can be useful. On the other datasets, our method performs consistently
with the best methods (MNIST) or better than the best methods (SVHN).

Additionally, our approach might substantially benefit from future advancements in the
anomaly detection methodologies, a field that is still evolving. Integrating advances from
both fields could yield substantial gains in overall system robustness.

Furthermore, internal testing suggested that the choice of student network architectures—
which critically affects the receptive field—plays a crucial role in detection performance.
Therefore, exploring optimized network architectures through Neural Architecture Search
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Chapter 5. Conclusions and Future Work

(NAS) represents an interesting and promising avenue for enhancing the proposed approach.
Finally, while this requires significant advances in the field of neural network verification,

applying this method together with network that is provably robust against small perturba-

tions, would be an ambitious step towards making ai applications more robust in practice.
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Appendix A

Full Detection Performance Tables

This appendix contains the full quantitative results from our detection accuracy experiments,
complementing the summary plots in Chapter 4. For each dataset, we report the performance
of our method and all baselines across multiple attack types, perturbation budgets (¢), and
norms (¢, and £5).

Each table is organized as follows:

e Attack: Specifies the adversarial method, its ¢,-norm, and e.

e Detector columns (acgan, lid, mahalanobis, Ours): pAUC-0.2 detection scores, re-
ported as mean £ standard deviation over 5 random seeds (1 seed for ImageNet).

e Classifier Acc: Accuracy of the target classifier on the adversarially perturbed images
corresponding to that row.All natural-image (unperturbed) accuracies are shown at the
bottom of each table for reference.

Attack acgan lid mahalanobis Ours Classifier Acc
FGSM(lso, € = 2%) 0.0143£0.00288 0.0481+0.00380 0.188440.00127 0.2000+0.00000 99.42+0.00000
FGSM(lso, € = %) 0.0125+0.00327 0.1365+0.00911 0.199940.00000 0.2000+0.00000 98.86+0.00000
FGSM(lso, € = %55) 0.0161£0.00264 0.1956+0.00251 0.200040.00000 0.200040.00000 96.37+0.00000
FGSM(loo, € = 22215) 0.0631£0.00900 0.2000+0.00003 0.200040.00000 0.2000+0.00000 69.06+0.00000
FGSM(loo, € = 55¢)  0.1361+£0.02908 0.2000+0.00000 0.2000+£0.00000 0.200040.00000 12.08+0.00000
PGD-20(ls, € = 2‘35) 0.0143£0.00294 0.0474+£0.00380 0.1862+0.00142 0.2000£0.00001 99.524+0.00000
PGD-20(ls, € = 2§65) 0.0129£0.00325 0.1368+0.00914 0.199940.00001 0.2000£0.00000 99.1440.00000
PGD-20(ls, € = 21%) 0.0198+0.00279 0.1952+0.00253 0.1999+0.00000 0.2000£0.00000 95.824+0.00400
PGD-20(ls, € = %) 0.1403£0.02448 0.1998+0.00010 0.200040.00000 0.2000£0.00000 21.6140.00400
PGD-20(ls, € = %) 0.1648+0.02900 0.1999+0.00002 0.200040.00001 0.199940.00000 3.13+0.00800

)

T

PGD-20(l2, e = 0.25) 0.018240.00107 0.02304+0.00081 0.0269+0.00023 0.1538+0.00315 99.36+0.00000

PGD-20(l3, e = 0.5) 0.0178+0.00177 0.0348+0.00237 0.09714+0.00230 0.1949-0.00054 98.50+0.00748

PGD-20(l3, e =1) 0.0305+0.00240 0.1119+0.00609 0.1908+0.00114 0.1996+0.00004 88.61+0.04176

PGD-20(l3, e =2) 0.13524+0.02245 0.1899+0.00194 0.1987+0.00011 0.1999+0.00002 24.59-+0.12816
Nat Accuracy 99.63%

Table A.1: Detection accuracy evaluation under different targeted attacks on MNIST.
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Appendiz A. Full Detection Performance Tables

acgan

lid

mahalanobis

Ours

Classifier Acc

0.0647+£0.00398
0.0807+0.00707
0.110840.01950
0.1313+0.02957
0.1349+0.03719

0.0538+0.00642
0.0703+£0.00745
0.1031£0.01159
0.1226+0.01558
0.1654+0.01360

0.062240.00012
0.122940.00004
0.1858+0.00001
0.1987-+£0.00000
0.199940.00000

0.1268+0.01676
0.193240.00586
0.19964-0.00066
0.19994-0.00010
0.200040.00000

52.3440.00000

35.0440.00000
19.1240.00000
8.24£0.00000
6.16+0.00000

Attack
FGSM(loo, € = 255)
FGSM(loo, € = 5:%)
FGSM(loe, € = 10)
FGSM(loo, € = 23,2,)
FGSM(loo, € = 55¢)
PGD-20(ls, € = 2‘55
PGD-20(loo, € = e
PGD-20(lso, € = 5%
PGD-20(lo, € = 55
PGD-20(lo, € = 2

0.1223+£0.00435
0.1358+0.00851
0.1118+0.01004
0.1048+0.01462
0.1101+£0.03486

0.0630+0.00626
0.0671£0.00502
0.0957+£0.00827
0.1236+0.01264
0.1376+£0.01775

0.0785+£0.00024
0.1566+0.00017
0.1957+0.00002
0.1998+0.00000
0.1999+0.00000

0.1064+£0.01332
0.1849+0.00842
0.1985+0.00162
0.1998+0.00041
0.2000+0.00007

26.35%0.01200
3.37£0.00490
0.17£0.00490
0.00£0.00000
0.00£0.00000

PGD-20(I3, € = 0
PGD-20(l5, € = 0.
PGD-20(l5, e = 1

— 25
2

5
)

PGD-20(ly, € = 2)

- Ot

)
)
)
)
)
)

0.0605+0.00196
0.1106+0.00412
0.1206+0.01012
0.0917+£0.01439

0.0620+£0.00738
0.0636£0.00590
0.0667£0.00533
0.0924+£0.00869

0.0475+0.00013
0.0681+0.00021
0.142440.00012
0.1930+0.00005

0.0272+0.00029
0.0553+0.00212
0.1471+£0.00679
0.1929+0.00265

69.5010.02482
29.61+0.06560
4.70£0.01960
0.19£0.01166

Nat Accuracy

95.85%

Table A.2: Detection accuracy evaluation under different targeted attacks

on SVHN.

acgan

lid

mahalanobis

Ours

Classifier Acc

0.05304:0.00310
0.0631+0.00647
0.09024-0.01652
0.123040.03628
0.1337+£0.04103

0.09014-0.00912
0.1216+0.01662
0.1727+£0.01788
0.193840.00606
0.1963+£0.00451

0.161640.00030
0.19854-0.00002
0.20004:0.00000
0.20004:0.00000
0.1496+0.01311

0.0346+0.00016
0.115440.00170
0.19904-0.00003
0.20004:0.00000
0.20004:0.00000

55.51+0.00000
46.5440.00000
32.1440.00400
16.1840.00000
12.7840.00400

0.1549+0.00297
0.1563+£0.00389
0.1403+0.00527
0.1190+0.00899
0.1105+£0.01722

0.0541+£0.00379
0.0700+£0.00399
0.1068+0.00609
0.1537+0.01663
0.1809+0.01410

0.0963+0.00040
0.1671+£0.00014
0.1977+0.00002
0.2000+£0.00000
0.2000+£0.00000

0.0462+0.00073
0.0874+£0.00072
0.1670+0.00004
0.1983+0.00001
0.2000+£0.00000

4.9940.00400
0.35£0.00748
0.04£0.00400
0.00£0.00000
0.00£0.00000

Attack
FGSM(loo, € = 52-)
FGSM (I, € = 2§65)
FCGSM(ly, € = %55)
FGSM(loo, € = 2652,)
FGSM(loo, € = 55¢)
PGD-20(lo, € = 2‘55
PGD-20(l, € = 55
PGD-20(log, € = 5%
PGD-20(loo, € = %
PGD-20(lo, € = 2
PGD-20(l5, € = 0.25

— [ — —

0.0995+0.00194

PGD-20(l3, e = 0.5) 0.1476+0.00255

PGD-20(ly, € = 1
PGD-20(ls, € = 2

)
)

0.1535+0.00279
0.1427+£0.00365

0.0732£0.00363
0.0525+0.00306
0.0619+0.00304
0.0956+0.00509

0.0629+0.00073
0.0825+£0.00038
0.1515+0.00019
0.1935+0.00007

0.0264+£0.00025
0.039340.00058
0.0725+0.00064
0.1346+0.00019

37.2440.02498
8.24£0.07060
0.90£0.06177
0.124+0.01414

Nat Accuracy

95.27%

Table A.3: Detection accuracy evaluation under different targeted attacks on CIFAR-10.
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Attack lid mahalanobis Ours Classifier Acc

FGSM(lso, € = %) 0.0388  0.0314 0.0252 4.00
FGSM(l, € = 5:=) 0.0821  0.1098 0.0403 4.10
FGSM(loo, € = 502) 0.1285  0.1744 0.1237 3.10
FGSM(ls, € = 522) 0.1731  0.1940 0.1964 1.60
FGSM(l, € = 22) 0.1860  0.1990 0.2000 0.10
PGD-20(los, € = 7=) 0.0429  0.1334 0.0212 0.00
PGD-20(lso, € = 5=) 0.0540  0.1542 0.0231 0.00
PGD-20(ls, € = 5=) 0.0978  0.1754 0.0295 0.00
PGD-20(l, € = 3=) 0.1629  0.1908 0.0675 0.00
PGD-20(loo, € = 322) 0.1909  0.1972 0.1786 0.00
PGD-20(ly, € = 0.25) 0.0195  0.0170 0.0200 61.90
PGD-20(ly, € = 0.5) 0.0212  0.0180 0.0201 33.10

PGD-20(ly, e =1) 0.0264  0.0364 0.0202 2.70

PGD-20(ly, e =2) 0.0382  0.0987 0.0204 0.00

Nat Accuracy  68.50%

Table A.4: Detection accuracy evaluation under different targeted attacks on ImageNet.

47



	Introduction
	Background
	Foundations of adversarial robustness
	Adversarial attacks
	Methods against adversarial attacks
	Threat model

	The landscape of adversarial attack detectors
	ACGAN
	LID
	Mahalanobis

	Anomaly detection

	Methods
	Uninformed students
	Architectural adaptations for adversarial detection
	Training objective and anomaly score
	Desiderata

	Experiments
	Experimental setup
	Datasets
	Model & training settings
	Adversarial attacks

	Baselines
	Evaluations metrics

	Behavior of the anomaly score under an adversarial attack
	Evaluating adversarial detection accuracy
	Evaluation under the perfect knowledge attack
	Limitations
	Choice and tuning of baselines.
	Hyperparameter and architecture search for our method.


	Conclusions and Future Work
	References
	Full Detection Performance Tables

