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Abstract

This thesis looks at howtartificialvintelligencerdecisionsupportisystems (AlEDSS) influence
military decision-making and what role bias plays in this process. The main case study is
Lavender, an Al system reportedly used by the Israeli military to identify individuals as possible
targets in Gaza, together with related systems such as Gospel and Where’s Daddy?. Because
the internal design and training data of these systems are not public, this thesis does not
attempt to determine exactly how they function internally. Instead, itvanalysesrtheirreported
use, based on investigative journalism, academic work and official statements. The analysis
follows therdecision=making chainfrom data input, to Al processing and recommendation, to
human decision and military action. At each stage it examines whererbiasmmay enter orwhere
therconditionsrforrbiasrarercreated) It distinguishes between technical biases, such as data
and algorithmic bias, and cognitive biases, such as automation and action bias, and shows
how these may interact. A major finding of this thesis is that AlEDSSrdomotmeed tormake
the final decision themselves in order to influence military decision-making. They can already
shape the process by influencing what information is presented and how it is presented.
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1 Introduction

On 28 February 2026, during the opening phase of Operation Epic Fury, a girls’ elementary school
in Minab, Iran was reportedly struck by United States forces. The attack on the Shajareh Tayyebeh
school killed more than 150 people, most of them young girls [1]. According to reports, artificial
intelligence may have played a role in the targeting process. The school was allegedly misidentified
as a military base because the system may have relied on outdated satellite imagery from a time
when a military facility was located near the same site. Combined with limited human review,
this reportedly contributed to the target being approved and struck [2]. The US Department of
Defense told CNN |[3] that the incident is under investigation and that it would be inappropriate to
comment on it yet.

The strike took place during an operation in which thousands of targets were reportedly attacked
within the first 24 hours[4]. This extremely fast pace of targeting was made possible in part by
AT decision support systems, or AI-DSS: systems that process large amounts of military data and
generate outputs such as target lists or recommendations.

In this case such a system, Project Maven, was used by the U.S. military, but these systems are
being used by militaries of different countries as well, such as Israel’s “Lavender” and “The Gospel”
in the Gaza conflict. It looks like the use and relevance of these systems is only going to increase.

The use of Al systems like these raise questions about human oversight, bias and accountability
inmilitary targeting: The central research question of this thesis is therefore: TorwhatrextentrdorAl
systems such as Lavender and The Gospel influence military decision-making, and what role does
biasplayrintthissprocess?» This thesis aims to examine how Al-assisted targeting systems shape
human decision-making in warfare and analyse forms of bias that may emerge in the reported use
of these systems.

2 Theoretical Framework

This chapter provides the theoretical framework for analysing the role of AI decision support systems
in military decision-making and the ways in which bias may influence this process. Before examining
Lavender, Gospel and other similar systems as case studies, it might be useful to understand what
AT decision support systems are, how they function in military contexts and how the potential
biases work.

The chapter first explains the concept of (AI) decision support systems and their relevance in
warfare. It then discusses different forms of bias, including technical biases such as algorithmic and
data bias, as well as cognitive biases such as automation bias and action bias. This framework will
later be used to analyse how bias may emerge in the reported use of Lavender and Gospel.

2.1 What is an AlI-Decision Support System?

AT decision support systems, or AI-DSS for short, are systems that use artificial intelligence to
support humans making decisions. They are not necessarily designed to make decisions completely
independently, but instead to assist a human user by processing information and presenting outputs
that may be useful for making a decision. These outputs can have different forms such as alerts,
classifications, predictions, risk scores, rankings or recommendations.
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The concept of a decision support system existed before modern artificial intelligence [5]. De-
cision support systems (DSS) are computerized tools designed to provide information to assist
decision-making [6]. Blanchard and Bruun describe DSS as tools that can indicate relevant infor-
mation, predict possible outcomes and recommend possible actions.

AI-DSS are a specific type of decision support system because they use Al techniques, such as
machine learning, deep learning or large language models to process and analyse data [7].

The biggest purpose of an Al=DSSrisitortransformrlargerorcomplexramountsiof datarintorarform
thatrisreasierrforrarhumanioperatorrtoniserandimakerdecisionsiwithy Instead of requiring a person
to manually examine all available information, themsystemrcansfilterpstructurerand prioritiserthat
information® For example an AI-DSS may detect a pattern in a dataset, flag an unusual case or
assign a probability score to a certain outcome.

AI-DSS are used in many different fields such as healthcare, finance, transport, administration
and security. In healthcare for example, AI-DSS can assist doctors or radiologists by identifying
possible abnormalities, prioritising urgent cases or acting as a second reader. A study on AI-DSS in
radiology describes how such systems were integrated into clinical workflow to support radiologists,
for example by alerting them to potentially positive findings and prioritising imaging studies for
review [8]. This example shows that AI-DSS do not necessarily have to replace the judgement
of professional individuals. Insteadptheyrcansupportrexpertsibyrhelpingthemmanagercomplex
workflows and large amounts of information.

This distinction is important. An AI-DSS is not the same as a fully autonomous decision maker.
For AI-DSS, in most cases the human user remains formally responsible for the final decision. The
system provides support, but the human decides how to interpret and use that support. However,
this does not mean that the system is neutral or passive. Even when an AI-DSS does not make the
final decision, it can still influence the decision-making process by shaping which information is
presented, how it is ordered and what appears most relevant.

A useful way to understand AI-DSS is as a form of machine generated advice. Van Rossum
describes advice as a recommendation that favours a specific option and explains that advice can
simplify decision making by reducing cognitive load [9].

AI-DSS can perform different functions depending on their design and purpose. Some systems
are mainly descriptive: they identify and present relevant information. Others are predictive: they
predict what might happen in the future based on patterns in data. Some systems are prescriptive:
they recommend a possible course of action. These functions can also overlap as they are not
exclusive[5]. A single AI-DSS may be able to classify data, predict risk and recommend a certain
action at the same time.

Traditional DSS are based on deterministic computer models, meaning that they will always
produce the same output, be predictable and do not involve randomness [10]. This keeps the
output simple, explainable and understandable, but it often limits their potential to be used for
complex tasks [11]. Now AI-DSS are often based on non deterministic (stochastic) models. These
models are trained using datasets that contain examples of inputs and the desired outputs. So
unlike deterministic models, these stochasticmodelsraremnotrcoded by humansybutressentially code
themselves|11|: they learn patterns from the training data and adjust their internal parameters
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based on those patterns. This allows AI-DSS to handle more complex real world situations. This
does not come without a catch, the outputs of these systems will become less straightforward and
explainable.

The output of an AI-DSS is often just a probability rather than certainty. This means that
the system may not give a simple “yes” or “no” answer, but instead produces a likelihood, score or
confidence level[10]. For example, a system may point out that a medical scan is likely to show a
certain condition, or that a financial transaction has a high probability of being fraudulent. Such
outputs can be useful, but they should not automatically be treated like they are the truth, as they
are only probabilities.

Another important characteristic of AI-DSS is that they depend heavily on data quality. If
the data used by the system is incomplete, outdated, unrepresentative or incorrectly labelled, the
system’s output may also be unreliable. AI-DSS may appear objective because they are technical
systems, but their outputs are still shaped by human choices. These choices include what data is
collected, how categories are defined, what the system is trained to recognise and what kind of
outcome the system is designed to prioritise.

For this reason, AI-DSS should be understood as tools that support decision making, not as
systems that automatically produce truth. They can improve efficiency by processing information
faster than humans and by identifying patterns that may otherwise be missed.

2.2 AI-DSS in military

In military contexts, Al decision support systems are used to support humans in processing and
interpreting large amounts of information. Modern warfare produces huge amounts of data, for
example through satellite images, drone footage, intercepted communications, sensors, intelligence
reports and open source information. This makes military decision-making increasingly complex,
because human operators and commanders may not be able to examine all available information
manually. Andersin explains that modern militaries have to deal with an overload of information,
complexity and time pressure, which has increased interest in Al tools that can process large
quantities of data more quickly than ever before[10].

This is not only a matter of future interest. AI-DSS are already being used in different conflicts
around the world. For example in the Russia-Ukraine war, both sides on the battlefield have
deployed AI[12]. In this war, Al has been used to process large amounts of battlefield data, including
satellite imagery, drone footage, geolocation and faster intelligence analysis in order to support
target and object recognition. Reuters reports that Al in Ukraine is used as a tool for analysing
volumes of information that are too large for humans to process quickly. According to Oleksander
Dmitriev Ukraine has collected more than two million hours, that is 228 years, of drone footage
since 2022 to train Al models for tasks such as target identification as mentioned before but also
for battlefield assessment and strategic decision making. For Russia there is less public evidence
about its actual use of Al in the war, although some sources do provide insight into Russian views
on military AI. Similar to Ukraine, the Russian Ministry of Defense aims to use Al to support
soldiers by improving data analysis and decision making on the battlefield. This approach keeps
a human involved in the process(human in the loop), helping military operators understand the
situation more quickly and make faster decisions [13|. Some military experts in Russia even believe
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that in the future decision making in warfare will be handled completely by AI and even the role
of a human operator would be removed|14]. Also back in 2018, adviser to the Department for
Nonproliferation and Arms Control (DNAC) of the Russian Foreign Ministry, Andrey Malov, was
against the ban of lethal autonomous weapon systems (AWS) when such an initiative was discussed
in the Group of Governmental Experts of the UN Convention on Inhumane Weapons [15].

Also more recently in the war on Iran have we seen AI-DSS being used. In Operation Epic
Fury executed by the United States and Israel. In the first 24 hours of the attack the United
States struck over a 1000 targets|[2]. America’s AI-DSS Maven Smart System developed by Palantir
Technologies Inc. played a crucial part in this. It collected information on enemy positions from a
range of different sources such as drone and satellite images, radar signals, intelligence data, electric
communications and more and combined it into “a common operating picture” of the warzone,
says Cameron Stanley, the Pentagon’s chief digital and Al officer for the Department of Defense.
“Instead of having eight or nine systems” that military commanders use when making decisions in
warfare, Mavenfusesieverything“intorasinglevisualizationtool”»Stanley elaborated [16]. Myriam
Dunn Cavelty, Senior Scientist and Deputy Director Think Tank at the Center for Security Studies
(CSS) at ETH Zurich says “Al-enabled decision support systems are now deeply embedded in
military infrastructures, particularly on the side of Israel and the United States. Their primary
contribution is the capacity to process data, identify patterns, and generate recommendations at
speeds and scales beyond human capacity.”[17]

Similar developments can be seen in Israel’s war in Gaza, where systems such as Lavender,
Gospel and more have been reported to support target generation by identifying suspected individ-
uals and buildings or infrastructure as potential targets. According to multiple sources Lavender
(which we will dive deeper into later on) was reportedly used as an AI-DSS to identify individuals in
targeting situations, while Gospel was reportedly used to mark buildings and structures connected
to alleged militant activity [18].

The role of AI-DSS in the military is, like most AI-DSS in other fields, not usually described
as replacing the human experts in making decisions entirely. Instead, these systems are meant
to support military personnel by organising information, identifying patterns, predicting develop-
ments or generating recommendations. Andersin describes AI-DSS as tools that assist militaries
in collecting data, predicting patterns and making recommendations based on large amounts of
information. [10] In this sense, military AI-DSS work in a similar way to AI-DSS in other fields:
they turn complex data into outputs that humans can use more easily.

A useful way to understand AI-DSS in warfare is to look at the decision-making process as a
chaimmIn the context of military targeting, the process does not begin with the final strike decision.
Before military action takes place, information must first be collected, analysed, structured and
presented to the relevant human decision makers. This is where AI-DSS become important. They
can operate in the space between raw intelligence data and human military judgement. Instead
of replacing the commander, the system can shape the information environment in which the
commander makes a decision.

This can be seen in figure 1, which shows a simplified AI decision support flowchart. The first
stage is data input. In military contexts, this data comes from all kinds of sources. For example
from surveillance data, satellite imagery, drone footage, intercepted communications, intelligence
reports, sensors or open-source information. The purpose of this stage is to collect information
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about the environment that is operated in. However, the amount of information available in modern
warfare is often too large for humans to analyse manually. Militaries are increasingly interested in
machine learning based decision support systems because they can help analyse large amounts of
information and shorten the time between identifying a target and taking action against it. [11]

Al Decision-Support Flow
Data Input

Surveillance, intelligence

Al Processing
Pattern recognition, scoring

Al Recommendation
Target list, risk assessment

Human Decision
Operator approval / override

Military Action
Strike authorization

Figure 1: AI Decision-Support flow.

The second stage is Al processing. At this stage, the system analyses the data and looks for
patterns. This may involve classification, object recognition, risk scoring, geolocation, prediction
or the linking of different data points. Blanchard and Bruun explain that AI-DSS can organise,
filter and present information in a way that informs assessments about military action. They also
explain that AI-DSS are not limited to one moment in the targeting cycle, but can be used across
several stages of targeting, see Figure 2. This means that AI-DSS may influence military decisions
before the final moment of attack, for example by shaping which targets are identified, prioritised



or presented for review.
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Figure 2: Comparison between autonomous weapon systems and Al-enabled decision support
systems in the targeting cycle. Source: SIPRI [5]

The third stage is Al recommendation. After processing the data, the system produces an
output that is useful for the human user. This output may be a target list, a risk assessment, a
confidence score, a warning or a suggested course of action.

The fourth stage is human decision. In theory, this is where the human operator or commander
reviews the Al output and decides whether to approve, reject or question it. This is an important
distinction between AI-DSS and autonomous weapon systems. Autonomous weapon systems may
select and apply force without further human intervention, while AI-DSS provide information or
recommendations to humans.

The final stage is military action, such as strike authorization. At this stage, the AI-DSS has
not necessarily “pulled the trigger” itself, but it may have influenced the process that led to military
action. This is why AI-DSS are important for this thesis. Their role is not direct in the same
way as a weapon, but they can still shape the pathway from information to action. A system
that organises data, generates possible targets and presents recommendations can influence what
humans see as relevant, urgent or legitimate.

The main issue is therefore not only whether a human remains formally involved. The more



important question is whether the human decision is still meaningful.

2.3 Bias

Bias is an important concept when discussing Al decision support systems, because these systems
do not simply present neutral information. They collect, process, filter, classify and present data in
a certain way. In this thesis, bias can be understood as a systematic distortion that affects how in-
formation is produced, interpreted or acted upon|[19]. Bias can appear in the technical system itself,
but also in the human response to the system’s output [11]. The National Institute of Standards and
Technology (NIST), a United States federal agency, describes bias in Al as a broad problem that
can occur across technology processes and can create harmful impacts even when this is not intended.

For this thesis, it is useful to distinguish between technical biases and cognitive biases. Technical
biases are connected to the data, model, design or classification process of an Al system. Cognitive
biases are connected to the human user and the way they interpret or rely on Al-generated outputs.
This distinction is important because AI-DSS are not fully independent decision makers. They
produce outputs that are later interpreted by humans. Therefore, bias can exist both in the system
and in the human-machine interaction.

2.3.1 Technical biases

Algorithmic/data bias Algorithmic bias refers to systematic errors in the output of an Al
system. These errors may arise because of the data used to train the system, the assumptions built
into the mode, or the way the system classifies information. Algorithmic bias is essentially repeated
errors in outcomes that can occur when a system is trained on unrepresentative data, making it
more accurate for one group than for another|10].

This is closely connected to data bias. Al systems depend heavily on the data they are trained
on and the data they later process. This matters because Al outputs can appear objective, even
though they are shaped by human choices about what data is collected, how categories are defined
and what the system is trained to recognize.

Sampling bias Sampling bias is a specific type of data bias. It occurs when the data used by
a system does not properly represent the wider population or situation to which the system is
applied. We speak of sampling bias when there arises a situation where some groups in a population
are more likely to be selected than others [10]. This can create a distorted picture of reality. For
example, if a dataset contains more examples from one group or environment than another, the
system may learn patterns that are not generally reliable.

An example of this problem is a study by Buolamwini and Gebru. Their research found large
accuracy differences in commercial facial analysis systems, with darker skinned women being
misclassified far more often than lighter skinned men. The study showed that some benchmark
datasets were overwhelmingly composed of lighter skinned subjects, which contributed to unequal
performance across groups|20]. This example is not about warfare, but it clearly shows how biased
or unbalanced data can lead to technical bias in the system’s outputs.



2.3.2 Cognitive biases

Group attribution bias Group attribution bias occurs when characteristics associated with a
group are applied to individuals. Instead of judging someone based only on individual evidence,
the person is interpreted through assumptions about the group they are believed to belong to.
Andersin describes group attribution bias as involving stereotyping of an “out-group” or favouring
an “in-group.”

Action bias Action bias refers to the tendency to favour action over inaction. It means that
people may feel pressure to “do something”, even when waiting or gathering more information would
be more careful. And especially in the military during warfare, this bias may be amplified by speed,
because very fast Al-generated recommendations in the urgency of war can create pressure to act
immediately rather than delay action for further verification.

The idea of action bias has been studied outside military contexts as well. A study on elite
football goalkeepers during penalty kicks found that goalkeepers often jumped left or right even
when staying in the centre would statistically have been better[21]. It explains this as a bias toward
action when action is seen as the normal or expected response.

Automation bias Automation bias is one of the most important cognitive biases for AI-DSS. It
refers to the tendency of humans to over rely on automated systems and to accept their outputs
without enough critical evaluation. Humans would not have the cognitive abilities to override the
authority of the machine’s decision|2].

Humans may overly trust computer based decision support systems and may ignore or fail to
search for information that contradicts the machine’s output. This is important because AI-DSS
often appear objective. A human user may assume that the system has processed more information
than they could themselves and therefore may place too much trust in the output.

The ICRC (International Committee of the Red Cross) warns that complex decision support
systems can create a “rubber stamp” problem, where the human role is reduced to approving or
rejecting a machine-generated output. In such cases, the human may remain formally involved, but
the actual decision-making process becomes heavily shaped by the system.[11]

Automation bias does not mean that humans always trust Al blindly. Sometimes the opposite
can happen, known as algorithm aversion, where people distrust Al after seeing it make mistakes|9].
Van Rossum’s research on Al advice shows that time pressure, advice quality and advice source can
all affect how much people rely on advice. Her study found that advice can shift decision making
and that time pressure can increase reliance on advice. This shows that human reliance on Al is
not fixed, but instead depends on the context in which the decision is made.

Confirmation bias Another cognitive bias that might be relevant is confirmation bias. Con-
firmation bias is the tendency to interpret information in a way that confirms existing beliefs or
expectations. In the context of AI-DSS, this could happen when a user already expects a certain
result and then treats the Al output as confirmation.|22]



3 Methodology

This thesis researches how Al decision support systems may influence military decision-making,
with a specific focus on the role of bias. The main question is how these systems may shape the
decisions made by humans and where technical and cognitive biases may enter that process.

Lavender will be used as the main case study, while Gospel, Where’s Daddy? and potentially
othersystems may be discussed to show that Lavender operates within a wider Al-assisted targeting
environment. These specific Israeli systems were chosen because they are recent examples of AI-DSS
that have reportedly been used during the Gaza conflict over the past few years, making them
highly relevant to current debates about Al in warfare. Their reported use has also been discussed
more extensively than many other military Al systems, which makes them suitable for a case study
based on available reporting, academic literature and official statements.

Since the training data and exact internal design of these systems are not publicly available,
this thesis will not attempt to prove how they function internally. Instead, the analysis will focus
on reported practices and decision-making structures. The chapter will follow the decision-making
chain from data input, to Al processing, to Al-generated recommendation, to human decision
and finally to military action. At each stage, the analysis will examine where bias may enter,
how serious this risk is and how one type of bias may influence another. In practical terms, each
stage of the chain will be analysed by linking reported features of the systems to the bias concepts
introduced in the theoretical framework.

The chapter will also focus on the interaction between technical biases (such as sampling or
algorithmic bias) and cognitive biases such as automation or action bias.

Finally, the thesis can include a discussion of the broader implications of the findings. This
section will consider why the identified risks matter, but also whether AI-DSS may still offer benefits
when used under appropriate conditions. The aim is to move beyond simply identifying bias and
to explore what the findings mean for human oversight and the future use of AI-DSS in military
decision-making.

4 AI-DSS used by Israel

Israel has been reported to use various Al decision support systems (AI-DSS) for warfare in recent
years. Each one working differently and serving a different purpose. This chapter will examine Al
systems Lavender and The Gospel. It is important to note that information on these systems is
limited. They are systems used for the Israeli military so their exact design and training data are
not publicly available. In consequence this thesis analyses their reported use rather than claiming to
prove exactly how the systems function internally. This chapter is based on investigative journalism,
academic analysis and official statements from the IDF (Israeli Defense Forces). Lavender and
Gospel both qualify as Al decision support systems meaning they do not officially make the final
military decisions by themselves. In the next two sub chapters we will go over Lavender, which
focuses on people. And Gospel, which focuses on buildings and infrastructure.
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4.1 Lavender

Lavender is reported to be an AI-DSS used to identify individuals suspected of being connected to
Hamas or P1J (Palestinian Islamic Jihad). After October 7th when Israel was invaded by Hamas
and in response launched an offensive on Gaza, Lavender was relied upon heavily by the IDF
according to +972 Magazine, an independent magazine run by a group of Palestinian and Israeli
journalists. [18]. At large scale Lavender was used to generate potential human targets. According
to these reports, Lavender works by analysing large amounts of surveillance and intelligence data.
It compares individuals in Gaza with known characteristics of Hamas and PIJ operatives. It then
assigns people a rating based on the likelihood that they are connected to these groups. This rating
is a score from 1 to 100 and according to sources of +972 Magazine these ratings are given to
almost every person in Gaza. These recommendations are then given to military commanders.

But what data does Lavender use and how does it obtain it? According to the IDF [23]“Intelligence
used to identify objects or persons as military targets may come from a range of sources — including
geospatial intelligence (such as satellite and aerial imagery), signals intelligence (such as communica-
tions interceptions), human sources, multi-sensor platforms (such as aerial assets and ground-based
sensors), enemy military documents and open-source information”. Reports from The New York
Times [24] in 2024 stated that the Israeli Military established a mass surveillance program on all of
Gaza based on facial recognition. It uses facial recognition to recognize an individual without their
consent through cameras, military checkpoints and from drone footage [10]. This thesis will not
examine facial recognition in detail, but it is important to mention because surveillance data from
cameras, checkpoints and drone footage may be used for the Israeli military’s Al systems.

According to +972 Magazine [18], Lavender generated at least 37,000 target recommendations
during the first six weeks of the conflict. These included both high and low-ranking operatives.
The system was also reported to have around 90 percent accuracy. According to the same report,
the IDF manually checked the accuracy of a random sample of several hundred targets selected by
Lavender to obtain this figure. Even if this 90 percent accuracy figure is accepted, in a military
context a 10 percent error rate can still be very serious. Especially when the system is used on
such a large scale. If thousands of people are recommended as targets, even a small percentage of
mistakes can lead to many wrongly identified individuals.

The final decision to approve an attack still officially relies on the military commander. However,
this does not mean that Lavender has no influence on the decision-making process. Because the
system generates recommendations, it already shapes which individuals are seen as possible targets
and therefore influences what human operators are asked to review. Later in this thesis we will go
deeper in this.

Lavender is often used in conjunction with other AI systems such as the Gospel and

Where’s Daddy?. Where’s Daddy? is reported to be a tracking system that follows suspected
militants and sends a signal to the Israeli military when they enter their homes [25]. According
to reports [18], this meant that a person identified by Lavender could later be tracked through
Where’s Daddy?, after which their house could become a potential strike location. This is important
because it shows that Lavender was not only connected to identifying possible targets, but also to
the timing and location of attacks.

Lavender may identify a person as a possible target, while Where’s Daddy? may help locate
that person. In this way, the decision-making process is not based on one system alone, but on a
larger technological structure in which different systems support different stages of targeting. This
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is important for later in this thesis when analysing bias, because errors or assumptions in one part
of the system can influence later decisions.

4.2 The Gospel

The Gospel, also known as Habsora, is another Al decision support system reportedly used by
the IDF. Unlike Lavender, The Gospel does not focus mainly on individuals, but on buildings
and infrastructure. It is reported to mark buildings and structures as potential military targets,
especially when alleged militants are believed to operate from them.

According to another report by +972 Magazine [26], The Gospel is used to generate targets at
a much faster speed than traditional human intelligence processes. It analyses large amounts of
intelligence data and surveillance data which were obtained like how was mentioned earlier. It helps
identify possible locations for strikes. These locations can include buildings, command centres,
tunnels, weapons storage sites or other infrastructure that the military considers relevant. Just like
Lavender, The Gospel does not officially make the final decision itself, so they are not autonomous
systems and humans are still in the loop. However, it might still be possible that the Gospel gives
recommendations that can influence what human operators and commanders review.

5 Analysis

This analysis follows the decision-making chain developed in the theoretical framework: data input,
Al processing, Al-generated recommendation, human decision and military action. For each stage,
the chapter examines reported examples from investigative journalism, academic literature and
policy reports to identify where bias may appear or where conditions for bias may be created. The
aim is not to prove the internal functioning of Lavender, Gospel or related systems, because their
data and algorithms are not publicly available. Instead, the analysis focuses on the observable
decision-making structure around these systems. This makes it possible to assess how technical
bias and cognitive bias may interact across the wider Al-assisted targeting process.

5.1 Data input

Before an AI-DSS produces any recommendation, it has already done something less visible which
is it has taken in data. This is the first stage of the decision-making chain set out earlier in this
thesis and it is easy to overlook because nothing seems to happen yet. No target is generated and
no human has acted. This is exactly why the input stage matters however. Whatever the system
later processes, ranks or recommends is built on the data it was given. If that data is selective,
incomplete or already shaped by earlier assumptions, then the conditions for bias are created here.
Long before an operator sees an output.

A first problem is that we often do not know what goes into these systems. In the case of
Lavender, the exact data input is not public. According to the IDF, recommendations may come
from a wide variety of sources, namely geospatial intelligence, signal intelligence, human sources
and open-source information [23|. That list sounds comprehensive, but it is also a description of a
very mixed data environment. Each of these sources carries its own limitations.
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Signal intelligence, such as communications interceptions, may show what actors are saying or
doing but not necessarily what they intend.

Human sources can be partial or politically shaped. For example, in the Israel-Gaza context,
human intelligence has sometimes relied on Palestinian informants whose information likely has
been shaped by fear and intimidation. Reuters reported back in 2008 that Physicians for Human
Rights-Israel documented cases where Gazan patients said they were denied permission to leave
Gaza for medical treatment if they refused to provide information to Israeli security agents|27].
This shows that while human sources can provide valuable context, the intelligence they provide
may also be influenced by personal vulnerability or political pressure.

Open-source information may also create bias at the data input stage, because publicly available
data does not represent every group, language or behaviour equally. If some communities are more
visible online than others, an AI-DSS may learn from an uneven picture of the environment. This is
an example of sampling bias. As researchers at SIPRI Bruun and Bo argue[28|, biased military Al
datasets can lead to civilians or civilian objects being wrongly seen as threats or not detected at all.

When these different sources are brought together, they may create the impression of a complete
picture of the battlefield, while in reality the data may still be incomplete and shaped by earlier
selection choices.

Facial recognition technology is a useful example of how unreliable data can enter at this stage.
Andersin discusses reports that Israel used facial recognition in Gaza through cameras, military
checkpoints and drone footage and that this kind of technology can be used as input for Al-based
systems to identify human targets [10]. The difficulty is that facial recognition is far less reliable in
uncontrolled environments. Poor lighting, awkward angles, distance, movement, dust and crowded
or damaged surroundings all reduce its accuracy [10]. A warzone is close to a worst-case environment
for this technology. This is not only a theoretical concern, one Israeli military official reportedly
said the technology sometimes wrongly flagged civilians as wanted Hamas militants [24].

Labelling is also a place where bias may quietly enter. Modern military Al depends heavily on
labelled data and the labels are produced by people. The Pentagon’s algorithmic-warfare team,
Project Maven, used drone video feeds from Iraq and Syria for object identification and data
labelling [29]. The word labelling sounds purely technical, but in a military context it involves
judgement. Deciding whether an object, a vehicle, a movement or a person is suspicious, hostile
or target-relevant is not the same as labelling a cat in a photograph. These categories carry
assumptions about what normal and abnormal behaviour look like in a particular place. If those
assumptions are skewed, the skew is built directly into the training data and the system might
later treat it as ground truth. This connects to the ICRC’s warning that machine learning-based
DSS involve uncertainties, assumptions and biases in the system, in the human user and in the
interaction between the two [11|. The labelling stage is exactly where human assumptions and the
technical system meet.

Taken together, these examples suggest that bias may enter the decision-making chain before the
AI-DSS produces an output, because the system can only ever process the information it receives.
If that information is incomplete, unevenly collected, wrongly labelled, or shaped by earlier human
assumptions, then the later recommendation may already be affected before the human operator
sees it.
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5.2 Al processing and AI recommendation

After the data input stage, the AI-DSS begins to process the information it has received. This is
where the system turns data into a classification, score or recommendation. In the case of Lavender,
the system reportedly gives individuals a score from 1 to 100 based on the likelihood that they are
connected to Hamas or Palestinian Islamic Jihad [18]. This is important because a score can make
suspicion look more precise than it really is. A number gives the impression that the system has
measured someone’s status objectively, while the score is still based on patterns and assumptions.

The risk becomes clearer when looking at how patterns are interpreted. Al systems can identify
correlations in data, but correlation is not the same as causation. A person may use a certain phone,
communicate with certain people, move through a certain area or share behavioural patterns with
known militants, but this does not automatically prove that the person is a militant. AI-DSS can
identify correlations, but cannot establish causation in the way a human judgement may require
[10].

This is also where group attribution bias may enter. Lavender reportedly works by comparing
individuals with known characteristics of Hamas or PIJ operatives. The problem is that the person
may then be judged through their similarity to a group rather than through individual evidence.
This does not prove that Lavender definitely produces group attribution bias, because the internal
criteria are not public. But the reported logic of scoring people based on similarity to known
operatives creates a risk that group-based assumptions become part of the classification process.

Bruun and Bo’s article “Constant care must be taken to address bias in military AI” gives a
useful example of this problem. They explain that an Al system might treat the use of prepaid
phone cards as an indicator of enemy status, even though prepaid cards may also be common
among groups such as migrant workers [28]. This shows how a system can correctly detect a fact,
but still interpret it wrongly. The data point itself may be accurate, but the meaning attached to
it may be biased. The relevant bias here is mainly group attribution bias, because a behaviour
associated with one group is applied to individuals more broadly. If this assumption is built into
the system’s classification process and repeatedly affects outputs, it may also become algorithmic
bias.

Facial recognition creates a similar issue during AI processing. At this stage, the system
compares a face with a database and produces a possible match or confidence score. Andersin
explains that facial recognition does not produce absolute certainty, but works with probabilities
and confidence levels [10].

The recommendation stage is where these classifications become more operationally important.
A score, match or classification can become a target recommendation or part of a target list.
Lavender reportedly generated at least 37,000 target recommendations during the first weeks of
the war [18]. This scale matters because even a small error rate can affect many people when the
system is used on thousands of cases. At this point, the bias is no longer only technical. The Al
output begins to shape what human operators see as suspicious, relevant or worth reviewing.

This subchapter therefore shows that Al processing and Al recommendation are not neutral
middle steps. They transform uncertain information into scores, matches and targetable outputs.
The main biases at this stage are algorithmic bias, data bias and group attribution bias. Algorithmic
bias may appear in the way the system weighs and interprets indicators. Data bias may continue
from the input stage into the output. Group attribution bias may appear when individuals are
judged through similarity to a wider profile. The next section will examine what happens when
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these outputs are passed to human operators and commanders for review.

5.3 Human decision and military action

After the AI-DSS has produced a recommendation, the next stage is human review. This is the
stage where the IDF argues that the system does not make the final decision by itself, because a
human still has to approve the target [23|. However, the question is not only whether a human
is formally involved. The more important question is whether that human is able to make an
independent judgement.

This is where automation bias becomes relevant. If a person has already been selected and
scored by Lavender, the human reviewer is not starting from a neutral position. The person is
already presented as a possible target. This may make the recommendation feel more reliable,
especially because it comes from a technical system that appears to have processed much more
information than a human could. In that situation, the human may rely too much on the system’s
output instead of actively looking for reasons to question it.

The risk becomes stronger when the review process is fast. An IDF official explained that
target review, which used to take much longer, could now take only minutes. [30]. In some cases
human review of Lavender-generated targets was extremely limited [18], sometimes as little as 20
seconds according to former operators within the IDF. This does not prove that every decision was
automatically accepted, but it does suggest a decision-making environment where automation and
action bias could become more likely. If the system produces targets quickly and the human only
has a short time to review them, the human role may become more about confirming the output
than independently assessing it.

Confirmation bias may also play a role at the human review stage. If an operator already
expects certain people, neighbourhoods, communication patterns or behaviours to be connected to
militant activity, an Al-generated recommendation may appear to confirm that expectation.

The final stage is military action. At this point, action bias is important. In war, there is already
pressure to act quickly because a suspected target may move, escape or become harder to locate.
AI-DSS can intensify this pressure by producing recommendations at high speed and by making
targets appear immediately actionable. Where’s Daddy? is relevant here, because it reportedly
alerted the IDF when suspected militants entered their homes [18]. This kind of alert can create a
sense of urgency: the target is available now, so waiting may feel like losing the opportunity.

This does not mean that every strike following an Al recommendation is the result of bias. But
it does show how automation bias and action bias may interact. The system first presents someone
as suspicious, which may encourage reliance on the recommendation. Then the military context
creates pressure to act quickly, which may reduce time for further verification. In this way, the
human decision may still exist formally, but it can be strongly shaped by the structure and urgency
created by the Al-assisted targeting process.
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6 Conclusions and Further Research

This thesis has analysed how bias may appear in the reported use of Al decision support systems in
military decision-making, with Lavender as the main case study and Gospel, Where’s Daddy? and
other related systems as part of the wider targeting environment. Because the internal design and
training data of these systems are not publicly available, the thesis did not try to prove exactly
how they function. Instead, it focused on the reported decision-making chain from data input, to
AT processing and recommendation, to human decision and military action.

The analysis showed that bias can enter at several points in this chain. At the data input
stage, incomplete or uneven intelligence may already shape the system’s later output. During Al
processing and recommendation, uncertainty can be turned into scores, matches or target lists,
making suspicion appear more precise and objective than it really is. At the human decision and
military action stages, automation bias and action bias may become relevant, especially when
operators review Al-generated outputs under time pressure and in the urgency of war.

The main conclusion is that AI-DSS can influence military decision-making even when they do
not make the final decision themselves. Their power lies in shaping what humans see as relevant,
suspicious or urgent. This means that simply keeping a human “in the loop” is not enough. The
more important question is whether that human has enough time, information and the right state
of mind to make a meaningful and independent judgement.

Does this mean that AI-DSS should automatically be rejected? I think this is difficult to
conclude. They may help militaries process large amounts of information and improve situational
awareness. However, their use in targeting requires strong safety measures, especially where civilian
harm is possible. These measures should include better verification, clearer accountability, more
transparency about system limitations and enough time for human review. Without these conditions,
there is a risk that uncertain or biased recommendations become too easily turned into military
action. These systems do assist in killing thousands of humans, many of which were innocent
civilians that were not meant to be killed. If you look at the other side however, if militaries were
not to use these systems, would there be more or less bias and innocents dying? That could be
something to look into. Further research is also needed when more information becomes available
about how these systems are developed, trained and used in practice. Much of the information used
in this thesis only came to light in recent years. As AI-DSS are likely to become more common in
future conflicts, understanding their risks and limits will only become more important.
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