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Abstract

The increasing number of surveillance systems with action recognition architectures raises
privacy concerns, as videos captured in public spaces may reveal sensitive personal traits even
beyond facial identity. Although prior work has studied the privacy-utility trade-off problem
in video action recognition, most approaches focused on applying anonymization globally or
to the full person, instead of exploring how various regions individually contribute to privacy
preservation and action recognition. For example, current state-of-the-art models (STPrivacy
[23] or RAPrivacy [52]) achieve strong results through learned, full-video anonymization.
This thesis proposes a new, structured evaluation pipeline that isolates individual video
regions under different transformation conditions. The pipeline uses a Self-Correction for
Human Parsing model [24] to extract five regions per frame: head, arms, legs, full body, and
background. Three classical anonymization transformation types (Gaussian blur, pixelization,
and solid fill masking) are applied to each region at three strength levels, which produces 45
distinct anonymization combinations. Utility is measured by top-1 accuracy of VideoMAEv2
on the HMDB51 dataset, while privacy leakage is evaluated using three attacker architectures
(ResNet-50, ResNet-101, and MobileNetV2). They are trained on the VISPR dataset and
evaluated on the PA-HMDB51 dataset across five sensitive attributes: face, gender, nudity,
relationship, and skin color.

The results show that region choice is the dominant factor in the privacy-utility trade-off.
Full body anonymization results in the most consistent drop in privacy leakage across transform
types but also one of the largest losses in utility. Background anonymization produces the
worst trade-off of all, as it reduces utility while leaving privacy leakage largely unchanged or,
higher than baseline in case of pixelization. Head pixelization at medium strength achieves
the best balance between both tasks, and arms/legs anonymization showed an insignificant
effect on either metric. Within a given region, varying transformation type or strength shows
a minor effect on privacy leakage, whereas utility is more sensitive to strength. A comparison
against STPrivacy and RAPrivacy supports this claim, showing that full body anonymization
using classical transformation, such as pixelization, can achieve the same privacy leakage levels
as state-of-the-art models.



Contents

1 Introduction 1

2 Related Work 3
2.1 Privacy-preserving action recognition . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2 Face anonymization and de-identification . . . . . . . . . . . . . . . . . . . . . . . . 5
2.3 Person/full-body/video de-identification . . . . . . . . . . . . . . . . . . . . . . . . 5
2.4 Obfuscation methods and privacy evaluation . . . . . . . . . . . . . . . . . . . . . . 6
2.5 Region-Anonymization and Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

3 Fundamentals 8
3.1 De-identification and anonymization . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
3.2 Video and Frame Representation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.3 Region Masks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.4 Privacy Transformation Functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.5 Utility and Privacy Leakage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

4 Dataset and Preprocessing 12
4.1 Datasets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

4.1.1 PA-HMDB51 dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
4.1.2 VISPR Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
4.1.3 VP-HMDB51 Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4.2 Region Extraction and Mask Generation . . . . . . . . . . . . . . . . . . . . . . . . 14
4.3 Privacy Transformations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.4 Video Reconstruction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.5 PRISM Preprocessing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

5 Methodology 20
5.1 Overview of PRISM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
5.2 Utility evaluation: Action recognition . . . . . . . . . . . . . . . . . . . . . . . . . . 21
5.3 Privacy evaluation: Attacker models . . . . . . . . . . . . . . . . . . . . . . . . . . 21
5.4 Privacy-Utility Trade-off Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
5.5 Comparison Protocol with STPrivacy and RAPrivacy . . . . . . . . . . . . . . . . . 24

6 Experimental Setup 25
6.1 Action Recognition Training . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
6.2 Privacy Attacker Training . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
6.3 Action Recognizer Training (Comparison Protocol) . . . . . . . . . . . . . . . . . . 26
6.4 Privacy Attacker Training (Comparison Protocol) . . . . . . . . . . . . . . . . . . . 27

7 Results 28

8 Discussion 43

9 Conclusions and future work 45



References 51

3



1 Introduction

For a long time, the number of surveillance cameras in public spaces has been increasing, monitoring
public activity at a wide scale [32, 43]. These devices are commonly integrated with an action-
recognition feature, which is a supportive tool for various parts of daily life, such as surveillance,
smart environments, public transport, and safety monitoring. Moreover, compared to still images,
video provides temporal information across consecutive frames, giving more valuable information,
e.g., for recognizing human actions. This temporal context helps recognize activities that may differ
in motion, sequence, or duration in subsequent frames. The action-recognition feature is mainly
applied to detect suspicious and dangerous activities, e.g., robberies or brawls. Hence, modern
systems like these can be helpful in preventing such situations before their execution [44]. Here,
computer vision models, applied to recognize such actions, are crucial, with the goal of improving
public safety [5, 28].

However, people want to keep their personal data private, and many are concerned about
their privacy, especially with the collection of personal data by the government and monitoring
systems [2, 34, 10]. During surveillance in public spaces, sensitive attributes, such as face, may be
captured, which allows to identify the person. Above that, privacy is not limited to facial identity
only, as many other factors can also reveal information about an individual. From cues such as
motion, clothing, pose, or even background context can be used to identify someone. Consequently,
concealing one part of the body or clothing might not be sufficient to protect a person’s identity.
Thus, it raises questions from an ethical perspective, as capturing such personal information should
be minimized and protected from third parties.

The probable solution would be to use privacy filtering in such a way that recognizing the
identity of a person is significantly reduced, while maintaining the accuracy of the action recognition
as much as possible. Such a challenge can be described as a privacy-utility trade-off, where both
the performance of the utility task, action recognition, and the protection of the identity must be
maximized. This is a formidable task for action recognition in videos, since a temporal dimension is
added, and both context and motion need to be considered within it. The context provides crucial
information about the actions occurring in individual frames, while motion offers additional cues
that help the model recognize the action more accurately. Therefore, it is expected that stronger
anonymization would not affect all tasks equally, as every task uses different information from the
video and might even result in decreasing the accuracy and incorrectly recognizing an action. In
addition, privacy might still be leaked even if anonymization was applied to each frame. Due to the
temporal context, the transition between frames might provide some personal identity attributes,
leading to their leakage [23]. Thus, there are various challenges to consider.

In recent years, privacy-utility trade-offs have been widely studied to protect identity while
keeping utility performance. Utility is mostly evaluated by the performance on downstream tasks
such as action recognition or object detection. This allows researchers to measure how much useful
information is maintained after applying anonymization transformations and to compare privacy-
utility trade-offs using different methods [9]. While developing such models, it is important that
privacy should be evaluated against attacker models that try to retrieve information [53]. However,
privacy evaluation is not a simple task, as every attacker model could differ from each other, and
hence the system should be robust against multiple attacker models. Thus, the effectiveness of
privacy protection should not be tested with only one recognition model, as the model could deceive
the anonymization method, which allows other models to still be able to recognize the person
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[54]. Furthermore, in the privacy-utility task, applying filters in every frame might be insufficient.
Even if the identity might look safe due to being not visible in every frame, privacy leakage is
still possible due to aggregation across frames [9]. Recent approaches such as STPrivacy and
RAPrivacy, representing the current state-of-the-art, achieve substantial results in the researched
trade-off [23, 52] (STPrivacy reports Top-1 = 50.73%, cMAP = 72.48%; RAPrivacy reports Top-1
= 50.12%, cMAP = 70.12%; both models evaluated on VP-HMDB51 dataset [23] which is one of
the most used and most recent benchmark datasets for this task, where higher Top-1 indicates
better utility, and higher cMAP indicates more leakage). Moreover, these state-of-the-art methods
apply anonymization globally and provide little insight into which visual regions are responsible
for privacy leakage or utility loss. This results in outcomes being either so heavily obfuscated
that they are unintelligible to the human eye, resembling television static, or interpretable only
at the video level, where actions are apparent from temporal motion but cannot be inferred from
individual frames. Previous work has studied privacy-preserving action recognition, low-resolution
recognition, face anonymization, and learned de-identification methods. However, these works have
paid less attention to systematically comparing how different identity-related regions contribute to
anonymization.

Thus, although much research has been conducted on privacy-utility visual tasks, it still remains
unclear how the trade-off between privacy and action recognition utility is affected by applying
anonymization transformations of different strengths to different regions of the video. Previous work
shows that anonymizing only a face or training on only one attacker may be insufficient to protect
privacy. However, there is still a limited understanding of how action recognition performance and
privacy leakage are influenced by applying transformations to different parts of the body, the full
body, and the background regions across varying transformation strengths. The thesis addresses
this gap with PRISM, a novel evaluation pipeline that provides the first controlled benchmark
comparing fixed regions under matched transformation types and strengths in the action recognition
task.

The goal of this research is to evaluate a video processing pipeline that preserves privacy, where
the identity of the person is anonymized in the video by performing privacy transformations on
areas such as different parts of the body, the full body, and background, and recognizing the action
being performed. Therefore, the main research question is:

• How does the performance of the action recognition model change when various strengths of
privacy filters are applied to different regions of the video, such as different parts of the body,
the full body, and background?

With succeeding subquestions:

• What are the effects of action recognition accuracy performance by applying different trans-
formation strengths for each region?

• How do different regions change privacy leakage while using the same transformation strength?

Formally, each input sample is a video containing human action. The utility objective is to
preserve enough information in the video for the action-recognition model to correctly classify
the action, while the privacy objective is to reduce enough information that could be used by an
attacker model to correctly identify a person’s sensitive information.
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This thesis examines how the trade-off between action recognition utility and privacy protection is
influenced when privacy-preserving transformations are applied to different video regions, specifically,
individual body parts, full body, and background. Particularly, it compares and evaluates the
impact of transformations of varying strength on both recognition accuracy and privacy leakage.
Based on this analysis, the thesis aims to provide an understanding of which regions in the video
are most crucial for preserving action information and which contribute most strongly to person
identity privacy leakage.

The rest of the thesis is organized as follows. The next section, Section 2, provides background
and prior research done in the field of privacy-preserving visual action recognition. In Section 3, the
fundamentals are explained. Section 4 provides information about datasets and the preprocessing
steps, including region extraction and the privacy transformation functions. Then, the following
section, Section 5 describes the methodology used for the experiment, including the evaluation
pipeline, utility and privacy evaluation protocols, and trade-off analysis. Then, the experimental
setup is presented in Section 6. Section 7 reports the results and analyzes the privacy-utility
trade-offs across different regions and transformation strengths. Finally, Sections 8 and 9 conclude
the thesis and discuss limitations and directions for future research.

2 Related Work

This section provides information about prior work relevant to privacy-preserving video action
recognition. Section 2.1 describes work specifically addressing the privacy-utility trade-off in
action recognition. Sections 2.2 and 2.3 provide an overview of visual de-identification, by firstly
focusing on face anonymization, and then extending to full body and person-level de-identification
methods. Section 2.4 presents common obfuscation techniques and how privacy protection is
typically evaluated across this literature. Finally, Section 2.5 defines the research gap this thesis
addresses and highlights the proposed approach.

2.1 Privacy-preserving action recognition

The privacy-preserving action recognition task aims to achieve the highest performance on the
utility task while removing sensitive information that can be used to identify a person from the
video. Models might use cues from the context, such as motion, pose, appearance, or background
scene, to categorize actions [42, 12, 13]. Therefore, removing or altering crucial information in
specific action scenarios can affect performance [40]. For example, by concealing hands, the model
might not recognize that a person is holding a cup, or by obscuring the background, such as
a trampoline, the model might not recognize jumping action, resulting in a worse utility score.
Besides that, previous research [7, 53, 54] mainly studied transformations applied to full frames or
full videos and evaluated the overall privacy-utility trade-off, with only a few exceptions explicitly
decomposing privacy leakage across different visual regions [18].

An early approach to privacy-preserving action recognition attempted to represent the original
visual signal more confidentially. For example, researchers tried to preserve part of the motion
information required for activity recognition while reducing visible personal details using extremely
low-resolution video [40], though this method resulted in a limited privacy-utility trade-off. A
more recent study took an alternative representation approach based on skeleton and demonstrated
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that even using abstract pose alone can leak sensitive information such as identity or gender[30].
Together, these studies present important insights about privacy preservation in action recognition,
that alternative representations can still contain sensitive information.

A learned optimization approach is another direction researchers explored in attempting to solve
the privacy-preserving action recognition problem. This method jointly trains an anonymization
function with an action model and a privacy attacker in order to preserve information about action
while suppressing privacy cues. Early works focused on privacy-preserving action detection only
on faces, altering facial identity while preserving utility performance [37]. This technique was
later improved and extended to generalize against more adversarial frameworks, in which models
were optimized against one or more attacker models. This shows that privacy depends on the
attacker models, and various models might perform worse or better on privacy leakage depending
on the implementation and method they use. Hence, the privacy-preserving model must be robust
against attacks from varying systems, and not just one model. Given that, anonymization and
privacy evaluation should be tested on various attackers. Especially, Wu et al. formalized the
privacy-preserving action recognition problem as an adversarial learning framework, in which an
anonymization model trains against attacker models to be capable of inferring sensitive identity
attributes, while preserving action recognition [53]. For this research, they introduced the now
widely used PA-HMDB51 benchmark dataset with action and privacy annotations.

More recent methods, such as STPrivacy, being one of the current state-of-the-art models,
model privacy in the spatial and temporal domain rather than applying privacy to each frame [23].
Addressing the fact that, despite applying anonymization techniques in every frame and receiving
decent results, privacy leakage is still possible due to the temporal sequence. By aggregating
information across frames, attacker models could identify the person in that video. Consequently,
the model showed that treating anonymization as a spatio-temporal problem allows for preserving
motion cues relevant for action recognition, while preventing the cross-frame aggregation attacks
described above. Hence, the anonymization remains temporally consistent rather than leaving
frame-independent gaps that an attacker could exploit, achieving Top-1 = 50.73% on VP-HMDB51
(see Table 10). However, STPrivacy’s anonymization operates by discarding action-irrelevant tokens
and transforming the remaining ones within an embedding space via adversarial training. The
authors report that this produces videos featuring unidentifiable silhouettes. Due to that, the
people in the video become unrecognizable to a human observer [23]. In contrast to classical pixel
methods(e.g., blur, pixelization), which remain visually interpretable even after anonymization.

Other research has focused on making models more robust to unseen actions and privacy
attributes while reducing annotation cost. SPAct addresses both objectives simultaneously. Such
an approach is particularly important as supervised anonymization methods typically learn a
function tied to a predefined set of privacy attributes, and may then fail to anonymize previously
unseen attributes (For instance, a model trained to conceal skin color may still leave background
information unprotected). This method’s self-supervised privacy-removal branch avoids this by
not depending on privacy labels at all [7]. This shows that expensive privacy annotations can be
omitted while still learning an effective privacy-preserving action recognition model.

RAPrivacy, being the second current state-of-the-art model, extends the research by taking a
different direction [52]. It emphasizes that the anonymized videos should remain clearly readable to
a human observer, reporting Top-1 = 50.12% on VP-HMDB51 dataset (see Table 10). Therefore, the
researchers behind the RAPrivacy model emphasized creating privacy-preserving, human-readable
videos that are also useful to human observers. Finally, Ilic et al. argue that protecting privacy
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should not be globally applied to the whole frame but rather selective on different parts of the
frame, which crucially supports the main goal of this thesis [18]. However, this method learns
which areas to hide using a saliency map built from privacy examples chosen by people, adjusted
for each image, and kept consistent across video frames using optical flow. PRISM systematically
evaluates every combination of region, transformation method, and strength, enabling controlled
comparisons of how obfuscating different regions affects privacy and utility.

2.2 Face anonymization and de-identification

Face anonymization and de-identification are the most common areas of research in visual privacy.
It is mostly driven by the fact that the face is the most common and easily exploited identity cue
in videos. Consequently, the aim is to remove or reduce sensitive facial information and preserve
anonymous information such as pose or gaze. In contrast to privacy-preserving action recognition,
where the main utility task is classification of the action, the face de-identification system tries to
suppress information on the face, used to identify a person.

Early work in facial anonymization indicates that hiding or disrupting the face might be
insufficient. It is because various methods provide different levels of protection, and most of
these methods degrade the quality of the image or downstream utility. Hence, recent approaches
increasingly view privacy protection as a transformation problem rather than simple face obfuscation.

More recent literature focuses on generating realistic anonymized faces, rather than simply
reducing facial information. These methods try to synthesize a new face, hiding the true identity
while preserving selected parts of the original face. For example, AnonymousNet creates faces by
modifying or generating them, using specific features while aiming for measurable privacy goals
[25]. Similarly, Cai et al. tried to replace identity and preserve insensitive facial attributes for tasks
such as expression analysis, landmarks, or head pose [6]. These methods offer a privacy-utility
trade-off in which generated faces remain anonymous and photorealistic, though this approach
introduces a new risk. Since anonymized faces are generated by modifying features of the original
face, a resulting synthetic face could coincidentally resemble another real person. This concern was
acknowledged in the face-generation literature [21]. Moreover, it moves from the idea of simple face
transformation and can be used for further analysis.

Other researchers developed models in which the results of face anonymization are intentionally
reversible. Different models, such as UU-Net, were designed to recover the original identity under
authorized conditions [14, 35]. This functionality is relevant for surveillance or security settings
because the face is not identifiable and recognizable at first, but re-identification might be required
later by official access. This reversibility raises another problem of its own. An attacker might
attempt to deduce patterns in the encoding-decoding function to decode others if several known
key-identity pairs were exposed. This concern is recognized in the literature where anonymization
is password-conditioned. The methods are explicitly engineered so different keys map to sufficiently
diverse output identities [14]. Li et al. took a different direction where anonymization was designed
to change visual appearance but preserve biometric discriminability [22].

2.3 Person/full-body/video de-identification

Although much research has focused on face anonymization, more recent studies showed that
limiting the focus to the face alone is insufficient, and the model might still leak person identity.
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Covering or altering the face might not protect identity, as a model can still recognize a person
by other attributes. Information, exposed on the cameras, which might seem irrelevant to people
(e.g., nationality, religion, or wealth), is still private data and might be used to classify a person’s
characteristics. Notably, this same capability is dual-use: while it shows a privacy risk to ordinary
individuals whose face happens to be obscured, it can also support security goals, such as identifying
a malicious person who has deliberately concealed their face during a crime, using e.g., clothing
or gait. Besides that, the video captures a large amount of information that is not necessarily
connected to physiological biometrics (e.g., face). They can also record non-biometric (e.g., clothing),
behavioral biometrics (e.g., gait), soft biometrics (e.g., height), or even background, and could reveal
a person’s identity [8, 46]. Moreover, since the video includes an additional temporal dimension, a
person can also be identified by temporal motion cues. This suggests that video may be an even
greater privacy risk due to temporal continuity providing additional information that can support
re-identification across frames. This is the exact vulnerability that spatio-temporal anonymization
methods such as STPrivacy are designed to address, by explicitly accounting for the temporal
dimension during anonymization instead of treating frames independently. Such a problem resulted
in more extensive and broader research beyond face anonymization, emphasizing preserving privacy
through transformation application on the whole visual scene.

One of the earliest works presenting the foundations of the problem was formulated as preserving
enough action information while covering the person’s identity in the video [1]. This research also
provided essential outcomes that privacy in the video is, by definition, more difficult than in still
images, and that privacy should be protected on each frame and temporally. Moreover, the paper
gives a solid understanding that privacy should be distributed through different characteristics
rather than a single visible trait.

Subsequent works have strengthened this view by checking various identity information available
besides the face. Especially, Dietlmeier et al. presented proof that a person may be recognized
based on other visual cues, such as clothing or body appearance, within various settings and
viewpoints [8]. This provides an insight that concealing other body parts, or even the surrounding
context, is just as important as obfuscating the face. Dietlmeier et al.’s work investigates person
re-identification by matching visual appearance across different camera viewpoints, showing that
privacy leakage is distributed across different parts of the context, and that several regions of the
video are used to identify a person.

Thapar et al. provided another important perspective on identity leakage, showing that the
identity may be revealed even in first-person videos where the person recording never appears in
the video [46]. The paper shows that identity can still leak through gain and ego-motion cues
encoded in the camera trajectory itself. This provides a valuable insight into broadening the notion
of video de-identification beyond visible body regions and demonstrating that privacy leakage may
come only from motion signatures.

2.4 Obfuscation methods and privacy evaluation

Other researchers placed emphasis on investigating how different obfuscation methods affect
the trade-off between privacy and downstream utility, instead of focusing on learning a single
anonymization model. These literatures provide important understanding of the privacy-utility
trade-off by not only checking whether video anonymization is possible but also showing various
ways to measure privacy while preserving the utility task and whether simple transformations, such
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as blur or low resolution, are adequate to prevent privacy leakage. This thesis follows the same
evaluation tradition, since it tests exactly this class of classical transformations (blur, pixelization,
and masking) and adopts a similarly mixed approach to measuring privacy, by combining multiple
attacker architectures and metrics (binary accuracy, F1, cMAP) instead of relying on a single
measure of leakage.

The most common anonymization and de-identification methods can be categorized as traditional
obfuscation techniques (blur, pixelization, masking), advanced AI-based techniques (face swapping,
full-body anonymization, context-aware inpainting), or procedural and data-level techniques (video
cropping, metadata removal, voice alteration) [36, 4, 47, 48]. This thesis adopts methods from
the first category (blur, pixelization, and masking) for the reasons detailed in Section 3.5. These
methods are designed to remove identity cues recognizable by machines as simple, anonymous visual
characteristics [39]. The goal of removing identity cues for a human observer refers to de-identifying
a person not recognizable by this observer, whereas the main task of the de-identifying model is to
transform the video in a way that the algorithm cannot recover identity information of a person.
This distinction is important since a person might still be recognized by the machine, even though
an identity may not be visible to a human. This thesis studies the machine recognition task, as
privacy leakage is evaluated through attacker models and not by a human observer.

Most research in this area focuses on evaluating common and computationally cheap obfuscation
methods such as blurring, blocking, pixelization, silhouette generation, edge filtering, or superpixels.
This thesis specifically evaluates blur and pixelization, together with a solid fill masking method
conceptually related to blocking. However, since the methods are straightforward, the literature
indicates that they have limited effectiveness and are constructed based on evaluating functions.
Prior work shows that the blocking transformation method is much better in preserving identity
than blur, as it removes more visual information, but it makes the image less useful in utility tasks
and for the observer [26]. This thesis’s masking transformation, which fully covers a region at its
highest strength, is conceptually related to blocking. Similarly, another work provides a comparison
of classical transformations created primarily for surveillance and insights into the complexity of the
privacy-utility trade-off [4]. Additionally, Ruchaud et al. indicate that common practical face filters,
such as face blackening, pixelization, and others, may fall short on privacy protection and remain
vulnerable to restoration and recognition attacks [39]. These studies provide an understanding that
privacy protection should be evaluated considering the attacker and the evaluation protocol, and
be based on the specific task, such as action recognition instead of face recognition.

More recent literature provides more uncommon transformations that work by abstraction or
contextual suppression instead of direct identity replacement. For example, researchers invented
a method of abstraction-based privacy filtering that reduces photorealistic detail while replacing
selected sensitive regions with simplified clip-art representations [16]. Another research presented a
technique that treats privacy as a contextual recognition problem in which, instead of anonymizing
people, it learns visual models of sensitive spaces defined previously by the user and flags images
taken in those environments before they are exposed to external systems [45]. A different line of
research focused on privacy preservation through resolution reduction instead of anonymization [51].
In this method, the image is downsampled to multiple resolutions, and the activity recognition
performance and identity leakage for cues such as face, nudity, and others. This shows that privacy
is not based on a single feature.
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2.5 Region-Anonymization and Privacy

In video, action recognition relies on different regions depending on the action [18]. The model might
retrieve information about hands while classifying clapping or about legs and the whole body while
detecting jumping. Moreover, if the model is expected to give more specific classification predictions,
it might even use environment or different tools to recognize actions, such as a trampoline in
classifying jumping on a trampoline or cutting vegetables with a knife. Furthermore, privacy
leakage might also come from different regions of the video [27, 8, 7]. As said before, a person
can be recognized by different traits, and the model might use attributes that, for the human eye,
might seem irrelevant, but actually give a lot of information about the identity. Besides that, in a
video, the person’s identity might be spread through different frames, which can also support a
machine in identifying a person [15, 31]. Even the surroundings in which a person resides might
inform the machine. A model trained on more data may be able to identify a larger number of
individuals. Therefore, region anonymization research is meaningful. The model should be as
accurate as possible in recognizing action while using a strong but minimalist anonymization method.

The existing literature strongly indicates that privacy-utility trade-off analysis is a widely
known and broadly researched problem. Despite its popularity, most prior work centers on global
anonymization, full-person de-identification, or transformations learned by a neural network from
training data. Only a few of them try to explicitly decompose the contribution of different visual
regions [18]. There is no controlled benchmark for comparing separate regions under matched
privacy strengths. Consequently, prior literature does not provide a clear answer to the research
questions proposed in this thesis.

The present thesis is motivated by this gap. It proposes PRISM, a structured evaluation
framework that combines five regions (head, arms, legs, full body, background) with three classical
transformation types at three strength levels. This controlled design enables utility and privacy
changes to be attributed to a specific named region, rather than to an opaque learned mechanism
such as Ilic et al.’s saliency-based approach [18]. PRISM extends currently existing region-based
anonymization research by providing a systematic analysis of how privacy and utility vary across
different regions of the video.

3 Fundamentals

This section introduces the core concepts and formal notation used throughout the thesis. Section
3.1 distinguishes between de-identification and anonymization, the two related concepts about
privacy protection. Sections 3.2 and 3.3 present formal representations of videos, frames, and
region masks. Section 3.4 shows the general privacy transformation function. Finally, Section 3.5
defines utility and privacy leakage as two metrics used to evaluate transformations throughout the
experiments.

3.1 De-identification and anonymization

One of the two processes that are crucial for the privacy-utility trade-off problem is the de-
identification technique, which is explained by researchers as a process that ”removes all identification
information of the person from an image or video, while maintaining as much information on the
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action and its context” [1]. Consequently, transforming only the face or other body part might be
insufficient for preventing privacy leakage, as a person could be identified by, e.g., clothing [8, 38].
Anonymization is the other most used method in privacy protection in video. It is a process of
removing or altering personally identifiable information of individuals in order for the person to
be unidentifiable. The anonymization process is generally considered irreversible because, once
applied, the original identity cannot be recovered from the transformed data. De-identification
is often used more broadly, and while some de-identification techniques preserve a reversible link
for re-identification (e.g., pseudonymization), others do not. Therefore, de-identification is not
necessarily reversible or irreversible.

3.2 Video and Frame Representation

The video can be represented as a sequence of frames:

V = {I1, I2, I3, ..., IT} (1)

where V is the video, It is the frame at time t, and T is the total number of frames in the video.
Spatial information can be found in each frame, where the temporal information is contained in
the sequence of frames.

Frames can include various spatially confined information such as appearance, body posture,
skin color, clothing, and background, whereas the sequence of frames might contain movement
information, such as walking, jumping, or clapping. Prior work has already shown that both of
these types of information are relevant for action recognition and privacy preservation tasks.

In the experiment, the transformations are applied at the frame level. Nevertheless, the videos
are reconstructed from the transformed frames so that the temporal structure is preserved.

3.3 Region Masks

The region mask indicates which pixels from the frame belong to a selected region. Hence, for a
frame It, a binary mask for region r can be written as

M r
t (x, y) ∈ {0, 1} (2)

where (x, y) is a position of the pixel. If M r
t (x, y) = 1, the pixel belongs to region r. Otherwise, it

does not.
Masks allow image transformations to be applied only to selected pixels inside the mask instead

of transforming the entire frame. The regions chosen in this experiment are: head, arms/hands,
legs, full body, and background.

3.4 Privacy Transformation Functions

A privacy transformation modifies selected visual information in a frame with chosen filters. A
transformed frame with transformation strength s can be represented as:

I ′t = F (It,M
r
t , s) (3)
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where I ′t is the transformed frame, and F is the chosen filter, It is the original frame at time t, M r
t

is the binary mask indicating region r at time t, and s is the strength parameter controlling the
intensity of the transformation, with concrete values for each transformation type.

The transformation changes pixels inside selected regions while others remain unchanged. Such
application allows for comparing the utility performance and privacy leakage of different regions
under the same transformation function and strength.

The privacy transformations used for PRISM are classical visual filters, such as blur, pixelization,
and a solid fill mask. These transformations were chosen because they are computationally cheap,
interpretable, and can be applied consistently across different regions. Although prior studies show
that these methods are insufficient in protecting sensitive information, they can still provide insight
into which video regions contribute most to identity leakage.

3.5 Utility and Privacy Leakage

The effect of privacy transformations is evaluated using two metrics: utility and privacy leakage.
The utility task assesses how useful the transformed video remains for the intended task.

Since action recognition is the intended task, utility is evaluated by the performance of an action-
recognition model on clean and transformed videos, using various metrics.

Let A(·) denote the action recognition model, mapping a video to a predicted action class, and
let y be the ground truth action label. For a test set of N videos:

U(V ′) =
1

N

N∑
i=1

1[A(V ′
i ) = yi] (4)

where U(V ′) is the utility of the transformed videos, measured as the classification accuracy of
the action recognizer, and 1[·] is a function, equal to 1 when the prediction matches the ground
truth and 0 otherwise.

Privacy is leaked when there is still remaining sensitive information after the transformation of
the video. Hence, privacy leakage is evaluated using attacker models. These attacker models try
to infer sensitive information from the transformed video. Depending on which information was
obfuscated, the model might perform differently. If the attacker performs well, the information
related to identity is still present in the video. However, if the performance decreases, the sensitive
information is reduced, making these parts essential in preserving privacy. Privacy attributes
in VP-HMDB51/PA-HMDB51 (see Section 4.1.1) work as binary indicators of whether sensitive
information is present or inferable (e.g., predicting whether gender is inferable, not which gender),
following established convention in privacy-preserving action recognition benchmarks [33, 53].

Let Pj(·) denote a privacy attacker j, mapping a video to a predicted sensitive attribute vector,
and let a be the ground truth attribute vector. For a test set of N videos:

Lj,k(V ′) =
1

N

N∑
i=1

1[Pj,k(V ′
i ) = ai,k] (5)

where Lj,k(V
′) is the privacy leakage of attacker j on attribute k measured as its prediction

accuracy against ground truth attribute label
The privacy-utility trade-off presents the connection between these two outcomes. In this

problem, the action-recognition performance should be preserved as much as possible while reducing
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privacy leakage. Consequently, this situation indicates that the applied privacy transformation was
useful.

To make these general definitions concrete, this section formalizes the following metrics used to
instantiate U(V ′) and Lj,k(V ′).

Top-1 accuracy. Let ŷi = arg maxc f(V ′
i )c be the action recognizer’s predicted class for video

i, where f(V ′
i )c is the model’s predicted probability for class c. Consequently, the formula is as

follows:

Top-1 =
1

N

N∑
i=1

1[ŷi = yi] (6)

Top-5 accuracy. Let Top5(V
′
i ) ⊆ {1, . . . , C} denote the set of the five classes with the highest

predicted probabilities f(V ′
i )c, i.e., the five largest values of f(V ′

i )c over all action classes c. The
formula is as follows:

Top-5 =
1

N

N∑
i=1

1[yi ∈ Top5(V
′
i )] (7)

Binary accuracy. For an attacker predicting an attribute k with sigmoid score si,k ∈ [0, 1], a
binary prediction is obtained by thresholding at τ : âi,k = 1[si,k ≥ τ ]. The formula is as follows:

BinAcck =
1

N

N∑
i=1

1[âi,k = ai,k] (8)

where the specific value of τ and how si,k is obtained from a video depend on the pipeline instantiation
(given in Section 5.3).

F1 score. For attribute k, precision and recall are computed from the threshold predictions

Precisionk =
TPk

TPk + FPk

, Recallk =
TPk

TPk + FNk

, F1k = 2 · Precisionk · Recallk
Precisionk + Recallk

.

where the reported score is the mean across all K attributes:

F1 =
1

K

K∑
k=1

F1k (9)

cMAP (class-mean Average Precision). cMAP evaluates the ranking quality of the raw
scores si,k across all possible thresholds. For attribute k, Average Precision is the area under the
precision-recall curve traced as the threshold sweeps from 1 to 0:

APk =

∫ 1

0

Pk(R) dR, cMAP =
1

K

K∑
k=1

APk (10)

Binary accuracy and F1 measure prediction quality at a single fixed threshold, whereas cMAP
measures how well the model ranks correct attributes above incorrect ones regardless of threshold.
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4 Dataset and Preprocessing

This chapter describes the datasets used in this thesis and the preprocessing pipeline applied to
prepare them for the experiments. Section 4.1 introduces three datasets (PA-HMDB51, VISPR,
and VP-HMDB51) and explains their roles in the pipeline. Section 4.2 explains the process of
extracting individual videos and converting them into masks. Section 4.3 describes the privacy
transformation functions and their strength levels applied to the regions. Section 4.4 covers how
transformed frames are reassembled into videos, and Section 4.5 details the additional preprocessing
required for the state-of-the-art comparison experiment.

4.1 Datasets

Three datasets are used throughout this thesis. PA-HMDB51, a privacy-annotated extension of
HMDB51, provides privacy attribute labels for evaluating region-based privacy transformation,
while HMDB51 provides video clips and action labels used to train action recognizer. VISPR is used
to pretrain the privacy attacker models on a larger set of privacy attributes before fine-tuning on
PA-HMDB51. VP-HMDB51 is used for the comparison protocol against STPrivacy and RAPrivacy
only, as it extends the amount of annotations to the whole HMDB51 dataset.

Dataset Split Videos / Images Purpose

HMDB51 split 1 train 3,570 Action recognition fine-tuning
HMDB51 split 1 test 1,530 Utility evaluation (clean + transformed)
PA-HMDB51 - 515 Privacy leakage evaluation
VISPR train 10,000 Attacker training
VISPR val 4,167 Attacker validation
HMDB51 (STPrivacy) train ∼4,060 Comparison: action recognizer training
PA-HMDB51 (STPrivacy) train/test 309 / 206 Comparison: action recognizer evalua-

tion + attacker training/evaluation
VP-HMDB51 train/test 3,570 / 1,530 Comparison: attacker training / evalua-

tion

Table 1: Datasets used for action recognition, privacy leakage evaluation, attacker training, and STPri-
vacy/RAPrivacy comparison protocol.

4.1.1 PA-HMDB51 dataset

For the experiment, the PA-HMDB51 dataset, a privacy-annotated extension of HMDB51, was
chosen as the main dataset for evaluating region-based privacy transformations in video action
recognition. PA-HMDB51 is a widely used benchmark in privacy-preserving action recognition
research and has been used by recent studies [23, 3].

The HMDB51 contains around 6,766-6,849 clips of short human-action videos, depending on the
source, together with 51 human action categories, and is commonly used for action recognition [20].
HMDB51 provides three official predefined train/test splits for reproducible evaluation, whereas
only split 1 is used in PRISM (see Table 1). The clips include a wide range of body movements,
human interactions with objects, and human interactions with humans. The clips are stored as
FMP4 compressed AVI files at 320x240 resolution and 30 fps, with moderate bitrates (∼470-770
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kbps) that produce mild compression artifacts typical of MPEG-4 encoding (see Table 2). Since
the official dataset is unavailable for download, the Serre Lab at Brown University provides various
mirror editions gathered by the community. The dataset used in this thesis contains 6,766 clips
extracted from Hugging Face, divided into 51 categories. Consequently, the PA-HMDB51 dataset
was introduced for privacy-preserving video action recognition and expanded the prior dataset with
privacy annotations of attributes such as skin color, face, gender, nudity, and relationship [53].
These privacy labels follow the same binary presence/absence convention. Even for attributes with
several possible real-world values (e.g., gender), the dataset collapses these into a binary ”can be
inferred” / ”cannot be inferred” label, to keep the privacy task consistent with VISPR’s binary
attribute annotations and to reflect whether the attacker can extract information at all. However,
PA-HMDB51 is limited in size since it contains annotations only for 515 videos. Therefore, privacy
attackers are only tested on this dataset, while training is performed on a separate dataset, following
the same cross-dataset protocol used for PA-HMDB51 [53].

Property PA-HMDB51 VISPR VP-HMDB51

Modality Video clips Static images Video clips
Codec / format FMP4 / AVI JPEG FMP4 / AVI
Resolution 240p height, width

176-592 px, most
common 320×240

Range 500×337 to
5760×3840

240p height, width
176-592 px, most
common 320×240

Frame rate 30.0 fps n/a 30.0 fps
Color space / bit depth RGB, 8-bit/channel RGB, 8-bit/channel RGB, 8-bit/channel

Table 2: Technical statistics for the three datasets. PA-HMDB51 and VP-HMDB51 share identical underlying
video files, with different annotation layers, which is why their technical rows are identical.

For the comparison with STPrivacy, PA-HMDB51 was additionally split into 60/40 train/test
sets (309 training videos, 206 test videos), which matches one of the SOTA evaluation protocols
[23] (see Table 1). This differs from the main experiment, where all 515 annotated PA-HMDB51
videos are used as a test set, with no train/test split applied to the dataset (see Table 1).

The dataset was chosen to evaluate performance and privacy preservation based on applying
transformations with varying strengths to different regions of the video. PA-HMDB51 is especially
suitable for studying utility tasks and privacy leakage since it contains both human actions, which
support utility evaluation, and privacy-related information, required for the analysis of sensitive
information.

Moreover, the chosen dataset provides a realistic contrast between various body poses, clothing,
camera viewpoint, motion, and background, which provides better region-based analysis. Especially
recognizing an action may depend on different visual cues. For example, actions such as walking or
running may rely heavily on the legs, while clapping may rely on the hands and arms. In other
scenarios, the background or surroundings may provide useful contextual information. In such a
way, applying the same transformation to all regions may hide unnecessary sensitive information
or remove important information in action recognition. Moreover, this variation is useful for
this research as privacy leakage may come from several body parts, clothing, motion pattern, or
background context, not only from the face.
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4.1.2 VISPR Dataset

In addition to PA-HMDB51, the VISPR dataset is used for pretraining the privacy-attribute
attacker models. The VISPR dataset was first presented as part of the Visual Privacy Advisor
work and contains around 22,000 images annotated with 68 privacy-related visual attributes [33].
These annotations are useful in learning general privacy cues, such as skin color, gender-related
information, relationships, and other sensitive visual information. The VISPR dataset is used for
training the attacker model since it provides a large amount of privacy supervision data, and the
PA-HMDB51 dataset is limited in size. Therefore, the privacy attacker models are trained on
VISPR and evaluated on both clean and transformed PA-HMDB51 to test privacy leakage.

4.1.3 VP-HMDB51 Dataset

In addition to PA-HMDB51 and HMDB51, the VP-HMDB51 dataset is used in this thesis for the
comparison with the current state-of-the-art models. The dataset was originally introduced in the
paper that proposed STPrivacy, which is currently considered the state-of-the-art model [23]. In
contrast to PA-HMDB51, which annotates only a subset of 515 videos, the VP-HMDB51 dataset
extends it and provides privacy annotations for all 6,766 clips of HMDB51. Hence, PA-HMDB51
is a strict subset of VP-HMDB51, so all 515 annotated PA-HMDB51 videos are also contained
within VP-HMDB51. More than three annotators labeled each video across the same five sensitive
attributes, which already exist in PA-HMDB51: face, skin color, gender, nudity, and relationship
[23]. Both datasets cover exactly these five attributes, with none added or omitted. VP-HMDB51
differs from PA-HMDB51, however, in different label formatting, since VP-HMDB51 attributes are
binary, and PA-HMDB51 allows an uncertain value of 0.5 when annotators disagreed.

4.2 Region Extraction and Mask Generation

Before applying transformations to different video parts, these regions are first found and extracted.
In order to do that, the Self-Correction for Human Parsing (SCHP) model was used [24]. SCHP
is a parsing approach in which every pixel is assigned to a semantic body part category and was
proposed to improve the reliability of human parsing models under noisy annotations.

SCHP was selected for its wide adoption and off-the-shelf availability as a pretrained extractor,
which made it relatively suited for reliable per-frame region extraction, particularly given the
limited computational resources available for this experiment. More recent methods (e.g., SCHNet
[29], Hulk [50]) report higher mIoU on the LIP benchmark (64-66% vs. SCHP’s 59.36%). However,
these improvements stem from foundation-model backbones (e.g., SAM/CLIP-based). SCHNet, in
particular, has no public implementation available, and Hulk’s released codebase is built around a
unified multi-task framework requiring substantial setup, making neither well-suited as a lightweight
drop-in extractor for downstream masking pipelines like ours. Integration of the newer parsers is
left for future work.

The output of the SCHP is converted into masks for the regions. The regions are defined as
follows:

• head: face, hair, and other head labels when available

• arms/hands: left arm, right arm, and hand pixels when available

• legs: left leg, right leg, and foot/shoe pixels when available
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• full body: union of all detected human part labels

• background: inverse of the full body mask

The masks are generated each frame. Such a solution is more reliable for detecting body parts
than applying bounding boxes. Full body masking is created by combining all other human labels,
while the background masking is applied to the inverse of the full body mask.

4.3 Privacy Transformations

After region detection, privacy transformations are applied only to selected regions. The rest of the
frame remains unchanged. Gaussian blur, Pixelization, and solid fill are transformation types used
in the experiment. Each transformation is applied with three strength levels: low, medium, and
high. All transformations are applied to frames at their native resolution (240p height, width of
varying 288-576px depending on the clip; most commonly 320 × 240), in BGR, 8-bit per channel.

Gaussian blur is a technique that removes local texture detail, resulting in smoothing image.
Pixelization is a method in which the spatial resolution inside a selected region is reduced by
downsampling and then upsampling this region. Masking function fills the selected region with a
solid color at a fixed opacity. The fill color is set to black (RGB(0,0,0)).

The strength settings are defined as follows:

Transformation Regions Low strength Medium strength High strength
Gaussian blur head,arms,legs kernel size 7 kernel size 15 kernel size 31
Gaussian blur full body, background kernel size 15 kernel size 31 kernel size 63
Pixelization all regions resize to 25% resize to 12.5% resize to 6.25%
Masking (RGB(0,0,0)) all regions 50% opacity 75% opacity 100% opacity

The low and high strengths were chosen to compare two extreme settings. The medium level was
chosen to observe whether performance changes gradually as the transformation becomes stronger.

The values within each transformation type follow a consistent progression. For pixelization, the
three levels (25%, 12.5%, 6.25%) form a geometric progression, with each halving the resolution of
the previous level, so that the medium level acts as a midpoint for testing proportional degradation.
For masking, opacity increases linearly (50%, 75%, 100%), evenly spaced with full occlusion as the
natural upper bound at high strength.

Parameters for Gaussian blur are selected differently, since a shared kernel size does not scale
consistently across regions of very different physical size. A Gaussian blur kernel of size k draws on
a neighborhood of radius k/2 pixels around each modified pixel. When this radius exceeds the local
thickness of the region, the kernel’s neighborhood is drawn from outside the region, and then the
transformation is effectively governed by the surroundings. To address this, median local region
thickness was measured from SCHP masks across the dataset.

For the purpose of selecting comparable blur kernel sizes, the five regions are additionally
grouped into two size tiers. This grouping is used only to parameterize blur strength. Head, arms,
and legs form a small tier, whereas full body and background form a large tier. Both tiers use the
same kernel progression pattern (2n − 1 = 7, 15, 31, 63).
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4.4 Video Reconstruction

The videos, before region extraction, were decoded into individual frames. Consequently, the regions
were extracted, and transformations were applied to each frame. After the transformation had been
applied, the frames were reassembled into a video using the same AVI format, while preserving
the original resolution and frame rate. The video was re-encoded with the MJPG codec instead of
the original codec, because each frame is transformed independently and MJPG compresses each
frame independently as well. This avoids artifacts that might appear if the codec relies also on
neighboring frames. Similarly, the MJPG codec was applied to untransformed videos as well to
ensure that measured differences in both tasks are derived from applied anonymization methods
rather than unexpected side effects of the compression process.

4.5 PRISM Preprocessing

PRISM’s pipeline (described fully in Section 5.1) evaluates region-based privacy transformations by
training an action recognizer (VideoMAEv2) and a set of privacy attackers (ResNet-50, ResNet-101,
MobileNetV2), then measuring their performance on both clean and transformed video. This section
describes how the training data for these models is prepared differently for the main experiment
and the comparison with STPrivacy and RAPrivacy.

PRISM trains VideoMAEv2 and privacy attackers once on clean video and then evaluates them
on transformed test videos. This process simulates a filter applied to a model that was already
deployed. To ensure a reliable and valid comparison with STPrivacy and RAPrivacy, the model
was trained directly on the transformed data, since both methods train their models in that way.
Consequently, for the eight selected combinations with the most significant results used in this
comparison, the transformed videos were also applied in the training, rather than only used in the
test split.

PRISM’s main pipeline (Section 5.1) trains an action recognizer and privacy attackers once on
clean video, then evaluates them on transformed test videos without retraining. This simulates a
filter applied to a model that was already deployed. The action recognizer is fine-tuned once on
HMDB51 split 1’s training set (3,570 videos) and evaluated on clean and transformed HMDB51
split 1 test videos (1,530). The attackers are trained once on clean VISPR and evaluated on clean
and transformed PA-HMDB51 (515 videos). STPrivacy and RAPrivacy instead train directly on
transformed data, so for the eight comparison combinations, both the action recognizer and privacy
attacker are retrained per condition on transformed video rather than trained once on clean data.
For the STPrivacy protocol on the transformed PA-HMDB51 60/40 split (309/206), and for the
RAPrivacy protocol on the transformed HMDB51 split-1 (3,570/1,530) with VP-HMDB51 labels.
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(a) Climb sequence with blur transformation on arms (high strength)

(b) Catch sequence with pixelization transformation on background (high strength)
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(c) Hit sequence with mask transformation on head (high strength)

(d) Swing baseball sequence with pixelization transformation on legs (high strength)
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(e) Ride horse sequence with blur transformation on full body (medium strength)

Figure 1: Visualization of image transforms applied across five frames from various videos. The
subfigures show original frames, SCHP body-part segmentation, and the transformed result.
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5 Methodology

5.1 Overview of PRISM

Figure 2: Overview of the privacy-preserving action recognition pipeline. Videos are changed into frames and
preprocessed using the SCHP architecture to extract different regions, and then transformed using three methods:
blur, pixelization, and solid fill to obfuscate chosen regions (head, arms, legs, full body, background). The transformed
frames/video is evaluated by an action recognizer, VideoMAEv2, for Top-1 accuracy, while privacy attackers’ leakage
performance (ResNet-50, ResNet-101, MobileNetV2) is evaluated using per-attribute binary accuracy(i.e., each of
the five sensitive attributes is predicted independently as present or not, formally defined in Sections 3.5 and 5.3),
F1, and cMAP. The results are combined for a privacy-utility trade-off analysis.

At a high level, PRISM’s evaluation framework consists of three components: an input video, a
privacy transformation applied to selected regions of the video, and a final stage in which the
transformed video is evaluated by both the action recognition model and the privacy attacker model.
Since this thesis focuses on different regions of the video rather than transformations applied to full
frames, the anonymization transformation is applied only to selected regions (head, arms/hands,
legs, full body, background), and both utility and privacy metrics are evaluated accordingly to
these region transformations. Specifically, this framework is instantiated as a pipeline consisting of
four stages.

The evaluation pipeline consists of four stages, as shown in Figure 2:

1. Raw frames are preprocessed using SCHP [24] to extract chosen regions. Then privacy-
preserving transformations are applied through all combinations of regions, transformation
functions, and strengths.

2. In the utility stage, utility performance is evaluated by sending transformed videos to
VideoMAEv2 [49], an action recognition model that classifies actions and reports Top-1
accuracy.
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3. In the privacy stage, privacy leakage is evaluated by passing transformed videos to different
attacker models: ResNet-50, ResNet-101 [17], and MobileNetV2 [41], which try to infer
sensitive information. The architectures were chosen since they are well-established and
reproducible baselines rather than being state-of-the-art image classifiers. Moreover, the goal
is to reliably measure relative privacy leakage across transformation and region conditions
rather than maximizing attacker strength.

4. Utility and privacy results are combined for privacy-utility trade-off analysis.

To the best of our knowledge, PRISM is the first framework to provide a controlled comparison
and evaluation of privacy-utility trade-offs when using anonymization of fixed regions, isolating
each region individually under matched transformation types and strengths, unlike prior learned or
global anonymization approaches [18, 23].

5.2 Utility evaluation: Action recognition

The action recognition model chosen for this experiment is the encoder part of VideoMAEv2 with
a ViT-Giant-Patch14 backbone, which reports 88.1% top-1 accuracy on HMDB51 [49]. Despite
no longer representing the state-of-the-art, the model was selected because it achieves strong
performance on this benchmark and because its pre-trained encoder weights are publicly available.
Since our PRISM experiments focus on the evaluation of the performance degradation in accuracy
after applying segment-noise anonymization transformations, the model was a practical and sufficient
choice, ensuring a reasonably comparative baseline.

The model is initialized from a checkpoint, previously pretrained on the Kinetics-710 dataset,
which is then fine-tuned on the HMDB51 dataset using split 1 as part of this study’s setup (Section
4.1.1, see Table 1).

The fine-tuning process is performed once on clean, untransformed training data, and the
weights remain frozen during evaluation. Following the mirror version of the HMDB51 evaluation
protocol, the validation and test split are identical, and no separate validation split is available
(see Table 1). Consequently, the same checkpoint is used to check model performance on both
clean and transformed test videos without retraining. The goal of this decision is to imitate a
realistic scenario where privacy-filtered data is applied to an existing model in order to measure
the performance drop of the model on unseen anonymized data.

The performance of the model is based on top-1 classification accuracy over the 51 action classes
on the test split. In addition to top-1 accuracy, top-5 accuracy is reported to indicate whether the
correct action remains among the model’s five most confident predictions.

The baseline model for this experiment is the accuracy metric on untransformed test videos.
Other accuracies received from the transformation variants will be evaluated and compared against
the baseline. This comparison is performed across all 45 transformation variants. It covers every
combination of region, transformation type, and strength level.

5.3 Privacy evaluation: Attacker models

Privacy leakage is measured by classifier models that try to correctly predict sensitive attributes
from video frames. The lower attacker accuracy implies that transformed videos are more effective
in protecting privacy.
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The experiment consists of 3 architectures used as privacy attackers: ResNet-50, ResNet-101,
and MobileNetV2, since evaluating on one attacker model was indicated as insufficient, as the
system may fool only one specific model and remain vulnerable to others. Hence, using multiple
architectures tests better generalization of the privacy protection. All models are initialized from
ImageNet-pretrained weights.

The choice of architectures follows a pattern seen repeatedly in privacy-preserving action
recognition literature. ResNet-50 and ResNet-101 are used recurrently as standard privacy-attribute
classifiers across the field, from Wu et al. [54] through to Ilic et al. [18] in 2024. Also, pretraining
on VISPR for further fine-tuning is an established practice, used by Dave et al. [7] and Fioresi et
al. [11].

Architecture Depth Parameters GFLOPs Feature dim ImageNet top-1 Design family
ResNet-50 50 / 54 23.5M 4.09 2048 80.86% Residual CNN
ResNet-101 101 / 105 42.5M 7.80 2048 81.89% Residual CNN
MobileNetV2 53 / 53 2.2M 0.30 1280 72.15% Lightweight CNN

Table 3: Description of the attacker models’ parameters. Parameter counts reflect the attacker models
used in PRISM (head is replaced with a 5-unit sigmoid output). ImageNet top-1 accuracy reflects the
IMAGENET1K V2 pretrained weights used for initialization. The table presents the models’ depth,
parameter count, computational cost, pooled feature dimension, ImageNet top-1 accuracy, and design
family.

Each attacker is a multi-label binary classifier that predicts, for each of the five PA-HMDB51
privacy attributes (face, gender, nudity, relationship, and skin color), whether information about that
attribute is inferable from the video. Each attribute is treated as an independent binary prediction,
using sigmoid output to assign each attribute its own probability, and BCEWithLogitsLoss as the
loss function. That allows the model to simultaneously predict any combination of attributes. The
metric used in this task is binary accuracy for each attribute with a sigmoid output threshold set
at τ = 0.5, formally defined in Section 3.5.

The attacker models are trained on the VISPR dataset, which provides around 22,000 images
annotated with 68 detailed privacy attributes, and then are fine-tuned on PA-HMDB51, containing
annotations only for 515 videos (see Table 1). Since PA-HMDB51 contains only 5 attributes, the
specific attributes from the VISPR dataset were mapped. The mapping is defined as follows:

VISPR attributes PA-HMDB51
a9 face complete, a10 face partial face
a4 gender gender
a12 semi nudity, a13 full nudity nudity
a64-a69 (personal, social, professional, competitors, spectators,
views)

relationship

a16 race, a17 color skin color

Table 4: Mapping between VISPR attributes and PA-HMDB51 attributes.

A PA-HMDB51 attribute label is assigned to a VISPR image if at least one of the mapped
VISPR labels appears in that image annotation. Each model was trained for 20 epochs using the
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AdamW optimizer with a learning rate 1 × 10−4, a batch size of 64, ImageNet normalization, and
standard data augmentation consisting of random cropping and horizontal flipping.

The models are evaluated on frames extracted from untransformed and transformed PA-HMDB51
videos, with corresponding annotations assigned to each frame. For each video, 16 frames are
sampled uniformly, matching VideoMAEv2’s frame count for a consistent evaluation window across
the action recognizer and privacy attacker models. Since the attacker architectures are 2D image
classifiers with no mechanism for processing video, such a score is obtained by computing a sigmoid
score independently for each frame and mean-pooling across the 16 frames, then thresholding the
pooled score at τ = 0.5 (Section 3.5) to obtain a binary prediction for each attribute. Averaging
frame-level model outputs to obtain a video-level prediction is a well-established technique in video
classification, following the same late-fusion-by-averaging approach by Simonyan and Zisserman
[42] and widely adopted in subsequent work [19]. VideoMAEv2, on the other hand, processes all
frames jointly. Performance is measured using binary accuracy for each attribute, mean F1 score,
and class-mean Average Precision (cMAP) (see Section 3.5) against the PA-HMDB51 ground-
truth labels. F1 averages the precision-recall balance for each attribute across the five attributes,
providing a more robust measure under class imbalance, whereas cMAP averages the area under
the precision-recall curve computed from raw sigmoid scores across attributes. In any of these
scores, the accuracy drop compared to the untransformed baseline indicates how much sensitive
information was removed by the transformation.

5.4 Privacy-Utility Trade-off Analysis

For each combination (region, transform, strength), two scores are evaluated: the utility measure
achieved from the action recognition top-1 accuracy from VideoMAEv2, and the privacy leakage
measure achieved from the per-attribute binary accuracy from the privacy attacker models.

Since three attacker models are evaluated, all three scores are noted. However, only a single
privacy score per combination is derived and compared in the trade-off by taking the maximum per-
attribute accuracy across the three models. This worst-case approach follows the design principle
established by Wu et al. [53], who argue that the performance of a single model is not a reliable
measure of privacy protection, since such defense must remain robust against the strongest available
attacker rather than an average one. By averaging across attackers, it would be possible for a weak
attacker score to mask a strong attacker performance. This indicates which transformation most
significantly diminishes leakage against the strongest attacker, while still comparing the ability
of other attackers to extract sensitive information. Moreover, the results provide insight into
whether privacy protection generalizes across models. Hence, privacy attributes are kept separate
throughout the analysis and are not averaged into a single score.

The trade-off is analyzed by comparing utility and worst-case privacy scores across combinations.
Especially, the experiment is focused on three comparisons:

• Across regions at fixed transform and strength - which region causes the largest drop, and
which preserves the most privacy.

• Across strengths at fixed region and transform - if increasing strength gradually reduces more
privacy leakage, and if it reduces utility.
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• Across transform types at fixed region and strength - do various transformations differ in
privacy-utility trade-off.

5.5 Comparison Protocol with STPrivacy and RAPrivacy

The main pipeline (Sections 5.1-5.4) and state-of-the-art models’ evaluation protocols differ drasti-
cally in design, which is why a direct numerical comparison between the main results and their
published results would not be valid. The main evaluation pipeline is designed as a robustness
test, where a single action recognizer and a set of privacy attackers are trained once on clean data
and then tested with anonymized video that was not available in the training split. STPrivacy
and RAPrivacy follow a protocol in which both the action recognizer and privacy attacker are
trained and tested directly on transformed video, using the same backbone for both tasks. Because
these training protocols differ considerably, directly comparing the main experiment results with
SOTA’s would make it difficult to distinguish true privacy-utility differences from effects caused by
the evaluation protocol. Moreover, because the code for both methods’ complete training is not
publicly available at this moment, PRISM was adapted to approximate their reported protocol as
closely as possible. Consequently, the backbone and training procedure and data split (Table 1)
were altered from the main experiment in order to replicate the state-of-the-art model’s setup and
to make a reliable comparison possible.

Both the action recognizer and the privacy attacker are switched from the ViT-Giant action
recognizer and ResNet/MobileNetV2 attackers used in the main pipeline to a ViT-S/16 backbone,
matching the backbone for further comparison. The action recognizer is a VideoMAEv2 encoder,
initialized from a 2D ImageNet-pretrained ViT-S/16 checkpoint.To match the method documented
by STPrivacy and the 3D tublet embedding required by VideoMAEv2, the ImageNet checkpoint’s
patch-embedding kernel is inflated by repeating it along the temporal axis and dividing the resulting
weights by the tubelet size, following the same method used by STPrivacy. The privacy attacker is
a timm ViT-S/16 image classifier, initialized from ImageNet-pretrained weights. In this protocol,
the privacy attacker is trained directly on privacy labels from the target dataset, rather than being
pretrained on VISPR and fine-tuned through the attribute mapping in Table 4, as in the main
pipeline.

Combination Rationale

Clean Baseline.
Pixelate / head / medium Best overall privacy-utility trade-off.

Blur / head / high Head-region performance degrades gradually with transformation strength.
Blur / full body / high Strong privacy protection.

Pixelate / full body / medium The best F1 among all 45 combinations.
Mask / full body / high All three transformations produce similar results for the full-body region.

Blur / arms / high Anonymizing the arms has little effect on either metric.
Pixelate / background / high Represents the worst case.

Table 5: Selected combinations for the STPrivacy/RAPrivacy comparison protocol, chosen from the 45 combinations
evaluated in the main experiment. Legs are excluded from this comparison, as the main experiment showed arms
and legs behave almost identically across both metrics.

Because the comparison protocol requires training each combination individually, only 8 of the
45 combinations are evaluated. The selected conditions include the baseline, the combination with
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the best privacy-utility trade-off, and combinations that achieved the strong individual metrics in
the main experiment. Besides, the chosen combinations cover most regions (head, arms, full body,
background, with legs excluded), including all possible high-strength conditions (see Table 5).

Protocol Task Training data Test data Notes

STPrivacy
(PA-HMDB51)

Action
recognizer

Random 60% of
HMDB51 (∼4,060
videos)

Remaining 40% of
PA-HMDB51 (206)

HMDB51 is used for training
because PA-HMDB51 is only
a small subset.

STPrivacy
(PA-HMDB51)

Privacy
attacker

Random 60% of
PA-HMDB51 (309)

Remaining 40% of
PA-HMDB51 (206)

Uncertain labels (0.5) are
mapped to 0 for compatibility
with binary classification.

RAPrivacy
(VP-HMDB51)

Both Official HMDB51
split-1 training set
(3,570)

Official HMDB51
split-1 test set
(1,530)

Uses the privacy labels
provided by VP-HMDB51.

Table 6: Training and evaluation combinations used for the STPrivacy and RAPrivacy comparison protocols. The
configurations were adapted to follow the procedures described in the research papers as closely as possible since the
implementations of complete training are not publicly available. The 60/40 splits of HMDB51 and PA-HMDB51
were generated independently, each using the same fixed random seed for reproducibility.

Utility and privacy leakage are computed similarly to the main pipeline: top-1 accuracy for the
action recognizer, and F1 and cMAP for the privacy attacker.

6 Experimental Setup

6.1 Action Recognition Training

VideoMAEv2 fine-tuning followed the official fine-tuning configuration released by the authors for
ViT-Giant on HMDB51, initialized from the same K710-pretrained checkpoint used in this thesis
(vit g hybrid pt 1200e k710 ft.pth). Training was performed using one NVIDIA A100 80GB
GPU per task, provided by the ALICE supercomputer at LIACS. The hyperparameters used are
presented as follows:

Model: ViT-Giant-Patch14, with a modified classification head adjusted for 51 classes for
the HMDB51 dataset

Checkpoint: K710-pretrained (vit g hybrid pt 1200e k710 ft.pth)

Optimizer: AdamW, β = (0.9, 0.999)

Learning rate: 5 × 10−4, with cosine decay

Layer-wise learning-rate decay: 0.90

Weight decay: 0.05

Epochs: 15, with a 5-epoch warm-up period

Batch size: 3, with gradient accumulation over 3 steps

Stochastic depth rate: 0.35
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Classification head dropout rate: 0.5

Input: 16 frames sampled at a stride of 2, resized to 224 × 224

Evaluation: single segment, single crop

These values match VideoMAEv2’s official hyperparameter values. Two adaptations were made
to adjust the training to available hardware. First, the official script distributes training across 8
GPUs with a per-GPU batch size of 3, whereas this thesis uses a single GPU. This allows gradients
to be accumulated over three training steps before updating the model, which increases the effective
batch size from 3 to 9 while remaining within the memory limit of the GPU. Second, the official
evaluation uses 5 temporal segments and 3 spatial crops, producing multiple predictions for each
video that are subsequently averaged. To reduce computational cost, this thesis evaluates each
video using only one segment and one crop.

6.2 Privacy Attacker Training

The privacy attacker models (ResNet-50, ResNet-101, MobileNetV2) were trained using standard
transfer learning hyperparameters for fine-tuning ImageNet-pretrained CNN classifiers with the
AdamW optimizer. All attacker architectures were initialized from torchvision’s IMAGENET1K V2
pretrained weights. The hyperparameter values below reflect commonly used defaults for this class
of problem. Training was performed using an NVIDIA RTX 2080Ti 11GB GPU per task, provided
by the ALICE supercomputer at LIACS.

Architectures: ResNet-50, ResNet-101, MobileNetV2, each initialized from ImageNet-
pretrained weights

Optimizer: AdamW

Learning rate: 1 × 10−4

Weight decay: 1 × 10−4

Batch size: 64

Epochs: 20

Loss function: BCEWithLogitsLoss (multi-label binary classification, one output per at-
tribute)

Input: resized to 224 × 224, normalized using ImageNet statistics

Training augmentation: RandomResizedCrop, RandomHorizontalFlip

Evaluation preprocessing: resize to 256 × 256, center crop to 224 × 224

Training dataset: VISPR training split

6.3 Action Recognizer Training (Comparison Protocol)

For the comparison protocol, the action recognizer was trained with the ViT-S/16 architecture
to match the STPrivacy and RAPrivacy protocol. The hyperparameters were adapted to the
VideMAEv2 configuration, as the official authors do not release an official fine-tuning script for
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ViT-S. Training was performed on an NVIDIA A100 (80GB) GPU, provided by the ALICE
supercomputer at LIACS.

Architecture: ViT-S/16

Optimizer: AdamW

Learning rate: 5 × 10−4

Layer-wise learning-rate decay: 0.75

Weight decay: 0.05

Epochs: 65, with an 8-epoch warm-up period

Data augmentation: fully disabled (color jitter, RandAugment, label smoothing, random
erasing, mixup)

Stochastic depth (drop path) rate: 0.1

Classification head dropout rate: 0.0

Input: 16 frames sampled at a stride of 2, matching the main pipeline

Batch size: 16

The layer-wise learning-rate decay, stochastic depth rate, and classification head dropout rate
match the VideoMAEv2 official fine-tuning configuration for ViT-Base. A decay of 0.75 is also used
in the VideoMAEv2 ViT-Large recipe. This allows consistency across all VideoMAEv2 backbones
smaller than ViT-Giant. The weight decay matches the default value built into the VideoMAEv2
fine-tuning script and is used consistently across all VideoMAEv2 backbone sizes. The learning rate
was kept identical to the ViT-Giant learning rate to keep the two action recognizer setups consistent.
The number of epochs, warm-up period, and the decision to fully disable data augmentation were
chosen empirically. Previous training runs using shorter schedules and standard augmentation
failed to converge.

6.4 Privacy Attacker Training (Comparison Protocol)

For the comparison protocol, the privacy attacker was trained using the ViT-S/16 architecture to
match the STPrivacy and RAPrivacy protocol. As with the action recognition model adjusted
for the comparison protocol, the values below were chosen either for consistency with the main
experiment or due to hardware constraints. Training was performed on an NVIDIA RTX 2080Ti
(11GB) GPU, provided by the ALICE supercomputer at LIACS.

Architecture: ViT-S/16

Optimizer: AdamW

Learning rate: 1 × 10−4

Weight decay: 0.05

Epochs: 20

Loss function: BCEWithLogitsLoss
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Batch size: 8

Evaluation: predictions mean-pooled over 16 uniformly sampled frames per video to obtain
an overall video-level score

Training data: privacy labels from the target dataset directly (PA-HMDB51 or VP-HMDB51,
depending on the protocol), rather than VISPR pretraining with attribute mapping as in the
main pipeline.

The learning rate and loss function match the main experiment’s privacy attackers. The weight
decay, by contrast, deviates from the main experiment and matches the value used for the ViT-S/16
backbone, making the weight decay value more appropriate for ViT. The number of epochs matches
the training in the main experiment for consistency. The batch size was constrained by the available
hardware

7 Results

Utility and Privacy Leakage by Transformation Type

• Across all three transform types, arms and legs stay close to baseline regardless of strength,
with differences rarely exceeding 1-2 percentage points.

• Blur : head degrades minimally (WC 88.9% to 87.7%); full body drops substantially in both
utility (86.7% to 79.1% at high strength) and privacy leakage (approximately 19–28pp) but
still leaks on some attributes; background degrades utility (86.7% to 78.0% at high strength)
with minimal privacy benefit.

• Pixelization: medium-strength head achieves the best trade-off in the entire table (81.7%
worst-case); full body gives the strongest attribute-level protection (34pp drop); background
is the most abnormal result, with a moderate utility drop (86.7% to 74.8% at high strength)
while worst-case leakage rises to 90%, worse than the clean baseline.

• Masking : head stays close to baseline, with low-strength head masking (WC 89.2%) actually
0.6pp above the clean baseline; in contrast, full body gives the strongest privacy reduction
across all strengths (WC 84.6% at low strength to 83.3% at high strength), but shows a
drastic drop in utility at high strength (85.7% to 70.7%); background at high strength has
the lowest utility in the whole masking section (68.0%) with comparatively weak privacy
gains (the worst trade-off of this transform type).

Table 7 provides the accuracy for baseline and all other combinations within every privacy
attacker and action recognition model, and worst-case privacy leakage. Worst-case presented in the
results refers to the configuration that results in the highest privacy leakage, measured by the best
accuracy achieved through all attacker models and attribute combinations. The outcomes in bold
refer to the best accuracy for each column, whereas the underlined value shows the second best.
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Utility Privacy leakage

Transform Region Strength Top-1↑ Top-5↑ RN50↓ RN101↓ MNV2↓ WC Acc↓ WC F1↓ cMAP↓

clean - - 86.7 98.3 71.8 74.3 71.1 88.6 61.3 77.1

blur head low 86.5 98.1 70.9 74.6 70.4 88.9 61.1 76.6
blur head medium 86.1 98.1 69.3 74.4 69.8 88.3 60.8 75.7
blur head high 85.2 97.8 68.4 73.6 68.9 87.7 59.3 74.3
blur arms low 86.8 98.2 71.6 74.6 71.2 88.8 61.6 76.8
blur arms medium 86.8 98.2 71.5 74.7 70.8 88.9 60.5 76.2
blur arms high 86.6 98.3 71.4 74.7 71.0 88.9 60.1 75.6
blur legs low 87.0 98.4 71.8 74.6 71.1 88.1 61.6 76.9
blur legs medium 87.0 98.4 71.6 74.5 70.8 87.6 61.5 76.9
blur legs high 86.9 98.3 71.1 74.1 70.6 86.8 60.9 77.3
blur full body low 85.8 98.2 62.7 71.5 67.0 83.7 56.1 73.6
blur full body medium 84.4 97.5 52.2 65.8 58.8 83.1 47.5 70.9
blur full body high 79.1 96.1 44.3 55.0 48.7 82.9 32.6 67.2
blur background low 86.3 97.8 68.4 73.3 69.8 87.9 60.7 76.0
blur background medium 84.2 97.1 66.3 71.7 64.3 85.4 59.5 76.3
blur background high 78.0 94.5 66.2 67.8 61.2 86.2 54.5 76.3

pixelate head low 86.3 98.1 67.1 71.9 66.9 84.3 55.4 73.6
pixelate head medium 85.5 97.7 64.9 69.3 66.8 81.7 52.9 72.4
pixelate head high 82.3 96.7 65.7 69.7 66.3 83.1 53.4 72.8
pixelate arms low 86.3 98.0 69.5 73.9 70.0 87.3 59.2 75.4
pixelate arms medium 85.9 98.2 69.5 73.3 69.8 85.7 58.3 74.8
pixelate arms high 85.7 98.2 70.1 73.5 70.1 85.9 58.8 74.6
pixelate legs low 87.2 98.4 69.7 74.8 70.2 86.8 61.6 76.7
pixelate legs medium 86.9 98.2 69.8 73.3 70.2 85.8 60.2 76.3
pixelate legs high 86.6 98.4 70.5 73.5 70.2 85.4 60.7 76.3
pixelate full body low 86.0 98.0 43.6 59.6 41.3 83.3 39.9 68.9
pixelate full body medium 81.8 96.2 37.8 38.7 39.5 82.9 8.3 63.1
pixelate full body high 73.8 92.9 38.1 38.9 40.4 83.1 11.3 62.8
pixelate background low 86.6 98.1 71.0 75.2 71.9 88.1 61.9 77.2
pixelate background medium 83.3 97.2 72.7 74.5 72.1 88.1 62.2 78.8
pixelate background high 74.8 93.1 73.9 74.8 72.7 90.0 62.7 78.7

mask head low 86.5 98.4 70.5 74.6 70.1 89.2 60.9 76.1
mask head medium 85.9 98.2 69.4 73.9 69.9 88.9 60.2 75.2
mask head high 81.6 95.8 65.7 73.4 68.4 88.1 58.9 73.5
mask arms low 86.2 98.2 71.1 74.1 70.7 88.1 61.4 76.4
mask arms medium 85.8 98.0 70.5 73.8 70.9 87.6 61.1 76.2
mask arms high 85.2 98.4 69.4 73.7 70.7 86.8 60.7 75.8
mask legs low 86.9 98.4 71.4 74.7 71.1 88.6 61.6 76.7
mask legs medium 86.3 98.4 71.3 74.2 70.8 88.4 61.7 76.1
mask legs high 85.8 98.1 70.7 74.2 70.6 87.8 62.0 76.0
mask full body low 86.7 97.9 67.2 72.9 69.3 84.6 58.9 75.3
mask full body medium 85.7 97.9 58.5 70.2 65.4 83.9 54.7 73.3
mask full body high 70.7 89.8 40.1 57.1 56.3 83.3 42.1 66.2
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Utility Privacy leakage

Transform Region Strength Top-1↑ Top-5↑ RN50↓ RN101↓ MNV2↓ WC Acc↓ WC F1↓ cMAP↓

mask background low 85.4 98.2 71.5 74.2 71.5 88.4 60.6 76.6
mask background medium 82.9 97.4 70.7 74.3 71.0 87.3 61.3 76.9
mask background high 68.0 87.2 62.3 70.1 64.9 86.6 57.7 76.7

Table 7: Utility and privacy leakage for all combinations. Utility (VideoMAEv2) reports top-1 accuracy after
transformation application, while privacy attackers (ResNet-50, ResNet-101, and MobileNetV2) report attacker
accuracy. All values are accuracy percentages(%). Arrows indicate whether higher (↑) or lower (↓) is the better
outcome for each metric. Bold figures show the best outcome for the dedicated column, while underlined shows the
second best. Worst-case is the maximum attacker accuracy achieved across all evaluated attributes and attacker
models, representing the strongest observed privacy leakage. RN50/RN101 = ResNet-50/101, MNV2 = MobileNetV2,
WC = Worst-case.

Cross-Metric and Cross-Transformation Patterns

Region Top-1 range WC Acc range F1 range cMAP range

Head 81.6-86.5 81.7-89.2 52.9-61.1 72.4-76.6
Arms 85.2-86.8 85.7-88.9 58.3-61.6 74.6-76.8
Legs 85.8-87.2 85.4-88.6 60.2-62.0 76.0-77.3
Full body 70.7-86.7 82.9-84.6 8.3-58.9 62.8-75.3
Background 68.0-86.6 85.4-90.0 54.5-62.7 76.0-78.8

Table 8: Range (minimum–maximum) of each metric within each region, summarized from Table 7. Values are not
directly comparable across metrics, as each is measured on its own scale.

• Applying pixelization on full body region at medium and high strength resulted in the lowest
F1 scores (8.3 and 11.3, respectively) and lowest cMAP (63.1 and 62.8, respectively) across
all combinations. Head pixelization at medium strength is the strongest reduction for that
region (F1 = 52.9, cMAP = 72.4). Arms and legs remain closest to baseline across both
metrics in every condition (see Table 8).

• Background anonymization affects F1 and cMAP inconsistently across transformation types.
Blur reduces both metrics below baseline, while pixelization raises above it (F1 to 62.7, cMAP
to 78.7), which makes it the only condition where these metrics exceed the baseline.

• At high strength, all three transform types converge to similar privacy scores on full body
(blur 82.9%, pixelate 83.1%, mask 83.3%), showing region matters more than transform type.

• Background is the most damaging region at high strength for blur (78.0%) and masking
(68.0%) for utility task, whereas full body is more damaging once pixelization is applied
(73.8% vs. background’s 74.8%)

• ResNet-101 is the strongest attacker overall, though ResNet-50 drops most sharply under
full-body transformations.
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Figure 3 shows the accuracy scores for all the models evaluated on untransformed HMDB51/PA-
HMDB51 test sets. VideoMAEv2 received 86.7% top-1 and 98.3% top-5 accuracy on the HMDB51
dataset, being a foundation of the utility metric to which all configurations will be compared. The
three privacy attacker models perform consistently, achieving mean per-attribute accuracy scores
ranging from 71.1% to 74.3% on the PA-HMDB51 dataset. Among the attacker models, ResNet-101
showed the strongest privacy leakage at 74.3%, whereas ResNet-50 and MobileNetV2 are slightly
weaker, achieving 71.8% and 71.1%. Table 7 indicates that the worst-case privacy leakage across all
attackers and attributes is 88.6%, performing much higher than the attribute averages of every
attacker. Consequently, the baseline provides a good starting point, since the results show that
models are non-trivial but also imperfect.

Figure 3: Baseline metrics for both action recognizer and all privacy attackers on untransformed videos. The
action recognizer (blue bar), VideoMAEv2, achieves 86.7% in top-1 accuracy on the HMDB51 test set. The privacy
attackers (red bars), ResNet-50, ResNet-101, and MobileNetV2 achieve around 71-74% accuracies, averaged over the
five privacy attributes, on clean PA-HMDB51 videos.

Privacy-Utility Trade-off

• Points cluster by region rather than by transform type, confirming region choice as the
dominant factor in the trade-off. Most combinations are clustered near the baseline in
the middle-right of the plot, highlighting limited change from the baseline for most of the
combinations.

• Full body is the region that most consistently shifts toward stronger privacy protection,
forming a trail across all three transforms at a clear utility cost, though pixelization alone
shifts head even further; arms and legs cluster tightly at baseline regardless of transform. At
high strength, the three transform types on full body converge to similar privacy scores (WC
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Acc 82.9–83.3%) while differing considerably in utility: mask (70.7%), pixelate (73.8%), blur
(79.1%).

• Head splits visually by transform type: pixelate moves toward better privacy, while blur and
masking stay near baseline regardless of strength. Head pixelization across all three strengths
(Top-1 86.3/85.5/82.3%, WC Acc 84.3/81.7/83.1%) is the only cluster that consistently falls
in the lower-right zone, confirming the best trade-off.

• Background pixelization is the single worst point in the plot, with worst-case leakage rising to
90.0% while utility drops to 74.8%. Blur and masking on the background also fail to reduce
leakage at high strength (WC Acc 86.2% and 86.6%) while utility drops severely (78.0% and
68.0%).

Figure 4 shows the privacy-utility trade-off scatter plot for all 45 anonymization combinations,
where the x-axis shows utility and the y-axis shows the worst-case privacy leakage. The most
wanted configurations appear in the lower-right corner of the figure, where the combination has
high utility but a low privacy leakage score. The black star in the plot presents the untransformed
baseline. The color encodes region, and the shape encodes transformation type.

Figure 4: Privacy-utility trade-off across 45 anonymization combinations. The star indicates the untransformed
baseline model. Points in the lower right corner show the most wanted configurations. Full body transformation
most successfully lowers privacy leakage, however, at a cost of reducing utility accuracy. Most of the configurations
fall within the range of the untransformed baseline, showing that transformations generally preserve the same
privacy-utility trade-off as the baseline. The head pixelization combination indicates the best privacy-utility trade-off.
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Accuracy Change from Baseline

• In the privacy heatmap, full body causes the largest shifts for blur and masking (-5.7pp and
-5.3pp at high strength, respectively), while head produces the largest shift under pixelization
(-6.9pp at medium strength). In the utility heatmap, background produces the single largest
drop of any cell in the entire figure (-18.7pp, masking/high), exceeding full body’s largest
utility drop (-15.9pp, masking/high).

• Arms and legs show minimal variation in both heatmaps across all transform types (±3.2pp
of baseline in the most extreme case, pixelation/legs/high), indicating that these regions have
limited influence on either metric.

• Masking shows the head and background regions decreasing gradually as strength increases
(head privacy: +0.5 to -0.5pp; background privacy: -0.3 to -2.0pp), similar to blur’s head
region (privacy: +0.3 to -1.0pp), whereas blur’s background changes inconsistently (-0.8,
-3.2, -2.4pp). Head masking at high strength presents an unprofitable trade-off: utility drops
moderately (-5.1pp) while privacy leakage barely changes (-0.5pp).

• Pixelization’s head and full body results are inconsistent, with medium strength reducing
privacy leakage more than high strength (head: -4.3, -6.9, -5.5pp; full body: -5.3, -5.7, -5.5pp).

• High-strength background pixelization produces the single largest increase in privacy leakage
relative to baseline of any cell (+1.4pp, the only positive value in the entire privacy heatmap),
while also causing a large utility drop (-11.8pp).

Figure 5 displays heatmaps of accuracy differences from baseline across all 45 combinations. The
top row shows the changes in privacy leakage, whereas the bottom row shows changes in utility.
Negative values indicate accuracy lost relative to baseline, where darker cells indicate a larger drop
and lighter cells show a lighter drop.
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(a) Blur

(b) Solid fill

(c) Pixelization

Figure 5: Accuracy differences in action-recognition utility and privacy leakage relative to the clean baseline
for all evaluated transformation configurations. Negative values indicate a reduction in accuracy relative to the
baseline. Each heatmap reports the transformed region on the vertical axis and the transformation strength on the
horizontal axis. Full-body transformations generally produce the largest accuracy reductions. Background and head
transformations also produce substantial reductions in some cases, whereas arm and leg transformations tend to
have less influence.
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Utility Degradation by Region and Strength

• Arms and legs remain flat and near baseline across all strengths and transform types, with
the largest deviation being -1.5pp.

• Head degrades gradually with strength, with a steeper decline at high strength, particularly
under masking (86.5% → 81.6%) and pixelization (86.3% → 82.3%), while blur/head declines
more mildly (86.5% → 85.2%).

• Full body and background decline sharply at high strength across all transform types. Full
body is worst for pixelization (73.8% vs. background’s 74.8%), while background is worst for
blur (78.0% vs. full body’s 79.1%) and masking (68.0% vs. full body’s 70.7%).

• Blur and pixelization degrade gradually with strength, while masking shows a much sharper,
non-linear drop at high strength.

• Region determines whether utility is strength-sensitive at all: arms and legs remain flat
regardless of strength, while full body and background decline sharply as strength increases.
Strength shapes the magnitude of degradation within a strength-sensitive region, but region
determines whether that sensitivity exists in the first place.

Figure 6 presents top-1 action recognition accuracy across all transformation strengths for each
region. The dashed line represents the baseline, and each colored line represents each region.
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(a) Blur transformation (b) Solid-fill transformation

(c) Pixelization transformation

Figure 6: Top-1 action-recognition accuracy across transformation strengths and transformed regions. The dashed
line denotes the untransformed baseline. Utility generally decreases as transformation strength increases, although
the magnitude of the reduction depends on the transformed region and transformation type. Blur causes a gradual
utility reduction, with full-body and background transformations producing the largest decreases. Solid fill produces
the strongest degradation, particularly for high-strength full-body and background transformations. Pixelization
also causes a gradual decline, with full-body and background transformations producing the largest reductions. Arm
and leg transformations generally remain closest to the baseline.

Classification Behavior

• All three confusion matrices retain a dominant diagonal (no transformation causes a huge
amount of misclassification errors).

• Medium-strength head pixelization (Figure 7c) is nearly indistinguishable from the clean
baseline matrix (Figure 7a).

• The worst-case condition (high-strength background masking, Figure 7b) shows more scattered
errors despite an 18.7pp utility drop, but the diagonal remains clearly visible and there is no
systematic confusion between specific action pairs.

Figure 7 presents confusion matrices for combinations with the worst utility (7b), the best
privacy-utility trade-off (7c), as well as the baseline (7a).
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(a) Clean baseline

Figure 7: Confusion matrices for the clean baseline and selected PRISM combinations on the
HMDB51 dataset. The high-strength background masking combination produces the lowest utility
and slightly more misclassifications, whereas head pixelization with medium-strength provides the
best privacy-utility trade-off and remains broadly similar to the clean baseline.

37



(b) High-strength background solid fill

Figure 7: Confusion matrices for the clean baseline and selected PRISM combinations on the
HMDB51 dataset. The high-strength background masking combination produces the lowest utility
and slightly more misclassifications, whereas head pixelization with medium-strength provides the
best privacy-utility trade-off and remains broadly similar to the clean baseline.
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(c) Medium-strength head pixelization

Figure 7: Confusion matrices for the clean baseline and selected PRISM combinations on the
HMDB51 dataset. The high-strength background masking combination produces the lowest utility
and slightly more misclassifications, whereas head pixelization with medium-strength provides the
best privacy-utility trade-off and remains broadly similar to the clean baseline.
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Privacy Leakage by Attribute

• Full-body masking reduces mean privacy leakage the most (72.4% → 51.2%), and background
results in moderate reduction (72.4% → 65.8%). Head shows a modest reduction (72.4% →
69.2%), while arms (71.3%) and legs (71.8%) remain near baseline across all three attacker
architectures, indicating these regions do not independently carry much sensitive privacy
information.

• Full-body masking is most effective specifically for gender and skin color, the two most
visually characteristic attributes. Head masking reduces face-attribute leakage only slightly
by comparison, whereas full-body masking reduces it moderately.

• Nudity remains stable without any change by any region’s transformation.

• Relationship attribute shows strong resistance to all transformations across every region,
suggesting this attribute may depend on motion instead of static appearance cues that classical
frame-level transformations do not target.

Figure 8 shows a bar chart of the mean privacy leakage per attribute across regions with a
high strength level for all attacker architectures, whereas Figure 9 presents a bar chart with the
worst-case privacy leakage per attribute using solid fill with a high strength level across five sensitive
attributes.

Figure 8: Mean privacy leakage per attribute across
regions with high strength level for all attacker archi-
tectures. Applying the solid fill method on the head,
arms, or legs gives similar results to the baseline. Only
full body (having the best results) and background show
a significant decrease in leakage. The results suggest
consistency between different regions.

Figure 9: Worst-case privacy leakage per attribute us-
ing solid fill with high strength level across five sensitive
attributes. Baseline is indicated by dashed lines. Solid
fill applied on the full body most effectively reduces
leakage for gender and skin colour. Nudity remains un-
changed for all regions. The relationship shows high
resistance to all transformation methods, indicating its
leakage does not depend on appearance cues.

Comparison with STPrivacy and RAPrivacy

As a supplement to the main experiment, Table 9 and Table 10 report comparisons with
state-of-the-art models. To match the STPrivacy and RAPrivacy evaluation setup, both the
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action recognizer and the privacy attacker use a ViT-S/16 backbone and are trained directly on
transformed videos. Table 9 reports results against STPrivacy’s reported result on the PA-HMDB51
dataset, whereas Table 10 reports results against both STPrivacy’s and RAPrivacy’s reported
results on the VP-HMDB51 dataset.

Method Top-1 ↑ (%) F1 ↓ cMAP ↓ (%)

PRISM(ViT-S/16) combinations on PA-HMDB51

Clean baseline 62.62 0.595 67.76
Pixelate / Head / Medium 60.68 0.587 64.30
Blur / Head / High 55.83 0.580 62.18
Blur / Full body / High 50.97 0.534 58.03
Pixelate / Full body / Medium 57.28 0.437 56.68
Mask / Full body / High 58.25 0.547 58.05
Blur / Arms / High 57.28 0.567 66.82
Pixelate / Background / High 53.88 0.646 69.63

State-of-the-art method on PA-HMDB51

STPrivacy [23] 50.61 0.523 68.76

Table 9: STPrivacy comparison on PA-HMDB51 dataset. Action recognition utility task is measured by top-1
accuracy, while F1 and cMAP measure privacy leakage by the attacker. Lower F1 and cMAP indicate stronger
privacy protection, whereas higher top-1 accuracy highlights better action recognition. STPrivacy is included as the
state-of-the-art reference [23].

• The clean baseline (62.62) exceeds STPrivacy’s result (50.61) in the accuracy task. This
gap may be partly explained by train/test overlap: since PA-HMDB51’s 515 videos are a
subset of HMDB51, and STPrivacy’s paper describes training the action recognizer on the
full HMDB51 dataset, it is unclear whether the 206-video PA-HMDB51 test set used in
this protocol was excluded from the action recognizer’s training data. If such overlap exists,
STPrivacy’s results would be affected in the same way, since this thesis follows the training
protocol as faithfully as possible. In that case, this inflates Top-1 accuracy relative to genuine
generalization performance.

• Pixelate/full body/medium achieves lower F1 and cMAP than STPrivacy (0.437/56.68 vs.
0.523/68.76) while keeping higher Top-1 (57.28 vs. 50.61); blur/full body/high and mask/full
body/high also beat STPrivacy on cMAP (58.03, 58.05 vs. 68.76) but not F1 (0.534, 0.547
vs. 0.523), showing the ranking is inconsistent across metrics.

• Blur/arms/high stays close to baseline, and pixelate/background/high is the only condition
worse than baseline on both F1 and cMAP (0.646, 69.63), reproducing patterns from the
main experiment.
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Method Top-1 ↑ (%) F1 ↓ cMAP ↓ (%)

PRISM(ViT-S/16) combinations on VP-HMDB51

Clean baseline 33.20 0.706 77.39
Pixelate / Head / Medium 31.90 0.703 76.80
Blur / Head / High 30.39 0.639 73.16
Blur / Full body / High 26.99 0.591 72.40
Pixelate / Full body / Medium 29.48 0.680 72.98
Mask / Full body / High 29.35 0.589 72.45
Blur / Arms / High 30.91 0.645 76.91
Pixelate / Background / High 26.86 0.728 77.29

State-of-the-art methods on VP-HMDB51

STPrivacy [23] 50.73 0.613 72.48
RAPrivacy [52] 50.12 0.605 70.12

Table 10: State-of-the-art comparison on the VP-HMDB51 dataset. PRISM results include the clean baseline and
selected transformation combinations. Action-recognition utility is measured using top-1 accuracy, whereas F1 and
cMAP measure privacy leakage through the privacy attacker. Higher top-1 accuracy indicates better utility, while
lower F1 and cMAP indicate stronger privacy protection. STPrivacy and RAPrivacy are included as state-of-the-art
reference methods [23, 52].

• None of the eight evaluated conditions reach STPrivacy’s (50.73) or RAPrivacy’s (50.12)
Top-1, and even the clean baseline (33.20) trails both by roughly 17 points.

• Mask/full body/high achieves the strongest privacy reduction of any condition (F1 = 0.589,
cMAP = 72.45), having better F1 than both RAPrivacy (0.605) and STPrivacy (0.613), and
comparable cMAP to both (70.12, 72.48).

• Pixelate/background/high again produces the worst overall behaviour: the largest utility
drop of any condition (26.86), with F1 (0.728) rising above the clean baseline (0.706) (the
only VP-HMDB51 condition where privacy leakage does not improve under transformation).

• Blur/arms/high stays close to baseline (30.91 vs. 33.20 clean).

Looking at the results across both tables together, a few insights are worth noting:

• Blur/full body/high is the worst-utility condition in Table 9 (50.97%), while pixelate/background/high
is the worst in Table 10 (26.86% vs. blur/full body/high’s 26.99%). This replicates the main
experiment’s finding that full body and background anonymization are the most damaging to
utility.

• The baseline nearly halves between protocols (62.62% on PA-HMDB51’s 206-video test set
vs. 33.20% on split-1’s 1,530-video test set) despite similar training set sizes (4,060 vs. 3,570
videos) and identical architecture. This might indicate the full, balanced 51-class split-1
test set is substantially harder for this backbone than the smaller PA-HMDB51 subset. The
STPrivacy’s and RAPrivacy’s unpublished exact training methods may also contribute to
differences in the results.

• Blur/full body/high behaves consistently in relative terms across both tables: an 18.6%
relative utility drop from baseline in Table 9 (50.97 vs. 62.62) and an 18.7% relative drop in
Table 10 (26.99 vs. 33.20).
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• Table 10’s results should be weighted more heavily than Table 9’s: RAPrivacy follows
HMDB51’s official, reproducible split, whereas PA-HMDB51 Top-1 accuracy may be inflated
by the train/test overlap discussed above.

8 Discussion

Main Findings

To the best of our knowledge, PRISM is the first evaluation pipeline to provide a controlled
comparison of fixed regions within matched transformation types and strengths. Previous research
has either evaluated global transformations [23, 52] or used saliency maps [18] to learn where to
obfuscate. However, no methodology offers a systematic, controlled comparison of how effective
fixed, isolated regions actually are.

The results indicate that region selection is the main factor that shapes the privacy-utility
trade-off, outweighing the effects of both transformation type and strength. Full-body combinations
present this pattern, where the privacy scores are almost identical across transformation types, even
though each transformation works differently. Consequently, this pattern suggests that it is the
region that contains the sensitive identity information, rather than a specific pattern removed by a
specific transformation. Hence, the choice of which region to anonymize is more important than
which method to use to anonymize the sensitive information. These results give useful guidance
about future work, suggesting that investing in more sophisticated transformation methods may
lead to poor outcomes if the region is selected carelessly.

Medium-strength head pixelization performed best overall in the privacy-utility trade-off task.
Unlike blur and masking, it disrupts spatial resolution enough to substantially reduce attacker
accuracy on face and gender attributes, while only slightly affecting action recognition performance.
Background anonymization, on the other hand, is the least consistent transformation method across
all transformation types. Obfuscating the background significantly worsens the utility performance,
as action recognition depends significantly on scene context. Consequently, in most cases, the
gained privacy is too little to compensate for such loss, producing ineffective results.

Per-Attribute Insights

Per-attribute results show that the relationship stays resistant against every transformation, in
every region. This suggests it is encoded in motion context rather than static appearance. This
highlights that classical frame-level transformation types used in this experiment cannot suppress
the relationship trait. Nudity also remains unaffected by anonymization techniques, which might
be due to the lack of nudity-labelled samples in PA-HMDB51, instead of the robustness of the
attribute to visual transformations. This indicates that those accuracy scores for these specific
nudity attributes are unreliable and should be interpreted with caution.

Comparison with State-of-the-Art

Besides the main experiment, the results were compared with the state-of-the-art models:
STPrivacy and RAPrivacy. To achieve this, both the action recognizer and the privacy attacker
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were configured to use the same backbone, training procedure, and dataset splits. Such a comparison
protocol supported the claim that region is the main factor of privacy reduction. On the PA-
HMDB51 dataset, the pixelate/full body/medium combination achieves lower F1 and lower cMAP
than the STPrivacy model. On VP-HMDB51, the mask/full body/high combination achieves
a lower F1 than both state-of-the-art models and a cMAP comparable with STPrivacy’s. This
finding shows that a classical transformation applied to the full body can provide privacy protection
comparable to a spatio-temporal anonymizer, even without temporal modeling. Hence, the region
is indeed a more important aspect in privacy leakage than the transformation itself.

Caveats and Open Questions

There are still some caveats needed to be remembered while comparing the results. First, the two
attacker paradigms differ in kind, since STPrivacy’s attacker models spatio-temporal dependencies
jointly with its token-sparsification anonymizer, whereas the attacker used throughout this thesis is
a per-frame classifier with mean-pooling. The comparisons in Tables 9 and 10 reflect differences in
both modeling approaches and transformation methods. They should therefore not be interpreted
as evidence that classical transformations are always better than learned anonymization. Second,
STPrivacy’s random PA-HMDB51 split seed is not published, so the test split in Table 9 is most
likely different from splits in the original STPrivacy evaluation. Hence, this might introduce an
unavoidable source of noise. Third, the action recognizer used in the comparison protocol was
adapted to match training procedures of both RAPrivacy and STPrivacy as closely as possible.
Therefore, the observed utility difference between both dataset cannot be attributed to a pretraining
advantage on either side. The most plausible explanation is that STPrivacy’s and RAPrivacy’s
exact training hyperparameters were not published, so there might be a difference between setups,
and therefore an exact replication of their setup is not possible.

In comparison, evaluated on the VP-HMDB51 dataset, mask/full body/high achieves a better
F1 than RAPrivacy (0.589 vs. 0.605) while its cMAP remains slightly higher (72.45 vs. 70.12).
Hence, a classical transformation targeted on one region can therefore outperform RAPrivacy
anonymization on F1, though RAPrivacy still remains the best in cMAP. This probably reflects
RAPrivacy’s explicit design priority of human readability.

It is also worth noting that the arms region does not fully replicate findings under this
comparison’s backbone. The main experiment, using a Kinetics-710-pretrained ViT-Giant backbone,
found that arms and legs have minimal impact on utility. Under this comparison’s weaker model,
this pattern only partially holds. On VP-HMDB51 (1,530 test videos), blur/arms/highcauses a
modest drop in utility (30.91% vs 33.20% clean). Similarly, on PA-HMDB51 (206 test videos),
blur/arms/high drops to 57.28%, within the range of full body combinations in Table 9 (50.97-
58.25%), showing a comparably modest deviation from the idea that arms do not matter in this
trade-off, without arms clearly outweighing full body transformations. This presents a consistent
pattern in which one plausible cause might be that a weaker model has fewer visual features to rely
on rather than a heavily pretrained model, making it more sensitive to any regional obfuscation
such as arms.
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Limitations

These findings should be interpreted in light of several limitations. Firstly, all regions were
transformed independently, which means that there could be a potential positive effect once
interconnecting various regions remains unexplored, such as anonymizing both head and arms
simultaneously. Second, transformations were applied only at a frame level, while omitting the
temporal dimension and its leakage. Previous research has shown that aggregation across frames can
still recover sensitive information from video, even if individual frames are completely anonymized.
Lastly, the size of privacy labels in the PA-HMDB51 dataset is relatively small, as it contains only
515 annotated videos. That suggests that per-attribute privacy scores may be sensitive to noise
and that conclusions achieved at the attribute level should be treated with caution.

9 Conclusions and future work

Conclusions

This thesis explored the privacy-utility trade-off in video action recognition, examining the influence
of anonymization of different regions (body parts, full body, and background) on both action
recognition and privacy leakage. To support this analysis, an evaluation pipeline was developed.
First, a region extraction tool was used to identify the video regions targeted for anonymization.
The transformed videos were then evaluated using an action recognizer and three privacy attackers.
In the end the metrics are compared.

The main research question was to check how action recognition performance changes when pri-
vacy filters of varying strength are applied to different video regions. Furthermore, the subquestions
delved deeper to explore the effect of transformation strength per region on utility, and the effect
of region choice on privacy leakage under certain conditions. PRISM addresses these questions by
providing region-specific comparisons with different strengths and anonymization methods.

The experimental results show that region choice is the most important factor in the privacy-
utility trade-off task, with transformation type and strength having a more limited impact:

• Anonymization applied to full body demonstrates the most consistent privacy protection
across the whole experiment, at a cost of large action recognition accuracy loss.

• Arms and legs regions showed that there is a small or almost no effect for both metrics once
transformations are applied to these regions.

• The medium-strength pixelization applied to the head resulted in the best trade-off, consider-
ably reducing attacker accuracy while still preserving most of the utility performance.

• Background anonymization considerably reduced utility accuracy without increasing privacy
and consequently produced the worst results.

• Full body anonymization was the most effective at reducing privacy leakage related to gender
and skin color, while relationship and nudity remained unchanged or slightly changed across
all combinations.

• The worst-case privacy metric confirmed that anonymization using classical transformations
is not robust and should not be applied alone, as it did not fully eliminate privacy leakage.
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The comparison protocol further supports the region-based pattern. Transformations applied to
full body reach levels comparable to or lower than both state-of-the-art methods in privacy leakage
tasks. This evidence is stronger on VP-HMDB51 than on PA-HMDB51, where an unpublished split,
seed, and train/test overlap in the action recognizer’s training data limit findings. Transformations
applied to arms leave privacy leakage close to baseline across both attacker architectures and
training protocols. This supports the finding that this region carries little identity information
regardless of backbone. However, its impact on utility is dependent on the backbone: it remains
minimal on VP-HMDB51 but shows a larger drop on PA-HMDB51. Finally, the comparison shows
that full body and background anonymization are both highly damaging to utility, showing the
same results as the main experiment, which strengthens the importance of region choice.

Contributions of this thesis include:

• PRISM, the first controlled, region-based benchmark for the privacy-utility trade-off in action
recognition, systematically isolating fixed regions under matched anonymization methods.

• Identification of medium-strength head pixelization as the combinations that provided the
best privacy–utility trade-off among all evaluated combinations.

• Demonstration that region choice has greater impact on the privacy-utility trade-off than
either transformation strength or anonymization type.

• A comparison protocol showing that classical, full-body transformations can reach privacy
leakage levels comparable to current state-of-the-art methods (STPrivacy, RAPrivacy).

Future work

Future research may consider more advanced anonymization methods, such as learned anonymization
(e.g., adversarial training), to be applied to different parts of the regions, rather than classical
transformations. Furthermore, the functions might be extended to include anonymization in
the temporal dimension, since previous work indicated that identity can leak through temporal
aggregation even though individual frames are transformed. Future comparisons with methods like
STPrivacy should ensure the action recognizer’s training data excludes any videos present in the
privacy evaluation test set, to avoid the train/test overlap identified in this thesis’s PA-HMDB51
comparison protocol. Future work could also explore finer-grained privacy attribute labels (e.g.,
specific skin color) rather than the binary presence/absence framing adopted here and in prior
benchmarks, which may better capture the full extent of privacy leakage. Also, it could be relevant
to investigate why the relationship attribute is resistant to all visual transformations, since it may
rely on non-appearance approaches, such as motion context. In addition, future work could focus
on combinations of different regions simultaneously rather than one region at a time. It could help
understand interaction effects and investigate if such combinations show unexpected results, such
as the legs+arms combination achieving low privacy leakage. Moreover, the comparison was limited
to eight representative combinations selected from the full set of 45 combinations due to the cost of
retraining per condition. In the future, this could be extended to the full set of 45 combinations,
which could give a more complete picture of how classical transformations applied on various
regions compare to learned anonymization across the entire space. Besides that, the exploration
of adaptive region selection rather than fixed regions is also important. The system could try to
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identify which region carries the most identity information per video and target. Moreover, future
work may require the use of a more effective attribute extractor, since although current models
perform well in extracting regions, they still make mistakes, such as assigning hand pixels to the
legs during a somersault. Lastly, future research might connect human perceptual studies to the
field of privacy-preserving action recognition to complement the machine-based evaluation. As
noted before, some research’s goal is to emphasize human readability, as indicated in RAPrivacy
research.
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