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Abstract

Background: As data becomes increasingly valuable in the era of Big Data and artificial intelligence
(AI), organizations are developing data governance (DG) frameworks to comply with regulations and
maximize business value. However, these frameworks often remain more focused on compliance rather
than aligning with business needs.

Aim: This study explores how Al-related DG practices can be assessed against regulatory requirements
using such an “AI DG framework” (a capability maturity model), how the framework can be refined with
best practices, how business value derived from DG can be measured, and how various DG practices can
be prioritized in a way that balances regulatory risk and business value.

Method: Employing a combined approach of literature review, document analysis, questionnaires and
interviews, we collected data from across five markets of a large HR firm. Data was analyzed by mapping
information against predefined maturity level criteria, thematically coding interviews, and conducting a
gap analysis between best practices in the framework, literature and the markets.

Results: The maturity assessments revealed similar patterns across markets, namely high compliance
in security controls, but lower maturity in roles, data quality and data lineage. Thematic analysis
identified data quality, data architecture and metadata management as the top drivers of business value.
Integrating best practices from literature and the markets, recommendations were provided to improve
the existing framework. Finally, a prioritization model was proposed that highlights areas with high
expected business value and low maturity as focus areas for improvement.

Conclusion: This research provides a methodology for DG maturity assessment, insight into the busi-
ness value of key DG areas and common data challenges, a refined Al-related DG framework, and a
risk-benefit-based prioritization model. Future work should explore quantitative methods, place more
focus on Al governance practices, and refine the prioritization model.
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Chapter 1

(Glossary and acronyms

1.1 Glossary

AT data governance (AI DG) - a term coined by the organization in this study to refer to data
governance practices relevant for the development and deployment of Al systems. The company’s “Al
Data Governance Framework” (Appendix A), which is named after this term, mainly focuses on general
data governance for data analytics and insights. However, as the framework also includes Al governance
practices, it highlights the importance of data governance in the context of AIl. This is especially relevant
in light of recent regulation, such as the EU AI Act [29]. In this study, we maintain the same focus on
data governance as a whole while also shedding light on the most important AI governance practices.

BlueDolphin - a software used by the organization in this study to document processes, data flows and
system architecture.

Confluence - a collaboration and documentation tool used by the organization in this study to share
knowledge across the company.

Global Aligned Information Model (GAIM) - a data classification scheme developed by the orga-
nization in this study to provide their markets a standardized way for categorizing data.

HR firm - the term we use to refer to the organization in this study.

OneTrust - a software platform used by the organization in this study to manage data assets.

1.2 Acronyms

AT - artificial intelligence.

CIA - confidentiality, integrity and availability (information security triad).
CDM - canonical data model.

DG - data governance.

TAM - identity and access management.

MDM - master data management.

PLS-SEM - partial least squares structural equation modeling.

PQ - priority quotient.



Chapter 2

Introduction

Rapid advancements in artificial intelligence (AI) powered by Big Data have been transforming businesses
[26, 22| offering benefits such as increased efficiency and productivity, automation of processes and
improved prediction accuracy [39, 4, 50, 85]. However, these opportunities are accompanied by major
risks and challenges which arise when data is used for the implementation of Al systems [80]. In order
to address these risks and challenges, effective data governance (DG) is essential, which Grover et al.
define as “the overall management of the availability, usability, integrity and security of data [38].”

One key reason for DG is regulatory compliance. With the aim to mitigate risks related to security,
privacy and ethical concerns, organizations developing and implementing AI systems must adhere to
regulations and policies. One of these regulations is the new EU AI Act, which entered into force in
August 2024 [29], making this a relevant topic for organizations employing Al

The other role of DG is in maximizing the business value of data. The complexity of Big Data presents
many challenges related to data quality, such as incompleteness, inconsistency and inaccuracy. In order
to generate reliable and valuable business insights and gain competitive advantage, high-quality data is
crucial. Therefore, Adewusi et al. emphasize the importance of clear DG frameworks in order to ensure
data quality [3, 38].

2.1 Problem statement

While DG frameworks are widely adopted in organizations, they often inadequately address the business
value of DG efforts, focusing more on achieving compliance with regulatory requirements [62, 87, 74, 9,
38, 58, 67]. This gap can also be observed in the case study of a global HR firm where this research
is conducted. The organization’s compliance-focused “Al DG Framework” (Appendix A) is a capability
maturity model that addresses important DG controls. Nevertheless, it does not yet provide a clear guide
to evaluate these practices based on their actual contribution to business objectives. As the company
prepares to design a DG improvement plan, the need arises for a prioritization approach that helps
identify which controls should be addressed first.

In light of the above, the research proposes a prioritization approach for the AT DG Framework to support
in achieving business value in a compliant manner. Additionally, we aim to improve the current AI DG
Framework with best practices. This will be achieved by (1) using the AT DG Framework to assess DG
maturity in the organization, (2) analyzing how DG practices impact business value, and (3) developing
a prioritization model that balances the maturity levels of each DG practice with its associated business
value.

2.2 Research questions

The study aims to address the following main research question and sub-questions:

How can Al-related data governance controls in large organizations be prioritized to balance
regulatory risk and business value?



RQ.1 How can the maturity of Al-related data governance practices be assessed against regulatory
requirements?

RQ.2 How can the business value of Al-related data governance practices be measured?

RQ.3 How can the current Al DG Framework be refined with best practices identified from literature
and the maturity assessment?

RQ.4 Which areas should be prioritized when implementing an Al-related data governance framework
to create and maintain a risk-to-benefit balance?

2.3 Overview of the thesis

The structure of this study is as follows: this chapter presents the topic, problem statement and the
research questions. In Chapter 3, we provide a background on the topic DG and the research context.
Furthermore, DG best practices, methods to investigate business value of data-related practices, and
prioritization approaches are reviewed. This is followed by Chapter 4, which details the methodology
used throughout the study to answer the research questions and proposes a prioritization model. Results,
such as maturity scores and thematic findings, are reported in Chapter 5, which also demonstrates the
proposed model using the results. These results are interpreted and reflected on in Chapter 6. Finally,
Chapter 7 summarizes the findings and provides future research recommendations.



Chapter 3

Background and related work

This chapter first provides a background on DG and explains its dual-purpose in mitigating data-related
risks and generating business value. Then, we introduce the context of this study, and explore specific DG
practices and methods for measuring the business value of DG. Lastly, we touch on existing prioritization
approaches.

3.1 Background data governance

Data governance (DG) is defined as the set of processes and policies for ensuring the availability, usability,
integrity, quality, and security of data assets [72, 1, 11, 37]. Aimed at managing data effectively, it
focuses on the exercise of authority and control rather than the actual execution of data management
[52]. Researchers such as Abraham et al. state: “The purpose of data governance is to increase the value
of data and minimize data-related cost and risk [1, 37]”, clearly distinguishing two purposes:

1. Ensuring regulatory compliance.
2. Enhancing business value.

The first purpose is demonstrated by Julakanti et al., who state that the establishment of DG frameworks
is necessary within organizations due to regulations and standards such as the GDPR, [71]. They confirm
through case studies that well-structured governance frameworks lead to fewer data security issues and
a higher capability of meeting regulatory requirements [48§].

Ladley, whose work focuses more on the business value aspect, explains that DG programs are often
created as a result of three concepts [52]. First, master data management (MDM), as DG helps in
ensuring that an organization’s most important data categories are managed well. Second, data quality:
DG helps in maintaining and evaluating the quality of data, and integrating data quality standards into
business operations. Third, business intelligence (BI), since DG helps in aligning data analysis with
business operations and data quality.

The difference in emphasis between these two authors when describing the origin of DG initiatives in
organizations further illustrates the two main purposes of DG.

Recent technological advances, particularly in artificial intelligence (AI), have further shaped the regula-
tory landscape for organizations that use data and AI. The European Union’s AI Act, which entered into
force in August 2024 [29], has driven the development of many AT assessment and Al governance (AIG)
frameworks in literature. For example, Papagiannidis et al. interviewed representatives of three compa-
nies, thematically coded these interviews to find governance best practices, and proposed an AIG model
including inhibitors, enablers and outcomes of AIG [63]. Similarly, Lucaj et al. conducted interviews
with company representatives and researchers, through which they identified key themes related to AIG
and proposed policy recommendations and practices [53]. A third example develops a semi-quantitative
AT risk assessment framework by adapting a risk assessment framework provided by the Intergovernmen-
tal Panel on Climate Change with the proportionality test, a weight formula which allows for evaluating
different types of risks and values in the context of the AI Act [23]. These frameworks and recom-
mendations emphasize the growing need for governance structures that ensure ethical, transparent, and



accountable data use, in addition to more traditional DG aspects.

At the same time, the emergence of big data has offered organizations numerous opportunities for data-
driven decision-making through BI, big data analysis (BDA), and data science. As data becomes more
central to business processes, DG plays an increasingly critical role in enabling competitive advantage
[3]. In a case study by Brous et al., DG was identified as one of the key success factors in realizing value
from data science efforts [15].

Despite this, many existing DG frameworks fail to fully capture the business value of DG, focusing
more on regulatory compliance. Several studies have highlighted the lack of understanding regarding
the impact of DG, data assets, and BDA on firm performance, pointing to ineffective investments and
missed opportunities for value creation [62, 87, 74, 9, 38, 58, 67]. This also reflects the challenge of
defining and measuring the value of data, as it is intangible in nature [18]. As a result, assessing how
DG efforts translate into increased data value is difficult. As Attard and Brennan argue: “quantification
of data value would optimize data governance [9].” Currently, there is no standardized or objective way
to quantify the value generated by different DG practices to evaluate its impact on business outcomes.
Subsequently, this creates a challenge for DG improvement projects: it is unclear which aspects should
be prioritized, which is critical given that organizational resources are limited. Ladley emphasizes: “ The
DG framework will need some sort of guidance as to what is most important. The result will be fewer
meetings if a prioritization scheme of relative importance of data areas is recognized [52].”

Similar challenges are found by the organization in which this study is conducted. The following section
introduces the organization and its approach to DG.

3.2 Research context

The study is conducted at a human resources consulting and staffing firm, hereinafter referred to as “the
HR firm.” The company’s main business model matches “talents" (individuals looking for a job) with
“clients" (companies looking to hire employees). This matching process is referred to as “assignment.”
Like many organizations operating in the era of digitization and AI, the HR firm increasingly leverages
data and Al to deliver data-driven services, increase operational efficiency and improve decision-making.

In response to the new Al regulations, the HR firm developed an “Al Data Governance Framework"
(AI DG Framework), combining requirements from the AI Act, GDPR and other relevant regulations,
and covering principles from sources such as the DAMA DMBOK. This framework aims to outline the
company’s approach to DG in order to ensure compliant, responsible and ethical data usage. Moreover,
to increase scalability in the context of digital transformation, the framework intends to support a
harmonized DG structure within the organization.

Designed as a capability maturity model, the framework includes five DG categories: roles & respon-
sibilities, data lineage, data quality & purpose, data architecture & platform, and security. Each DG
category contains a number best practices, referred to as “controls.” There are a total of 28 controls. For
each control, there are five levels of maturity described, linked to five risk levels:

1. Ad hoc (high risk): processes are performed as needed and only at the project level. Data issues
are fixed reactively rather than proactively through improved processes. Data is not considered a
strategic resource.

2. Managed (medium risk): processes are planned and executed within policy guidelines, but the tools
and skills for managing data are still inadequate. Data management is taken more seriously.

3. Defined (minimum requirement): standard processes help provide consistent data quality to meet
business needs and regulatory compliance. Management oversight has been introduced along with
monitoring and feedback loops.

4. Measured (benchmark): process metrics are judged against agreed upon variances. Data is treated
as an asset and everyone is concerned with its accuracy and timeliness. Applications are written
to capture data issues that are resolved quickly to avoid fines or reputational damage.

5. Optimized (exceeds benchmark): process performance is continuously improved through feedback
from various sources. Data is regarded as a critical asset and vital element for our business to
operate.



For reference, the Al DG Framework is included in a shortened form in Appendix A. The appendix
presents the DG control objectives, summarized descriptions, and their associated maturity level criteria,
but omits the specific controls provided in the full framework as this is similar to the control objectives.

This study is part of a broader initiative within the HR firm to start implementing the AI DG Framework
in an initial selection of ten markets that the organization operates in. The first part of this initiative is
a maturity assessment of these ten markets. The scope of this research is limited to the first five markets
that will be assessed, namely the United Kingdom (UK), the Netherlands (NL), Belgium (BE), Germany
(DE), and a cross-border service (CBS). This maturity assessment has three objectives:

1. Determine the DG maturity level of each market using the framework.
2. Identify local challenges.
3. Identify best practices that have been effective, which can be included in the framework.

The second part of the initiative concerns the development of an improvement plan; a recommendation
of actions to help markets raise the most important DG controls up to a desired minimum level.

While the framework acknowledges data as a business asset, its controls and maturity levels are mainly
derived from legal and risk mitigation requirements. This creates room for alignment between the focus of
the framework and the HR firm’s objectives. The company’s broader goal is to enhance DG for effective
utilization of data for business insights and realizing benefits. However, this business value perspective
is not explicitly included in the current framework. This also creates the following challenge in the
development of an improvement plan: “How should improvement efforts (DG controls) be prioritized in
the context of limited resources?”

This research aims to address this gap by proposing a prioritization approach that considers two di-
mensions: results from the risk-based maturity assessment and the business value of DG activities. To
investigate the latter, Section 3.4 touches on methods to measure the business value of DG in related
works. In alignment with the third objective of the maturity assessment, we aim to refine the frame-
work with best practices from the markets as well as from literature. Therefore, Section 3.3 reviews DG
frameworks and practices. The last section, 3.5, explores existing prioritization models.

3.3 Data governance practices

To identify key categories of DG, we first conducted a broad exploration of DG and AIG frameworks in
literature. The most common categories that have been found and will be discussed are: metadata man-
agement, roles and responsibilities, data quality, transparency and explainability, security and privacy,
and training and awareness. Table 3.1 presents an overview of these categories. The next subsections
investigate each category in more detail, focusing on identifying best practices and supporting these with
evidence where available. Alhassan et al. note the inadequate exploration of specific DG activities in
academic literature [7]. For this reason, grey literature was reviewed in addition to academic sources, as
it provides more specific and practice-oriented insights.

# | DG category Sources

1 | Metadata management [1, 6, 53, 41]
Roles and responsibilities [1, 6, 48, 52]
Data quality [1, 6, 45, 53, 41]

Security and privacy [1, 6, 80, 44|

2
3
4 | Transparency and explainability | [45, 23, 13]
)
6

Training and awareness [12, 42, 52]

Table 3.1: Most common DG categories identified from literature



3.3.1 Metadata management

Metadata management refers to the systematic documentation and organization of information about
data assets, including descriptions of their origin, structure, meaning, location and use [35, 81|. Essen-
tially, metadata is “data about data [49].” Teymurove distinguishes three types of metadata, namely
descriptions of technical attributes of data (technical), e.g. file formats, storage locations and database
schemas; business contexts (business) described by data definitions, ownership and usage; and data lin-
eage tracking (operational). Effective metadata management is critical for ensuring that data can be
accurately located, interpreted, and reused [81].

The importance of metadata management has been highlighted both in academic research and industry
case studies. For instance, several case studies have observed increases in data retrieval times and data
handling errors [30, 31, 32, 33]. By improving their metadata management, the organizations managed
to ensure consistency, streamline operations, increase efficiency and enhance data analytics. Moreover, a
study on metadata management within DG frameworks highlights its role in transforming raw data into
actionable insights by providing structure and control [81].

Several practices are commonly associated with metadata management:

e Metadata strategy: a structured plan that outlines how an organization will manage metadata
across data systems. This includes defined objectives, roles, standards and technologies needed
to support metadata-related activities. It ensures alignment with both regulations and business
objectives [1, 81, 34, 21].

e Maintaining data catalogs: providing searchable indexes of available datasets along with descrip-
tions and access information. While this is often a centralized platform [81], organizations such
as JPMorgan Chase have successfully adopted a hybrid model through a data mesh architecture
and a data mesh catalog [10]. The architecture is a decentralized model where data ownership
is distributed to domain-specific teams, allowing those closest to the data to manage it. At the
same time, an enterprise-wide mesh catalog centralized visibility into data assets. This approach
offered several benefits: it enhances regulatory compliance through improved data auditing, sup-
ports better data quality control by detecting inconsistencies and outdated information, and creates
flexibility by enabling faster data access.

e Data lineage tracking: documenting and visualizing how data moves through an organization’s
systems, from its source, through transformations, to its final use [81]. A related practice, data
lifecycle management, also includes determining the data definition, retention and retirement [49,
1]. These practices combined enhance transparency and accountability, increase data quality by
allowing easier error detection, and prevent costs of holding unnecessary data [84]. For example,
Panasonic implemented this through a centralized DG platform which tracks data flow throughout
its entire life cycle [76].

e Data taxonomy: a classification system containing metadata standards such as ownership, purpose
and sensitivity, used to label and organize data consistently [49, 83, 1]. Guided by this taxonomy,
tagging and classification are processes for applying these metadata standards. These practices fos-
ter collaboration and a common understanding among teams, and help in creating well-structured
data catalogs.

3.3.2 Roles and responsibilities

Roles and responsibilities form the backbone of effective DG, as they ensure clear accountability and that
data assets are managed, protected and utilized optimally [7, 1, 17, 52]. Having well-defined roles not
only streamlines data-related processes but also fosters a culture of responsibility and trust across the
organization. Furthermore, it is essential to have roles and responsibilities documented and embedded
into the organizational structure to ensure that they support company goals [1].

Several key roles were highlighted in literature:

e DG council: a group of executives from departments involved in data processes. They set the
overarching direction for DG initiatives and policies, and ensure alignment with organizational
objectives [52, 17, 43, 61]. While [17] positions this group at the strategic level, the DAMA DMBOK
considers it part of the tactical layer [43]. DAMA and [61] assign strategic responsibilities, such as



aligning DG initiatives with business objectives and providing sponsorship, to a Chief Data Officer
or a similar C-level executive, for example, a Chief Technology Officer.

e Business owners of data assets (Data owners): typically senior business leaders who are accountable
for ensuring data quality, compliance and appropriate usage of data (including access rights) within
their department or domain [49, 61, 43].

e Data custodians: often part of the IT department, they are responsible for the technical environ-
ment, ensuring data is stored, archived and protected appropriately. As a bridge between strategic
intent and operational execution, they are also tasked with resolving issues experienced by data
users, which may be reported to the DG council [17, 43].

e Data stewards: responsible for executing tactical plans by data owners and custodians in specific
domains, they bridge the gap between business requirements and technical requirements. Their
responsibilities extend to organizing meetings with the data users and providing them educational
support [17, 61, 43].

e Data users (operational): consists of all individuals who interact with data in their roles, such as
data scientists and data analysts [6]. These individuals are responsible for adhering to data policies
and reporting data issues [17, 43].

3.3.3 Data quality

Data quality refers to the degree to which data is accurate, complete, fresh (up-to-date), consistent, valid,
unique (deduplicated) and reliable [1, 49, 59, 52|. High-quality data is essential for effective decision-
making, efficiency and regulatory compliance, especially with the involvement of AI [86, 59]. Amongst
others, Al-Badi et al. describe that measuring and monitoring data quality should be regarded as a
prioritization within DG [6]. This is also reflected in a literature review of DG case studies, which
suggested that the documented cases often concentrated on the single aspect data quality [84]. The
process of conducting regular data quality checks is further emphasized throughout literature [1, 6, 49, 84].
Benefits of actively monitoring data quality were evident in a case study of Rijkswaterstaat; it contributed
to finding weaknesses in DG, aligning processes and achieving cost efficiencies [15].

Best practices for ensuring data quality include the following:

e Establishing data quality standards and metrics: defining clear metrics, KPIs and rules/standards
for data quality that align with organizational objectives [497 , 42]. This means that data quality
dimensions may be defined differently and measured through different metrics depending on an
organization’s context [49, 55]. Nevertheless, Parmiggiani and Grisot explain through their case
study that the focus should be on ensuring data is fit-for-purpose rather than acquiring as much
data as possible, which can undermine overall data quality [49, 64]. This practice is typically the
role of data stewards [68].

e Continuous (automated) profiling and monitoring: metrics such as the aforementioned data quality
dimensions could be assessed using various automated methods, including statistical analysis, rule-
based checks, default values, latency measurement, hashing, stability checks, ML techniques for
error correction, imputation and rule compliance [59]. Tools such as the Great Expectations tool,
which has built-in data validation, profiling and documentation features [79], have proven to be
effective in detecting quality issues. For example, [60] describes its ability to assess data quality in
a Brazilian governmental data warehouse where it identified problems in public procurement and
expenditure data.

e Data cleansing: correcting or removing data that does not adhere to standards [42]. Automated
data cleansing processes could be implemented using technologies such as ML algorithms, Asyn-
chronous Search Algorithm and Java Parser [59]. There are several studies that have developed
methods and solutions for this, including [51, 36, 78§].

e Reporting: summaries describing the data quality against the predefined KPIs, which could also
be in the form of dashboards. Along with enhancing quality monitoring and supporting early
detection of issues, it is a way to communicate to stakeholders. This practice ensures alignment
between business and IT [17].
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3.3.4 Transparency and explainability

Transparency refers to the openness and clarity with which organizations handle data, ensuring that
stakeholders understand how data is collected, processed and used. Explainability, particularly in the
context of Al and ML, involves making the operations and decisions of complex AI models clear and
understandable to humans [61, 20]. These mechanisms are crucial for building trust, ensuring compliance
with regulations, and facilitating accountability in automated decision-making processes. Given that
complex Al systems are often a black box, these aspects mainly recur in AIG frameworks [45, 63, 23, 13,
25], while they are less emphasized in more traditional DG frameworks that focus on data in general.

The following transparency and explainability mechanisms are often mentioned in AIG frameworks [45,
63, 13]:

e Implementing Explainable AT (XAI) techniques: adopting XAI methods helps making complex
AT models more transparent, making their decision-making processes more interpretable. This is
essential for stakeholders to trust and effectively oversee Al systems. For instance, techniques like
LIME (Local Interpretable Model-agnostic Explanations) and SHAP (SHapley Additive exPlana-
tions) provide insights into model predictions [23, 20].

e (Clear documentation: maintaining comprehensive documentation of data sources, processing meth-
ods, and decision-making criteria enhances transparency [63].

e Continuous monitoring and evaluation: regularly assessing Al systems and data processes for trans-
parency and explainability helps identify risks and areas for improvement [47]. Using dashboards

these results can be visualized to easier communicate information regarding Al systems to humans
[63].

3.3.5 Security and privacy

Security and privacy measures encompass the policies and procedures implemented to maintain key
attributes of data, such as accessibility, authenticity, availability, confidentiality, integrity, privacy, and
reliability [1]. In other words, it ensures that data remains protected against unauthorized access,
manipulation or loss while supporting its trustworthy use across the organization.

The following security and privacy practices are common within DG:

e Risk assessments: analyses conducted by security officers on risks in regards to critical business
data in order to implement protection measures [49].

e Data storage based on business value: strategically allocating data to suitable storage platforms
based on business relevance enables organizations to distribute it efficiently across multiple sys-
tems. This not only optimizes use of storage and reduces costs, but also aids in fulfilling archival
compliance requirements [9, 49].

e Access controls: controls that define to which extent an individual can interact with the organi-
zation’s systems or files. Using access controls, the authority to access data should be minimized
to the extent that a user only sees what is necessary [45, 63]. In role-based access control, access
rights are determined by the role a user has within the organization, while attribute-based access
control takes a more dynamic approach, using user traits, environmental context and resource
characteristics to govern access decisions [8]. Role-based DG also was embedded in Panasonic’s
data lineage platform, for which the company developed schemas for each business unit depending
on their data needs [76].

e Encryption: transforming data into an unreadable format to ensure that sensitive information
remains protected from unauthorized access or interception. Common methods are hashing, sym-
metric encryption and asymmetric encryption [44, 8|.

3.3.6 Training and awareness

While training and awareness are often overlooked in DG frameworks, Ladley emphasizes their impor-
tance in supporting cultural change [52]. Training and awareness involve ensuring that stakeholders
understand the value of DG, are informed about data policies and standards, and are equipped with the
necessary skills to fulfill their roles in maintaining data. This practice fosters accountability, promotes

11



data stewardship across the organization, and helps embed DG into daily operations. It is considered
as a success factor for DG programs. Bernadi et al. found that “The most reported error prevention
actiities were the continuing education of professionals with regular training of data collectors during
their studies [12].” The author also recommends to address behavioral and structural issues, alongside
improving technical capabilities.

The following practice is therefore defined:

e Fostering collaboration and training: communicating, educating and training stakeholders involved
in data processes regarding the importance of data and skills necessary to handle data correctly
[12, 42, 52]. Ladley distinguishes three training levels [52]:

— Orientation: providing an overview of DG.

— Education: building awareness and understanding so that employees know how to follow and
apply policies and processes.

— Training: delivering practical instructions to develop the skills needed to work effectively with
new tools and processes.

3.4 Measuring business value

In this section, we explore methods for estimating value from data-related practices. Although research on
the direct measured impact of DG is limited, insights can be drawn from related studies that examine the
value of information (technology), as well as the relationships between BDA capabilities and business
performance. This approach aligns with the theory of Resource-Based View (RBV), which is also a
foundation for many of the papers examined below [65, 66, 69, 5, 46, 57, 73]. The RBV suggests
that configurations of valuable resources and capabilities can be sources for sustainable competitive
advantage [70]. Organizations with similar resources, such as data or information, may perform differently
depending on how these resources are combined with capabilities, such as DG practices, BDA capabilities
and IT capabilities [65].

3.4.1 Cost-benefit analysis

One way to evaluate the value of data-related activities is through cost-benefit analysis (CBA), which
attempts to quantify value by directly comparing input costs with outcomes through metrics.

For instance, Wittard et al. attempt to quantify the value of improved DG using a framework that
combines two existing frameworks [87]: the “Five Safes” framework [24] for data collection and the
“Theory of Change” framework [82] for analysis.

e The study collects data through interviews with project managers. This process is guided by the
Five Safes framework, a structure that enables DG to be organized as a set of connected dimensions,
namely: safe projects (scope), safe people (roles), safe settings (access), safe data and safe outputs.
For each of the five safes, challenges, best practices and implications were identified from the DG
improvement project.

e Based on these findings, a mapping is conducted to develop a theory of change for the quantitative
assessment. This mapping involves constructing a pathway with intermediate outputs between the
initial challenge and the intended objective. The theory of change was then used as a CBA frame-
work where input costs and benefits were estimated for the activities that lead to the intermediate
outputs. Assuming that benefit from an event is at least equivalent to the costs of an individual’s
participation, benefits were measured across three categories: direct internal value (wages of the
individuals attending a workshop), indirect internal value (time savings from improved processes
measured in average hourly wage) and external tangible value (number of publications produced).

A comparable method is provided by Otto in his case study of the relationship between product data
management and business goals [62]. This research also uses a framework combining two existing con-
cepts: business engineering and business dependency network.
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e Following business engineering, the scope for analyzing benefits was determined as the three layers
of the organization where a transformation project has impacts, namely: strategy, organization
and business processes, and information systems.

e The business dependency network was employed to analyze the paths between IT enablers and the
company’s business goals, which is mediated by enabling changes, business changes and business
benefits. The benefits of the business changes were then quantified using cost analysis, comparing
costs from before the changes to costs after improving the processes. This includes determining total
sales, general and administrative expenses related to product data management for new product
creation and existing product maintenance, and calculating the costs per new and existing product.

Another CBA approach applied in a related context is found in a study by Pathak et al., which focuses on
using financial ratios [65]. The study analyzes the impact of IT practices on an organization by estimating
their value and comparing it to industry benchmarks. First, the study presented a comprehensive
literature review, which explored various input and output measures for evaluating business value of IT.
Four categories of measures were identified:

e Financial measures, such as gross margin and cost ratios.

e Operational performance measures, such as efficiency and productivity.
e Process measures, such as improvement and satisfaction.

e Perceptional measures, such as information availability.

For their analysis, the researchers narrowed their focus to the measures expenses and revenues. To
account for the differences between firms in the industry, they used ratios for these measures, namely:
IT expenses to total revenue ratio (strategic) and IT expenses to total expenses ratio (operational).

These studies demonstrate how value of data-related initiatives can be translated into a cost-benefit
estimate by defining metrics and determining intermediate outputs. While they provide a way to quantify
DG value, their limitations are the need for assumptions, extrapolation. In addition, these methods rely
on detailed project-level data and cost estimates, such as IT expenses or wages and time savings from
improved processes, which are very time-consuming to calculate for each DG practice and not available
to our research. Instead, our prioritization model conceptually draws inspiration from these approaches.

3.4.2 Causal inference through statistical modeling

A similarity in several CBA approaches is the use of path modeling to connect enablers, such as DG
practices and IT changes, to business outcomes. These models emphasize how smaller practices or
changes contribute indirectly to business value by enabling intermediate improvements. In the studies
examined above, such models were referred to as “theories of change” and “means-end relations” [62, 87].
This same logic is the foundation for statistical modeling techniques applied in the works that will be
reviewed below. While the earlier approaches use it for CBA, these works aim to empirically validate
the assumed relationships in these paths using observed data.

Partial least squares structural equation modeling

One recurring method in literature for exploring relationships between data-related capabilities and firm
performance is partial least squares structural equation modeling (PLS-SEM) [66, 69, 2, 19, 5, 46, 57, 73].
It is a statistical method commonly used in social sciences to study complex relationships between latent
constructs, as it models the latent constructs through multiple observed indicators, also referred to as
measurable items. Hence, it is particularly useful in data-related contexts where constructs are complex
to measure or quantify [40].

Several studies use PLS-SEM to model the impact of BDA on business outcomes [66, 69, 19, 5, 46, 57].
For example, in a study of SMEs in Singapore, constructs like system quality, information quality, lack
of infrastructure and data security concerns were used to assess their influence on perceived business
value and performance [66]. All variables were measured via 5-point Likert-scale survey items, such as
‘The data analytics software should provide a complete set of information’ for the variable information
quality, and 'Data analytics enhances employee productivity’ for the variable DA business value.

Another example is a study by Raguseo and Vitari, who segmented business value related to BDA into
transactional, strategic, transformational and informational value [69]. Rather than separately measur-
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ing BDA and treating business value as a mediator between BDA and firm performance, their model
positioned these business value components as the direct outcomes of BDA. For instance, informational
value was measured using the items ‘Enabling faster access to data’, ‘Improving management data’ and
‘Improving data accuracy’, which are comparable to the variable information quality in the previous
study ([66]) and certain topics of DG.

In two other models, information quality was broken down into similar indicators, namely completeness,
accuracy, format and currency [5, 46].

Several papers also applied this technique in the context of DG [2, 67, 57, 73]. A study demonstrated
that DG positively affects sustainable knowledge creation and firm performance using PLS-SEM [2]|. The
researchers chose PLS-SEM over covariance-based structural equation modeling (CB-SEM), a similar
statistical technique, due to its flexibility with complex models and its fit for exploring relationships.

Similarly, Pestana proves with PLS-SEM that data-driven culture, data processes and data stewardship
contribute to value creation in different steps of the business process. The writer also mentioned this tech-
nique’s flexibility with non-normal distributions and suitability with complex models [73]. Additionally,
its ability to deal with smaller sample sizes was mentioned as a benefit over CB-SEM.

While these papers differ slightly in the constructs and outcomes they measure and the items used to
measure them, the consistent use of PLS-SEM highlights its usability in contexts with latent variables
such as DG. The use of Likert-scale surveys is also comparable to our DG maturity assessment where we
use five levels of maturity. The similarities with these studies and our research proves its potential use
in assessing the business value of DG practices. However, the small sample size of five markets limits
the feasibility of applying PLS-SEM in our study. Nevertheless, we draw inspiration from these papers
and recommend this method for future studies with larger samples.

Econometrics studies

Another group of studies have also investigated similar relationships by applying econometrics methods,
which, rather than relying on self-reported perceptions, use financial data with statistical models that
control for confounding effects. Examples of the data-related capabilities examined in these studies
include BDA [58], data-driven decision-making [16] and BI systems [28]. For instance, Miiller et al.
employed a Cobb-Douglas production function, a formula that estimates outputs (Sales) produced by
specific inputs, which often used for measuring firm performance [58]. In the function used in the study,
a binary dummy variable ‘BDA’ was added to the independent variables in order to assess effects of
the presence of BDA assets in an organization. Using three regression methods (OLS, FE and 2SLS),
the coefficients of this function were estimated, where the coefficient of the BDA variable represents
percentage change in productivity attributable to the presence of BDA assets.

Overall, these econometric methods offer a valuable quantitative evidence of the relationship between
data-related capabilities and business value. However, this approach requires detailed objective financial
data and perfectly measured variables, which are not available in this case study. Therefore, this research
draws on their insights conceptually rather than replicating the method.

3.5 Prioritization models

Organizations frequently face the challenge of allocating limited resources to activities that yield the
highest value for the business while simultaneously considering risks [77]. To support effective decision-
making, various prioritization models have been developed.

One example is the risk matrix, a tool for systematically assessing and comparing the potential impact
(consequence) and likelihood (probability of occurrence) of risks or benefits within an organization [27].
It is commonly used in investment decision-making, and widely adopted into various other contexts
where organizations create custom versions of the matrix. Impact and likelihood are often rated on a
1-5 scale or as low/medium /high. As a result, risks can be plotted on the matrix, which contains color-
coded cells, allowing the user to assess the risk level and clearly see a prioritization between the risks.
An example is provided in Figure 3.1a. The (top) right cells indicate higher risk events that should
be prioritized. Despite the simplicity and flexibility of risk matrices, there are a few criticisms. The
most important examples are the degree of subjectiveness in the assessment of the dimensions and the
increased complexity of prioritization when risks land in the same cell.
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Figure 3.1b illustrates a risk-benefit matrix, a variation of the risk matrix for conducting benefit analyses
[14]. The researcher proposes an approach for weighing decisions regarding solar energy use in historical
buildings. Risk represents the potential compromises that exist in using it, while benefit captures the
positive value derived from it. The bottom right area here is seen as priority, as it provides quick wins,
while the top and left cells (either low risk or low benefit) suggest low-priority.
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(a) Example of a risk matrix [27] (b) Example of a risk-benefit matrix [14]

Figure 3.1: Comparison of risk matrix approaches

A third prioritization model is the Eisenhower Decision Matrix developed by U.S. President Dwight D.
Eisenhower [54]. It is a tool that helps individuals and organizations categorize tasks based on urgency
and importance. As shown in Figure 3.2a, the matrix has four quadrants, recommending the following
priority order: do (do now), decide (do later), delegate and delete. While the model provides a clear and
actionable framework, it also has the limitations of the risk matrix. Additionally, it lacks consideration
for resource constraints.

A similar model is the Accessibility Governance Matrix presented by [56], which combines the concepts
of the Eisenhower Matrix with the Analytical Hierarchy Process (AHP) for a case study on geographical
accessibility planning. There are two types of models proposed. The first model prioritizes based on a
priority quotient (PQ):

PQZEfXUfXIfXCf

where: E; = ease , Uy = urgency, Iy = importance, and C'; = consequence; all rated on a 1-4 scale.

The second model, a simplified version of the first model, is designed for non-technical managers to
prioritize geographical districts. Prioritization is based on a partial priority quotient (PPQ):

PPQZ (Uf XIf)—AI

Rather than four factors, the simplified model only considers urgency and importance. Furthermore,
an accessibility index (AI), is used as a correction factor to deprioritize already-accessible districts.
The AT is calculated using AHP, a decision-making method for ordering activities into a hierarchy by
comparing and assigning weights to all possible pairs of activities. The resulting PPQ can be plotted in
the Accessibility Governance Matrix shown in Figure 3.2b.
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Figure 3.2: Comparison of Eisenhower Decision Matrix approaches

In the specific context of DG, Ladley has suggested an approach similar to these models for prioritizing
subject areas within a DG program [52]. Figure 3.3 displays a graph with the two axes risk and business
value. Business domains are plotted on this graph based on their estimated risk and business value,
resulting in four quadrants. Items in the top right draw the most attention, as they represent high value
and high risk. The least important items, low value and low risk are found in the bottom left, which are
low-priority areas.
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Figure 3.3: DG prioritization model suggested by Ladley [52]

These models illustrate how organizations can compare factors such as risk, benefit, urgency or im-
portance to prioritize actions. Drawing inspiration from these examples, this study will adapt their
foundations to develop a prioritization model for DG in Chapter 4, weighing the factors regulatory
compliance risks and business value.
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Chapter 4

Method

This chapter outlines the different methods used to collect and analyze data. The last section of this
chapter describes the approach we used to develop a prioritization model. The data collection phase and
maturity level assessment were performed together with a data protection consultant and data protection
officer from the HR firm.

4.1 Data collection

Data collection included a preparation phase, questionnaires and interviews; a process that was repeated
for each of the selected markets. A high-level overview of the data sources per market is provided in
Table 4.1.

Market | Informal Interviews | Questionnaire | Workshop | Deep dives
UK 0 No 1 2
NL 0 Yes 1 2
BE 0 Yes 1 2
CBS 2 No 1 0
DE 0 Yes 1 1

Table 4.1: Overview of data sources per market

4.1.1 Preparation

As preparation for the questionnaires, the 28 DG controls from the AT DG Framework were first consol-
idated into fourteen questions. This consolidation ensured that we captured a higher-level overview of
similar topics, avoided asking complex details, and maintained a concise questionnaire.

Furthermore, an initial data analysis was conducted to review available information from the markets,
such as policies, documentation on data management platforms and data quality dashboards.

During the preparation phase, we also conducted informal interviews with a variety of individuals, mainly
key IT system owners. These interviews aimed to identify data sources for the initial data analysis, discuss
the feasibility of extracting relevant information from data management platforms, and determine which
individuals could further provide us necessary data. In some instances, these conversations also offered
valuable market-specific insights regarding their DG organization. This was particularly the case for
CBS, as illustrated in Table 4.1.
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4.1.2 Questionnaires

The fourteen consolidated questions formed the baseline of the questionnaires. The initial data analysis
further informed the design of the questionnaire for each market, resulting in two types of questions.
The first type addressed the topics for which there was no information available; these were left open
for respondents to answer. The second type focused on topics with a pre-filled answer, which asked
respondents to validate this information and make updates if it was incomplete or outdated. In several
cases, these validation questions were followed up by a more detailed follow-up question to explore
the topic further. This approach helped reduce respondent burden and increase efficiency during the
questionnaire phase while allowing us to gradually ask more detailed questions.

To strengthen the credibility and allow for verification of the answers, each question also required the
respondent to provide evidence to their responses, e.g. a link to where documentation about this was
stored.

4.1.3 Interviews

With the exception of two markets, we conducted three semi-structured interviews for each market (as
shown in Table 4.1):

e Workshops with individuals in DG roles or roles involved with data, depending on the organiza-
tion/maturity of a market’s DG. Shifting the focus from the fourteen higher-overview questions to
the specific DG controls described in the AI DG Framework, the workshops aimed to elaborate
deeper on questionnaire responses and inquire about technical details. Additionally, for the pur-
pose of proposing a prioritization approach based on business value, the workshop also included
questions on perceived and measured business value of DG.

e Deep dives with client data owners or roles involved with client data processing. Since individuals
in these roles are more business-oriented, the deep dives not only addressed unresolved topics from
the AT DG Framework, but also focused on data challenges from a business process perspective.

e Deep dives with talent data owners or roles involved with talent data processing. Same purpose as
the client data deep dives.

Each interview lasted approximately an hour. The number of participants varied widely per interview and
market, ranging from one individual to a group of six, which reflects the structure of the DG organization
within a market.

With permission of academic and company supervisors, who deemed this method appropriate and ef-
ficient, part of the interviews was transcribed using the Al assistant Gemini. The transcriptions were
validated against the recordings, corrected where necessary, and summarized. Interviews that were not
conducted in English were recorded and manually transcribed. This was the case for all three interviews
with the markets the NL and CBS, and the workshop with BE.

4.2 Data analysis
To address the different research questions, data from informal interviews, questionnaires, workshops
and deep dives was analyzed using three different approaches.

The maturity assessment (RQ1) was conducted using a structured template, the business value analysis
(RQ2) followed a coding approach, and the gap analysis (RQ3) involved comparing the HR firm’s Al
DG Framework with findings from literature and the maturity assessment.

4.2.1 DMaturity assessment

To determine the maturity levels of the DG controls in each market, we created a structured template
based on the Al DG Framework. This template was implemented as a table in Google Sheets, with one
sheet per market. Each DG control in the AI DG Framework was represented as one row in the table.
The template included the following columns:

e DG Control: the specific DG control as described in the AI DG Framework.
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e Maturity Levels: a reference column describing the criteria for each maturity level (1-5) for the
DG control.

e Client Data: all information gathered that concern the handling of client data.
e Talent Data: all information gathered that concern the handling of talent data.
e General: all information gathered about the overall DG approach in a market.

e Evidence: the source or location of the information in previous columns, e.g. references to a
policy document (Data Protection policy) or data management platform (OneTrust, Confluence).

e Reason for level: a brief reasoning for why a certain maturity level was assigned, based on all
gathered information.

e Current Level: the maturity level assigned for this DG control in that market.

After the document reviews and interviews were completed, information was manually added to the
corresponding columns per DG control. It was frequently the case that a single piece of information was
relevant for multiple DG controls. For instance, the quote ‘[Person 1] is accountable for arranging all
data access. Together with [Person 2], she also arranges ad-hoc access for specific projects; she approves
requests from roles that require certain data access for a certain period of time.” is relevant for both
‘Clear roles and responsibilities’ and ‘Role based access controls’. In such instances, it was entered into
each applicable row to ensure the maturity of each control could be independently assessed based on all
relevant evidence.

For each control, we compared the collected information against the maturity level definitions to deter-
mine the appropriate level. This structured method provided a good overview of the gathered information
per DG control and facilitated quick assignment of maturity levels. The results of the maturity assess-
ment are described in Section 5.1.

It is important to note that the interviews during the data collection phase were not solely focused on
gathering the information needed to assign maturity levels for each DG control. Rather, our focus was
often on understanding market-specific challenges and potential improvement areas, which aligns with
the second objective of the maturity assessment as described in Section 3.2. This decision, approved
by the data protection officer, was necessary due to time constraints during the interviews and the
need for the outcome of this project to aid the development of an improvement plan for each market.
Consequently, for some DG controls we did not collect sufficient information to accurately determine
their maturity levels. In many cases, it was because these controls, e.g. (test-)data distribution, were
less immediately relevant for the markets’ current state of DG. Questions regarding more foundational
controls, such as data quality and roles & responsibilities, were prioritized as they were more frequently
mentioned as challenges that impacted the business processes.

In addition, we noticed that certain controls and their defined maturity levels were too advanced relative
to the current state of DG practices in many markets, making them difficult to measure. For example,
some level descriptions required a measured implementation percentage (25%, 50%, 75%, 100%) for
controls where a foundational activity or measurement process was not yet in place. In both of the
described instances, we either did not assign a maturity level to the DG control, or we assigned an
average of two levels. Cases where no maturity level was assigned, are marked in the results tables using
the abbreviation “N/A” (not assessed).

4.2.2 Business value analysis

To analyze the business value of DG practices for the purpose of developing a prioritization plan, we
thematically coded all interview transcripts using ATLAS.ti, a qualitative data analysis tool. This
method draws inspiration from the approaches described in [63] and [53], introduced in Section 3.1.
Using the same method, we also attempted to identify best practices used in the markets.

The coding process was guided by the following questions:

GQ.1 Which DG practices or aspects do stakeholders explicitly associate with business outcomes, and
have they observed positive/negative effects?

GQ.2 What are the most impactful or recurring data-related challenges stakeholders encounter in their
business processes?
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GQ.3 What DG practices have been effective or are seen as a strength in this market?

Applying the inductive approach described by Saunders et al. [75], the coding process consisted of three
steps:

1. Open coding: each line in the transcripts was read to find quotes related to the three guiding
questions. These quotes were labeled with descriptive codes that captured their core meaning.
Codes were reapplied across similar text segments, allowing us to identify recurring answers and
patterns between different interviews in one market and between different markets. To facilitate
the second step of this process, a systematic coding prefix was applied on the codes based on the
three guiding questions. ATLAS.ti automatically recognizes prefixes and groups codes accordingly.
This approach allowed for more efficient grouping and retaining distinction between remaining
challenges in a market and already implemented practices. The prefixes applied were the following:

(a) ‘PBV’ for codes related to perceived business value from DG practices (GQ.1).
(b) ‘DC’ for codes that described the most important self-reported challenges (GQ.2).
(c) ‘BP’ for codes that we identified as best practices (GQ.3).

2. Axial coding: the initial codes were first refined and reorganized by consolidating overlapping
codes, and deleting irrelevant codes. Then, we explored the relationships between codes by grouping
them into broader categories.

3. Selective coding: with the aim of identifying a narrative that relates the categories together, we
investigated the categories established in the previous step.

The results of this analysis are described in Section 5.2.

4.2.3 Gap analysis

To find opportunities for improvement in the Al DG Framework, a gap analysis was conducted. This
process involved comparing the DG practices identified in the literature and in the five markets with
the practices proposed in the AT DG Framework. The identification of market practices was based on
the thematic analysis described in the previous subsection, particularly guided by the third guiding
question (GQ.3). The best practices from each market were consolidated and subsequently compared to
the list of practices found in the literature review (Section 3.3) and the controls outlined in the AI DG
Framework. This comparison enabled us to assess differences, similarities and the completeness of the
current framework. These findings are presented in Section 5.3.

4.3 Model development

The last objective of this study is to design a model that will aid the HR firm in determining a prioriti-
zation plan with the most impactful controls, balancing regulatory compliance risk and business value.
Therefore, we propose a DG prioritization model that builds on the principles described in Section 3.5.

The design of the model mainly draws inspiration from two approaches. First, the prioritization graph
suggested by Ladley [52] plots DG domains on a grid with business value and risk, identifying the areas
that should be prioritized first (high value, high risk). This model provides a simple way to visualize
prioritization based on the two dimensions that our study also focuses on. However, it does not clarify
how business value and risk should be assessed or measured for each DG control. To quantify these
dimensions, we define a priority quotient (PQ) inspired by the partial priority quotient used for the
Accessibility Governance Matrix [56]. For each DG control, a PQ can be calculated which indicates its
urgency in the prioritization plan.

The formula is defined as follows:

(PBV + PCI + C)
3

PQ = Business value — Risk = - ML

where:
e PBV = perceived business value

e PC1T = perceived challenge intensity
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e (' = complexity of implementation
e ML = maturity level

Our model uses the priority quotient above to balance the two primary factors business value and risk.
The core idea is that DG controls with higher expected business value and higher regulatory risk should
be prioritized first, as these controls offer the greatest benefits while also posing the greatest threat if
left unaddressed. In other words, improving implementation in these areas can yield the most benefits
while also mitigating the most compliance risks.

Risk is measured using the maturity level (ML) of a DG control, as this indicates the residual risk. Its
position as a correction factor in the formula is inspired by the accessibility index used in the Accessibility
Governance Matrix, which deprioritizes already-accessible districts [56]. In our model, a high maturity
level means that the DG area is already well-developed (low risk), so there is less residual risk left to
mitigate. For this reason, maturity level acts as a deprioritization factor in the formula. This results in
a lower urgency in the prioritization for higher maturity levels. For instance, a control that offers high
business value but has a high maturity level will have a lower priority compared to a control with the
same business value but a lower maturity level.

Business value is defined by three variables: perceived business value (PBV; consequence/importance),
perceived challenge intensity (PCI; urgency), and complexity of implementation (C; ease). These vari-
ables are inspired by the variables in the Accessibility Matrix [56]: ease, urgency, importance, urgency.
All variables are rated on a 1-5 scale, following the scales in the AT DG Framework (Appendix A) and in
the models discussed in Section 3.5. Unlike the priority quotient in the Accessibility Governance Matrix
[56] in which factors are multiplied, these variables are summed. This method was chosen since each
variable in our model contributes independently. To ensure that the maturity level can meaningfully
reduce the priority quotient, we normalize the business value side by dividing the sum by the number of
variables (3). As a result, both factors have a range of 1-5.

The following subsections explain each variable in more detail and provide guiding criteria for determining
the scores on a 1-5 scale. In the last subsection, we provide an alternative version of the formula that
incorporates an additional variable PLS-SEM, a statistical technique discussed in Section 3.4.

4.3.1 Model variable - PBV

Perceived business value reflects the degree to which a control is expected to contribute to business
value, as perceived by stakeholders. It is informed by interview insights gathered from all markets. This
aligns with guiding question GQ.1 from Section 4.2.2, which explores which DG practices have been most
impactful or are expected to generate business value. By coding interview data, we can compare more
easily how often each DG practice is mentioned in connection with valuable outcomes.

We define the following scores:

1. Very low: the DG control is not mentioned by any market as beneficial or is only mentioned as
non-beneficial. The category that the DG control belongs to is barely mentioned (contains the
least number of codes).

2. Low: the category that the DG control belongs to is mentioned (contains codes about other con-
trols), but the control itself is not explicitly discussed.

3. Moderate: the DG control is mentioned a few times, or the category it belongs to is among the
most mentioned categories.

4. High: the DG control is mentioned multiple times or by multiple markets with strong statements
about benefits.

5. Very high: the DG control is repeatedly emphasized by stakeholders across multiple markets as
beneficial with strong statements.

4.3.2 Model variable - PCI

Perceived challenge intensity shows the extend to which a control is associated with current data-related
challenges, as perceived by stakeholders in a specific market. It is informed by market-specific interview
insights and coding of challenges and needs. This aligns with guiding question GQ.2 in Section 4.2.2,
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which explores what practical DG challenges a market faces locally. By coding interview data per market,
we can connect DG controls to experienced pain points, inefficiencies, or needs.

We define the following scores:

1. Very low: the DG control is not mentioned as a challenge in the market, or is only mentioned as a
solved issue or minor inconvenience; its category is barely mentioned.

2. Low: the category that the DG control belongs to is mentioned several times as a challenge area,
but the specific control is not explicitly discussed as problematic.

3. Moderate: the DG control is mentioned as a challenge or cost driver, or its category is one of the
more frequently discussed challenge areas for the market.

4. High: the DG control is discussed as a source of multiple issues in the market with clear examples
of challenges and costs.

5. Very high: the DG control is repeatedly described in strong terms as a large obstacle or source of
costs, or is indicated as a major need.

4.3.3 Model variable - C

Complexity represents the expected cost and time required to improve a DG control. This variable is
assessed based on how resource-intensive the implementation is likely to be. It considers aspects such as
the technical difficulty, cost, and duration. The scores for this variable have an inverse relationship to
the degree of complexity to account for the idea that higher complexity should reduce the priority score.

We define the following scores:

1. Very high: the DG control is highly complex to implement, as the current DG organization is not
prepared to support the changes.

2. High: the DG control requires significant coordination, technical development, or process changes
that take considerable time and investment.

3. Moderate: the DG control requires noticeable implementation effort, requiring multiple teams or
systems to align, but is manageable with available resources.

4. Low: the DG control requires some planning and coordination but can be implemented with
moderate effort and cost.

5. Very low: the DG control is quick and easy to implement with minimal resources and process
changes.

4.3.4 Model variable - PS

In Section 3.4, PLS-SEM (PS) was a recurring statistical technique employed in studies investigating
relationships between data-related initiatives and business outcomes. These studies had a number of
similarities with this study.

Many of the reviewed papers used Likert-scale questionnaires to measure latent constructs such as DG
impact, system quality, and perceived business value, which aligns with this study’s aim of analyzing how
DG practices contribute to business outcomes. Moreover, constructs like information quality were used
to represent DG or data quality, further demonstrating the relevance of this technique for evaluating
DG practices. Similar to these studies, our approach uses the maturity levels of specific DG controls
as indicators of how well different areas of DG are implemented within an organization. Several studies
also modeled business value or firm performance as dependent variables, which fits the structure of this
study’s model. These conceptual and methodological similarities support the choice of PLS-SEM as an
appropriate tool for exploring the impact of DG maturity on business outcomes across markets. The
outcome of the PLS-SEM analysis would provide statistical weights for each DG practice, representing
its impact. However, our limited sample size prevents us from employing this technique in our study, as it
is difficult to conduct a statistical analysis with a sample of five instances. Nevertheless, we recommend
that future studies or organizations with a larger sample size test this approach, as it can provide a
data-driven way of measuring the business value of a DG practice.
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For the business value side, we recommend choosing measures such as those identified in the study by
Pathak et al., described in Section 3.4.1 [65]. Specific measures depend on the organization’s business
model and the availability of measured financial and operational data. For example, in the context of
the HR firm, operational performance measures could have been “fulfillment rate” (effectiveness), “time
to fill” (efficiency), and “net promoter score” (client satisfaction).

The adjusted formula is as follows:

(PBV + PCI + PS +C)
4

PQ = Business value — Risk = - ML

This proposed prioritization model is demonstrated in Chapter 5.
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Chapter 5

Results

This chapter presents the results from the maturity assessment, thematic analysis, and gap analysis. The
prioritization model proposed in Chapter 4, which makes use of these results, is demonstrated in the last

section of this chapter.

5.1 Maturity assessment results

This section describes the results of the maturity assessment. We first discuss each market separately,
followed by general observations across markets. The results are presented in tables where the first
column contains the controls as described in the AT DG Framework (Appendix A), the second column
provides the maturity levels, and the third column briefly describes the reasoning for assigning the level.
Controls where no level could be assigned, are marked with “N/A”, as explained in Section 4.2.1.

5.1.1 Maturity assessment results - UK

The results of the maturity assessment for the UK are presented in Table 5.1.

cessing

DG Control Level | Reasoning

Defining and documenting roles and responsi- | 4 Roles and responsibilities are formally defined and docu-

bilities mented. Documentation was not completely up-to-date.

Integrating roles and responsibilities into orga- | 4 There is documentation of the organizational structure, but

nizational structure this was not completely up-to-date.

Reporting lines for DG 2 Reporting lines are understood but not specifically docu-
mented.

Defining master data 3 CDMs are mapped to GAIM, creating a local model. Data
management approaches vary by business line.

Documenting data preparation activities N/A Not specifically discussed /known.

Developing data cleaning guidelines 2.5 Data cleansing is included in the sales framework. There are
still conversations happening on establishing data cleansing
processes.

Developing data transformation/enrichment | N/A Not specifically discussed /known.

standards

Classifying data according to GAIM (classifi- | N/A Not specifically discussed /known.

cation scheme)

Developing data minimization, aggregation | N/A Not specifically discussed /known.

and anonymization standards

Developing data sharing standards 3.5 There are controls in place to prevent exports. They also
use role-based access controls in multiple systems.

Developing third party data standards N/A Not explicitly discussed/known.

Documenting purpose of personal data pro- | 3.5 Processing activities are documented. OneTrust is however

not completely up-to-date.
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Centrally documenting purpose of | 3.5 Assets are documented. OneTrust is however not com-

tools/applications pletely up-to-date.

Categorizing data according to taxonomy N/A There is a local model which is mapped to GAIM. It has
not specifically been discussed how much of the data is clas-
sified.

Formulating completeness criteria N/A Fields that are required are mandatory fields within UFO.

Fields that are not necessary and that are also not manda-
tory are not often used. For how much of the data this
applies was not specifically discussed.

Defining accuracy metrics N/A Fields that are required are mandatory fields within UFO.
Fields that are not necessary and that are also not manda-
tory are not often used. For how much of the data this
applies was not specifically discussed.

Measuring freshness N/A Fields that are required are mandatory fields within UFO.
Fields that are not necessary and that are also not manda-
tory are not often used. For how much of the data this
applies was not specifically discussed.

Measuring consistency N/A It was indicated that the data is not completely consistent;
there exist multiple versions of the same data. For talent
data, the systems require the data to go through Salesforce
UFO, which enforces consistency. It was not specifically
discussed how much of the data is consistent.

Measuring uniqueness N/A It was indicated that there exist multiple versions of the
same data. There is also use of shadow data. However, there
has been a data cleansing, related to the implementation
of the sales framework. They also indicated that a lot of
work has already been done to deduplicate data. It was not
specifically discussed how much of the data is deduplicated.

Knowing (test-)data distribution N/A Not specifically discussed /known.

Measuring and reporting data quality 3.5 There is now an initial dashboard from this framework that
provides a baseline to improve on and visibility of sales seg-
mentation categories & allocation. So data quality is being
tracked and reported on. They are working on corrective
actions regarding behavior.

Developing data strategy and architectural | N/A Data strategy and architectural guidelines were not dis-
guidelines cussed in enough detail to assign a level.
Inventory data assets in a data catalog 3 Data assets were cataloged in OneTrust. This list was not

completely up-to-date.

Rating data assets on CIA 3 The CIA ratings are described in OneTrust. However, not
all assets are up to date in OneTrust. Some data assets do
not have a CIA rating in OneTrust.

Restricting access based on roles 4 There are specific permission sets to allow certain roles read
or editing rights. Some parts of the system are more closed
off. Access via sharing rules ins managed through Salesforce
public groups. Access controls and permissions for primary
data source are under constant review. Compliance and
sensitive data is processed strictly within the system.

Periodically reviewing access rights 3.5 Access, which is managed by edit permissions and visibility,
and divided based on roles, is constantly under review every
12-18 months.

Documenting data retention policy 4 Personal data is automatically removed 3 years after a can-
didate has not worked with the company. There are also
other retention rules.

Storing data based on localization regulations | N/A Not specifically discussed /known.

Table 5.1: Maturity assessment for the UK

The maturity assessment for the UK shows that roles and responsibilities are generally well-defined and
integrated into the organizational structure, although documentation was outdated.

Controls related to data standards and quality, like data cleaning, transformation, classification, and
quality measurement, are more mixed. Some areas like data cleansing and data quality dashboards are
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in development, but these are not yet established as standard processes. Other parts such as having
clear transformation standards or consistent classification were not discussed in enough detail to assess.
This indicates that while operational processes exist, more formalization and documentation are needed
to reach higher maturity.

Access controls and retention are relatively strong. Role-based access and permission reviews are done
regularly, which results in an above-average maturity level for data protection. However, not all data
assets have up-to-date documentation or CIA ratings. This suggests that active management of docu-
mentation can still be strengthened.

A general remark for the UK is that tools like OneTrust are being used well, but they are not always
fully maintained. This shows that processes for keeping them current could be improved.

Overall, the UK’s DG organization has clear roles and a good security focus, but more work is needed on
formalizing data standards, keeping documentation up-to-date, and ensuring consistency across business
lines.

5.1.2 Maturity assessment results - NL

Table 5.2 shows the maturity assessment results for the NL.

DG Control Level | Reasoning

Defining and documenting roles and responsi- | 2.5 Some roles are formally assigned, some informally. No spe-
bilities cific data owners but there is EDU in place formally.
Integrating roles and responsibilities into orga- | 2.5 Responsibilities are appointed informally. There is a divi-
nizational structure sion between responsibility and accountability. Responsi-

bilities of EDUs are defined, which also makes them feel
responsible for the data itself. Roles are not clearly inte-
grated into organization.

Reporting lines for DG N/A Data users can communicate data issues about data to
EDU, however, clear reporting lines were not discussed.

Defining master data 4 They use a local model that resembles GAIM, which is
mapped to GAIM where possible.

Documenting data preparation activities N/A Not specifically discussed /known.

Developing data cleaning guidelines N/A Cleaning is part of ETL done via DBT, which indicates that

it is standardized. How broadly it is used is unknown to us.

Developing data transformation/enrichment | N/A Transformation is part of ETL done via DBT, which in-
standards dicates that it is standardized. How broadly it is used is
unknown to us.

Classifying data according to GAIM (classifi- They have their own classification system, and controls for
cation scheme) when confidential information is shared. However, how
much of the data is specifically classified is unknown to us.

Developing data minimization, aggregation | N/A There are minimization, aggregation and anonymization
and anonymization standards standards. However, it is unknown to us how broadly this
is applied. Whether non personal data is used in non-
production environments was also not discussed, but where
possible, personal data is masked.

Developing data sharing standards 4 There are data sharing and access controls based on the
data classification. How often this is reviewed and/or up-
dated was not discussed in the workshops. When looking
at reports, only the information about data that your role
is allowed to access, is shown.

Developing third party data standards N/A Not specifically discussed/known.
Documenting purpose of personal data pro- | 2.5 Information in OneTrust is not completely up-to-date, some
cessing activities might be missing. This indicates that it is not

regularly maintained.

Centrally documenting purpose of | N/A Information in OneTrust is not completely up-to-date, some

tools/applications assets are missing. This indicates that it is not regularly
maintained. Non-personal data was not specifically dis-
cussed.

Categorizing data according to taxonomy 4 They use a local model that resembles GAIM, which is

mapped to GAIM where possible.
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Formulating completeness criteria N/A There are some data quality controls in place, such as
mandatory fields. However, it is unknown to us for how
much of the data this is applied.

Defining accuracy metrics N/A For urgent processes such as financial processes, the data
is accurate. However, for other processes, there have been
cases where data was not completely accurate. For how
much of the data the accuracy has been measured, is un-
known to us.

Measuring freshness N/A Talent data is up-to-date if the talent feels the urgency to
keep it up to date. Otherwise it will become outdated
quickly. How much of the data is up to date is unknown
to us.

Measuring consistency N/A Between different systems, the information is inconsistent,
which leads to extra work for consultants to find the ac-
curate data. This will improve when transitions to [new
platform] are complete. How much of the data is consistent
is unknown to us.

Measuring uniqueness N/A There are data duplications & shadow data. How much of
the data is unique is unknown to us.

Knowing (test-)data distribution N/A Not specifically discussed /known.

Measuring and reporting data quality 1 Data quality is not being reported on.

Developing data strategy and architectural | 3 There is a document with the architectural principles of the
guidelines data platform. Some details have changed, but the main

points are still valid. How broadly it is applied is unknown
to us. They have also indicated that systems are not well
integrated, which leads to non optimal use of data and in-
consistency. This will be improved however when transition
to [new platform]| is completed.

Inventory data assets in a data catalog 5 They have their own data catalog, which is up-to-date be-
cause it is a mandatory part of data ingestion.

Rating data assets on CIA 4 There is a CIA requirement from the IT. However, within
OneTrust not all assets have a CIA rating; not all assets are
included or up-to-date. During the deepdive it was men-
tioned that there were other CIA ratings used in the NL
(outside of OneTrust). This was not specifically discussed.

Restricting access based on roles 4.5 Access to data is based on roles. This is also enforced when
someone’s role changes. When data is downloaded, it is
unknown what happens afterwards.

Periodically reviewing access rights 2.5 It is documented which roles have access, with room for
improvement, especially for historical data access.

Documenting data retention policy 2.5 Data retention agreements are defined at the source system.
The source sends delete/anonymize orders to the Data Lake,
which then processes them down the chain accordingly in
the data warehouse and Tableau. How often this is reviewed
was not discussed.

Storing data based on localization regulations | 5 All data in stored and processed within the EU. Partially
within AWS services, Snowflake services and Tableau ser-
vices.

Table 5.2: Maturity assessment for the NL

The maturity assessment for the NL shows mixed results. Some elements have a high maturity level:
there is a well-developed local data model that aligns with the global framework (GAIM) where possible,
and all data is stored and processed within the EU, which supports compliance with localization and
privacy requirements. The data catalog is a strength too, which is up-to-date because it is a mandatory
part of data ingestion.

Furthermore, access controls are mature; there are role-based access controls and enforced adjustments
when roles change. Minimization, aggregation and anonymization standards are also in place. While
there are requirements from the IT-department on CIA ratings, not all assets and CIA ratings are
consistently updated in tools like OneTrust. This shows that tool maintenance and completeness can be
improved.
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On the other hand, some controls around roles and responsibilities and reporting lines are less mature.
There is no clear appointment of data owners, and some responsibilities are assigned informally. This
indicates that accountability and clear governance structures still need to be formalized.

For data quality, there is room for improvement. There is no reporting on data quality, and issues
like inconsistencies and duplication remain, partly due to system integration challenges. These should,
however, improve after the transition to [new platform)].

Finally, the documentation of purposes is in OneTrust, but this information is not fully up-to-date,
showing again that documentation maintenance is a recurring area for improvement.

Overall, the NL shows good technical controls and compliance, especially for storage, access, and classifi-
cation. Nevertheless, they could benefit from establishing clearer ownership structures, better integration
between systems, clear data quality standards, and processes for regularly updating documentation.

5.1.3 Maturity assessment results - BE

The results of the maturity assessment for BE can be found in Table 5.3.

DG Control Level | Reasoning

Defining and documenting roles and responsi- | 3 Some roles and responsibilities are assigned. However, they

bilities are still in the process to document and appoint roles more
formally.

Integrating roles and responsibilities into orga- | 3 Responsibilities are appointed, but due to complexity not

nizational structure completely integrated into the organizational structure.
They are still in the process of arranging this.

Reporting lines for DG 1.5 Clear reporting lines have not yet been established.

Defining master data 4.5 They have a local version of GAIM (BAIM), which maps to
local definitions and fills in gaps missing from GAIM.

Documenting data preparation activities N/A There are targeted standards regarding data preparation.
However, it is not clear to what extent the actvities are
known.

Developing data cleaning guidelines N/A There are targeted standards regarding data cleaning. How-
ever, it is not clear to what extent the actvities are known.

Developing data transformation/enrichment | N/A There are targeted standards regarding data transforma-

standards tion. However, it is not clear to what extent the actvities

are known.

They have data classified in GAIM that is linked to BAIM.

Classifying data according to GAIM (classifi- | 4
cation scheme)

Anonymization efforts have constraints because of the Bel-
gium government.

Developing data minimization,
and anonymization standards

aggregation | 1

Some access is manually managed through authorization
model. No clear sharing and visibility standards exist.

Developing data sharing standards 2

Developing third party data standards N/A Not specifically discussed /known.

Documenting purpose of personal data pro- | 3.5 Original purposes were described. The responsibility of up-

cessing dating OneTrust does not lie by the same person who enters
new data.

Centrally documenting purpose of | 3 Most assets are included in the assets lists in OneTrust, but

tools/applications this is not completely up to date.

Categorizing data according to taxonomy 4.5 They have data classified in GAIM that is linked to BAIM

Formulating completeness criteria 2.5 Relevant data is available. For client, application level data
is missing. Data migration has some criteria set, but locally
this is not being monitored.

Defining accuracy metrics N/A For client, additional search for information and combining
different sources is required. For talent, it is not sure if the
data is accurate, as this relies on the talent. There are some
data controls to help ensure accuracy.

Measuring freshness N/A Active talent data is generally up-to-date. There is a pro-

cess in place to keep it up-to-date. The Dun & Bradstreet
database is not always up-to-date.
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Measuring consistency N/A For client, there are multiple sources with conflicting infor-
mation. For talent, there seems to be one version of the
truth. Controls to manage unique talent profiles are also in
place.

Measuring uniqueness N/A For client, there are multiple sources with conflicting infor-
mation. For talent, there seems to be one version of the
truth. Controls to manage unique talent profiles are also in
place. Shadow data does exist.

Knowing (test-)data distribution N/A The government tests with production data.

Measuring and reporting data quality 1 There is no documented process for when issues are identi-
fied

Developing data strategy and architectural | 3 There is a data strategy and architectural guidelines. This

guidelines is being implemented step-by-step.

Inventory data assets in a data catalog 3.5 The list of assets is mostly up-to-date. However, periodic

reviews are not done for all assets.

Rating data assets on CIA 4 Assets in OneTrust have a CIA rating.

Restricting access based on roles 3.5 Security focuses on role-based access to systems. In addi-
tion, the data owner is involved in granting access to talent
data.

Periodically reviewing access rights N/A Not specifically discussed /known.

Documenting data retention policy 3.5 Retention managed within systems in known. But it is not

clear what happens after an export. In some systems, con-
trols are in place to prevent this.

Storing data based on localization regulations | N/A Not specifically discussed /known.

Table 5.3: Maturity assessment for BE

The maturity assessment for BE shows that several foundational areas are actively being developed, but
there are differences in how well controls are embedded. One of the strengths is the local data model
(BAIM), which extends the GAIM to fill local gaps. This shows alignment with the framework while
adapting it to fit local needs. Data is well-classified and categorized, and assets are rated on CIA in
OneTrust.

There are also role-based access controls in place, and the involvement of data owners in granting access
further strengthens this practice. However, clear reporting lines and formal ownership structures are still
lacking, with many responsibilities informally appointed and documentation incomplete. This means
accountability is not yet fully embedded in the organizational structure.

Documentation of the purposes for personal data processing and applications is mostly covered in
OneTrust. Nonetheless, this is not consistently updated, showing that regular maintenance is not a
part of standard processes. While some guidelines exist around data strategy and architecture, these are
still being implemented.

Notably, BE faces specific challenges around data minimization and anonymization, partly due to local
government constraints. This shows that local regulatory context can directly impact maturity levels,
and that this is an area in the framework that is currently difficult to improve for BE.

Data quality is an area for improvement: there are some controls, but no structured process for measuring
and reporting issues, and inconsistencies exist especially for client data. For talent data, there is more
control and clearer unique records, which shows that these data sets are at different maturity levels.

Overall, BE shows clear effort to improve its DG organization, with its maturity currently being around
the minimum requirement of level 3. However, their weaknesses remain in reporting lines, data sharing
standards, and data quality monitoring.

5.1.4 Maturity assessment results - CBS

The results of the maturity assessment for CBS are shown in Table 5.4.
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DG Control Level | Reasoning

Defining and documenting roles and responsi- | 2 Roles and responsibilities exist, but are not formalized,

bilities standardized or documented.

Integrating roles and responsibilities into orga- | 4 There are is a DG team that covers five domains: data solu-

nizational structure tions, data literacy, access control, compliance, data quality

Reporting lines for DG 4.5 There are two main teams. They report to the CIO, but
not to each other.

Defining master data 3 They are working on an extensive data catalog. MDM is on
the roadmap, where it has been determined that Salesforce
should be the master.

Documenting data preparation activities 3.5 The data quality control team aims to follow the complete
journey of data to make sure that it is end-to-end. These
are documented in google sheets, confluence and jira, but
not in one central place. The goal is also to have this in one
data catalog. The percentage of known data preparation
activities is not explicitly discussed/known.

Developing data cleaning guidelines N/A Not explicitly discussed/known.

Developing data transformation/enrichment | N/A Not explicitly discussed/known.

standards

Classifying data according to GAIM (classifi- | 4.5 The data is client-controlled. All  data is

cation scheme) pseudonymized /anonymized.

Developing data minimization, aggregation | 4.5 The data is client-controlled, so there is no personal data.

and anonymization standards All data is pseudonymized /anonymized.

Developing data sharing standards N/A Not explicitly discussed/known.

Developing third party data standards N/A Not explicitly discussed/known.

Documenting purpose of personal data pro- | N/A Not explicitly discussed/known.

cessing

Centrally documenting purpose of | N/A Not explicitly discussed/known.

tools/applications

Categorizing data according to taxonomy N/A They are working on an extensive data catalog. They are
working on a business glossary that can combine the glos-
sary of the client, CBS and GAIM.

Formulating completeness criteria N/A They have a designated quality control team that docu-
ments data quality in cyber processes.

Defining accuracy metrics N/A They have a designated quality control team that docu-
ments data quality in cyber processes.

Measuring freshness N/A They have a designated quality control team that docu-
ments data quality in cyber processes.

Measuring consistency N/A They have a designated quality control team that docu-
ments data quality in cyber processes.

Measuring uniqueness N/A They have a designated quality control team that docu-
ments data quality in cyber processes.

Knowing (test-)data distribution 2 They are working on this. Some things have already been
done in SODA.

Measuring and reporting data quality 3.5 The two main teams report to the CIO, but not to each
other. Data quality is being improved by data quality con-
trol. The complete journey is documented end-to-end.

Developing data strategy and architectural | 4 Due to strict client requirements, they can adjust which

guidelines tools they use and where data is stored. In addition, their
data catalog enables harmonization across systems (includ-
ing client).

Inventory data assets in a data catalog 3.5 They are working on an extensive data catalog which will
include use cases, roles and responsibilities, data steward-
ship and ownership, data curators and a glossary.

Rating data assets on CIA N/A Not explicitly discussed/known.

Restricting access based on roles 4.5 Access control is managed and documented in CBS. Clients

have requirements for access as well.
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Periodically reviewing access rights 3.5 There is a specific DG team in charge of access control.
Data access control will determine based on the audience
who will get access.

Documenting data retention policy 4 Clients have requirements for data retention. This is con-
tractually documented.

Storing data based on localization regulations | 5 There are contractual agreements regarding data process-
ing. Every customer has their own requirements, which CBS
adapts to. Talent radar is a data warehouse. Where they
can store data in whatever country the client wants.

Table 5.4: Maturity assessment for CBS

The maturity assessment for CBS shows a relatively high level of maturity, driven strongly by client
requirements. CBS has a well-defined DG team that cover a broad range of DG dimensions; data
solutions, literacy, quality, access control, and compliance. This setup ensures that responsibilities are
integrated into the organizational structure, although formal documentation of individual roles is still
under development.

Moreover, security is another strong point. All data is pseudonymized or anonymized, and data min-
imization is contractually required by clients, resulting in high maturity for privacy-related controls.
Access management is also mature, with a dedicated DG team controlling access rights in line with
client agreements. Data storage is an additional strong area, as it is both compliant with localization
requirements and adjusts to each client’s needs.

Although the extensive data catalog and business glossary are still in progress, they are designed to
combine CBS, client, and GAIM glossaries into a standardized source. This shows clear harmonization
efforts.

While it is unknown to us whether specific metrics for completeness, accuracy, and consistency exist,
data quality is actively monitored by a designated team. End-to-end data journey documentation is also
available and being improved upon. An improvement point is centralizing this, as current documentation
is scattered over three platforms.

Overall, CBS shows a strong client-driven governance structure with a designated DG team and mature
controls for access, privacy, and compliance. Areas for improvement are formal documentation of roles,
consolidating data lineage documentation in a central platform, and finalizing the data catalog.

5.1.5 Maturity assessment results - DE

Table 5.5 includes the maturity assessment results for DE.

DG Control Level | Reasoning

Defining and documenting roles and responsi- | 4 Roles and responsibilities are documented and defined for
bilities different processes.

Integrating roles and responsibilities into orga- | 3.5 There is a master data management team, which is docu-
nizational structure mented in the policy. Responsibilities lie with the managers

of this team.

Reporting lines for DG 3.5 Reporting lines are documented in the policy.

Defining master data 3 There is a master data management team that reviews
and validates every new account or change to master data.
They ensure correct invoicing and payments, support credit
checks and help in reducing duplicates. This is mainly the
case for client data.

Documenting data preparation activities 4 The processing activities and data flow are known through
OneTrust, BlueDolphin and interface descriptions. Blue
Dolphin has 95% of DE’s processes. Documenting data flow
is still an ongoing process.

Developing data cleaning guidelines N/A Not explicitly discussed/known.
Developing data transformation/enrichment | N/A Not explicitly discussed/known.
standards
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Classifying data according to GAIM (classifi-
cation scheme)

Data in google drive is classified to a certain degree. There
is an automated classification process in place. Some data
is not yet classified.

Developing data minimization,
and anonymization standards

aggregation

3.5

In the Salesforce-based front-end and SAP, there’s a full
data protection and anonymizing concept. When a GDPR
request is received from a talent or contact person, data
can manually be anonymized by clicking a button. There
are also automated routines for the entire database to
anonymize data that is no longer needed or allowed to be
held due to regulations. Note: non-production environ-
ments were not discussed.

Developing data sharing standards

There is a role-based access management system with dif-
ferent permission sets based on cost center, business unit,
role and persona. Different systems have different access
rights.

Developing third party data standards

N/A

Not explicitly discussed/known.

Documenting purpose of personal data pro-
cessing

Documentation of the processing activities is as complete
as reported by the departments. Checks are on an ad-hoc
basis.

Centrally documenting
tools/applications

purpose of

Assets are documented in OneTrust but this list is not com-
pletely up-to-date.

Categorizing data according to taxonomy

2.5

The taxonomy is being implemented in the front-end sys-
tem, which harmonizes job titles.

Formulating completeness criteria

The system itself has a wide range of completeness and con-
sistency checks. There is also a global definition of “base
data" for client data.

Defining accuracy metrics

N/A

MDM ensures more accurate data and less duplicates by
validating data. MDM is mostly focused on client data.

Measuring freshness

N/A

Data in systems is mostly up-to-date. However, shadow

data is used, which is not up-to-date.

Measuring consistency

N/A

The system has checks for consistency.

Measuring uniqueness

N/A

Duplicates exist for both client and talent data, but for tal-
ent data this is less the case. There are efforts to harmonize
the duplicates.

Knowing (test-)data distribution

There are in general 2 data sets used for testing: (1) generic
and specific data created to serve a test with particular data
constellation to get a wide test-coverage mainly used in de-
velopment systems, (2) data derived from a copy of the
production data with (a) the same security level as the pro-
duction data to test and compare to production results or
(b) anonymized, scrambled or pseudonymized for a wider
range of testers.

Measuring and reporting data quality

There are usage reports to show data quality status, without
a link to business outcomes.

Developing data strategy and architectural
guidelines

3.5

The data strategy is generally driven by the standard sys-
tems that are used. Data models in these systems are
aligned, ensuring integration between them. Data strat-
egy is driven by both technical requirements and business
requirements. Changes to data or systems are managed
through a standard change process applicable across all
system modifications, so these systems are not adapted to
whatever the organization wants.

Inventory data assets in a data catalog

List of assets in OneTrust is incomplete and not up-to-date.

Rating data assets on CIA

CIA rating in OneTrust is considered unreliable, because
the information is based on the context of specific projects.

Restricting access based on roles

There are permission sets in place and an IAM system.

Periodically reviewing access rights

There is an TAM system in place.

Documenting data retention policy

Data retention measures are in place and reviewed regularly.
Some parts are automated.
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Storing data based on localization regulations | 3.5 To the question whether this team knows where all the data
is stored and processed, [data protection officer| answered
that this information is documented in OneTrust assess-
ments, and that [person 1] and [person 2| are very diligent
in this.

Table 5.5: Maturity assessment for DE

The maturity assessment for DE shows a moderately high level of maturity, with a clear foundation of
documented roles, responsibilities, and reporting lines in policies. DE has a master data management
(MDM) team, mainly focused on client data, who ensure accuracy, reduce duplicates, and support
invoicing and credit checks.

Process documentation is one of DE’s other strengths: tools like OneTrust and BlueDolphin cover or are
planned to cover nearly all processing activities and data flows, although some updates are still ongoing.
Data classification and taxonomy implementation are partially in place, with automated classification
for some data and a taxonomy system being rolled out to harmonize job titles. Both of these can be
extended to more data sets.

There are strong controls for data protection and anonymization: Salesforce and SAP have both manual
and automated routines for GDPR compliance, access rights are well-managed through an IAM system,
and data retention is documented and partly automated.

Despite the high maturity levels on the mentioned practices, there remain some gaps. There are data
quality measures like completeness and consistency built into systems and a MDM team. However, clear
KPIs are missing for talent data. Shadow data and duplicates are also an issue, particularly for client
data. Lastly, the data catalog in OneTrust is incomplete and CIA ratings for assets are unreliable due
to project context-specific measurements.

Overall, DE has strong foundations with policies, effective MDM for client data, and good privacy and
access controls. They are improving in areas where attention is still needed, such as the taxonomy and
data uniqueness. Nevertheless, there remain quite some gaps between client data and talent data in
different areas. Controls in place for either client or talent can be extended to the other data set. Other
improvement areas are regular maintenance of OneTrust documentation and linking data quality reports
to business outcomes.

5.1.6 General observations

Across the five maturity assessments, several patterns stand out. Many markets show relatively strong
maturity in security-related controls, such as access controls, data retention, and anonymization.

In contrast, defining and documenting clear roles and responsibilities remains a common challenge. While
responsibilities are often carried out in practice, formal appointments of data owners, clear reporting lines,
and consistent role documentation are frequently lacking or only partially implemented. Similarly, the
maintenance of tools like OneTrust and data catalogs is not yet a fully established routine in many
markets, as information is often incomplete or outdated.

Another recurring area for improvement is data quality. Although most markets have some controls in
place, such as MDM teams, ad hoc cleansing, or dashboards, there is often no structured approach for
consistently measuring and reporting on data quality issues. System integration challenges, and as a
result duplicated data, also remain frequent obstacles.

Among the markets, CBS and DE generally demonstrate higher maturity levels. CBS benefits from strong
client requirements that enforce robust controls for access, privacy, and compliance, with a dedicated
DG team covering the most important DG topics. DE shows a solid foundation with policies, a MDM
focused on client data, strong privacy measures, and good process documentation. The NL, BE, and the
UK score lower in most areas. Nevetheless, there remains room for improvement in all markets.

The last observation is that maturity levels regarding data quality criteria or measurements could gen-
erally not be determined in markets. As explained in Section 4.2, this was largely due to the Al DG
Framework’s criteria, which required measured percentages regarding a data set. This suggests that
these criteria should be adjusted to fit what is possible in the markets now.
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5.2 Business value analysis results

Thematic analysis of the interviews with stakeholders resulted in three types of codes: benefits from DG
practices as indicated by stakeholders (perceived business value), market-specific data challenges, and
market-specific best practices. The following subsections discuss the results regarding perceived business
value and data challenges. Best practices are presented in the next section.

5.2.1 Perceived business value

As can be observed in Table 5.6, we identified 16 distinct examples where interviewees explicitly indicated
how other processes, business outcomes, or projects are influenced by the presence or lack of certain DG
practices. The identified codes are grouped by the DG category where the underlying DG practice
belongs to, based on the six categories found in Chapter 3. In other words, the codes are classified
under the area that was mentioned as being effective or necessary in enabling a certain outcome. A new
category “Data architecture” was created to address practices regarding the organization and structure
of data systems, as these did not fit in the existing categories. Below, we discuss the findings for each
category.

Category Code Markets
Complete data is needed for effective client communication NL
Data cleaning helps data entry practices UK
Data of poor quality is more costly to govern UK
High quality data is needed for daily operations DE
Data quality (8) High quality data is needed for ML, DS and Al projects UK
High quality data leads to better matches NL

Incorrect/incomplete data entry lead to downstream problems NL, UK

Master data management (data validation, enrichment, dupli- | DE
cate management) leads to higher data quality

Data fragmentation makes it hard to make data-driven decisions | UK

Standardization of reporting reduces costs and increases cus- | BE
Data architecture (3) tomer satisfaction

Standardization, aggregation and migration of data improves | NL
data quality

Clear information and reporting needs enable effective migra- | NL
Metadata management (2) tion

Clear documentation creates client trust CBS
Roles & responsibilities (1) Clear ownership enables effective migration NL
Security & privacy (1) Data protection reduces risks and costs DE
Training & awareness (1) Incorrect/incomplete data entry lead to downstream problems | NL, UK

Table 5.6: Business value from DG practices as indicated by the markets

Data quality was the largest category, with eight codes highlighting its importance. Markets indicated
that complete and accurate data is essential for daily operations, effective client communication, and de-
livering better matches. Furthermore, high-quality data is a prerequisite for DS, ML and Al initiatives.
On the other hand, poor data quality was described as increasing governance costs and causing down-
stream problems. DE reported that MDM activities like validation, enrichment, and duplicate handling,
which are data quality activities, directly improved data quality. In the UK, cleaning the data led to
better data entry practices.

The findings suggest that good data architecture is an important enabler for good decision-making,
customer satisfaction, and data quality. Fragmented data was said to make data-driven decision-making
difficult, while standardizing reporting was seen to reduce costs and improve customer satisfaction.
Migrating and aggregating data were linked to higher data quality.

The other categories were less discussed. Nevertheless, they revealed insightful benefits of DG, such as
that having clear documentation and reporting structures helps coordinate migrations effectively and
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demonstrates transparency to clients.

Furthermore, clear roles and responsibilities were mentioned once as another important condition for
smooth migrations, which shows how ownership structures support technical improvements.

Moreover, security and privacy practices were linked to reducing risks and unnecessary costs as they
ensure that data is properly protected.

Lastly, training and awareness appeared in the context of data entry: when people understand correct
practices, they help prevent mistakes that would otherwise create issues further down the line, which
would have required more costs and resources.

5.2.2 Data challenges

Table 5.7 illustrates 23 distinct data challenges and needs, as indicated by interviewees from all markets.
Similar to the previous subsection, these codes are grouped based on the six categories data quality, data
architecture, roles and responsibilities, training and awareness, metadata management, and security and
privacy. The findings suggest various needs and challenges, which are explored below.

Category Code Markets
Automated controls to improve and enrich data BE, DE, UK
Controls for monitoring data quality issues BE, DE, NL
Data freshness depends on talents BE, NL
. Data quality KPIs to measure base level of quality DE
Data quality (8)
Duplicate data from migrations and system limitations DE
Inconsistent data across systems BE, NL, UK
Lack of data quality controls on data entry BE, NL, UK
Use of shadow data BE, CBS, NL, UK
Aligning data capture points UK
. Data fragmentation over multiple systems BE, NL, UK
Data architecture (4)
Standardization of reporting NL
Use of shadow applications UK
Data management team needed BE
I Defining and appointing data owners BE, DE, NL
Roles & responsibilities (4)
Formalizing and standardizing roles and responsibilities CBS
Lack of resources to fulfill responsibility NL
Data entry focuses on immediate operational needs NL
. Incentivizing good data entry to improve data quality NL, UK
Training & awareness (4)
Raising awareness around proper data entry DE, NL, UK
Raising awareness around the purpose and value of data DE, NL, UK
Insight into data lineage BE
Metadata management (2)
Localized version of data model CBS, DE
Security & privacy (1) Historically granted access is unknown NL

Table 5.7: Data challenges and needs as indicated by the markets

The codes show that data quality challenges were by far the most frequently mentioned, appearing in
every market. Commonly shared issues include inconsistent data across systems, lack of controls at the
point of data entry, and the use of shadow data. These problems were raised in multiple countries (BE,
NL, UK, CBS), which suggests that they are not market-specific but rather structural. Similarly, several
countries pointed out the need for automated controls for improving or enriching data and the need for
monitoring data quality.

Data architecture problems were also seen across multiple markets. Fragmentation of data over multiple
systems was a recurring point in BE, the NL, and the UK. Shadow applications and misaligned capture
points were highlighted mainly in the UK, while standardization of reporting came up in the NL.
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Roles and responsibilities challenges were described in nearly all regions too. The need for clear data
owners was noted in BE, DE, and the NL, while a lack of resources to carry out responsibilities was
mentioned specifically in the NL. CBS also raised the need to formalize and standardize roles more
broadly.

Training and awareness issues appeared in four countries, with the NL standing out for multiple concerns
around poor data entry practices and the immediate focus on operational needs. The UK, DE, and the
NL all pointed to the need to raise awareness of the purpose and value of data.

Metadata management came up less often. CBS and DE both mentioned the need for a localized data
model, while insight into data lineage in BE.

Finally, security and privacy challenges were only mentioned in the NL, where historically granted access
rights are not always known.

Overall, the findings show that some challenges, especially around data quality and architecture, are
experienced across multiple countries. Other challenges, like resource constraints, data lineage, or access
issues, are more specific to certain local contexts.

5.3 Gap analysis results

This section presents the results from the gap analysis. We first provide an overview of the best practices
identified from the five markets in scope. These best practices are then consolidated with the practices
from literature (Section 3.3), allowing us to make a comparison with the Al DG Framework.

5.3.1 Market best practices

Table 5.8 presents the best practices identified through thematic analysis of the interviews. These
practices are grouped by DG category, following the categories used in the previous subsection.

Category Code Markets
Automated classification of documents DE
Data catalog (use cases, roles and responsibilities, glossary) CBS
Documenting data architecture UK
Documenting data lineage DE
Metadata management (8) Localized version of data model BE, UK
Localized version of taxonomy DE, UK
Process catalog BE, DE
Using data build tool to define source, transformations and des- | NL
tination
Ad hoc access for specific requests BE, DE, NL
Automated anonymization based on regulation and retention DE
Blocking data exports from system BE, UK
Security & privacy (8) Built-in anonymization options DE
Data retention policy DE
Data storage customization CBS
Role-based access rights BE, DE, NL, UK
Using only pseudonymized data CBS
Automated data quality checks BE, CBS, DE, NL
Automated duplicate handling BE
Data quality (6) Data cleaning UK
Mandating necessary fields for data entry DE, UK
Tools to enrich data to increase its usability UK
Tools to merge multiple versions of data UK
Flashcards to help people understand DG principles CBS

Training & awareness (5)
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Formalizing feedback regarding data problems and mistakes UK

Onboarding and (mandatory) training CBS, DE, NL, UK
Reminders to keep data up-to-date NL
Understanding undesired data entry behavior UK

DG team covering different domains: data solutions, data liter- | CBS

acy, access control, compliance, data quality

Defining and documenting roles and responsibilities CBS, DE, UK
Roles & responsibilities (5) Executive data users representing users from departments NL
Master data management team (data validation, enrichment, | DE

duplicate management)

Steering committee for information security CBS

Migrating data from multiple/local systems into one platform NL, UK

. Requiring critical processing to go through one system UK
Data architecture (4)
Standardization of reporting BE, CBS
Standardized change process for changes to data DE

Table 5.8: Best practices identified from the markets through thematic analysis

In total, 36 distinct practices were identified across six DG categories. Metadata management and
security and privacy were areas where the most best practices were found, with eight practices each,
contributed by all markets. This demonstrates that the markets are implementing good ideas for orga-
nizing, documenting, protecting, and controlling access. It also suggests that overall, these areas were
the most developed across markets. For example, three countries have adapted the organization’s data
model and taxonomy, and adapted them to fit local needs. CBS is in the process of building an exten-
sive data catalog containing use cases, roles and responsibilities, data stewardship and ownership, data
curators, and a glossary. While other markets, such as BE, still face challenges in gaining insight into
the data lineage and process flows, DE appears to have these areas well-managed, as indicated by their
best practices on data lineage and process catalog.

In security and privacy, markets described a variety of measures. These range from technical controls,
like blocking exports or using built-in automated anonymization, to policy-driven approaches such as
data retention guidelines. DE seems to be especially well-organized in this area. Nevertheless, access
rights, both ad hoc and role-based, are established in all markets.

For data quality, we identified six examples touching on automation, enrichment, and cleaning activities.
Automated data quality checks were implemented in most markets (UK, BE, CBS, NL). For example, BE
mentioned the following: “ There are various data controls, including validation of entered numbers, start
and end dates based on certificates, and automated document recognition.” It is notable that majority
of the remaining best practices were identified in the UK. This suggests that this market is proactive in
improving their data quality and that they are quite mature in this area.

Although this topic is not part of the AT DG Framework yet, efforts to strengthen training and awareness
around data were observed in five practices. Most markets reported to have an onboarding and mandatory
training procedure. As the UK states: “Annual, mandatory compliance training covering data quality
and GDPR is implemented for all employees, with completion reported.” Some markets, like CBS and
the UK, also shared ideas such as using flashcards and feedback loops to build data literacy and establish
better data management practices.

In the area of roles and responsibilities, five practices showed how markets structure governance teams and
clarify accountability. Where CBS has established comprehensive DG teams and steering committees,
and the NL has designated executive data users to represent departmental data needs, DE stands out as
the only market with a dedicated master data management team focused on ensuring data quality.

Lastly, in data architecture there were four practices highlighting standardization of reporting, system
migration, and consistent change processes. CBS, for instance, has a standard dashboard used for
reporting that is customizable to some degree: “There is a standard dashboard portfolio. For each
customer you can then decide which components are included. For the customer it seems specialized for
them, but actually it is off-the-shelf.”
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Overall, these insights show that while the specific practices vary to fit local contexts, all markets have
found similar ways to address common DG needs. Some best practices, such as role-based access rights
and automated data quality checks, were reported by multiple markets, while many other practices were
more market-specific, emerging from only one country each.

5.3.2 Framework gaps

An overview of the gap analysis between practices from literature, markets, and the AT DG Framework
is presented in Table 5.9. Below, we describe differences, similarities and gaps for each DG category
according to the categories used in Subsection 5.3.1.

Literature Markets Framework Alignment
Metadata strategy Documenting data architecture Developing data strategy and ar- | Partial
chitectural guidelines; Inventory
data assets in a data catalog;
Defining and documenting roles
and responsibilities
Maintaining data catalogs | Data catalog; Process catalog Inventory data assets in a data cat- | Full
alog
Data lineage tracking Documenting data lineage; Using | Documenting data preparation ac- | Partial
data build tool to define source, | tivities
transformations and destination
Data taxonomy Localized version of taxonomy Categorizing data according to | Full
taxonomy
Establishing data quality | Automated data quality checks; | Formulating completeness criteria; | Partial
standards and metrics Mandating necessary fields for | Defining accuracy metrics; Mea-
data entry suring freshness; Measuring consis-
tency; Measuring uniqueness
Continuous profiling and | Automated duplicate handling; | Measuring and reporting data | Partial
monitoring Tools to merge multiple versions of | quality
data
Data cleansing Data cleaning Developing data cleaning guide- | Partial
lines
Reporting Formalizing feedback regarding | Measuring and reporting data | Partial
data problems and mistakes quality
Implementing Explainable | - - Gap
AT techniques
Clear documentation Documenting data architecture Documenting purpose of per- | Partial
sonal data processing; Cen-
trally documenting purpose of
tools/applications: Develop-
ing data cleaning guidelines;
Developing  data  transforma-
tion/enrichment standards;
Knowing (test-)data distribution
Continuous  monitoring | - - Gap
and evaluation
Risk assessments - Rating data assets on CIA Partial
Data storage based on | Data storage customization Storing data based on localization | Partial
business value regulations
Access controls Role-based access rights; Ad hoc | Restricting access based on roles; | Full
access for specific requests Periodically reviewing access rights
Encryption Using only pseudonymized data; | Developing data minimization, ag- | Full
Automated anonymization; Built- | gregation and anonymization stan-
in anonymization options dards
Training and awareness Onboarding and (mandatory) | - Gap
training; Flashcards; Reminders;
Understanding undesired data
entry behavior
DG council DG teams; Steering committee for | Defining and documenting roles | Partial
information security and responsibilities
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Business owners of data | Executive data users representing | Defining and documenting roles | Partial
assets users from departments and responsibilities
Data custodians Master data management team Defining and documenting roles | Partial
and responsibilities
Data stewards DG teams Defining and documenting roles | Partial
and responsibilities
Data users Executive data users Defining and documenting roles | Partial
and responsibilities; Reporting
lines for DG
- Migrating data from multiple/local | Developing data strategy and ar- | Partial
systems into one platform chitectural guidelines
- Requiring critical processing to go | Developing data strategy and ar- | Partial
through one system chitectural guidelines
- Standardization of reporting Developing data strategy and ar- | Partial
chitectural guidelines
- Standardized change process for | Developing data strategy and ar- | Partial
changes to data chitectural guidelines

Table 5.9: Gap analysis between literature, market, and framework best practices

Metadata management

In the literature, a metadata strategy is described as a structured plan covering objectives, roles, stan-
dards, and technologies for managing metadata across systems. In practice, the markets generally do
not have such a comprehensive plan but instead show related, separate practices such as documenting
data architecture. Similarly, the Al DG Framework does not address a single control for an overarching
metadata strategy but covers the relevant elements across multiple controls. This means that while
parts of a metadata strategy are addressed, they are not necessarily required to be under one plan. The
framework does address “data strategy and architectural guidelines”, but this control is largely focused
on data architecture. Therefore, this can be seen as both an alignment and a gap. An improvement could
be to extend the existing control or add a new control to require a single metadata strategy describing
roles, objectives, standards, and tools. This will help ensure alignment between these elements.

The literature also emphasizes searchable data catalogs with datasets along with descriptions to improve
visibility and control. This is an area where the literature, markets, and the framework are well-aligned
on. Several markets are actively working on data and process catalogs. For example, CBS has an
extensive data catalog describing use cases, roles and responsibilities and a glossary. The framework
includes the practice of inventorying data assets in a data catalog along with metadata, descriptions,
and other relevant information.

Data lineage tracking follows data through all steps of transformations in systems. It is highlighted in
the literature as a key to transparency and data quality. In the markets, data lineage is documented
through BlueDolphin and a data build tool. The framework partially covers this through the control
of documenting data preparation activities. While data cleaning and transformation are also addressed
in separate controls, these controls focus more on the development and standardization of cleaning and
transformation guidelines. For this reason, it is suggested to extend the preparation control in the
framework to include end-to-end data flow. BlueDolphin and a data build tool can be added as examples
to help other markets realize this.

Finally, the literature calls for taxonomies to standardize classification. This area shows full alignment,
as the framework includes categorizing data according to a centrally (HR firm) defined taxonomy. The
markets UK and DE further strengthen this practice by adapting the taxonomy to fit local needs. This
suggests that the framework could include a recommendation to apply a localized version of the taxonomy
to help the other markets adapt the taxonomy more effectively.

Data quality

Both the literature and the AI DG Framework address the importance of establishing clear data quality
standards and metrics. The literature strongly emphasizes defining data quality dimensions such as com-
pleteness, accuracy, consistency, freshness, and uniqueness, with relevant KPIs that are fit-for-purpose
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rather than focusing merely on collecting large volumes of data. The framework reflects this by including
controls for defining and measuring these dimensions. Reporting measured data quality is also part of
the literature, as well as the framework, which shows that they are well-aligned on these two practices.

Across the markets, similar practices are visible, but they also reveal some practical aspects that are
not fully covered in the framework. For example, several markets reported the use of automated checks
and duplicate handling tools. While these align with the framework’s guidance on defining data quality
metrics, the framework does not directly require these practices. Another example is the feedback loops
used in the UK, which go a step further than standard data quality reporting. Instead of summarizing
data quality metrics, they trace mistakes back to their source and feed this information to the person
responsible. This allows for accountability and targeted awareness surrounding data problems. Com-
bining both practices would strengthen the control by linking measurement with concrete actions for
improvement.

Data cleaning is also addressed in a different way in the three sources. In the literature section and the
markets, the focus is on the practice itself and implementing automated cleansing processes, although
it is still an ad hoc practice in the markets rather than a regular process. However, the framework only
mentions the development of cleaning guidelines, without providing specific recommendations on the
contents. For this reason, this control in the framework could be adjusted to combine these approaches,
addressing guidelines as well as processes involving regular data cleaning.

In conclusion, the gap here is not so much a lack of coverage in the framework, but rather that some of
these practical approaches are not explicitly defined as controls. Therefore, there is room to adjust or
expand the existing controls to reflect these additional measures, so that practices are not only aligned
with theoretical requirements (e.g. standards and guidelines), but also supported by practical methods
that have already proved effective.

Transparency and explainability

Transparency and explainability are important principles in the context of Al (data) governance. While
traditional DG frameworks tend to focus on the other DG categories, AIG also highlights the complexity
and opacity of Al systems. Methods such as Explainable AT (XAI) techniques, clear documentation of
decision logic, and continuous evaluation are commonly used to address this challenge.

In the Al DG framework, however, these aspects are not yet embedded as controls. The focus remains
on ensuring basic transparency through documentation of processes, data preparation activities, and
reporting. Some related controls, such as knowing the data distribution to ensure fairness in the use for
AT and documenting the purpose of data processing and tools, overlap partially with what the literature
suggests. Nonetheless, explicit explainability techniques for AT models are not prescribed.

At market level, no specific best practices were identified that directly address transparency and ex-
plainability of data, algorithms or Al-driven decision processes. There are two main reasons for this.
Firstly, as the topic is not part of the current AI DG Framework, it was not discussed. Secondly, current
priorities in markets are focused on establishing or strengthening the more foundational practices of DG,
such as data protection and data quality, rather than on AIG practices.

Given the HR firm’s current stage of DG maturity and focus, we do not suggest to add highly specialized
AT explainability requirements as separate controls. Instead, it may be more practical to first ensure
that the aforementioned basic transparency measures are consistently applied.

Security and privacy

The security and privacy aspects of DG ensure that data remains reliable and protected. In the literature,
this includes measures like risk assessments, (role-based) access controls, strategic data storage practices,
and technical safeguards such as encryption.

In the framework, risk assessments are partially addressed: data assets must be rated on confidentiality,
integrity, and availability (CIA). However, this is a rating on a 1-3 scale and limited to asset-level
classification. It does not fully reflect the broader risk management and protection focus described in the
literature. In the markets, CIA ratings are applied to assets, but no additional risk assessment practices
were identified.
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Data storage is partially addressed in the framework and in practice. The framework expects data to
be stored according to localization requirements, which most markets do well. However, the literature
highlights the additional benefit of allocating storage resources based on business value of data. One
market (CBS) applies a related practice: customization of data storage to fit clients’ requirements.

The three sources are well-aligned on access controls. Both the framework and the markets address
role-based restrictions and periodic reviews to ensure only necessary access is granted. In practice, some
markets also have a process for granting ad hoc access for specific projects, a practice which could be
added to the framework, as it adds flexibility.

Encryption appears to be sufficiently covered in the framework, which requires anonymization and min-
imization standards and that personal data usage is minimized. In practice, certain markets, such as
DE, go a step further by using built-in anonymization features and automating the pseudonymization
of sensitive data where possible. This is a useful best practice to add to the existing control in the
framework.

Overall, while the core security and privacy measures are largely aligned, the partial coverage of risk
assessments highlights a gap. Strengthening this area by expanding risk assessments beyond asset ratings
can help identify needs for better protection measures.

Training and awareness

Training and awareness are recognized in the literature as essential for embedding DG into daily oper-
ations and building a culture of accountability and good data practices. Despite this, the framework
currently does not include any explicit controls for training and awareness. However, the markets show
clear recognition of its importance. Examples include onboarding sessions, mandatory training, re-
minders, flashcards, and initiatives to understand undesired data entry behavior.

Given the proven impact of training on DG success and the practical initiatives already present in some
markets, this is an area where the framework could be expanded. Integrating training and awareness as
a requirement would help ensure that everyone involved has the right understanding of data practices
and contributes actively to improving data quality.

Roles and responsibilities

In the literature, roles such as a DG council, business data owners, data custodians, data stewards, and
data users are commonly highlighted. These roles cover the strategic, tactical, and operational levels.

In practice, the markets reflect this layered approach by having specific teams and committees, such as
DG teams (CBS), information security steering committees (CBS), and designated executive data users
(NL). These roles fill similar functions to those described in the literature. Roles such as business data
owners and data stewards are often not formally appointed in the markets. Instead, certain individuals
can be identified as such, as their functions partly cover similar responsibilities.

The framework also recognizes the importance of roles and responsibilities, and defines the roles business
data Owner and data owner (see Appendix A). However, these roles are not formalized as standalone
controls within the framework. While this does establish some guidelines, it leaves room for improvement:
a clearer and more comprehensive role structure could help clarify who are responsible or accountable
for decision-making, execution, and issue reporting.

Overall, the literature, markets, and framework align on the need for clearly defined roles, but they
differ in how explicitly and completely these roles are described and embedded. To close this gap, the
framework could expand its role definitions and link them more directly to controls. This will provide
an outline that the markets can adapt by appointing similar roles suited to their own organization.

Data architecture

Data architecture was not strongly emphasized in the reviewed literature. In practice, however, several
markets have implemented more concrete measures related to data architecture. Examples include
migrating data from multiple systems into a single platform, requiring critical processing through one
system, standardizing reporting, and having a standardized change process for data. While the framework
does cover the development of architectural guidelines, it does not fully reflect these practical best
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practices. Therefore, adding these measures from the markets could strengthen the framework and help
ensure consistency and integration across systems, which will improve data quality.

5.4 Model demonstration

This section demonstrates the proposed prioritization model using the results and findings obtained in
the previous sections. Table 5.10 shows a demonstration for the UK.

There are two limitations, as a result of which we use the model with a simplified formula and an
assumption.

First, as information about the complexity of improving controls is unavailable, we only consider the
business value factors perceived business value (PBV) and perceived challenge (intensity). Therefore, we
apply the following simplified version of the proposed formula, leaving out the complexity variable (C):

(PBV + PCI)

PQ = Business value — Risk = 5

- ML

Second, there are controls in the assessment results to which we did not assign a level, as explained
in Section 4.2.1 and shown in 5.1. For these controls, we use the average maturity level calculated for
the rest of the controls in the same category, following the categories of the Al DG Framework. This
approach was chosen because it better reflects the strengths and weaknesses associated with a control
than using the total average.

Following the criteria outlined for each variable in Section 4.3, each DG control is scored on PBV and
PCI using coded insights from the interviews (Table 5.6 and Table 5.7). The maturity levels (ML) are
taken from the maturity assessment (Table 5.1). The priority quotient (PQ) is calculated by subtracting
the maturity level from the business value. To highlight the most important controls, Table 5.10 is sorted
in descending order of PQ.

DG Control PBV | PCI | BV | ML | PQ
Measuring consistency 5 5 5 3.5 1.5
Measuring uniqueness 5 5 5 3.5 1.5
Measuring and reporting data quality 5 4 4.5 3.5 1
Measuring freshness 5 3 4 3.5 0.5
Formulating completeness criteria 3 4 3.5 3.5 0
Defining accuracy metrics 5 4 4.5 3.5 0
Developing data transformation/enrichment standards 2 4 3 0
Developing data strategy and architectural guidelines 3 3 3 3 0
Developing data cleaning guidelines 4 3 3.5 2.5 -1
Defining master data 2 2 2 3 -1
Reporting lines for DG 1 1 1 2 -1
Documenting data preparation activities 2 1 1.5 3 -1.5
Developing data minimization, aggregation and anonymization standards 2 1 1.5 3 -1.5
Knowing (test-)data distribution 1 1 2 3.5 | -1.5
Inventory data assets in a data catalog 2 1 1.5 3 -1.5
Rating data assets on CIA 2 1 1.5 3 -1.5
Classifying data according to GAIM (classification scheme) 1 1 1 3 -2
Developing third party data standards 1 1 1 3 -2
Documenting purpose of personal data processing 2 1 1.5 3.5 -2
Centrally documenting purpose of tools/applications 2 1 1.5 3.5 -2
Periodically reviewing access rights 2 1 1.5 3.5 -2
Storing data based on localization regulations 2 1 1.5 3.6 -2.1
Developing data sharing standards 1 1 1 3.5 -2.5
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Categorizing data according to taxonomy 1 1 1 3.5 -2.5
Restricting access based on roles 2 1 1.5 4 -2.5
Documenting data retention policy 2 1 1.5 4 -2.5
Integrating roles and responsibilities into organizational structure 2 1 1.5 4 -2.5
Defining and documenting roles and responsibilities 1 1 1 4 -3

Table 5.10: Demonstration of prioritization model for the UK market

The demonstration of the prioritization model for the UK shows that controls related to data quality
measurement and metrics stand out with high business value scores and low maturity levels, resulting in
high priority for improvement. This suggests that while stakeholders recognize the value of high-quality
data, as seen in the PBV scores, formal measurement and monitoring processes are not yet mature.

In contrast, access rights and roles show relatively high maturity and low priority, which indicates that
foundational governance structures for accountability and permission management are relatively well-
established and not an obstacle for the business.

Based on the highest PQs, the three recommended areas for improvement are:

e Measuring data quality (completeness, accuracy, freshness, consistency, uniqueness), formulating
measurement criteria, and reporting on this.

e Developing data transformation/enrichment standards.
e Developing data strategy and architectural guidelines.

Overall, the prioritization model shows that the UK should focus its next improvement steps primarily on
defining and standardizing data quality metrics and controls, developing data transformation/enrichment
standards, and developing a data strategy and architectural guidelines.
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Chapter 6

Discussion

This chapter will reflect on the findings from Chapter 5, and answer the four sub-questions formulated
in Chapter 2. Limitations of this study are also included below in the discussions of the various sub-
questions.

6.1 Reflection on maturity assessment

To answer RQ.1 How can the maturity of Al-related data governance practices be assessed
against regulatory requirements?, we demonstrated a combined approach of structured document
review, questionnaires, stakeholder interviews, and a mapping of gathered information to maturity levels
described in the AI DG Framework. This provided us valuable insights into the current state of DG
maturity across different markets of the HR firm.

Most markets demonstrate relatively strong maturity in security-related controls, which reflects that
regulatory drivers and privacy requirements have successfully pushed these areas higher on the agenda.

In contrast, controls for clearly defining and documenting roles and responsibilities remain underde-
veloped, with many markets relying on informal arrangements rather than formal appointments and
up-to-date documentation. Similarly, tools such as data catalogs and registers are often incomplete or
not consistently maintained, indicating a lack of formalized processes.

Another consistent challenge is the lack of a structured approach for measuring and monitoring data
quality. Although good practices are carried out ad hoc, such as cleaning and integrating platforms,
systematic measurement and reporting are rare, and integration challenges and duplicate data persist.

Among the assessed markets, CBS and DE generally show higher maturity, supported by stricter client
requirements, dedicated DG/MDM teams, and stronger privacy and access controls. The NL, BE, and
the UK score lower in most areas but share similar improvement needs.

Reflecting on the assessment process, the combination of document reviews and interviews was valuable
for uncovering market-specific contexts and highlighting both maturity levels and practical improvement
needs. Using gathered information and mapping them to multiple relevant controls ensured that each
DG control could be assessed independently and with consistent supporting evidence.

However, several limitations of the process should be acknowledged. First, not all markets completed the
questionnaire on time or in full, which reduced its usefulness and the depth of interviews. In addition,
because the interviews served a dual purpose (assessing maturity and identifying practical challenges and
good practices to support the improvement plan and framework refinement) the questions asked did not
always align perfectly with every DG control’s specific maturity criteria. This meant that some controls,
especially those less relevant to immediate daily operations, could not be fully assessed.

In hindsight, this raises the question of whether a different approach, such as having each market self-
assess all controls using the framework first, could have yielded more complete and comparable maturity
scores. Interviews could then be used only to validate and contextualize those scores, and to inquire
about practical needs and challenges.
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Another challenge in our approach was that some maturity level descriptions were too advanced or
specific for the current state of DG, for example requiring concrete measurement percentages without a
supporting measurement process in place. This made it difficult to assign precise scores and underlines
the need for frameworks to be realistic and flexible enough to capture both early-stage and more advanced
practices.

Overall, despite these limitations, the method provided a solid starting point to assess DG maturity
against regulatory requirements and to identify areas where practical improvements and framework
adjustments are needed.

6.2 Reflection on business value analysis

To address RQ.2 How can the business value of Al-related data governance practices be
measured?, we combined an inductive thematic coding approach of interviews with a focus on perceived
benefits, recurring challenges, and best practices.

The results show that data quality is the most important business value driver, as it was linked to
operational efficiency, client satisfaction, and a requirement for AT initiatives. Data architecture also
plays a key role in improving data quality and decision-making. Other enablers include clear roles and
responsibilities, good documentation, security and privacy, and training and awareness to prevent costly
mistakes.

Importantly, these topics that are considered as the most important DG aspects, also emerged as the
main challenges: poor data quality, fragmented systems, unclear ownership, and insufficient training and
awareness were common pain points across markets. This reinforces that these areas are both the biggest
value opportunities and the biggest gaps that need to be addressed.

This confirms that combining a more compliance-focused maturity assessment with open questions about
challenges and benefits reveals meaningful insights about how DG practices translate into tangible busi-
ness benefits and costs.

One challenge of this approach was that interviewees did not always know how to directly answer broad
questions about which practices deliver the most value or which challenges are most critical. Instead, we
noticed that they were better able to describe concrete examples when asked about a specific practice.
This highlights that more targeted, practice-specific questions are more efficient in uncovering clear links
between DG activities and business outcomes.

Overall, the qualitative coding approach worked well to gain insight into this connection. However,
future investigations could approach this quantitatively in order to strengthen the link to measurable
KPIs, such as error rates, duplicate records, or time saved. This will provide a more objective way to
estimate how severe certain challenges are and measure the business value of individual practices more
objectively.

6.3 Framework recommendations

To investigate RQ.3 How can the current AI DG Framework be refined with best practices
identified from literature and the maturity assessment?, we compared the practices from litera-
ture, the five markets, and the Al DG Framework. The comparison shows that the framework already
covers many important elements that are emphasized as good practice, such as clear data quality stan-
dards, metadata management elements, and access controls. This indicates that its foundation is largely
relevant and usable in practice. However, the analysis also highlights that the controls could be made
more complete and actionable by integrating practical best practices visible in the markets and by align-
ing with best practices from literature.

Below are the improvement points suggested to the HR firm’s HR AI DG Framework, organized according
to the different observations described in Section 5.3:

First, some topics are only partially covered or fragmented across multiple controls:

e Metadata strategy: develop a single, overarching metadata strategy describing objectives, roles,
standards, and technologies to bring together elements that are now spread across controls.

45



e Data lineage: extend the control on data preparation to include end-to-end data flow documenta-
tion. Tools like BlueDolphin and data build tools can be added as examples.

e Data cleaning: expand the existing guidelines to include concrete processes for regular cleaning,
supported where possible by automation.

e Risk assessments: extend beyond basic CIA ratings to cover broader risk assessments in order to
take protective measures where needed.

Second, several practical best practices already applied by markets could be included in the framework
as concrete examples or extensions of existing controls:

e Data quality: add practices such as implementing automated checks and duplicate handling.

e Anonymization and pseudonymization: incorporate best practices like built-in anonymization fea-
tures and automated pseudonymization, as used in DE.

e Ad hoc access controls: add flexibility to role-based access by including processes for granting ad
hoc access for specific projects.

e Localized taxonomy: recommend that centrally defined taxonomies can be adapted to fit local
contexts, following the example of UK and DE.

e Data architecture: include best practices like migrating data to single platforms, requiring critical
processes to run through a unified system, standardizing reporting, and implementing standardized
change processes.

Third, some important aspects are not yet formalized or included in the AT DG Framework:

e Training and awareness: introduce a dedicated control for training and awareness measures to
embed DG practices into daily work and build a culture of accountability. Include examples from
the markets, such as onboarding, reminders, and regular refresher sessions. Additionally, combine
data quality reporting with concrete feedback loops that trace errors back to their source and raise
awareness.

e Roles and responsibilities: expand the defined roles in the framework with other roles described in
the literature (DG council, data owners, data custodians, data stewards, data users). Make these
roles part of controls so that markets can appoint people to similar functions adapted to their local
DG organization.

Finally, our maturity assessment process, highlighted that controls with level descriptions that required
a measured implementation percentage (25%, 50%, 75%, 100%) were too difficult to measure in practice.
Hence, this could be improved by revising the maturity level descriptions such that they reflect practical
and helpful requirements, following the maturity phases described in the framework: ad hoc, managed,
defined, measured, and optimized (as explained in Appendix A).

Overall, the framework’s focus remains on ensuring foundational DG controls are in place, but these
could be strengthened by the proposed changes. Doing so would not only improve completeness but also
make the framework more usable and relevant for data needs in local markets.

6.4 Reflection on prioritization model

To explore RQ.4 Which areas should be prioritized when implementing an Al-related data
governance framework to maintain a risk-to-benefit balance?, we proposed a prioritization model
that compares the business value of DG practices with the remaining risk.

A strength of this model is that it translates qualitative findings into priorities considering multiple fac-
tors. By combining evidence from the maturity assessment, perceived business value, and data challenges,
it supports more informed decision-making about where to invest effort first.

Another benefit is flexibility, as the model’s main variables risk and business value can be defined and
measured in different ways depending on an organization’s context and completeness of data. For ex-
ample, the business value scores could be derived from performance metrics, as long as they can be
translated into a comparable scale.
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However, the model also has limitations. The current value scoring method depends on subjective
interpretation of interview data. Furthermore, using maturity as an indicator for risk may not fully
reflect all possible risk aspects, such as financial consequences or reputational harm. Lastly, the model’s
usefulness depends on having clear differences between DG controls. If there are no clear perceived
business value enablers or challenges identified, and maturity levels are relatively uniform across all
controls, the model’s ability to derive priority areas would be reduced.

Despite this, the model is useful for organizations with differing maturity stages in areas of DG, where
detailed quantitative measures may not yet exist. It offers a practical method for balancing risk and
benefit when implementing DG.

Future studies should focus on improving it with more formal risk criteria and use quantitatively measured
insights for business value, for example, through PLS-SEM, as recommended in Section 4.3.
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Chapter 7

Conclusion

7.1 Answers to the research questions

In this study, we explored how DG practices contribute to business value and proposed a model to help
prioritize DG practices in organizations. The research began with a literature study, which reviewed
important DG practices, ways to measure business value, and prioritization models. This provided a
foundation for the practical part of this study: the improvement of the HR firm’s Al DG Framework
and the prioritization of DG practices.

Through questionnaires and interviews with IT- and business departments, we collected data from five
markets where the HR firm operates in. This data was analyzed in several ways in order to answer the
various research questions: a structured maturity assessment against the Al DG Framework, a thematic
coding analysis, and a gap analysis.

The maturity assessment shows uneven maturity across controls of the Al DG Framework, with higher
maturity in security and compliance-related controls and lower maturity in roles, data quality and data
lineage. While the markets CBS and DE generally scored higher, all markets shared common improve-
ment areas, such as that formalized processes are missing.

The thematic coding analysis revealed that DG practices relating to data quality measurement, metadata
management, and data architecture were perceived as delivering the highest business value. On the other
hand, controls linked to security and privacy, training and awareness, and roles were less emphasized by
the markets, indicating less immediate value. Data quality and data architecture were also perceived
as the biggest current challenges, along with roles and training and awareness. While these qualita-
tive insights are valuable, future work should incorporate quantitative measuring methods for stronger
evidence.

Following the background study and data analysis, we compared the Al DG Framework to DG best
practices from literature and the five HR firm markets. While the framework already incorporates
key DG elements, it can be extended with literature and market implementations to address relevant
and actionable controls. Our suggestions include the modification of percentage-based controls and the
addition of practices such as metadata strategy, data lineage, and training and awareness.

Our proposed prioritization model aims to balance risk and business value by prioritizing controls with
the highest expected business value and lower maturity. Using insights from our previous analyses, we
demonstrated the proposed model for the UK market. The model suggested a focus on data quality,
data transformation/enrichment standards, and data strategy and architecture.

Overall, this research highlights the importance of aligning DG practices with both regulatory require-
ments and business needs while providing insights for improvement.

7.2 Contributions

The study contributes to both academics and the industry in several ways.
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First, we demonstrated a mixed method of document reviews, questionnaires, interviews and framework
mapping for assessing DG maturity in an organization.

Second, we identified DG areas that drive business value while linking them to operational and strategic
benefits. This provides a foundation for finding the most important DG improvement points and a
justification for investing in these areas.

Third, we proposed refinements to the AT DG Framework, integrating best practices from literature and
practical implementations to improve its usability and completeness. This may be used by organizations
with a similar context and DG foundation.

Finally, we introduced a prioritization model that balances risk and business value to aid organizations
in prioritizing DG areas.

7.3 Future work

Although this study provides a foundation for assessing and improving DG in organizations, there are
several suggestions for future work.

Our assessment method was effective, but future studies could consider alternative assessment methods.
For example, self-assessments or built-in (maturity) scoring tools could provide consistent answers more
efficiently.

Furthermore, the prioritization model could be enhanced with different risk factors and business value
measurements. It should be tested in various organizational contexts to validate its robustness and
usability. This should also be investigated for the refined AI DG Framework.

Lastly, as basic DG controls in organizations improve and adoption of Al increases, future work should
incorporate and test more specific AIG controls.

By addressing these gaps, the field of DG and AIG can benefit from more complete, practical and
validated frameworks and models, further aiding organizations in implementing regulatory compliant
and valuable controls.
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Appendix A

Al Data Governance Framework

This chapter presents a shortened version of the Al Data Governance Framework developed by the HR
firm in this study, introduced in Section 3.2.

The framework is designed as a capability maturity model. It includes 28 DG controls (best prac-
tices), grouped into five categories: roles & responsibilities, data lineage, data quality & purpose, data
architecture & platform, and security.

For each control the following is described: the control objective, a description, the specific control, and
criteria for five levels of maturity. In the shortened version below, we omit the controls and summarize
the descriptions. The structure is as follows:

e The controls are divided over six sections according to their category in the framework.

e The first line in bold indicates the control objective.

e The second line contains the summarized description.

e The numbered list represents the maturity level criteria, with the numbers corresponding to the

maturity level.

To provide clarification on the capability maturity model design, we explain the meaning of each maturity
level, which is linked to a risk level:

1.

Ad hoc (high risk): processes are performed as needed and only at the project level. Data issues
are fixed reactively rather than proactively through improved processes. Data is not considered a
strategic resource.

Managed (medium risk): processes are planned and executed within policy guidelines, but the tools
and skills for managing data are still inadequate. Data management is taken more seriously.

Defined (minimum requirement): standard processes help provide consistent data quality to meet
business needs and regulatory compliance. Management oversight has been introduced along with
monitoring and feedback loops.

Measured (benchmark): process metrics are judged against agreed upon variances. Data is treated
as an asset and every is concerned with its accuracy and timeliness. Applications are written to
capture data issues that are resolved quickly to avoid fines or reputational damage.

Optimized (exceeds benchmark): process performance is continuously improved through feedback
from various sources. Data is regarded as a critical asset and vital element for our business to
operate.

A.1 Responsibilities

Responsibilities are clearly defined for all stakeholders.
Clearly defining roles and responsibilities will help ensure that data is managed efficiently, compliantly and effectively.

1.

There are no formal roles & responsibilities in place.
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Roles & responsibilities are informally assigned but not documented.
Roles & responsibilities are formally assigned, but not consistently enforced.

Roles & responsibilities are formally defined, documented and partially enforced.

oR W

Roles & responsibilities are fully defined, documented & enforced (KPI).

The responsibilities have been appointed to certain functions within the organization.

Assigning responsibilities to specific functions will ensure that individuals can effectively carry out their designated tasks.
No responsibilities have been formally appointed.

Responsibilities are appointed informally and inconsistently.

Responsibilities are formally appointed but not fully integrated into the org structure.

Responsibilities are formally appointed, documented, and partially integrated into the org structure.

A

Responsibilities are fully appointed, documented and integrated into the org structure.

Clear reporting lines on the data governance responsibilities exist.

Clear reporting lines for data governance will increase transparency and accountability.
No clear reporting lines exist for data governance responsibilities.

Reporting lines for data governance are informally understood but not documented.
Reporting lines for data governance are documented but not fully enforced.

Reporting lines are documented and partially enforced with regular reviews.

AN

Clear and consistent reporting lines are fully documented, enforced and integrated into the organizational structure.
The framework also defines two roles, but these are not included in the form of a control:
e Business data owner: a business executive who is able to drive business priorities and has extensive business knowl-

edge on subject area. This person is accountable for definitions.

e Data owner: a data savvy person who has extensive business knowledge on subject area or of specific system. This
person is responsible for alignment with the data, definitions, and data quality rules.

A.2 Data lineage

Master data management ensures data quality. For each data category (such as Talent data, Client data,
People data) it has been defined what the master data is.

Master Data Management (MDM) is a comprehensive process and set of technologies that aims to create a single, consistent,
and accurate view of an organization’s critical business data, often referred to as “master data.”

No master data is defined.

Master data definitions are not documented and applied ad hoc.

Master data definitions have been documented but are not applied consistently for all data sources.

Master data definitions have been documented and are applied consistently for all data sources.

AR e

Master data definitions have been documented and are applied consistently for the entire IT & data landscape.

Preparation - The data preparation activities need to be known.

By carefully preparing the data, businesses can ensure that they are making decisions based on accurate, reliable, and
relevant information. Data preparation consists of transforming raw data into a format that can be analysed and used for
decision-making.

No data preparation activities are known or logged.

25% of the activities done to prepare data are known and logged.

50% of the activities done to prepare data are known and logged.

75% of the activities done to prepare data are known and logged.

AR

100% of the activities done to prepare data are known and logged.

Cleaning - To ensure we identify and correct errors in the data, or know how to handle missing values,
data cleaning protocols have been developed and implemented.

Removing errors, inconsistencies, and duplicate data from the raw dataset. This ensures that the data is accurate and
reliable.

No data cleaning guidelines have been developed or implemented.
Basic data cleaning guidelines exist, but are not yet standardised.

Data cleaning guidelines are standardised and followed by most teams.

Data cleaning guidelines are followed by all teams.

oW

Data cleaning guidelines are regularly reviewed and followed by all teams.
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Transformation/Enrichment - When data is being transformed/enriched, all transformations must be doc-
umented. This ensures traceability and ensures correct understanding of our data.

Adding additional information to the dataset from other sources. This helps to create a more comprehensive and informative
dataset.

oL e

No data transformation/enrichment standards exist.

Basic data transformation/enrichment standards exist, but are not regularly followed.

The data transformation/enrichment standards are documented and followed by some teams.
The data transformation/enrichment standards are documented and followed by all teams.

The data transformation/enrichment standards are regularly reviewed and updates are followed by all teams.

Classification - All data must be classified according the classification scheme based on sensitivity and
importance to the business.

The data classification framework categorizes information by sensitivity and value to enable proper security controls, ensure
regulatory compliance, and support risk-based data handling. This enhances protection, reduces risks, and strengthens
governance practices.

O e

No data is classified.

25% of the data has been classified.
50% of the data has been classified.
75% of the data has been classified.
100% of the data has been classified.

Minimization - Where possible personal data usage is minimised and if needed personal data risks are
mitigated via aggregation or anonymization.

Personal data minimization, aggregation and anonymization are crucial for legal compliance, risk reduction, building trust,
and ethical data use. Only essential personal data should be collected, copied and used (data minimization). Where
possible data should be used to reveal trends, not individuals (aggregation). And if possible we should remove identifying
details for privacy (anonymization).

1.
2.
3.

No data minimization, aggregation and anonymization standards exist.
Basic data minimization, aggregation and anonymization standards exist, but are not regularly followed.

The data minimization, aggregation and anonymization standards are documented and applied by some teams. No
personal data is used in non-production environments.

The data minimization, aggregation and anonymization standards are documented and applied by all teams. No
personal data is used in non-production environments and sensitive personal data fields are hidden in production
environments.

The data minimization, aggregation and anonymization standards are regularly reviewed and updates are applied
by all teams. No personal data is used in non-production environments and sensitive personal data fields are hidden
in production environments.

Sharing and Visibility - Data sharing in alignment with our data classification and appropriate business
and legal requirement.

Data sharing internally, with clients, with suppliers and with other stakeholders is only done in alignment with our data
classification and appropriate business and legal requirements.

1.
2.
3.

No data sharing standards exist.
Basic data sharing standards exist, but are not consistently followed.

The data sharing standards are documented and applied by some teams and embedded in authorization models of
some systems.

The data sharing standards are documented, applied by all teams, embedded in authorization models of all systems
and enforced via Data Loss Prevention technology.

The data minimization, aggregation and anonymization standards are regularly reviewed and updates are applied
by all teams, embedded in authorization models of all systems and enforced via Data Loss Prevention technology.

Third Party Sources - Data ingestion of third parties.
Before data is obtained or ingested from third parties, it is validated whether the data is obtained in line with our data
quality, legal, security and data protection standards.

oL W=

Third party data is added to our datasets without any checks or limitations upfront.

Third party data is ad hoc checked before added to our datasets based on non documented standards.
Third party data is most times checked before added to our datasets based on documented standards.
Third party data is always checked before added to our datasets based on documented standards.

Third party data is always checked before added to our datasets and periodically reviewed based on documented
standards.
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A.3 Purpose

The original purpose for which the personal data will be used needs to be clear and documented according
to the DP policy (the data mapping in OneTrust).

We are required to know the original purpose for which the (sensitive) personal data has been captured and where (which
source system) this was done. To determine which data quality standards need to be met, the use case and the data
elements required for it need to be clear.

The processing activity has not been documented yet.
This processing activity has been partially documented, but is not complete.

This processing activity is documented (as a one-off) but is not maintained.

This processing activity is documented; maintenance is infrequent but does occur.

A

The processing activity is finalised in OneTrust. This is continuously being maintained in an effective and efficient
manner to ensure accuracy.

The original purpose of the application or tool that uses data (personal AND non-personal) needs to be
clear and documented in our asset register (as per the security policy).

To determine which data quality standards need to be met, the use case and the data elements required for it need to be
clear.

For 0% of the tools/applications purposes have been documented in our asset list.

For 25% of the tools/applications purposes have been documented in our asset list.

For 50% of the tools/applications purposes have been documented in our asset list.

For 75% of the tools/applications purposes have been documented in our asset list.

A

For 100% of the tools/applications purposes have been documented in our asset list.

A.4 Master data quality

Data categories (such as Talent data, Client data, HR data) have been distinguished following (to be
defined) global guidelines.

As we have a lot of data as a company, it is important to divide the data into certain categories. This will help in managing,
using and protecting the data and also help appointing data owners.

Data is not categorised.

25% of the data has been categorised using local categorization.

50% of the data of key processes has been categorised using globally aligned definitions.

75% of the data of key processes has been categorised using globally aligned definitions.

A

100% of the data has been categorised using globally aligned definitions.

Completeness - The level of completeness of the data required, needs to be defined and be measurable.
It is clear which items are necessary for the initiatives; to be able to tell which dimensions of completeness are required. It
is possible to know the level of completeness per data set.

No criteria to measure completeness have been formulated for any data set, nor is this measured.

Criteria to measure completeness have been formulated and are measurable for 25% of the data sets.

Criteria to measure completeness have been formulated and are measurable for 50% of the data sets.

Criteria to measure completeness have been formulated and are measurable for 75% of the data sets.

AT .

Criteria to measure completeness have been formulated and are measurable for 100% of the data sets.

Accuracy - The level of accuracy of the data required, needs to be defined and measured.

The accuracy of critical data elements must be ensured. Meaning the data must be free from errors, not be inconsistent
nor be misinterpreted.

No accuracy metrics have been defined, nor is this measured.

Accuracy metrics have been defined and are measured for 25% of the datasets.

Accuracy metrics have been defined and are measured for 50% of the datasets.

Accuracy metrics have been defined and are measured for 75% of the datasets.

oUR W=

Accuracy metrics have been defined and are measured for 100% of the datasets.
Freshness - Up-to-dateness of the data required is determined and measured.
Per use case it can differ how recent the data set needs to be. Therefore it must be possible to know when the data has

last been updated and the history must be available.

1. It is unknown when the data has last been updated.

2. It is known for 25% of the data when it has last been updated.
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3. It is known for 50% of the data when it has last been updated.

4. It is known for 75% of the data when it has last been updated.

5. It is known for 100% of the data when it has last been updated.
Consistency - All critical data needs to be consistent or relatable across all sources in scope for the intended
use case.

With consistency we aim to unify our data to ensure the same data values are maintained across different locations. For
global use cases, alignment with the Globally Aligned Information Model is required.

It is unknown which percentage of data is consistent.
It is known for 25% of the data if it is consistent.
It is known for 50% of the data if it is consistent.

It is known for 75% of the data if it is consistent.

It is known for 100% of the data if it is consistent.

O

Deduplicated - To maintain a clean database, improve data quality and improve efficiency, we need to make
sure we deduplicate our data.

Data needs to be unique. Each data entity should have a unique identifier. When 100% of the data has been identified
with a unique identifier this should result in there not being duplicates.

It is unknown which percentage of the data is unique.

25% of the data is confirmed unique.

50% of the data is confirmed unique.

75% of the data is confirmed unique.

Al e

100% of the data is confirmed unique.

(Test)- data sets need to comply with specified data quality standards within this framework. The distri-
bution of the data sets is known and documented.

To be able to train and develop any AI- or machine learning models, specific requirements for the datasets need to be
formulated up front. The properties of each (test)data set need to be visible, to ensure models can be trained adequately.
The (test)data sets must be tested for potential bias.

The data distribution is unknown for all necessary (Test)- datasets.
The data distribution is known and available for 25% of the necessary (Test)- datasets.

The data distribution is known and available for 50% of the necessary (Test)- datasets.

The data distribution is known and available for 75% of the necessary (Test)- datasets.

Al e

The data distribution is known and available for 100% of the necessary (Test)- datasets.

Regular reports are created to measure the quality of our data.

When aiming for a certain level of quality by taking certain measures, it is important to monitor if the measures indeed
lead to the required quality.

Data quality is not a topic that is being reported on.

Data quality is being reported on incidentally.

Data quality is being tracked and reported regularly, but without set goals or benchmarks.

Data quality targets are established and tracked, with periodic reporting and corrective actions.

O

Aiming for a certain measure of data quality is a KPI and is reported on annually.

A.5 Data architecture & platform

Scalability accessibility, integration and harmonisation of data use is enabled via our data architecture.
Our architecture ensures data is scalable, easily accessible and harmonised. Leveraging approved technology we can
efficiently handle structured and unstructured data, ensuring adaptability and growth readiness.

There is no data strategy, nor data architectural guidelines.

There is a data strategy but no architectural guidelines exist.

The data strategy and architectural guidelines exist and are applied by some teams.

The data strategy and architectural guidelines are embedded in all teams’ way of working and are enforced.

Al e

The data strategy and architectural guidelines are regularly reviewed.

Data assets are known via our data catalog.

Our data catalog is an organised inventory of data assets within the organization, providing metadata, descriptions, and
other relevant information about the data. It helps users discover, understand, and access data efficiently, promoting data
governance and informed decision-making.
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A data asset inventory does not exist.
Data assets are known and 25% are in a data catalog.
Data assets are known and 50% are in a data catalog.

Data assets are known and 75% are in a data catalog.

A A

Data assets are known and 100% are in a data catalog.

A.6 Security

Our CIA rating is applied to data assets.

By understanding the CIA rating of our data, we can implement appropriate security measures to protect our valuable
assets, private risks, and ensure our continued success.

It is unknown what CIA rating data assets have.

25% of the data assets have a CIA rating.

50% of the data assets have a CIA rating.

75% of the data assets have a CIA rating.

A

100% of the data assets have a CIA rating, which are periodically reassessed.

Data should only be accessible to authorized people for a specific purpose, to ensure confidentiality and
compliance.

Access controls regulate who can view, modify, or use specific data or resources within the organization. They are essential
for protecting sensitive information, ensuring compliance with regulations, and maintaining data integrity.

Access to data is not restricted.

Access to data is restricted, but not following a documented RBAC model and our data classification.

Access to 50% of our data is restricted, following a RBAC model and data classification.

Access to 75% of our data is restricted, following a RBAC model and data classification.

A .

Access to 100% of our data is restricted, following a RBAC model and data classification.

To ensure compliance and avoid misuse of data, access rights are regularly reviewed.
We know who has access to which data and for which purpose. There is a process in place to revoke access.
1. No documentation exists on who has access to data and no standard procedure is in place to revoke access rights.
2. It is known, but not centrally documented, who has access to data. Revoking rights is an ad hoc, manual activity.
3. It is known and documented who has access to data. There is a process in place for revoking access to data.
4

. Regular reviews are done on who has access to data and if this is still accurate. There is a process in place for
revoking access to data.

5. Reviewing who has access and if needed revoking their access rights is incorporated in an automated process which

takes place every quarter.

Data is kept no longer than needed.

Based on the retention policy data is not kept or used longer than required based on the purpose it is used for and
Redundant, Obsolete, or Trivial data is destroyed when required to minimise storage costs, improve data quality, improve
processes and lower security, legal and data protection risks.

Data retention policy is not documented.

Data retention policy is documented but not implemented.

Data retention policy is documented and via manual processes implemented.

Data retention policy is documented and via automated processes implemented.

M

Data retention policy is documented and via automated processes implemented and periodically reviewed.

Storage - To comply with regulatory requirements, data must be stored and processed within specified
geographical boundaries.

This means the data must be stored in a specific geographic location, but also processing of that data (incl. possible data
sharing) must be subject to strict controls. This to prevent unauthorised cross-border data transfers.

Storing of data does not take any geographical boundaries into account.

25% of data is stored and processed based on localization regulations.

50% of data is stored and processed based on localization regulations.

75% of data is stored and processed based on localization regulations.

oL e

100% of data is stored and processed based on localization regulations.
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