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ABSTRACT

Software development has seen a surge in the usage of generative Al tools for coding leading to
an increase in developers’ productivity. However, using Al-generated code has led to security
concerns due to the potential introduction of vulnerabilities into the code generated by Al. To
understand this security concern, it is important to understand how developers perceive and deal
with Al-generated code.

This thesis examined developers’ perceived impact of generative Al approaches on code secu-
rity. A survey was conducted with developers who have used Al tools for coding. The research
investigated how developers evaluate the security of Al code, the benefits and risks they perceive,
and the security best practices they recommend. Furthermore, the study examined the influence
of different Al tools and functionalities on developers’ confidence in the security of the code pro-
duced.

The findings suggest that generative Al code should be used with care, as developer behavior is
crucial in preventing security issues. Moreover, full program code generation tools should be used
with even more caution than code completion tools. The research also provides some security best
practices and code-reviewing factors to consider when using Al-generated code.

Generative Al tools improve coding efficiency and development speed, but they also introduce
security risks that developers must carefully manage. Developers perceive Al-generated code as
vulnerable, and the importance of reviewing and adhering to security best practices is recognized.
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CHAPTER 1
INTRODUCTION

In this digital era, software is present in every aspect of our daily lives. From smartphones and
TVs to critical and essential infrastructure, all of these technologies rely on software. As software
systems become increasingly complex and critical to our society, ensuring their security has be-
come paramount. Vulnerabilities in software can lead to data breaches, and system failures, and
even bring society to a halt.

In this context of security concerns, the use of generative Al has introduced new dimensions
to software development. The software development cycle has swiftly incorporated generative
Al With its ability to automate code generation, generative Al offers both opportunities and chal-
lenges.

The use of generative Al in software development using large language models (LLMs) for
code generation has increased. These Al-based code generation tools (CGTs) influence developers’
productivity [62] and efficiency. However, alongside these benefits, there are concerns about the
security implications of Al-generated code. That’s why understanding the impact of generative Al
and developers’ perceptions of these impacts is important.

Al-based code generation can be broadly classified into two distinct approaches. The first
approach is code completion tools that come within the editors and display a menu of context-
sensitive options [38]. While these tools are capable of generating code snippets, they are not the
same as code generators, which require developers to input code, feed it into the LLLM, and then
return the answer to the programmer [60].

Previous research highlights the limitations and security concerns associated with Al-generated
code. LLMs trained on data from programming communities may inadvertently produce code
containing security vulnerabilities or outdated practices [39]. Vaithilingam et al. [58] suggest that
the accelerated development offered by tools like Copilot might be offset by the time invested
in debugging errors introduced by the code generation process. These findings stress the need
for caution when using LLM-based code assistants, as they may introduce security vulnerabilities
[39, 47, 53].



The role of developer perceptions and behaviors in ensuring code security is also an important
issue when dealing with Al-generated code. Despite the focus on security, human actions are often
seen as the biggest security risk [48]. The social cultures of software engineers greatly influence
the development process [16, 30, 51]. While many developers consider security in their coding
practices, there is considerable variation in how security issues are identified and addressed [44].

Due to the increasing adoption of generative Al in different domains of software development,
it is important to understand the impact of this technology. This study aims to explore the develop-
ers’ perceptions and behaviors when working with generative Al. By understanding factors such
as perceived benefits, risks, security practices, and confidence levels, this research will contribute
to the understanding of Al code and improve integration of the Al-generated code in software
development.

1.1 Research focus

The first step in any research is to define the entity examined in the investigation. This entity is
called the unit of analysis. The unit of analysis is defined as the "who” or ”what” from which
data is examined and conclusions are drawn [41]. Since this research focuses on developers’
perceived impact of generative Al approaches on code security, the unit of analysis is defined as
software developers who have experience working with generative Al tools in the context of code
development. Such software developers can be anyone including, but not limited to, students,
professional programmers, freelance programmers, hobbyist programmers, and researchers.

1.2 Research questions

Due to the nature of training data, generative Al introduces vulnerabilities in its output. Differ-
ent approaches can introduce these vulnerabilities, so it is important to understand developers’
perceptions and how they address these vulnerabilities. Hence, the main research question is:

How do developers perceive the impact of generative Al approaches on code security?
To address this research problem, the following sub-questions are formulated:

1: How do developers perceive and evaluate the security of code generated by generative Al (GAI)?

1.1: How do developers perceive the benefits and risks of using generative Al for code
security?

1.2: What security best practices do developers recommend when using generative Al code?

1.3: What factors do developers consider most important when evaluating the security of
code generated by generative Al?

1.4: How confident are developers in the security of generative Al code compared to the
code they write themselves?



2: What factors influence developers’ behavior while using GAI?

3: How does the functionality of different GAls affect developers’ perceptions of security?

* 3.1: Are there differences in how developers perceive the security of code generated by
different generative Al tools?

* 3.2: How does the perceived functionality of different Al tools (e.g., code completion vs.
full program generation) influence developers’ perception of the impact on code security?

1.3 Contribution

Firstly, the study contributes to understanding the potential benefits and risks of using generative
Al code. Secondly, it also provides the best security and reviewing practices used by developers
when dealing with Al code. Thirdly, the research adds by comprehending the changes in develop-
ers’ behavior and their confidence in using these generative Al tools. These findings can provide
organizations with a better understanding of the risks and advantages associated with generative
Al code, and help improve their software security.

1.4 Thesis Structure

The upcoming chapters are organized as follows: The chapter 2 presents a literature review on var-
ious approaches, the limitations of generated code, and developers’ perceptions when addressing
security concerns. Chapter 3 outlines the research methodology, including the survey and ques-
tionnaire design and data collection strategies. Chapter 4 presents the survey data results. Chapter
5 builds on these findings, discussing them in relation to previous research, and exploring their
implications. This chapter also addresses the study’s limitations. Finally, Chapter 6 concludes the
study and provides directions for future research.



CHAPTER 2
LITERATURE REVIEW

2.1 Security implications of Al tools

Software development is undergoing a transformation due to the emergence of Large Language
Models (LLMs). Al assistants powered by LLMs, like GitHub Copilot, JetBrains Al Assistant,
and Visual Studio IntelliCode, have become indispensable tools [50]. According to Klemmer
et al. [24], despite widespread concerns regarding the security and quality of Al-generated code,
participants actively utilize Al assistants for critical tasks such as code generation, threat modeling,
and vulnerability detection. Developers are also using Al assistants for various coding tasks, such
as writing, testing, debugging, reviewing, and documenting code [54].

Even though the usage of Al assistants has increased, previous research has revealed their
security implications. A study by Pearce et al. [39] found that GitHub Copilot’s reliance on
unvetted code data led to 40% of its generated code containing vulnerabilities. Developers using Al
assistants for programming tasks in Python, JavaScript, and C were less likely to write secure code,
despite their perception of having improved their security [40]. Additionally, a common issue with
LLMs is their tendency to generate inaccurate or hallucinatory content, especially in the context of
code generation that involves complex dependencies. Hallucinations are a major problem for the
most advanced generative LLMs [61]. The study by Klemmer et al. [24] revealed that software
professionals exhibit a general mistrust of Al suggestions, often verifying them similarly to human-
generated code. Moreoever, participants anticipate that improvements in Al capabilities will lead
to increased reliance on these tools for security tasks in the future.

Considering the security challenges faced by Al assistants, developers should maintain a high
level of awareness and vigilance [39]. The research by Klemmer et al. [24] also emphasizes the
need for software professionals to critically evaluate Al suggestions and calls for Al developers
to improve the security and ethical considerations of their tools. On the other hand, according to
Sandoval et al. [47], Al-assisted users produced critical security bugs at a rate no more than 10%
higher than the control group (non-assisted users). The study seems to suggest that their use does
not introduce significant new security risks compared to traditional programming methods, at least



for the low-level C programming tasks examined in this study. This suggest that the tools may be
used without too much critical evaluation.

2.2 Approaches in Al-based code generation

Automated code generation (ACG) is growing in importance, primarily due to the use of machine
learning (ML) and artificial intelligence (Al). There are many techniques for automated code gen-
eration including rule-based systems, template-based methods, ML, natural language processing
(NLP), rec urrent neural networks (RNNs), and evolutionary algorithms (EAs) [36]. Rule-based
code generation uses established guidelines and examples to create code based on detailed in-
structions or everyday language [26]. Template-based code generation offers a template-based
approach, providing developers with ready-made code structures that can be tailored to their needs
[36]. ML-based code generation techniques often train models on vast amounts of code to acquire
knowledge of patterns, connections, and standard coding styles [15]. NLP-based systems can be
used to create code from descriptions in plain language [18]. RNNs can identify patterns and rela-
tionships within sequences of code and create code segments or entire functions. EAs are a kind
of machine learning algorithm that can create code by repeatedly changing and improving existing
code [36].

Code completion tools, according to Omar et al. [38], are those that come with most editors
and display a floating menu of context-sensitive variables, fields, methods, types, and other code
snippets. Among the popular code completion solutions are JetBrains integrated development
environment’s built-in code completion and IntelliSense in Visual Studio Code. These tools are
not the same as code generators, even though they can produce code snippets. Code-generating
tools (CGTs) use the power of large language models (LLMs) by directly feeding the programmer’s
input into the LLM. The programmer’s development environment receives the resulting code. This
is different from code completion tools, which make suggestions based on limited context [60].
The number of artificial intelligence (Al) based code-generating tools has rapidly increased as a
result of advances in deep learning and natural language processing (NLP) [1].

Integrated Development Environments (IDEs) and text editors can incorporate code completion
tools, according to Asare et al. [1]. Examples include Github Copilot [13], IntelliCode [55],
and Tabnine [56] among others. On the other hand, code-generating tools exist as independent
language models that are not integrated into the text editor or IDEs [1], among them are Codex
[8], CodeGen [35], and codeBERT [9]. It is important to understand whether the impact of these
different approaches to Al code generation is perceived differently by developers. In our research,
we explore this issue by comparing how developers perceive the risk involved with full program
generation tools compared to code completion tools.

2.3 Limitation of generated code

Many tasks related to natural language processing require language models [7] and large language
models (LLMs) are trained on enormous datasets [42]. Regrettably, when large Language Models
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(LLMs) are trained using data extracted from programming communities, like StackOverflow, they
acquire the capability to produce code containing security vulnerabilities or defects [39]. Sandoval
et al. [47] examine the time when the Message Digest Algorithm 5 (MDS5) was a prevalent method
for securing sensitive data, including passwords. Since MDS5 contains a cryptographic flaw, it
should no longer be utilized. However, the persistence of code examples utilizing MD5 within
publicly accessible repositories presents a potential challenge. Large language models (LLMs)
trained on such data may inaccurately recommend the insecure MDS5 algorithm for password-
hashing applications.

According to Pearce et al. [39], among currently available models of its kind, GitHub Copilot
stands out as potentially possessing the most extensive dataset and the most advanced capabilities.
Github Copilot leverages a large language model that is trained on public and open-source code
[8] that contains unsafe coding patterns. This means that code that has been synthesized may
have these unwanted patterns [39]. According to Vaithilingam et al. [58], Copilot creates code
far more quickly than typing it by hand or reusing code from external sources. But the authors
also postulate that this efficiency gain might be offset by the potential introduction of errors within
the generated code, meaning that time saved by not having to write code may instead need to be
used troubleshooting Copilot-generated code. New findings indicate that completions generated
by large language models (LLMs) might have significant security flaws [39, 53]. This implies that
even though using LLLM-based code assistants can enhance developer productivity, it is advisable
to exercise caution or refrain from their use entirely due to potential security risks [47].

Looking at the functional and qualitative aspects of code generated by Al tools such as Bard
and ChatGPT, the author found that these tools produce code that works just as well and is of
the same quality as code that can be found online for specific coding problems. Also, the large
language models’ (LLMs) models follow coding standards even when creating complex code.
However, humans are needed to guide LLLMs in the right direction, especially when it comes to
giving them the right software requirements [57]. The research of Autumn et al. [3] looks at the
quality and consistency of code generated by ChatGPT. While ChatGPT consistently generates
good code, it occasionally also introduces errors, similar to human programmers. This means code
review remains essential before integrating the Al-generated code into the codebase. Due to the
inherent nature of vulnerabilities in code as stated in this review, understanding how developers’
confidence changes when using these tools and what factors influence this confidence is crucial for
better tackling these problems.

2.4 Developer perceptions and security

Al-based code generation tools as mentioned above inherently contain vulnerabilities in their code.
Kholoosi et al. [22] focused on the perception of security professionals on using ChatGPT and
found that practitioners most often discussed vulnerability detection as a key software security
task. While ChatGPT can be helpful for secondary tasks like writing vulnerability reports, secu-
rity professionals should always carefully review and verify its content to guarantee accuracy and
completeness. Nam et al. [34] examined the developers’ perception by using a specific tool built
into the Al tools for code understanding called generation-based information support with LLM
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Technology (GILT). Participants acknowledge GILT’s capability to integrate their code as context;
however, they also mentioned that creating an effective prompt remains a challenge. Furthermore,
the way participants used GILT was shaped by their learning preferences and their experience with
other Al tools. Barke et al. [4] researched developers’ interaction and behavior when using code-
generating models specifically Github Copilot and found that developers interact with two different
modes. In acceleration mode, the programmer has a specific goal and uses Al tools such as Copilot
to achieve it faster. On the other hand, the programmer is uncertain of the best approach and uses
Copilot to investigate alternatives in the exploration mode.

Even though there is a lot of focus on making things more secure, people’s actions are often
seen as the biggest security risk [48]. It is crucial to understand that software engineers interact
with one another and have rich, distinctive social cultures [30, 51]. These cultures influence and
mold the process of developing software [16]. Programmers frequently bear responsibility for
neglecting security considerations [21, 33]. Rauf et al. [44] mention in their experiment that even
though security was not specifically mentioned, a good portion of developers (56%) wrote code
securely, while nearly half (44%) said they thought about security. These results highlight the
variability in developers’ approaches to identifying, discussing, and addressing security issues.
Therefore, understanding the perception of developers when dealing with code security is crucial
even when dealing with the security of Al-generated code.

The evaluation of the quality of software is largely based on human judgment of the source code
[11]. Developers use manual reviews to ensure the quality of the software. However, this consumes
a lot of time and errors can occur [17]. There are several static analysis tools available that can
automatically detect software bugs [12]. These tools are superior to manual audits because they are
faster, allowing for more frequent evaluations of programs. Additionally, these tools incorporate
security knowledge, eliminating the need for the operator to possess the same level of security
expertise as a human auditor [31]. However, recent studies suggest that programmers do not fully
utilize the benefits of these tools [5, 20]. According to Johnson et al. [20], the main reasons are too
many false positives adding to the developer workload, poor presentation or analysis of bugs, and
not providing the context of what the problem is, why the problem is there and how the developer
should try to resolve this problem. Developers’ behavior plays a crucial role in their adoption of Al
tools in their coding. Our research tries to understand how developer behavior changes when using
Al-generated code and what factors are considered important by developers when integrating code
generated by Al tools.
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CHAPTER 3
METHODOLOGY

3.1 Survey

Surveys are commonly used to collect data from a group of individuals, and the collected data is
usually smaller than the total population being studied [49]. In this research, the target population
of software developers is large and geographically dispersed. Web-based surveys offer an efficient
way to collect data from a large and diverse group of developers, allowing for a better representa-
tion of perspectives. The use of surveys is well established within this research field, as evidenced
by their application in studies such as Ziegler et al. [62], Kononenko et al. [25], and Assal et
al. [2]. Quick data analysis is another benefit of using a survey [10]. To create the survey, the
Qualtrics software platform was used.

3.1.1 Survey design

The survey began with an introductory page of information and ended with a thank you message
and the survey link, encouraging developers to share it further if they found it interesting. Those
interested in the results could leave their email to receive the survey’s findings. The survey was
made with help from previous studies. [28, 62, 25, 16, 2]

The survey contains the following parts: 1) Introduction, 2) Demographics, 3) Developers’
competence, 4) Generative Al code benefits & risks, 5) Developers’ behavior, 6) Reviewing gen-
erative Al code, 7) Generative Al tools and approaches, 8) Self-coding vs generative Al code.

3.1.2 Research questions mapping

The first research question (RQ1.1) considers the benefits and risks, RQ1.2 asks about the security
best practices when using Al code, RQ1.3 focuses on security factors when using Al-generated
code, RQ1.4 considers the code confidence of developers. RQ2 presents the behavior changes
when using Al code. RQ3.1 the perception differences in Al tools, lastly RQ3.2 tries to understand
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the different Al approaches. These research questions are then mapped to the survey questions in
Table 3.1. All survey questions can be found in Appendix A.

Introduction

The landing page of the survey is the information sheet that provides the surveyors with the re-
search topic, the estimated amount of time to complete the survey, and the types of questions
included in the survey. The introduction also explains the anonymity and voluntary participation
of the respondents. Furthermore, the page includes the researchers’ names and email addresses, as
well as asking for the participants’ consent.

Demographics

The second part of the survey focuses on the demographics of the respondents. The questions ask
about the current occupation of the participants, their level of coding experience, and the primary
languages the developers are familiar with. In addition to gathering basic demographics, these
questions act as a way to categorize participants. This categorization could be useful for future
analysis, as developer perceptions of generative Al and code security might differ depending on
the proficiency levels of secure coding, current occupation, and different types of language used
with generative Al tools.

Developers’ competence

The third part of the survey asks participants to self-report their proficiency in writing secure code
without the assistance of Al tools. This establishes a baseline for their secure coding knowledge.
The survey then asks them to gauge their perceived proficiency in secure coding when using gener-
ative Al tools. By comparing these two sets of responses, we can explore whether using generative
Al tools influences developers’ confidence in their ability to write secure code.

Generative Al code benefits & risks

The survey asks about the perceived benefits developers see in using these Al tools. This includes
advantages like increased efficiency, faster development cycles, or improved detection of vulnera-
bilities. On the other hand, the survey focuses on the potential security concerns developers have
about generative Al. These involve issues like introducing new vulnerabilities, Privacy, and ethical
concerns in Al-generated solutions, or challenges with integrating these tools with existing secu-
rity practices. This section ends by asking developers about the challenges they anticipate with the
security of code generated by Al tools.

Developers’ behavior:

This section starts with a 5-point Likert scale about potential changes in the behaviors of developers
when using generative Al tools. The changes included: time spent writing code, time spent on
code review, cautious deployment, understanding the logic of the code, and documentation and
referencing of the code. The question compares all of these different aspects of the code created by
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Research questions:

Survey questions:

RQ1.1: How do developers perceive the ben-
efits and risks of using generative Al for code
security?

RQ1.2: What security best practices do devel-
opers recommend when using generative Al
code?

RQI1.3: What factors do developers consider
most important when evaluating the security of
code generated by generative Al?

RQ1.4: How confident are developers in the
security of generative Al code compared to the
code they write themselves?

Q6: In your opinion, what are the perceived
benefits of using generative Al in code secu-
rity? Q7: In your opinion, what are the per-
ceived risks of using generative Al in code se-
curity? Q8: Five years from now, which of the
following challenges related to security do you
foresee for Al-generated code?

Q11: Which security best practices do you rec-
ommend developers follow when using gen-
erative Al code (GAI)? Q12: Which security
practices do you use when coding using gener-
ative Al tools?

Q13: When reviewing generative Al code,
how important do you consider the following
security factors? Q14: In your opinion, what
other security factors are important when re-
viewing generative Al code?

Q19: How confident are you in the security of
code generated by generative Al compared to
code written by yourself?

RQ2: What factors influence developers’ be-
havior while using generative AI?

Q9: The following statements represent
changes in developers’ behaviors. Q10: In
your opinion, what other changes in behaviors
occur?

RQ3.1: Are there differences in how develop-
ers perceive the security of code generated by
different generative Al tools?

RQ3.2: How does the perceived functionality
of different Al tools (e.g., code completion vs.
full program generation) influence developers’
perception of the impact on code security?

Q15: Do you believe the security of code gen-
erated by different generative Al tools varies
significantly? QI15A: Which of the following
factors do you believe contribute most to the
differences in security between generative Al
tools? Q15B: In your opinion, what other fac-
tors contribute to the differences in security
between different generative Al tools? Q16:
Which generative Al tools do you use for cod-
ing? Q17: How confident are you in the secu-
rity of code generated by the selected Genera-
tive Al tools?

Q18: Code completion vs. Full program gen-
eration: “There is a higher risk of security vul-
nerabilities in code generated by full program
creation tools compared to code completion
tools.”

Table 3.1: Mapped research questions to survey questions
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generative Al tools with the code produced by the developers themselves. The section ends with a
question about any other behavioral change that may occur.

Security practices

In line with the sub-questions of the research, the survey asks developers to identify the best prac-
tices when working with generative Al code. The survey provides participants with multiple-choice
options and field text. This is followed by a question that asks about the security practices that de-
velopers themselves use.

Security factors

The survey asks about the review of generative Al code by allowing participants to rank the an-
swers provided from 1 (most important) to 5 (least important). The survey continues with an open
question about other security factors that may be important in reviewing Al-generated code.

Generative Al tools and approaches

This section asks whether developers believe the security of the generated code differs based on the
specific Al tool used. If the answer is yes, then it is followed by a multiple-choice question about
the main reasons for these security differences. Furthermore, the survey asks which generative Al
tools developers use for coding. The selected answers are displayed on a 5-point Likert scale to
show how confident developers are in the security aspects of the selected tools. This section ends
with a question on what developers perceive as a higher risk: code completion or full-program
generation.

Self-coding vs generative Al coding

The last section compares the confidence developers have in the code security of code written by
themselves with the code generated by Al tools.

3.1.3 Open-ended question

In addition to the quantitative data from the closed-ended survey questions, qualitative data was
also gathered using open-ended questions. The open-ended questions in the survey are Q10, Q12,
Q14 and Q15B. We used document analysis to code the data and identify the themes, patterns, and
relationships in these responses.

3.1.4 Pilot test

The survey was run for the first time as a pilot test with 5 participants. The participants were
selected through the author’s personal network. This pilot test allowed us to assess the clarity,
flow, and overall effectiveness of the questions. Feedback collected from participants was used to
refine the survey questions.

16



3.1.5 Survey distribution

The survey was distributed within the personal network of the author. It was also shared as a
LinkedIn post on the personal page of the author and on developers’ groups on LinkedIn. During
conferences, QR codes of the survey were distributed within the developer community. In addition,
responses were also collected by mail and direct messages on LinkedIn to prospective participants.

3.1.6 Ethical consideration

To ensure the research is conducted in an ethical and fair manner, the participants were informed
that their participation was voluntary. They could leave at any moment during the survey. The
responses were all anonymized. It was stated that the collected data would only be used for research
purposes and to write the master thesis.
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CHAPTER 4
RESULTS

A total of 105 participants completed the survey out of 189 participants with a response rate of
55.55%. The survey was run from May 19, 2024, to 13 July, 2024 using Qualtrics software.
In total 196 respondents had completed the survey, but the software indicated 10 responses as
potential bots due to a low captcha score. Out of the 10 responses identified as potential bots, only
those that had relevant answers and completed the survey with a minimum of 5 minutes or more
were selected to be part of the responses. For analysis purposes, the responses that had progress
of 100% in Qualtrics were considered. Out of the total responses of 196, the completed responses
of 105 were considered. The remaining 91 incomplete responses were not part of the analysis for
this research.

4.1 Respondents

The first demographic question was about the current occupation of the respondents. As shown
in Table 4.1, the highest percentage of participants were professional programmers (50%) and
students (24%).

Current Occupation Percentage
Professional Programmer 50%
Student 24%
Researcher 8%

Other: 8%
Hobbyist Programmer 6%
Freelancer Programmer 5%

Total 100%

Table 4.1: Responses to (Q1) Which of the following best describes your current occupation?
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Figure 4.1 represents years of professional experience in software development. The largest
group (28%) consisted of developers with 3-5 years of experience, followed by 0-2 years(25%),
students or learners (16%), 6-8 years (15%), 9-11 years (7%), and more than 11 years were 9%.
More than 59% of the total participants had 3 or more years of professional experience. This shows
an experienced pool of participants.
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Figure 4.1: Responses to (Q2) How many years of experience do you have in software develop-
ment?

The types of primary programming languages used by developers are represented in Figure 4.2.
The main languages used by the participants were Python (23.6%), Javascript (20.9%), Typescript
(13%), and Java (9.1%).
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Figure 4.2: Responses to (Q3) What programming languages do you primarily use?

Figure 4.3 illustrates the distribution of participants’ proficiency levels in writing secure code
without using Al tools. The data showed that 56.19% of the respondents are intermediate, 27.62%
are advanced, and 16.19% are beginners.

56.19%

Advanced @ Intermediate @ Beginner Advanced @ Intermediate @ Beginner

Figure 4.3: Responses to (Q4) How profi- Figure 4.4: Responses to (Q5) How profi-
cient are you at writing secure code Without cient are you at writing secure code With Al
Al tools in the language you use most? tools in the language you use most?

Figure 4.4 also shows the proficiency levels of writing secure code, but now using Al. More
than half (54.81%) considered themselves as intermediate, 23.08% as advanced, and 22.12% as
beginner.
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4.2 Benefits and Risks

This section contains responses about the pros and cons of using generative Al. Figure 4.5 summa-
rizes the responses to Q6 *What are the perceived benefits of using generative Al in code security?’.
A significant portion of respondents (82/78.09%) identified faster development as a key advan-
tage. Furthermore, 62.96% (68) of the participants viewed increased efficiency as a major benefit.
Around 3.08% (4) participants had mixed answers to the types of benefits presented, including in-
creased security awareness, standardization of code implementation, and easier development due
to Al refactored code.

Increased Efficiency 68

Automatic generation of patches for
vulnerabilities

25

Improved detection of vulnerabilities _ 38
Improved code maintainability _ 34

Others:

»
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Figure 4.5: Responses to (Q6) In your opinion, what are the perceived benefits of using generative
Al in code security?

Cross-tabulation analysis was used to compare developers’ professional experience with the
benefits selected as shown in Figure 4.6. Faster development was favored by 88.23% of stu-
dents (15/17 participants), 75.86% of participants with 3 to 5 years of experience (22/29 par-
ticipants), and 65.38% with O to 2 years (17/26 participants). Increase efficiency was selected
by 88.23% students (15/17 participants), 81.25% of participants with 6 to 8 years of experience
(13/16 participants), and 61.53% with O to 2 years (16/26 participants). In both of these benefits,
students/learners had the highest percentage of respondents.
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Figure 4.6: Perceived benefits of generative Al with developers’ experience

As shown in Figure 4.7, about 64.76% of the participants believed that overreliance on Al with-
out human oversight was the greatest risk. Additionally, the other important perceived risks were:
likely to generate code with similar vulnerabilities (58.09%), introduction of new vulnerabilities
(51.42%), and privacy and ethical concerns in Al-generated solutions (47.61%). Some of the par-
ticipants (3.08%) suggested additional risks associated with the use of generative Al code. The
main risks were the possibility of incorporating expired or conflicting libraries and the potential of
hacking generative Al tools, which could lead to bugs in many pieces of software.
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Figure 4.7: Responses to (Q7) In your opinion, what are the perceived risks of using generative Al
in code security?

Figure 4.8 represents the answer to (Q8) “Five years from now, which of the following chal-
lenges related to security do you foresee for Al-generated code?”. Unintended biases in generating
specific code (56.31%), privacy and ethical concerns in Al-generated code (52.42%), and lack of
transparency and auditability in Al-generated code (51.45%) were considered the main challenges
by participants. A small portion of participants (4.85%) added what other risks may be present
5 years from now. The main risks were the high risk of similar code with vulnerabilities, less
experienced developers, and reliance on Al.
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Figure 4.8: Responses to (Q8) Five years from now, which of the following challenges related to
security do you foresee for Al-generated code?

4.3 Behavioral changes

Figure 4.9 shows the behavioral changes when using generative Al code compared to code written
by developers themselves without Al assistance.

4.3.1 Time spend

About (61.16%) of participants agreed that using generative Al tools to write code saves time
compared to writing it themselves. 12.62% were neutral participants. Almost 26.21% replied that
the time spent on coding using generative Al tools had not decreased.

4.3.2 Deploying Code

More than 60% of participants were more cautious about deploying generative Al code to pro-
duction than deploying their own code. Around 26.47% remained neutral on this aspect, and a
very small percentage (12.74%) reported not being cautious about deploying Al-generated code to
production.



4.3.3 Security review

Only 44.11% of the participants agreed to spend more time reviewing Al-generated code, while
nearly 35% of respondents were neutral.. Approximately one-fifth (20.58%) of the participants
disagreed on spending more time on security reviews.

| spend less time writing code with GAI

compared to writing myself 13 14 13

| am more cautious about deploying GAI
code to production compared to deploying {4 9 27
without GAI

| spend more time on security reviews when
using GAIl code compared to code written by 8 13 36
myself

| find it less challenging to understand the
logic behind GAI code compared to the code | |91 30 31
write myself

| find it more important to document the
purpose and limitations of GAIl code for future |4 15 33 33
reference compared to the code | write myself

0 20 40 60 80 100 120
Strongly disagree Somewhat disagree Neither agree nor disagree
@ Somewhat agree @ Sstrongly agree

Figure 4.9: Responses to (Q9) The following statements represent changes in developers’ Behav-
iors

4.3.4 Understanding logic

Understanding the logic behind generative Al code proved to be a challenge for a significant por-
tion of the respondents (40.59%) who disagreed with finding it easier than understanding their own
code. Around a third (30.69%) of the responses neither agree nor disagree. While 28.71% found
the logic behind Al-generated code less challenging to grasp.

4.3.5 Documentation

Around 49.01% of participants found it more important to document the purpose and limitations
of generative Al code for future reference. A neutral response was provided by around one-third
(32.35%) of participants. A small percentage (18.62%) of the participants disagreed.

Other behavior changes

Around a quarter of responses (23.81%) provided an answer to the open question “’In your opinion,
what other changes in behavior occur?”. As mentioned above, document analysis was used to

25



derive themes from these responses.

More debug time: One of the behavior changes highlighted by respondents was the extra time
spent on debugging errors in Al-generated code. One participant stated: ”Code writing time has
been reduced but sometimes generative code costs more time on debugging for false positive code
generation.”

More dependent on generative Al solutions: The participants had become reliant on gener-
ative Al code. Survey responses suggested this could lead to a weakening of core coding skills.
Some developers expressed feeling lazier and less inclined to brainstorm solutions themselves,
relying more on generative Al tools to generate code.

Alternative security review approaches: Respondents reported a reduction in consulting on-
line resources like Stack Overflow. This has led to a reduction in code writing time. Alternatively,
developers mentioned a more iterative approach to improving code security instead of doing ex-
tensive testing on Al-generated code.

4.4 Development time reduction

Cross-tabulation was used to understand if the reduction in time spent on coding was perceived
differently by the different proficiency levels (beginner, intermediate, advanced) of coding using
Al As shown in Figure 4.10 almost 69.56% of advanced-level user believed their time spent on
coding has decreased when using Al tools. Around 63.15% of intermediate-level participants and
50% of beginners thought their coding time had decreased.
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Figure 4.10: Spend less time using generative Al compared to writing myself
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Similar to the above results we used cross-tabulation by comparing faster development ben-
efit with the proficiency levels using Al. Around 91.66% of advanced-level respondents selected
faster development as the main benefit as displayed in Figure 4.11. Intermediate-level developers
(77.19%) and beginners (69.56%) thought faster development was the main benefit of using Al
generative tools. The higher the level of proficiency using Al tools, the more participants believed
their software development time had decreased.

100
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22
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Faster development

(] Beginner (total responses:23) @ Intermediate (total responses:57)
Advance (total responses:24)

Figure 4.11: Faster development compared with the proficiency level using Al tools

4.5 Security practices

Figure 4.12 represents the security best practices recommended by developers to follow when in-
corporating Al-generated code. Most of the participants (82%) believed that a thorough review and
understanding of all Al-generated code before integration is the most important. In addition, 68%
of the respondents recommended not entering sensitive data or personal information. Furthermore,
62% of the participants mentioned using active code scanning tools to identify vulnerabilities as
one of the best security practices.
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Figure 4.12: Responses to (Q11) Which security best practices do you recommend developers
follow when using generative Al code (GAI)?

More than a quarter (29.52%) of the participants answered the open-ended question about
what security practices they use themselves when coding with generative Al tools. These security
practices are discussed below.

4.5.1 Manual review

Some respondents (22.58%) emphasized thorough reviewing of Al-generated code. This includes
manual review to ensure the correctness and understanding of the code.

4.5.2 Data privacy

Many participants (32.25%) were also focused on not sharing sensitive information with Al tools
to preserve privacy and prevent data leakage. There was an emphasis on sanitizing inputs and
avoiding the use of real credentials or identifiable data.

4.5.3 Existing security practices

Some respondents (22.58%) focused on adhering to established best practices for secure software
development [14]. In addition, using tools such as SonarQube ! for code scanning, identifying
security vulnerabilities, and code smells as part of the build process.

'SonarQube is an open-source platform developed by SonarSource that automatically reviews code for quality
issues. It uses static analysis to identify bugs and code smells in 29 programming languages.
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4.5.4 Code restructuring and ethics

The remaining respondents (22.59%) highlighted several points, including the importance of re-
structuring the code for better maintainability and understanding before integrating the code into
the codebase and considering the ethics and validity of data use, especially in data science roles.

4.6 Reviewing

Figure 4.13 shows security factors that are ranked from 1 (most important) to 5 (least important)
when reviewing generative Al code. Most of the respondents (50%) considered the clarity and un-
derstandability of the code to be the most important factor. In addition, alignment of the generated
code with security best practices was chosen by 29.59% of participants. Moreover, the absence
of known vulnerabilities in the generated code was chosen by 31.63% and 28.57% participants,
respectively. On the other hand, reputation and security track record of generative Al tools was
considered as the least important factor by 50% of the participants.
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Figure 4.13: Responses to (Q13) When reviewing generative Al code, how important do you con-
sider the following security factors : (Please rank from 1 (most important) to 5 (least important))

Around 20.40% of the participants also responded to the open question asked about what other
security factors are important when reviewing generative Al code. For these participants, the
following factors were important:
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4.6.1 Sensitive information protection

One important idea was the importance of protecting and checking confidential data when review-
ing like API keys, IDs, and personal information when using generative Al tools. One respondent
said: ”Secrets like API keys and IDs must not be shared with the GAI provider”.

4.6.2 Following best practices

Some of the responses focused on the need to check that the Al-generated code followed the best
security practices. For instance, input validation, proper error handling, and avoiding insecure
coding patterns.

4.6.3 Language specificity

Some responses suggested that generative Al might be less suitable for certain programming lan-
guages with unique characteristics. Solidity ? is mentioned as an example. One respondent said:
”Consider Solidity, it is less likely to give an optimal code for it...”

4.6.4 Manual testing

The need for proper manual code testing procedures to validate the generated code was another
important theme. The code should be updated to reduce the risk of backdoors or newly discovered
vulnerabilities.

4.7 Generative Al tools differences

A total of 49.51% of respondents answered yes when asked do they believe the security of code
generated by different Al tools varies significantly as shown in Figure 4.14. Around 35.92% were
unsure if there were any significant differences in security between different Al tools, while only
14.56% answered No.

2Solidity, a programming language designed for creating smart contracts, is widely used on blockchain platforms
like Ethereum. It operates under the GNU General Public License v3.0.
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Figure 4.14: Responses to (Q15) Do you believe the security of code generated by different gener-
ative Al tools varies significantly?

Figure 4.15 shows the main factors that contribute to the differences in the security of different
Al tools. Almost 73% of the respondents believed that the transparency and explainability of the
generated code was the main factor. Around 62.74% also thought that the specific functionalities
of the tools, i.e. code completion vs full program generation, was a deciding factor and 45.09%
believed the availability of security features within the tools themselves to be a key difference.
Only 37.25% of respondents considered the reputation of the tool and the regular updates and
patching of the tools important.
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Figure 4.15: Responses to (Q15A) Which of the following factors do you believe contribute most
to the differences in security between generative Al tools?

Around 12% of respondents added some other factors that could contribute to the security
differences between generative Al tools. These findings are presented below.

4.7.1 Al tool development and training

Respondents viewed the importance of security measures taken by Al tool developers as critical.
Furthermore, the quality and source of the data used to train the AI model were thought to signif-
icantly impact the security of the generated code, providing a clear difference in the security of
these tools.

4.7.2 Purpose of Al tools

The responses also focused on the idea of different Al tools being designed with specific goals
in mind, such as logical reasoning or coding, and their effectiveness can vary based on these
specializations.

4.8 Generative Al tools confidence

Figure 4.16 shows the different types of generative Al tools used by participants. ChatGPT was the
most (85.71%) used generative Al tool of the respondents, followed by Github Copilot (57.14%).
Around 13.33% of participants used Intellicode, while around 8.57% used Gemini.
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Figure 4.16: Responses to (Q16) Which generative Al tools do you use for coding?

Figure 4.17 represents the confidence that the participants had in the security of the code gen-
erated by the Al generative tools they use. Overall, a combined 74.28% reported feeling somewhat
or very confident, and a significant portion (52.38%) remained unsure or not confident at all. Neu-
trality was also a common response (64.76%). One thing to note was that only a small minority
(15.23%) expressed strong confidence, and an even smaller group (13.33%) lacked confidence
entirely.
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Figure 4.17: Responses to (Q17) How confident are you in the security of code generated by the
selected Generative Al tools?

4.9 Code completion vs full program genera-
tion

Figure 4.18 shows the answer to the statement: “There is a higher risk of security vulnerabilities
in code generated by full program creation tools compared to code completion tools.” A major-
ity (59%) agreed that full program creation tools pose a higher risk of security vulnerabilities
compared to code completion tools with 23% strongly agreeing with the statement. Only 19%
disagreed with this assessment. The remaining 22% of respondents remained neutral on this issue.
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Figure 4.18: Responses to (Q18) Code completion vs. Full program generation: “There is a higher
risk of security vulnerabilities in code generated by full program creation tools compared to code
completion tools.”

4.10 Confidence in generated code

Figure 4.19 shows the confidence participants had in Al-generated code compared to self-generated
code. A significant portion (42.7%) of respondents expressed a lack of confidence in Al-generated
code security. Neutrality was also common, with 32% of respondents being neutral. Only 25.3%
reported feeling somewhat or very confident in Al-generated code security. Notably, a larger per-
centage (10.7%) lacked confidence entirely, compared to the small group (1%) who were very
confident.
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Figure 4.19: Responses to (Q19) How confident are you in the security of code generated by
generative Al compared to code written by yourself?
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CHAPTER 5
DISCUSSION

5.1 Perceptions and evaluation of generative
Al code

Developers’ perceptions and evaluations of generative Al code security (RQ1) are a complex in-
teraction between the perceived benefits and risks (RQ1.1), the used security practices (RQ1.2),
the factors prioritized when reviewing that security (RQ1.3), and the confidence in generative Al
(RQ1.4) code compared to their own code. This section discusses these four aspects.

5.1.1 Perceived benefits and risks

In answer to the research question (RQ1.1) "How do developers perceive the benefits and risks of
using generative Al for code security?”, the participants considered the main benefits of using the
generative Al code as faster development and increased efficiency. This suggests an increase in
developer productivity. Developer productivity is often measured by how much code they write
(lines of code) or how many functionalities they implement (function points) in a given amount
of time [59]. The boost in productivity can be explained by the reduction of time spent on coding
as shown in the results (Figure 4.9). Furthermore, this productivity increase aligns with previous
research [62, 54] on the positive impact of generative Al on developer productivity. One interesting
finding was that the higher the developer experience (beginner, intermediate, advanced) with using
Al tools for coding was the more they believed their coding time was decreased. This could be
explained by the fact that experienced developers are more proficient in using Al, leading to faster
development and more code integration into the codebase. Additionally, this proficiency can also
lead to more confidence in the code generated by the Al tools leading to even faster integration.

On the other hand, the participants found the top risk to be an overreliance on Al without human
oversight. Klemmer et al. [24] urge developers to carefully evaluate all Al suggestions. This
overdependence on Al can cause people to accept potentially incorrect decisions without proper
validation and instead of analyzing every Al suggestion, people develop basic guidelines for when
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to trust and follow Al recommendations [6]. Another risk was generating code with vulnerabilities.
This could be due to the buggy nature of the coding data used to train the model. Chapter 2 already
touched on this idea, where LLMs trained in code from programming communities may inherit
security vulnerabilities or bugs present in that data [39].

Furthermore, privacy and ethical considerations were identified as a risk for both current and
future AI models. This concern stems from the fundamental link between data and Al performance
[45]. Large language models (LLMs) trained on massive datasets, including potentially biased or
unethically sourced data (e.g., copyrighted content, pirated material) [37, 63], risk inheriting and
perpetuating these biases or privacy violations. According to Klemmer et al. [24], organizations
also see privacy as the primary driving force of concern when using Al-generated code. Beyond
data concerns, the lack of transparency and auditability in many Al codebases makes it difficult to
understand how these models arrive at their decisions. This lack of explainability can lead to the
perpetuation of unintended biases within the code itself.

5.1.2 Security best practices

A significant number of participants (82%) in response to the research question (RQ1.2) "What
security best practices do developers recommend when using generative Al code?” mentioned
thorough review and understanding of Al-generated code before integration as the most impor-
tant security best practice. Furthermore, nearly half of the participants (44.11%) agreed that they
spend more time reviewing generative Al code, according to Figure 4.9. This emphasis on thor-
ough review aligns with the concerns regarding the non-deterministic nature of Al models [27].
Because Al-generated code can produce code with vulnerabilities as discussed in Chapter 2, care-
ful examination is important for identifying and mitigating potential security vulnerabilities before
integration.

The second most important practice to follow was to not enter any sensitive or personal infor-
mation. The participants also mentioned this in the answer to the open question of security factors
when reviewing generative Al code. This reason could be because most LLLMs are retrained on
the input they receive from users to improve their responses. This retraining process raises con-
cerns about the potential for user-entered data, especially sensitive information, to be memorized
by the LLM [52, 29]. Even if anonymized, the training data used for LLMs might contain sensitive
details.

Moreover, using active code scanning tools to identify vulnerabilities was considered an im-
portant security practice. The respondents to the open question also suggested using SonarQube
code for scanning the generative Al code. Vulnerability scanners are important for proactive code
scanning. In a project with multiple developers, there’s no guarantee each one followed the best
practices. Vulnerability scanners become a critical tool in such scenarios, aiding in the detection
of potential weaknesses that manual review alone might miss [23].
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5.1.3 Security factors

This subsection discusses the answers to the research question (RQ1.3) "What factors do develop-
ers consider most important when evaluating the security of code generated by generative AI?”.
Half of the participants (50%) believed the clarity and understandability of the code as the most
important factors when reviewing generative Al code. This aligns with the finding that thorough
code reviewing and understanding of Al-generated code is the most important security practice.
Throughout the research, the idea of understanding and reviewing code has been prominent. The
primary reason is that even the best models are prone to vulnerabilities due to being trained on a
large volume of code with vulnerabilities.

On the second rank, the participants mentioned alignment of generated code with security best
practices as the main factor. AI models can inherit vulnerabilities from buggy code during training
(as discussed in Chapter 2). Generative Al code might also reflect these weaknesses if it does not
adhere to established security best practices. Reviewing such alignment helps identify and address
potential security gaps before integration.

Third, the absence of known vulnerabilities in the generated code was mentioned as the main
factor when reviewing. The participant identified this as one of the primary risks associated with
Al-generated code. This is mainly due to the nature of training data. After examining all these
findings, the importance of training data is highlighted. As mentioned in prior research by Roh et
al [46], training data is considered as a major bottleneck in Al training. In the context of generative
Al code security, the quality of training data becomes even more crucial. While the absence of
known vulnerabilities in the generated code is a positive sign, it can not guarantee secure code if
the underlying training data contains vulnerabilities.

Interestingly, the least important factor was believed to be the reputation and security track
record of generative Al tools by 50% of the respondents. This finding was also consistent when
the different generative Al tools were compared. The reason could be that developers believe
in reviewing, understanding generated code, and aligning with security best practices rather than
solely depending on the tool’s reputation.

5.1.4 Confidence in generative Al code

The respondents answers to the research question (RQ1.4) "How confident are developers in the
security of generative Al code compared to the code they write themselves?” are discussed. Com-
pared to their own code, participants clearly showed less confidence in Al-generated code. Nearly
43% reported feeling this way, while only 25.3% expressed positivity towards Al-generated code.
Interestingly, a seemingly contradictory finding emerged when participants were asked about their
confidence in the security of code generated by the generative Al tools that they use. Here, a sig-
nificant number (74.28%) reported feeling somewhat or very confident, and a significant portion
(52.38%) remained unsure or not confident at all.

A well-documented human bias, the tendency to overestimate one’s own abilities, could explain
this contradiction. Research indicates a systematic bias in how individuals process information
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regarding their own capabilities [32]. Additionally, people generally lack self-awareness of their
biases, and may even resort to rationalizing their biased viewpoints [19]. In this context, developers
might generally trust Al-generated code but exhibit less confidence when directly comparing it to
code they have written themselves.

This intriguing finding between general confidence in Al-generated code and lack of confi-
dence, when the comparison is made between Al-generated code and personally written code, is
a potential area for future research. Investigating how developers’ self-perceptions of their coding
abilities influence their trust in Al-generated code could provide valuable insights for improving
the integration and adoption of generative Al tools in the software development process.

5.2 Behavior changes using Al-generated code

To understand “What factors influence developers’ behavior while using generative AI?” (RQ2)
compared to code written by themselves, participants were presented with various behavioral
changes and asked about their opinions. The results are discussed below.

5.2.1 Faster development

The majority of participants (61.16%) reported a reduction in coding time when using generative
Al tools, aligning with the identified benefit of increased developer efficiency and faster develop-
ment. This time saving likely comes from two factors: first, the ability to generate additional lines
of code using Al, and second, the utility of generative Al code as a foundation for further develop-
ment. As Ziegler et al. [62] suggest, “a suggestion that serves as a useful template to tinker with
may be as good or better than a perfectly correct (but obvious) line of code that only saves the user
a few keystrokes”.

5.2.2 Cautious deployment

A significant number of participants (60%) expressed a preference for exercising caution when
deploying generative Al code to production compared to code they wrote themselves. This cau-
tious approach is likely driven by the identified security concerns surrounding Al-generated code
producing vulnerability due to training on open communities data with vulnerabilities. This in-
creased scrutiny, while time-consuming, can help to mitigate potential vulnerabilities, and protect
the integrity and reliability of software applications in the long run.

5.2.3 Code reviewing

Almost half of the participants (44.11%) said they spend more time on security reviews. This
increase in review time could be explained by the recommended best practice of thoroughly exam-
ining Al-generated code prior to integration. Additionally, some respondents noted spending more
time on debugging, suggesting that while generative Al can accelerate development, it may also
introduce new challenges that require additional testing and troubleshooting.
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5.2.4 Understanding logic

A significant portion of participants (40.59%) reported challenges in comprehending the logic
underpinning Al-generated code compared to their own. This difficulty can be attributed to the
black-box nature of Al models, where the decision-making processes remain largely opaque. We
have limited comprehension of the decision-making processes within Al systems [43]. This lack
of transparency can hinder troubleshooting, debugging, and the overall adoption of Al-generated
code within development workflows.

5.2.5 Documentation importance

Nearly half of the respondents (49.01%) found it more important to document the purpose and
limitations of Al-generated code for future reference. This increased importance given to the
documentation is crucial to the maintainability of the codebase in the long run. By documenting
the role and limitations of Al code, developers can facilitate future maintenance, updates, and
collaboration.

5.3 GAls functionality & developers’ perceptions
of security

Different GAIs provide different functionalities such as full program generation or code comple-
tion. Developers may perceive differences in the security of code generated by the various Al
tools. Additionally, to fully understand developer perceptions of the security of these tools, it is
important to consider what factors cause these differences and the confidence developers have in
these tools. This section discusses these aspects.

5.3.1 Difference in security of generated code

This subsection discusses the research question (RQ3.1) ”Are there differences in how developers
perceive the security of code generated by different generative Al tools?”. Almost half of the par-
ticipants (49.51%) believed that there are significant differences in the security of code generated
by different Al tools. Out of these, transparency and explainability of the generated code were
considered to be the primary factors in the differences in code security. This explainability and
transparency of the code have been an important recurring theme in this discussion.

The second deciding factor was the specific functionalities of the tools, i.e. code completion vs
full program generation. For the research question (RQ3.2) "How does the perceived functionality
of different Al tools (e.g., code completion vs. full program generation) influence developers’
perception of the impact on code security?”, a majority of participants (59%) mentioned that full
program creation tools pose a higher risk of security vulnerabilities compared to code completion
tools. This concern may be from the increased complexity involved in creating entire programs
compared to completing code snippets. As discussed in Chapter 2, code completion tools often
work within the existing tools and context of a developer’s code, potentially making them more

41



aligned with the specific project’s architecture and security practices. Full program generation tools
may lack this nuanced understanding of the project’s context. To further explore this difference in
perceived risk, future research could delve deeper into the specific security challenges associated
with full program generation tools compared to code completion.

Participants expressed confidence in the overall security of the code of the generative Al tools
they use. However, only a small minority expressed strong confidence. The fact that only a small
minority expressed strong confidence suggests a cautious approach to the usage of generative Al
code. This caution in the security of Al-generated code is likely driven by the understanding that
these tools are susceptible to vulnerabilities.
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5.4

Implications for organizations

The main insights from this research for organizations are the following:

5.5

Organizations should prioritize code review practices, especially when dealing with code
produced by generative Al tools. Organizational teams should be trained not to rely only on
Al outputs and to closely analyze them for vulnerabilities.

Secure coding practices should be focused more on developers in organizations, emphasizing
the importance of following established guidelines and standards. Introducing mandatory
peer reviews and automated security checks for Al-generated code could further reduce risks.

Active code scanning tools should be integrated as part of the organizations’ development
pipelines. These tools will help detect security flaws that manual review might miss, espe-
cially in large, complex projects where different team members may have varying levels of
adherence to security standards.

Companies should implement strict data-handling policies that ensure no confidential or
sensitive information is entered into Al tools. Additionally, developers should be educated
about the importance of anonymizing data inputs.

Organizations should approach full program generation tools with caution and where pos-

sible, organizations might prefer code completion tools that work within the developer’s
existing context, reducing the likelihood of introducing security vulnerabilities.

Limitations

This research was conducted through a survey. The survey may lead to some biases and limitations.

The first bias was related to self-selection bias. Participants who choose to complete the
survey may not represent the entire population of software developers who are familiar with
generative Al tools. Participants interested in generative AI might have been more likely to
respond to the survey. The focus on the researcher’s network could also have introduced bias.
Although snowballing methods were utilized, future research would benefit from extending
to other countries and regions. In order to combat this bias, the survey was shared through
personal contact, in online communities on LinkedIn, and in developers’ communities as a
QR code.

The perceptions and experiences of developers who participated in the survey may not be
generalizable to all developers, especially those using different generative Al tools or pro-
gramming languages other than the one mentioned in this research. However, the findings of
this study offer valuable insights into the current landscape of the mentioned languages and
generative Al tools. Future research could replicate this study using different Al tools and
programming languages that are not so well known.
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* One potential limitation lay in the design of the survey questions and the generative Al tools
selected for the survey. To address this, we conducted a pilot test to assess the clarity of the
survey and identify any shortcomings. Based on the feedback, the survey was refined before
final distribution.

* The length of the survey may have led to participant fatigue, particularly towards the latter
parts of the survey. This could have affected the quality and completeness of the data col-
lected. To assess participant fatigue, attention checks could have been implemented. How-
ever, these checks themselves can contribute to fatigue, so they were not used in this study.
To mitigate this fatigue, skip logic was used where necessary and a progress indicator was
displayed. Additionally, participants were told an estimate of the completion time before
starting the survey.

* Surveys do not provide a deeper understanding of participants’ perceptions, and integrating
interviews would improve this aspect.

* The study relies on self-reported data which may introduce bias to the results as mentioned
earlier. To obtain more accurate insights into developer behavior, it would be beneficial to
complement the study with practical tasks, such as asking participants to complete coding
assignments both with and without generative Al
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CHAPTER 6
CONCLUSION

The study aimed to understand the perception of developers on code security when working with
Al-generated code. The main question was, "How do developers perceive the impact of genera-
tive Al approaches on code security?”’. We conducted the research using a surveyccollecting 105
responses, from online developer groups on LinkedIn, the author’s personal contacts, and the dis-
tribution of QR codes at a software developers’ gathering. The main respondents were professional
programmers, students, and researchers.

Faster development and increased efficiency were the main benefits of using generated Al code,
while overreliance on Al-generated code without human oversight and the presence of vulnerabili-
ties in Al code were the main risks. Moreover, privacy and ethical considerations were considered
as risks not only for current models but also for future models 5 years from now. Understanding
these benefits and risks will help developers improve their interaction with Al-generation tools.

The research identified the main security best practices as, 1) thorough review and understand-
ing of Al-generated code before integration, 2) not entering any sensitive or personal information,
3) use active code scanning tools to identify vulnerabilities. During the review process, the most
crucial factors included the code’s clarity and understandability, its alignment with security best
practices, and the absence of known vulnerabilities in the generated code. One important thing
was that the least important factor was believed to be the reputation and security track record of
generative Al tools. Developers believed in thorough reviewing and understanding of generated
code, and alignment with security best practices rather than depending on the reputation of the
tool.

The behavior of developers suggested that they were now coding faster, but also spending
more time on reviewing and understanding the logic. Moreover, most of the developers were
cautious about deploying generative Al code to production and had increased the importance of
documenting the generated Al code for future reference. These changes give insights into how
development practices may need to change to improve the usage of generative Al in developers’
workflow.

45



The research suggested that developers perceived that full program creation tools pose a higher
risk of security vulnerabilities compared to code completion tools. This suggests that developers
should consider tools like ChatGPT that produce full programs in one go more carefully, however,
it is important to be cautious of using Al-generated code no matter the type of tool used. Moreover,
the developers exhibited a moderate level of confidence in the security of various Al tools; however,
when they compared the security of generative Al code with their own code, they displayed greater
skepticism. This presents an interesting finding that these differences may be influenced by the
self-confidence of developer in their own code leading to bias.

6.1 Future Work

The following discussion provides an opportunity for future work.

* Future work could use another research method along with the survey, such as in-depth
interviews with both professional programmers and students, to gain a better understanding
of developers’ perceptions of Al-generated code security.

¢ As mentioned in the discussion, future research could aim to understand the differences in
general confidence in the security of Al-generated code compared to developers’ own code.

* Further research could also look into the specific security issues that come up with full
program generation tools versus code completion tools and try to figure out why developers
think that full program generation tools are riskier.
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Developers’ Perceived Impact of Generative Al Approaches on Code Security
Information Sheet
You're invited to participate in a research study for a Master's thesis project about developers'
perceived impact of generative Al approaches on code security. Your involvement is voluntary,
and you can withdraw at any time. Any data gathered will be strictly used for research purposes
and may be included in the writing of the master thesis.

The study involves completing a survey comprising multiple-choice questions, descriptive text
box questions, and other quantifiable responses. The survey can take around 13 minutes to
complete, and you can withdraw your participation at any point without any explanation.

If you have questions before starting the survey, please reach out to the researcher.
Additionally, if you have any concerns about the study, feel free to contact either the researcher
or the supervisors.

You can reach us via emalil at:

Researcher: n.a.hotak@umail.leidenuniv.nl
Supervisors: a.kudriavtseva@liacs.leidenuniv.nl, o.gadyatskaya@liacs.leidenuniv.nl

| have read the above information about the study

Yes (1)

CONSENT
| agree to participate in this study

Yes (4)
No (5)

Skip To: End of Survey If QID27 = No
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Q1 Which of the following best describes your current occupation?

Student (1)

Hobbyist Programmer (2)
Professional Programmer (3)
Researcher (4)

Freelancer Programmer (5)

Other: (6)

Q2 How many years of experience do you have in software development?
Student/learning (1)
0 to 2 years of professional experience (2)
3 to 5 years of professional experience (3)
6 to 8 years of professional experience (4)
9 to 11 years of professional experience (5)

More than 11 years of professional experience (6)
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Q3 What programming languages do you primarily use? ( Select up to 3 from the list below )

TypeScript (1)

Python (2)

JavaScript (3)

Ruby (4)

Java (5)

C++ (9)

C# (6)

PHP (10)

Go (7)

other (8)

Q4 How proficient are you at writing secure code Without Al tools in the language you use
most?

Beginner — | can write a correct implementation for a simple function (1)

Intermediate - | can design and implement secure programs, but | still have some
concerns about potential vulnerabilities (2)

Advanced — | can design and implement complex, secure system architectures with a
high degree of confidence in the code’s robustness (3)
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Q5 How proficient are you at writing secure code With Al tools in the language you use most?

Beginner — | can write a correct implementation for a simple function (1)

Intermediate - | can design and implement secure programs, but | still have some
concerns about potential vulnerabilities (2)

Advanced — | can design and implement complex, secure system architectures with a
high degree of confidence in the code’s robustness (3)

Q6 In your opinion, what are the perceived benefits of using generative Al in code security?
( Select all that apply )

Increased Efficiency (1)

Automatic generation of patches for vulnerabilities (2)
Faster development (3)

Improved detection of vulnerabilities (4)

Improved code maintainability (5)

Others: (6)
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Q7 In your opinion, what are the perceived risks of using generative Al in code security?
( Select all that apply )

Overreliance on Al without human oversight (1)

Introduction of new vulnerabilities (2)

Integration challenges with existing security tools (3)

Privacy and ethical concerns in Al-generated solution (4)

Likely to generate code with similar vulnerabilities (5)

Integration challenges with the code/infrastructure (7)

Others: (6)

Q8 Five years from now, which of the following challenges related to security do you foresee for
Al-generated code?
( Select all that apply )

Integration challenges with the code / infrastructure (1)

Lack of transparency and auditability in Al-generated code (2)

Integration challenges with existing security tools (3)

Privacy and ethical concerns in Al-generated code (4)

Unintended biases in generating specific code (5)

| am not sure / | don't foresee any specific challenges (9)

Others: (6)
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9 The following statements represent changes in developers’ Behaviors

| spend less
time writing
code with
GAl
compared to
writing myself

(1)

| am more
cautious
about
deploying
GAI code to
production
compared to
deploying
without GA
2)

| spend more
time on
security
reviews when
using GAI
code
compared to
code written
by myself (3)

| find it less
challenging to
understand
the logic
behind GAI
code
compared to
the code |
write myself

(4)

| find it more

important to
document the
purpose and
limitations of

Strongly
disagree (27)

Somewhat
disagree (28)

Neither agree

nor disagree
(29)

Somewhat

agree (30)

Strongly
agree (31)
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GAI code for
future
reference
compared to
the code |
write myself

(5)

Q10 In your opinion, what other changes in BEHAVIORS occur?

Q11 Which security best practices do you recommend developers follow when using generative
Al code (GAI)

( Select all that apply )

Choose GAI tools from reputable vendors with a focus on security (1)
Thoroughly review and understand all Al-generated code before integration (2)
Use active code scanning tools to identify vulnerabilities (3)

Do not enter sensitive or personal information into the generative Al tools (4)
Incorporating secure coding standards and guidelines (5)

Others: (6)
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Q12 Which security practices do you use when coding using generative Al tools?

Q13 When reviewing generative Al code, how important do you consider the following security
factors :

( Please rank from 1 (most important) to 5 (least important) )
Absence of known vulnerabilities in the generated code (1)
Clarity and understandability of the code (2)
Alignment of the generated code with secure coding best practices (3)
Integration with security analysis tools (4)
Reputation and Security track record of GAI tool (5)

Q14 In your opinion, what other security factors are important when reviewing generative Al
code?
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Q15 Do you believe the security of code generated by different generative Al tools varies
significantly?

Yes (1)
No (2)

Not sure (3)

Display This Question:
If Q15 = Yes

Q15A Which of the following factors do you believe contribute most to the differences in security
between generative Al tools?
( Select all that apply )

Reputation of the tool (1)

The specific functionalities of the tool (e.g., code completion vs. full program
generation) (2)

Transparency and explainability of the generated code (3)
The availability of security features within the tool itself (4)
Regular updates and patching of the tool (5)

Others: (7)

Display This Question:
If Q15 = Yes

Q15B In your opinion, what other factors contribute to the differences in security between
different generative Al tools?
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Q16 Which generative Al tools do you use for coding?
( Select all that apply )

Github Copilot (1)

Tabnine (2)

OpenAl CodeX (3)

IntelliCode (4)

ChatGPT (5)

Other 1. (6)

Other 2: (7)

00000000

Other 3: (8)

Display This Question:
If If Which generative Al tools do you use for coding? (&nbsp;Select all that apply )

g://QID19/SelectedChoicesCount Is Greater Than or Equal to 1

Carry Forward Selected Choices from "Q16"

Page 10 of 12



Q17 How confident are you in the security of code generated by the selected Generative Al
tools?

Not Confident ~ Somewhat Neutral (3) Somewhat Very
at All (1) unsure (2) Confident (4) Confident (5)

Github
Copilot (x1)

Tabnine (x2)

OpenAl
CodeX (x3)

IntelliCode
(x4)

ChatGPT (x5)
Other 1: (x6)
Other 2: (x7)

Other 3: (x8)

Q18 Code completion vs. Full program generation:

"There is a higher risk of security vulnerabilities in code generated by full program creation tools
compared to code completion tools.”

Strongly disagree (6)
Somewhat disagree (7)
Neither agree nor disagree (8)
Somewhat agree (9)

Strongly agree (10)
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Q19 How confident are you in the security of code generated by generative Al compared to
code written by yourself?

Not confident at all (1)
Somewhat unsure (2)
Neutral (3)

Somewhat confident (4)

Very confident (5)

Q20 To receive the findings of this research, kindly share your email address with us.
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