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Abstract 

Background 
With growing numbers of cybersecurity incidents and threats, cybersecurity experts need to 

anticipate possible future issues arising from adopting new trends and technologies. When 

considering new trends and technologies, there is usually only interest in short-term threats 

rather than balancing the long-term threats of these trends and technologies (Raban & 

Hauptman, 2018). Currently, there is a gap in the research due to the heavy focus on cyber 

security foresight which is only based on the short-term view. This highlights the 

shortcomings of this kind of research in dealing with new possible threats. A lack of research 

based on long-term foresight leaves vulnerabilities to these unforeseen risks. Thus, it is 

important to develop long-term foresight methods to compare and select the most optimal 

trends and technologies which reduce the possible cybersecurity threats for a particular 

organisation or sector.  

Objective 
The main objective of this research is to propose a new mixed-method approach to identify 

the most relevant trends and technologies for future cybersecurity improvements in the 

context of an organisation. The proposed method has been executed as a case study at 

Rabobank.  

Methods 
The mixed method approach which is the methodology basis of this research will be 

described. The methodology relies on the following key steps. First, using the latest literature 

about which trends and technologies would be most promising (Gartner hype cycles 2021), 

there was an initial selection of 120 trends and technologies. The second step was conducting 

a survey where the cybersecurity experts had to choose the most relevant ones based on their 

expertise. The 20 which had the highest rating were then chosen for the next step. Then, we 

conducted workshops and semi-structured interviews with cybersecurity experts to gain better 

insights into how these trends 20 could be used as an example for the proposed methodology. 

Finally, we reviewed the available scientific literature specifically about the final list of 

trends and technologies which is used to validate the findings and develop long-term 

foresight to deal with long-term cyber security threats. 
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At a macro level, our research process consisted in executing the proposed mixed-methods 

approach as a case study at Rabobank.  

Results  
We can conclude that the proposed mixed-method approach, which is based on a five-step 

process, can lead to long term foresight while considering new threats for organisations. It 

utilises four different types of research while balancing limited resources and time. 

The case study results identified the trends and technologies that would be the most relevant 

for Rabobank with respect to cybersecurity benefits: cloud application discovery, securing 

multiparty computation, data security platforms, and active metadata management. This was 

achieved through the different steps proposed by the mixed method approach. These four 

trends and technologies were found to be the most relevant for Rabobank and could provide 

them with better decision-making information. We have thus demonstrated that the proposed 

methodology is viable and could be used in a large organisation to select the most relevant 

trends and technologies. Through this validation as a case study, we have demonstrated that 

the proposed method is able to filter out trends and technologies that are less based on hype 

and more based on tangible cybersecurity benefits in the long run. 
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Thesis Structure 

In Chapter 1, there is an introduction to the relevant cybersecurity trends and technologies. It 

is followed by the problem statement, research questions, and possible challenges when 

selecting a relevant trend or technology. The relevancy and knowledge gap around 

cybersecurity trends and technologies in the long term will also be highlighted. Chapter 2 

highlights different articles relevant to research domains which are based on foresight and 

decision-making with respect to cybersecurity for banks. This chapter also points out why 

innovation is important for banks. In Chapter 3 the preliminary analysis of trends and 

technologies will be explained, and the different topics that are relevant to the case study will 

be fully discussed from a scholarly perspective, such as cybersecurity, the four domains with 

regard to the thesis, emerging trends and technologies, cloud security, data security, and 

cyber and risk IT management tools. Since the trends and technologies were all from Gartner, 

the hype cycle will also be explained briefly to understand how they are connected. The 

methodology of how this research was set up will be described in detail in Chapter 4. 

Regarding the methodology, the research was split into 5 phases: a literature study, surveys, 

workshops, semi-structured interviews, and cross-validation with the relevant literature. The 

surveys were carried out by sending a list of the selected cybersecurity trends and 

technologies to subject matter experts to validate which are most relevant for banks with 

respect to cybersecurity. Next, there were workshops to gather further relevant data. The 

methodology of how the workshops were set up and implemented will also be explained. In 

the last phase, the semi-structured interviews will be explained, including how they were set 

up and carried out; there were also semi-structured interviews with the subject matter experts. 

In Chapter 5, the results from the surveys, workshops, and semi-structured interviews will be 

presented. All results collected during the three phases are presented in figures with the help 

of statistical calculations. The figures and numbers clarify how the results were developed. 

Finally, the questions for the semi-structured interviews are presented, followed by the 

synthesis of replies from the cybersecurity experts. Chapter 6 highlights the discussion of the 

thesis research; here we review if we were able to answer the research question and the 

different questions which were proposed. With the help of scholarly papers, a cross-

validation literature study was done to verify the results with respect to benefits and risks 

around the four most relevant trends and technologies. Next, there was an interpretation of 

the results for Rabobank and the limitations that came to light during this study. In Chapter 7, 
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the conclusion of the research is presented, followed by recommendations for possible future 

research topics. 
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Chapter 1. Introduction 

Organisations commonly use trend reports to evaluate cybersecurity threats and decide which 

are important. According to Bhaskaran (2007), the focus of trend reports is to predict 

foreseeable events from historical occurrences. This research aims to provide insights into the 

opportunities and threats of emerging cybersecurity trends and technologies and show that the 

use of this mixed-method approach will help organisations to make better decisions when 

adopting or implementing new technologies.  

1.1 Problem statement 

Companies are increasingly embracing technological innovation. This is also confirmed by a 

study conducted by Accenture (Accenture Technology Vision, 2015). Companies and their 

executives predominantly invest in digital innovation to achieve their business strategy. 

Investing in digital innovation brings many challenges for executives who must adapt to an 

ever-changing environment while pushing innovative technologies (Nelson & Madnick, 

2017). With the push of innovative technology, cybersecurity executives must also be able to 

keep up with the cybersecurity demands, which leads to increasing resource expenditure in 

cybersecurity technologies, processes, training of employees, and talent procurement. Even 

though these technology-enabled innovations bring certain advantages, they also impact 

cybersecurity in a negative manner. According to Nelson and Madnick (2017), there are 

direct and indirect negative impacts. The direct impact can be made quantifiable, for example 

as in monetary loss. With an indirect impact, we think of an unquantifiable loss such as 

reputation loss. 

 

 Challenges regarding new cybersecurity trends and technologies  

Vulnerabilities 

Emerging trends and technologies aim to make products and services more accessible and 

straightforward. They can be accompanied by increased vulnerabilities, which make it more 

difficult for industries to adopt new technologies. With growing numbers of cybersecurity 

incidents and threats, cybersecurity experts need to anticipate possible future issues arising 

from adopting new trends and technologies. More research is needed to analyse long-term 

threats from using new technologies.  
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Current cybersecurity strategy issues 
Cybersecurity is essential since it safeguards assets and valuable information from hackers. 

Cybersecurity is essential for compliance with specific rules and regulations and can help 

protect the organisation's name. Cybersecurity also helps the organisation recover after a 

cybersecurity incident. Emerging cybersecurity trends and technologies, such as cloud 

security, data security, and cyber & and IT risk management tools, can improve the three 

main pillars of cybersecurity: confidentiality, availability, and integrity (Ham, 2021). The 

improvement of these three pillars will also lead to better support for the organisation, which 

results in faster, more reliable communications, enhanced efficiency, increased productivity, 

financial gain, increased transparency and interconnected operations, and improved security. 

Organisations must learn to fully utilise such positive cybersecurity advantages with regard to 

emerging trends and technologies. It is known that organisations invest a lot in trends and 

technologies, but these trends and technologies need to deliver on their expectations (Fenn & 

Raskino, 2008). This is not always the case; nevertheless, organisations must decide if or 

when to utilise new technologies to gain a competitive advantage while trying to manage new 

security risks. They can wait for broad adoption and try to comprehend the technological 

risks (Pratt, 2017), but this complicates the task of securing IT infrastructure and data. Frank 

Ford, leader of the cybersecurity practice at Bain & Co., states, "New technologies have 

unique challenges, and some solutions are robust and enterprise-ready” (Pratt, 2017). He 

explains that many current cybersecurity measures must handle these emerging technology 

challenges. 

  

Selection issues for trends and technologies 

When it comes to how organisations choose emerging trends and technologies, it is a 

challenge, and there needs to be much preparation beforehand. Identifying the organisation's 

business needs is the first step.  This is vital for an organisation, because what one industry 

prioritizes, another does not. Knowing the right priorities can eventually lead to having the 

right cybersecurity strategy. Another vital factor to consider is the threat landscape, for 

organisations must try to be ahead or in touch with what methods hackers mainly utilise. 

Getting a better understanding of the threat landscape can help to safeguard the organisation's 

essential assets. Standards and compliance also play an important role when choosing trends 

and technology, since specific industries may have specific rules and regulations by which 

they must abide. Deciding which trends and technologies are relevant is furthermore 

influenced by budget and available resources.  A cost-benefit analysis needs to be carried out 
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to decide which risks are worth reducing by implementing specific trends or technologies. 

Relationships with vendors can also impact how trends and technologies are chosen, since 

organisations often maintain specific relationships and experiences. These relationships can 

help organisations choose specific trends and technologies for cybersecurity needs. Finally, 

internal expertise is essential since the staff could know about specific technologies, making 

the implementation and adjustment easier (Security, 2022). 

 

Opportunities and motivation with respect to new cybersecurity trends and technologies 

Certain organisations have quite a challenge, for they deal with a lot of sensitive data. New 

trends and technologies can help organisations improve their security position. With the 

emergence of AI, organisations are better able to solve the issue of intrusion detection and 

intrusion prevention (Calderon, 2019). These new technologies and trends can thus help reduce 

cost and respond faster to breaches (Lazic, 2019). These new technologies are driven by 

compliance requirements, and not abiding by them can lead to legal and financial consequences 

(Mohammed, 2015). With such new trends and technologies available, organisations may have 

different motivations to consider implementing them, such as preventing financial loss, 

innovation, competitiveness, operational continuity, protection of customer data, and 

compliance. 

1.2 Knowledge gap & research question 

In the past, there has been quite a lot of hype around new cybersecurity trends and 

technologies, and it would not be the first time that organisations have heavily invested in 

these trends and technologies only to discover that they did not live up to their potential 

(Fenn & Raskino, 2008). Therefore, finding a way to deal with the hype is crucial, so as not 

to let FOMO (fear of missing out) get the better of cybersecurity executives. To the best of 

our knowledge, so far there has only been research on short-term threats because the potential 

to prevent long-term abuse is less relevant once a technology has been adopted (Raban & 

Hauptman, 2018). There has been some research on the matter done by the World Economic 

Forum, but only in general and not with a cybersecurity perspective (World Economic Forum 

2017). More research is therefore required to find a long-term balance between the possible 

pros and cons of emerging technologies with respect to cybersecurity in the context of a 

particular organisation with its own specific risk profile and cybersecurity strategy. The main 

objective of this study is to determine how a mixed method approach can identify trends and 

technologies which are relevant for organisations with respect to cybersecurity and to provide 
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long-term foresight, which can identify significant threats and discover which trends and 

technologies could have a considerable impact on cybersecurity (negative or positive). This 

research will attempt to find a solution by assessing cybersecurity trends and technologies, 

and gain insights for analysing and incorporating technologies for the future. This brings us 

to the research question. 

 

Research Question: How can we identify which new trends and technologies are most 

relevant based on the cybersecurity benefits?  
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Chapter 2 Related work 
This chapter will highlight the most fitting findings from research conducted on topics such as 

different foresight methods and decision-making methods regarding cybersecurity. Within this 

chapter, the most important research findings gathered are highlighted, which also serves as 

the foundation for further research. 

2.1 Foresight on cybersecurity trends 

The definition of foresight, according to the European Commission (2023), is “exploring, 

anticipating, and shaping the future to help build and use collective intelligence in a 

structured and systemic way to anticipate developments”. Foresight has three main functions, 

namely giving stakeholders an overview of things predictable when creating and 

implementing policies. Decision-makers can utilise it as an instrument for forecasting 

analysis. It can also help create cybersecurity decision-maker awareness, promoting better 

information flow and collaboration. The cybersecurity forecasting goals are: 

● Risk and threat assessment. 

● Defining how well an organisation can deal with the new threat. 

● Knowing which countermeasures need to be implemented. 

● Sharing valuable information among the stakeholders 

● Developing improved security analysis. 

● Better protection of the organisation’s employees. 

 
Foresight diamond framework  

When it comes to generating foresight on new trends and technologies it is always 

accompanied by the support of experts (Martino, 2003; UNIDO, 2004; Gheorghiou et al., 

2008; Giaoutzi and Sapio, 2012) who are knowledgeable in their domain and have a broad 

ability to solve problems. Generating foresight is a challenging task and with their problem-

solving skills experts can generate technological foresight, which makes this quite exclusive 

(Bracken and Oughton, 2013). Experts are the second most utilised way of generating 

foresight (Popper 2008). But even though there is a lot of use of experts, we can also see that 

this method might be prone to certain biases (Bonaccorsi et al., 2020). When developing a 

holistic framework for foresight, the foresight diamond (Figure 1) was created by Popper et 

al. (2008). The main methods it focuses on to gather knowledge are creativity-based, 

expertise-based, interaction-based, and evidence-based. These four points are all related to 
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one another to a certain extent. When it comes to creativity, there is usually a lot of non-

standard and imaginative thinking happening; a lot of inventiveness and ingenuity also 

happen during this process, and imagination has the forefront rather than knowledge. Some 

examples of creativity-based are scenario brainstorming or wildcard sessions. When it comes 

to expertise-based, skill and knowledge are the main driving forces. They can be seen as a 

top-down approach when making recommendations.  Examples of such methods are expert 

panels, Delphi, and road mapping (Popper et al., 2008).  Interaction-based knowledge 

gathering focuses on bringing experts together to challenge and express oneself. We can see 

such foresight activities, where democratic ideals are the norm. Participation and 

inclusiveness are essential, rather than only providing evidence. This is a bottom-up 

approach, and some examples are workshops, voting, and polling. The evidence-based 

method clarifies and predicts a specific trend based on trustworthy documentation and 

analytical tools. This is especially helpful in grasping how the evolution of the research topic 

is happening in real-time. Several beneficial quantitative methods, such as benchmarking, 

bibliometrics, data mining, and indicators, work with the evidence-based approach. These 

quantitative methods help in the process of generating creativity. When it comes to selecting 

a total number of methods, the general advice is somewhere between 5 or 6 depending on the 

end goal. In general, there is not a fixed number which can be utilised (Popper et al., 2008).   

 

 
Figure 1: Foresight Diamond (Popper, 2008) 
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Forecasting 
Although forecasting is essential, more is needed to deliver the result, since it only helps 

provide the necessary steps to support the decision-making process and actions. According to 

Kovačević et al. (2018), forecasting “has two dimensions, it shapes and is shaped by the 

context in which it is applied and can be adapted to the needs, competencies, and conditions, 

and can support the effective implementation of skills-related strategies and provide more 

consistent” and advanced evidence-based approaches.” Foresight is a necessary process 

based on inclusiveness, meaning data from various domains is used. Foresight offers a 

method of analysis that accommodates a variety of goals. 

Forecasting helps with keeping the organisation adaptive to new developments and provides a 

holistic approach to keeping the organisation active and up to date with its current and 

potentially future problems. Forecasting has different characteristics. It is a well-planned 

approach comprising several stages for applying suitable methods. It helps unite stakeholders, 

promoting dialogue, networking, and learning. It furthermore helps with the information-

gathering process since new trends and technologies are reviewed, leading to evidence-based 

results and streamlining the organisation's future cybersecurity requirements. It creates a joint 

agreement or standpoint about the future cybersecurity strategy. Forecasting has unique 

features, which are participation and networking. Furthermore, it is beneficial when looking 

into long-term effects through a comprehensive approach rather than the usual cybersecurity 

strategy.  

2.2 Decision-making framework with regard to cybersecurity. 

Cybersecurity experts are known for making their decisions based on their previous knowledge 

and perceptions, and their consideration of possibilities of cybersecurity incidents (Butler, 

2002). Cybersecurity experts’ decision-making is usually also influenced by their respective 

organisation, IT landscape and personal view (Straub and Welke, 1998). Regarding finding a 

best value analysis stakeholder usually cannot find common ground (McKinty, 2017). With 

new trends and technologies cybersecurity experts are also pressured into making faster 

decisions, while reducing the cybersecurity risks (Salanova et al., 2002). 

Decision-making can be described as an analytical procedure that entails evaluating several 

options or alternatives (Bohanec, 2009). When it comes to a holistic approach on decision-

making in the context of cybersecurity, we find that the prioritize-resource-implement-

standardize-monitor (PRISM) approach is a viable framework (Goel et al., 2020). This 

framework is a five-step approach that helps organisational leadership, and decision-makers 
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establish and implement a customised approach for cyber risk management, broadening the 

focus of accomplishing cybersecurity goals (like detecting and decreasing threats, achieving 

mission objectives, improving operations, and streamlining processes). When considering new 

trends and technologies from the perspective of PRISM, we can see that each relevant driver is 

considered. Prioritize-resource-implement-standardize-monitor (PRISM) deals with the 

present challenges by giving an organisation a framework for decision-making with respect to 

the identification of vulnerabilities, prioritisation, and development of a personalised 

cybersecurity plan that takes resource availability into account. Additionally, the plan allows 

for ongoing adaptation at the detailed assessment level. Because the framework has a resource-

based emphasis, it shifts the company from a compliance-based approach to a resource-based 

approach to cybersecurity risk assessment, making it feasible for an organisation to maintain. 

Since there is usually hardly any risk management, prioritize-resource-implement-standardize-

monitor (PRISM) presents a complete approach for decision-makers regarding the 

prioritisation of risks levels and how to distribute resources to certain threat scenarios to reduce 

the potential cybersecurity risk to as low as possible. As far as PRISM is concerned, it can help 

organisations with the identification and implementation of a personalised risk management 

plan. This strategy is highly appealing since it can be adopted in a flexible manner while taking 

resource limitations into account. 
  

 
 
Figure 2: Cybersecurity decision framework detailed risk assessment areas/vectors (Goel et 
al., 2020) 
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2.3 Banks and innovation 

The continuous innovation of the information revolution has significantly impacted banks. 

This can be seen throughout the banking industry, as the financial sector covers most of the 

IT industry's research and development expenditures. Banks also have the highest interest in 

new technology and that trend has continued throughout time (Pennings & Harianto, 1992). 

Technological innovation has worked as a double-edged sword by helping banks but also, at 

the same time, increasing competition with Fintech companies. Due to the growing 

competition, there have been violent struggles for valuable clients and products, mergers, and 

the abolition of established geographic market franchises. According to Massey et al., 2001 

due to the massive investments in IT, there have also been concerns about the possible 

returns. Banking executives are always concerned about making investments and not getting 

their returns. The general measurement was always based on productivity when determining 

how sound investments performed.  

2.4 Gartner Hype Cycle 

Gartner Group's famous hype curve model was developed in 1995 (Steinert & Leifer, 2010), 

practically defining the technology hype. It attempts to predict the visibility and success 

cycles of new technologies. It is a well-known consultant model that large companies have 

used to describe their cybersecurity strategy and how they tend to invest (Oja et al., 2020). 

The model is presented in Figure 1, where time is set on the x-axis and visibility/ expectation 

is set on the y-axis, as seen in Figure 1. The first phase a technology goes through is the 

"innovation trigger" which can be defined as a breakthrough that generates significant media 

and industry interest in a particular technology. This is followed by the next phase, the "peak 

of inflated expectations" during that phase, there is a frenzy of well-publicized activity by 

technological leaders, resulting in some achievements, but many lead to failures. During this 

phase, innovation is also pushed to its limits due to overenthusiasm and unrealistic 

expectations. The next phase is the "trough of disillusionment" when the highly anticipated 

expectations fail to deliver. The technology tends to fall out of favour quickly during this 

stage because of the different failures that come to light. The last phase is the "slope of 

enlightenment". During this phase different stakeholders understand the technology's 

potential use. It is during this phase that commercial tools are being developed. This is when 

the real benefits of the technology are showcased and accepted. The tools and methodologies 

are growing in stability as they progress to their second and third iterations. An increasing 
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number of organisations have become comfortable with lower risk. During this phase, 

massive growth and adoption become the norm. 

The Gartner hype cycle has gained much traction with practitioners but has had less impact 

on the research community. According to Victoir (2020) “the model lacks theoretical 

foundation, methodological procedure or empirical validity. Mullany (2016) analysed 20 

hype cycles. He concluded that emerging trends and technologies sometimes follow the 

Gartner hype cycle. He also concluded that people had distorted biases when recollecting the 

past, such as hindsight and survivor biases. With this conclusion, there were also some 

lessons to be learned about predicting the relevancy of trends and technologies, such as when 

it comes to making predictions in the future, we have a higher chance of being wrong than 

right. Some trends or technologies appear within the hype cycle for only one year and then 

disappear completely, never to be heard of again. 

 
Figure 12. Gartner Hype Cycle- the graph represents a new trend or technology's 

development in different phases. The x-axis represents the time, and the y-axis represents the 

perceived value of the trend or technology (Woo et al., 2022). 

 

Hype can have different characteristics based on the domain. In marketing, hype can be 

defined as having high expectations (Oja et al., 2020). A technology or trend can be hyped up 

when it gets more attention than it deserves compared to its actual value. Stakeholders who 

create such trends and technologies are often seen as hype creators. 

According to Borup et al. (2006), expectations are "real-time representations of future 

technological situations and capabilities." Therefore, it is vital to anticipate how specific 

markets and technologies could shift, and hype can help facilitate that. 
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Rather than logic, the hype is emotionally driven. Moreover, emotionally driven instances 

regarding technology can cause issues since certain parties can be unaware of the barriers 

hiding behind specific emerging trends and technologies. Rather than seeing the technology 

for its value, they can believe in magical thinking and unrealistic scenarios. So, parties that 

are influenced by this hype are quickly manipulated.   
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Chapter 3 Methodology 

The methodology used throughout the full research will be highlighted in this chapter. The 

research methodology was mixed (Creswell,1999) (quantitative and qualitative). Our approach 

consists of 1) preliminary literature research, 2) surveys that help to narrow down the scope; 2) 

focus groups that allow one to delve deeper into the organisational context and select an even 

smaller subset of relevant trends and technologies; 3) interviews to validate the discovered 

subset; 4) literature review to assess available academic knowledge about the selected trends 

and technologies, but also literature regarding the related work.  

Surveys and workshops were utilised. The survey aimed to reduce the number of around 120 

trends and technologies available at the beginning to 20. The workshops aimed to reduce the 

number of trends and technologies even further based on their relevance to a final number of 

4. Knowledge was also gathered to help with the interviews. To answer sub-questions in the 

research, semi-structured interviews and supporting information from the literature were made. 

Each participant was asked questions prepared beforehand based on the previous results 

gathered during the workshops. After the interviews were done, the results were processed, and 

there was an additional cross-validation using an additional literature study (Google Scholar) 

based on the four most relevant trends and technologies. The figure below (Figure 4) represents 

the respecting steps taken during the research. 

The proposed methodology will need to answer the following questions: 

Question 1: Which possible trends and technologies would be most relevant? 

Question 2: What are these trends and technologies’ positive cybersecurity advantages? 

Question 3: What are the new cybersecurity risk factors that arise with these emerging 

trends and technologies? 
 

The Case Study context: Rabobank 

Since there is limited research on the possible long-term value of emerging trends and 

technologies, it is also essential to see how these affect cooperative banks. This research was 

conducted at Rabobank in the Netherlands. The business goal of Rabobank is that it is a 

cooperative bank, which means that its primary purpose is not to generate as much profit as 

possible. However, having a competitive advantage in cybersecurity can lead to better client 

accommodation in future. Therefore, emerging cybersecurity trends and technologies are a 

promising path to explore. The definition of cooperative banks given by the International 

Cooperative Banking Association (ICBA) states that: “cooperative members, who buy and hold 
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member shares, believe in the ethical values of honesty, openness, social responsibility and 

altruism” (Egarius & Roger, 2016). Cooperative banks are less likely to have a high-risk 

appetite, which can also impact their cybersecurity strategy compared to shareholder-value 

banks (Becchetti et al., 2016). However, since trends and technologies can increase risk, 

cooperative banks are usually more reluctant to adopt them. 

 
Figure 3. Model of the research process exemplified on the Rabobank case study. 

 

 
Figure 4: The foresight framework iterated in the forward sequence exemplified in the 

Rabobank case study. 
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3.1 Literature study based on mixed method approach. 

There was made use of different literature which were focused on foresight methods and 

frameworks. There was also literature investigated which main goals was to prioritization of 

cyber security controls while also considering the limited number of recourses available to 

cyber security managers. We could see that there are several different methods when it comes 

to foresight. We could see a consensus that each of these methods are viable options to use, 

but the general idea is that it is all dependant on the organisation and the context. 

The technology foresight process employs a variety of techniques to generate predictions 

about upcoming technological advancements. Researchers categorized various approaches 

based on features, purposes, nature, frequency, spectrum, capacity, technique, and facets 

(Yüksel & Çifci, 2017). According to Glenn (1994) foresight methods can be categorized 

based on their goals (explanatory vs normative) and based on their methods (quantitative vs 

qualitative). Moll (1996) divided the techniques into three groups: extrapolative, normative, 

and pragmatic. He then used these aspects of the methods for classification. Predictive, 

interpretive, critical, and participatory groups were the methods of choice for Inayatullah 

(2001). Miles and Keenan (2003) categorized methods according to their opposite qualities, 

expert vs. assumption, quantitative vs. qualitative, and exploratory vs. normative, like Glenn 

(1994). Popper (2008) divided the approaches into three categories: qualitative, quantitative, 

and semi-quantitative. Extrapolative techniques, as defined by Miles and Keenan (2002), start 

off in now and attempt to determine alternate scenarios (UNIDO, 2005b) in which events and 

trends may occur (Miles & Keenan, 2002). According to Porter et al. (2004), the process 

starts with an envisioned future need. These approaches concentrate on potential outcomes 

under different circumstances (UNIDO, 2004). The "What if" techniques (Casas & Talavera, 

2008) and searching for answers to "what would be" questions are examples of extrapolative 

methods (Porter, 2010). Normative methods, as opposed to explorative methods, start with a 

basic understanding of a feasible and typically preferred outcome (UNIDO, 2005b). 

Quantitative methods can be seen as the use of numerical data while also utilizing statistical 

or mathematical analysis. In contrast to quantitative methods, these consist of the use of non-

numerical data such as opinions, judgments, beliefs, and attitudes. These are often based on 

subjectivity and are harder to validate (Popper, 2008). Since the proposed mixed method 

approach is based on a quantitative and qualitative approach, the choice was to use the 

approach suggested by Popper (2008). When the most relevant trends and technologies are 

identified another predicament arises: the decision-making process of selecting the important 
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cyber security controls can me challenging. With different approaches to implement these 

trends and technologies to consider, it is important to find one which focus is based on 

efficient resource allocation. There are different frameworks available, such as the NIST CSF 

(Cybersecurity framework), which main benefit is that it is better for self-assessing than other 

frameworks, but still lacks when it comes to implementation and the speed at which adoption 

is embraced  (Ibrahim et al., 2018). 

Another framework is the CIS Controls which is based on a set of 20 controls and a subset of 

171 sub-controls, which goals are to increase an organisation’s cybersecurity. The main issue 

with this framework is that it is marketed by two influential organisations CIS and SANS. 

Also, cybersecurity is not a one size fits all but rather that contexts matters and with the CIS 

this is lacking (Groš, 2019).  

The COBIT (The Control Objectives for Information and Related Technology) framework is 

a framework, which is also widely used by organizations. The main goal of this framework is 

to help organizations with aligning their business goals with the use of IT. The development 

of IT control rules and best practices at all company levels is made possible by this 

framework. It not only updates but also harmonizes other guidelines and standards 

continuously (Khther and Othman 2013). 

Lastly, the PRISM framework is based on the underlying assumption that one of the main 

gaps in designing an effective risk management process is the absence of a strategic focus on 

prioritizing cyber operations (Goel et al., 2020). This model acknowledges the environment 

of limited resources, allowing the CIO to make the best decisions possible while adhering to 

the limitations. The PRISM model helps organizations determine and implement a 

customized approach for cyber risk management, broadening the focus of accomplishing 

cybersecurity posture (like discovering and mitigating weaknesses and defining processes). A 

systematic examination of cybersecurity issues and resource identification is done with 

PRISM to ensure that targeted cyber risks are addressed (Goel et al., 2020). The 

organization's difficult task of managing the full spectrum of potential threats is decreased by 

the prioritization emphasis and the decision framework (PRISM), which enables the 

incorporation of long-term goals into the CSRM process. With the limited time and 

resources, there needs to be prioritization while also considering different trade-offs and risks 

while making the best decisions possible. This is why the PRISM framework is the best 

choice for this research rather than the other frameworks since it also fully supports 

cybersecurity managers making better decisions overall (cost-wise and regarding the cyber 

security posture).  
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3.2 Literature study based on the case study. 

Since the case study took place within Rabobank, the experts partially provided the literature 

with respect to the four domains. The topics that concerned them most were cybersecurity 

trends within cloud security, data security, IT and risk management tools, emerging trends, 

and technologies (Hype cycles from Gartner). According to Rabobank, the four domains were 

reviewed, since these were the most important. Additional literature was examined to confirm 

the findings on which the Gartner literature was based. The other literature used during this 

research was gathered from Google Scholar and based on emerging trends and technologies, 

cloud security, data security, and risk management. Different trend reports were also 

consulted. The keywords searched were cloud security, data security, IT and risk 

management tools, risk management, emerging trends and technologies, cybersecurity, 

Gartner hype cycle, forecasting, foresight, and cooperative banks. 

3.3 Surveys 

The first step of the mixed method approach was sending surveys to help narrow the scope. 

The goal of the surveys was also to gather insights about which trends or technologies were 

most relevant for Rabobank. The expertise of cybersecurity experts within Rabobank was 

needed to answer sub-questions, for they have a lot of prior knowledge and experience within 

the cybersecurity field. We used surveys to answer the first sub-questions. Four surveys 

(Appendix B) were tallied based on the four Gartner hype cycle lists with the most relevant 

cybersecurity trends and technologies. A visual representation of a part of one of the surveys 

is illustrated in Figure 5. The four different hype cycles were transformed into questionnaires 

by the researcher. Next, the questionnaires were emailed to Rabobank's whole cybersecurity 

department. The cybersecurity experts from the entire department were asked to rate these 

trends and technologies based on their expertise. The rating scale was 1 to 5 (Likert), where 1 

represents the least important and 5 is the most important for Rabobank.  The main question 

asked of the participants was: Which of these trends or technologies do you find most relevant 

regarding cybersecurity for Rabobank? 
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Figure 5. Part of the cloud security survey which was presented to the participants. 

 

The surveys were created by using Microsoft Office Forms. The surveys were completed 

with questions about the respective domains: emerging trends and technologies, data security, 

cloud security, and cyber-IT and risk management tools. The surveys were emailed to the 

different departments and shared during meetings to get wide engagement. The surveys were 

designed to try and answer the first sub-question of the research, determining which trends 

and technologies seem to be the most relevant for banks. The respondents who answered the 

surveys were also subject matter experts. With their insights, the most pertinent trends and 

technologies were chosen, which resulted in answering the first sub-question. In the survey, 

the respondents were asked to rate the trends and technologies based on a Likert scale score 
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from 1 to 5. The surveys were all done in English to get as much of a response rate as 

possible since most respondents were Dutch-speaking, but there were also some non-native 

Dutch respondents. Thus, no translation was required. Due to the practical time constraints of 

the research, not all 120 trends and technologies could be analysed, so a pre-selection was 

made. This was done by the following steps (three and four) of the mixed methodology. Two 

statistical measures were applied to the survey data to select 20 essential trends and 

technologies for the most relevant results. These two measures were the median (equal to or 

greater than 4) and the coefficient of variation (five or six smallest values from each domain). 

A median of greater than 4 meant that many participants scored the trend or technology as 

essential or higher. The coefficient of variation incorporates the standard deviation and the 

mean, ensuring the selection of trends and technologies with high agreeability among 

participants. The goal was to find out which trends or technologies had the lowest coefficient 

of variation since this also meant low variation. The coefficient of variation was used as a 

statistical methodology because the survey response rate was relatively low. 

3.4 Workshops 

The second step of this mixed method approach was to do focus groups that allowed us to 

delve deeper into the organisational context and select an even smaller subset of relevant 

trends and technologies. After the surveys, it was necessary to generate additional 

information to back up the chosen trends and technologies. The methodology workshops 

were used as research to get more relevant information about these trends and technologies. 

Workshops provided on one hand a unique way for the subject matter expert to flexing their 

cybersecurity expertise while on the other hand also can provide data about the topic 

(Ørngreen, 2017). Furthermore, based on the survey results, a subgroup of the participants 

was invited to participate in these workshops. This subgroup was made up of the two sub-

departments, which were the cyber-security engineers and advisors. These two sub-

departments were considered to have the most expertise on the subject (E. Ruts, personal 

communication, March 2022).  The invitations were sent via email, Microsoft Teams 

meetings, and personal contact. The workshop had a maximum duration of one and a half 

hours since taking too long could lead to participants diminishing attention spans over time. 

The workshop comprised three phases, which are displayed in Figure 6 below. Each stage 

was initially planned for half an hour, but depending on how they progressed, some took 

longer or shorter. 
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Phase 1- Gathering of the most relevant trends and technologies 

At the start of the workshop, there was a list (20 trends and technologies, results from the 

surveys) of all the relevant trends and technologies presented to the workshop attendees 

(subject matter experts). They were first supposed to familiarise themselves with the list. To 

help keep track of all the data, it was required to make post-its short and precise. They were 

then asked to rate the impact of the trend or technology based on the positive or negative 

impact and write this down on post-its. The impact can be defined as the effect a trend or 

technology has on the cybersecurity landscape of an organisation. This can be either a 

positive effect, which can help increase an organisation's cybersecurity readiness, or a 

negative effect, which can increase an organisation's cybersecurity risks. The scale to rate 

these positive and negative impacts was from -2 to 2. Minus 2 has the highest negative 

impact, and 2 has the highest positive impact. 

Phase 2- Defining the reason behind the chosen impact  

In the second phase, the subject matter experts were asked to define why they have rated the 

chosen trend or technology based on the score they gave and write this down on a post-it. 

Phase 3 - Brainstorm about actionable tasks 

The subject matter experts were asked to brainstorm and give feedback about how their 

respective trends and technologies can be implemented by providing actionable tasks. Each 

trend or technology also had a code to help the participants quickly locate the trend they 

wanted to write about rather than having to write down the full name of the trend. 

The researcher provided a list of the appropriate steps and collected the data. 
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Figure 6. The complete process of how the workshop was conducted 

3.5 Semi-structured interviews 

The third step of the mixed method approach was to conduct interviews to validate the 

discovered subset. With the final four trends and technologies, it was necessary to get 

additional information about their respective benefits and risks. With semi-structured 

interviews, questions could be created so that they were semi-closed with regard to the final 

four trends and technologies. This gave the interviewees additional freedom to express their 

opinions about the topic. Another reason for choosing this methodology was time constraints 

and the limited interview possibilities for domain experts.  

3.6 Cross-validate literature study 

The last step of this mixed method approach was to cross-validate the relevant trends and 

technologies found. This is needed to check if their realistic value is based on factual 

evidence validated from reliable sources. A systematic literature review on the theory and 

applications of the given trend/technology in the target domain should be used. However, it 

would be unrealistic since only a few surveys are available for all technologies and domains. 
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Also, the PRISMA (Page et al., 2021) method could have been utilised, but it would be too 

time-consuming in the context of thesis research. Due to the scope of this research, a feasible 

method was used, which relied on a strict amount of literature searches using Google Scholar 

for theory and the application of the four most relevant trends and technologies. Keywords 

that were searched were: cloud application discovery, secure multiparty computation, active 

metadata management, cloud security platform,  
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Chapter 4 Results 

4.1 Survey results 

For emerging trends and technologies, there were 20 responses; data security received 18 

responses. Cyber and IT risk management tools received 14 responses, and cloud security 

received 14 responses (Appendix B). Around 120 relevant trends and technologies were 

found in the literature (Appendix A), and the time constraints of the thesis work made it 

impossible to analyse them all. That is why a selection was made to identify the most 

important ones. Using statistical analysis to define the most important ones resulted in the list 

in Table 2. This list was comprised by calculating the mean, median, standard deviation, and 

coefficient of variation. The final 20 trends and technologies were chosen based on the 

median having a higher or equal value of four and the lowest value for the coefficient of 

variation (Appendix A). The top five of the lowest values were chosen, but for cloud security, 

there were 6. This was because the two trends had the lowest value for the coefficient of 

variation and the median. This process was implemented for all four research domains. The 

final survey results are presented in Figures 7 to 10. 

 

 
 

Figure 7. Boxplot of the survey answers for the domain Cloud Security. Horizontal, thick 

mid-lines indicate the median. Red dots indicate the mean. The six most relevant cloud 

security trends are coloured green. Using the two statistical measures, the six most relevant 

cloud security trends were defined (median greater or equal to 4, lowest coefficient of 
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variation). The boxes with a shorter length can be defined as having a lower spread of 

participant answers, which can be seen as higher agreeability among participants. 

Figure 8. Boxplot of the survey answers of domain Cyber & IT Risk management tools. 

Horizontal thick mid-lines indicate the median. Red dots indicate the mean. The five most 

relevant cloud security trends are coloured green (1 is circled green).  

Using the two statistical measures, the five most relevant cyber-IT & risk management tools 

were defined (Median ≥ 4, lowest coefficient of variation).  
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Figure 9. Boxplot of the survey answers of domain Data Security. Horizontal thick mid-lines 

indicate the median. Red dots indicate the mean. The five most relevant cloud security trends 

are coloured green (1 is circled in green). Using the two statistical measures, the five most 

relevant data security trends were defined (Median ≥ 4, lowest coefficient of variation). 

Figure 10. Boxplot of the survey answers of domain Emerging Trends. Horizontal thick mid-

lines indicate the median. Red dots indicate the mean. The five most relevant cloud security 

trends are coloured green. Using the two statistical measures, the five most relevant emerging 

trends were defined (Median ≥ 4, lowest coefficient of variation). 
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Table 1. 20 most relevant trends and technologies (survey results into one complete table). All 

the green highlighted trends and technologies, which were clearly relevant ones. 

Cloud infrastructure entitlement management SaaS security posture management 

Cloud service provider-native-data loss 
Prevention 

Container and Kubernetes security 

Enterprise key management Cloud application discovery 

Data classification Cybersecurity maturity assessments 

Enterprise legal management Cloud access security brokers 

Qualitative heatmaps Data security 

Data security as a service Data security platforms 

Data risk assessment Data breach response 

Secure multiparty computation Industry cloud 

Homomorphic encryption Real-time incident center- aaS  

Active metadata management Decentralized identity 

 

4.2 Workshop results 

After two workshops with different people from the First Line Risk department of Rabobank, 

the gathered data was analysed. The results were presented by combining both results into 

one figure, presented in Figure 11. Invitations were sent to the two departments of First Line 

Risk, consisting of engineers and advisors. Each of the departments has about 25 subject 

matter experts. For each department, around ten people responded to the invitation. Six 

people attended the first workshop (engineers), and seven participated in the second one 

(advisors). 

 

First workshop 

The attendees brainstormed which trends were the most relevant by eliminating the ones not 

important for Rabobank or that they were already using in some way. This resulted in an 

average (mean) rating for these seven trends and technologies. The participants were asked to 

score on a scale from -2 to 2 when defining the cybersecurity impact. Minus 2 had the highest 
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negative impact, and 2 had the highest positive impact. The score the participant gave to the 

respective trend or technology has been rated. The data can be found in Appendix C1. 

There are seven trends and technologies that are relevant for Rabobank. These are: 

● CS4 Container and Kubernetes security (rated: 2) 

● DS4 Secure multiparty computation (Homomorphic encryption) (rated: +1) 

● ET4 Active metadata management (rated: -2) 

● DS1 Data security as a service (rated: 2, -2,) 

● CS2 SaaS security posture management (rated:1, -2)  

● RM2 Cybersecurity maturity certifications (rated:1) 

● DS2 Data security platforms (rated: 2, -1) 

*Rated: is the score the subject matter experts gave that the respecting trend or technology 

based on their expertise. The ratings were given as a group since they preferred to provide 

insights like this due to time constraints. They based this on a quick voting system by having 

the option to agree or disagree with the information they provided as a group. 

Second workshop 

The second workshop was conducted with the advisors and engineers who were participants 

from the sub-departments of First Line Risk. The data from the second workshop is presented 

in Appendix C2. The 21 trends and technologies chosen during the surveys were presented 

and received the respective rating from the participants. To determine which ones were the 

most relevant, the mean was calculated and combined with the results of the first workshop. 

The results of workshops 1 and 2 combined are presented in Figure 8. 

From this Figure, the four trends and technologies with the highest favourable rating were 

chosen (highlighted in green). The overall positive and negative results are presented for the 

21 trends and technologies. 
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Figure 11. Bar chart of the workshop results. The dark grey bars represent the relevant trend 

or technology's positive impact on cybersecurity. The light grey bars are defined as the 

negative impact of a trend or technology. The green highlighted trends and technologies are 

the results used for the interviews. These trends and technologies had the highest positive 

cybersecurity impact.  

4.3 Interview results 

With the previous steps, we could answer sub-research question one. The four most important 

trends are cloud application discovery, data security platforms, secure multiparty 

computation, and active metadata management. 

The next phase is to get an answer to sub-research questions two and three. To get an answer 

to these sub-research questions, the methodology of interviews was chosen. These interviews 

aimed to understand better how these four trends and technologies would be of benefit or 

have possible risks regarding cybersecurity. Due to time constraints, the interviews were held 

via teams with cybersecurity experts from the advisory and engineering departments. Five 

cybersecurity experts were interviewed, and all gave their insights based on the interview 

questions. Each interview was around an hour. The interview questions were semi-structured. 

The questions were:  

● Can you give a general description of what this technology entails from a 

cybersecurity perspective? 
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● Based on your insights, which cybersecurity benefits does [insert 1 of the 4 trends] 

have for Rabobank? 

● Based on your insights, which possible risks does [insert 1 of the 4 trends] have for 

Rabobank? 

● What actions would be needed to implement to use [insert 1 of the 4 trends] within 

Rabobank for certain processes? 

● For Rabobank to consider [insert 1 of the 4 trends] in the future as a technology, 

which prerequisites would be in place?  

● Are there any likewise technologies currently being utilised within the bank? 

 

By interviewing subject matter experts about the results, it was possible to answer the 

question. The interview questions about respective trends or technologies are listed below. 

The results below are all based on a synthesis of answers provided by the five security 

experts who participated in the interviews. The participants were from both advisory and 

engineering. 

 
Cloud application discovery 

Can you give a general description of what this technology entails from a cybersecurity 

perspective? 

Cloud application discovery is the process that helps companies get a better view of the entire 

IT landscape, how the different parts are intertwined, and how they work together. When it 

comes to enterprise IT landscapes, it is usually the case that there are multi-vendor systems in 

place. This adds a level of complexity when it comes to determining which applications are 

working together in the environment. With the use of cloud technology, it can also be 

challenging to determine which applications have relationships and dependencies with each 

other. Cloud application discovery can get a more detailed analysis of applications and a 

broad vendor-specific API toolset to determine how these relations and dependencies work 

together. 

When asked about the different benefits of cloud application discovery, we can sum up the 

answers as follows: It helps organisations identify unauthorized cloud options and services 

within the IT landscape, which could potentially cause a cybersecurity incident. With the 

identification of cloud-based applications and services, specific processes can also be 

optimized. Moreover, this optimization also entails cost savings for the organisation. This 
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technology can also help compliance with specific rules and regulations. Cloud application 

discovery also helps to provide better insights into the IT landscape, which can help 

cybersecurity experts make better decisions regarding cloud security.  

When asked about the adverse risks that cloud application discovery brings, we can sum up 

the answers as follows: With cloud application discovery, there is also much monitoring and 

with this monitoring, there could be some concern from different stakeholders with regard to 

monitoring specific data. Especially when the data are confidential, there could be some 

pushback about this technology. With the monitoring, there could also be an increase in false 

positive incidents reported by the algorithm running within the system. There could 

furthermore be a slight chance of false negatives impacting the cybersecurity risk. Due to 

constant monitoring, organisations with limited network bandwidth may have difficulties 

maintaining this technology. Cloud application discovery can be challenging in complex 

enterprise environments, since it requires a lot of knowledge, resources and money to set up 

and keep it running. Are there any similar technologies currently being utilised within the 

bank? 

An application that is currently used within the bank is Zscaler. 

 

Data security platforms 

Can you give a general description of what this technology entails from a cybersecurity 

perspective? 

Data security platforms can be seen as software applications whose end-goal is to protect the 

valuable data assets of an organisation. By incorporating an array of security capabilities like 

encryption, access control, data loss prevention, and threat detection and response, data 

security platforms offer a holistic approach to data protection. 

 

Based on your insights, which cybersecurity benefits do data security platforms have for 

Rabobank? 

Regarding the benefits, data security platforms help protect confidential information from 

hackers. This technology can also help organisations comply with regulations and rules and 

reduce overall cybersecurity costs. This technology utilises encryption for data in transit and 

at rest and helps classify data. It can also help organisations with access control management, 

data loss prevention, and threat detection and response management.  
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When asked about the potential risk of data security platforms, we can see the following 

implementation issues: 

Rolling out data security platforms can be difficult, especially in enterprise environments. It 

requires a lot of resources and knowledge to implement and manage. There could be false 

positives and negatives due to data security platform algorithms. In the case of false positives, 

unnecessary incidents could be reported while not being there. While for false negatives, the 

algorithm could overlook specific threats, thus making the organisation vulnerable. 

Implementing a data security platform can also be met with user resistance. Users can find 

the changes coming with the implementation a nuisance. Data security platforms utilise many 

network resources, affecting network performance and cost overall. Users must also be 

trained to use such technology to utilise its full capabilities. 

 

When asked what should be implemented within Rabobank to use such a trend or technology, 

the most relevant response was that they could not give a specific answer and that the 

architecture department could give more relevant information. 

 

Are there any similar technologies currently being utilised within the bank? 

There are currently no similar programs being used within the bank. 

 

Secure multiparty computation 

Can you give a general description of what this technology entails from a cybersecurity 

perspective? 

Secure multiparty computation is a technology that uses cryptography techniques between 2 

or more parties to share information while keeping the shared information confidential in 

certain regards. SMC helps these parties work without revealing confidential information.  

 

Based on your insights, which cybersecurity benefits does SMC have for Rabobank? 

Different parties can share confidential information without worrying about leaking 

information. SMC can help parties that could not collaborate previously now make it possible 

to combine their information and gather valuable knowledge from it. SMC can be used in 

various applications, such as secure auctions, privacy-preserving machine learning, and 

secure data analysis. 
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Based on your insights which possible risks does SMC have for Rabobank? 

Implementing SMC within complex applications is quite a daunting task, making it 

impractical in its current state. Due to this, it is necessary to take the time to design the 

implementation to achieve the benefits without the cybersecurity risks. SMC uses 

homomorphic encryptions, which utilise many computation resources. This can lead to 

performance loss in the network traffic. SMC cannot be used within all applications, making 

it less practical. Currently, there are no standards regarding the use of SMC. So, an example 

regarding collaboration might prove difficult since the US and EU have different rules and 

regulations regarding confidential information, which makes this technology impossible to 

use. 

 

Are there any similar technologies currently being utilised within the bank? 

No similar technologies are currently being used within Rabobank. 

 

Active metadata management 

Can you give a general description of what this technology entails from a cybersecurity 

perspective? 

Active metadata management can be seen as data about the data that the organisation is using. 

Metadata can be considered information that describes data structure, format and quality. The 

main goal is to make the data generated about the data more efficient and automated to make 

better decisions. 

 

Based on your insights which cybersecurity benefits does active metadata management have 

for Rabobank? 

Active metadata management has certain benefits, like assisting organisations with data 

quality management. This improved data quality management can be achieved by 

streamlining data quality assessments and data cleansing tasks. It can also help better 

integrate data from various sources by utilizing automated data mapping and transformation 

tasks. Another benefit is also to help with improved governance by offering an in-depth 

overview of the data ownership. Furthermore, it also provides improved productivity since it 

can minimize the energy and time required to do data management tasks, which results in 

improving cybersecurity tasks at hand. With a more enhanced and precise view of data 

management, cybersecurity experts can make more informed decisions in the future. Active 

metadata management can also help automate the creation of policies based on different 
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metadata attributes, such as data sensitivity, ownership, and access controls. Active metadata 

management can also benefit when it comes to classifying data and being compliant with 

specific rules and regulations. The possible risks regarding active metadata management are 

that realizing such a technology requires complex metadata systems and processes to utilise 

the benefits, which some organisations do not have. With active metadata management, much 

data is stored in one place, making it extra attractive for hackers if not managed and secured 

properly. Metadata management can have a negative impact on the organisation’s users since 

it monitors and collects personal information. Currently, there is a lack of standardization 

regarding active metadata management, making it difficult to implement.  

 

When asked the question: what actions would be needed to implement active metadata 

management within Rabobank for certain processes? For Rabobank to consider active 

metadata management in the future as a technology, which prerequisites would be in place?  

We received diverse answers, which all led to not answering the question. The interviewees 

told me that when it came to implementation, there would need to be many prior things 

before it would even be considered.  The department that could answer this question would 

be the architecture department. However, scheduling a meeting/interview with them was 

impossible due to time constraints. The engineers and advisors were often hesitant to answer 

this question, possibly due to prior experiences regarding the implementation of new 

technologies within Rabobank. 

 

4.4 Cross validation results for four relevant trends and technologies (case study) 

Cloud Application Discovery 

According to Potančok (2019), enterprises have a subset of applications running within their 

landscape and constantly deal with shadow IT applications. The main goal of cloud application 

discovery is to deal with these shadow IT applications. With respect to the literature regarding 

cloud application discovery, we could find different terms used to define this technology. The 

most prevalent was that it was part of functionality within a Cloud Access Security Broker 

(CASB). According to Obregon (2017), banks increasingly use cloud environments to facilitate 

their daily business. It becomes more challenging to manage these cloud environments since 

they need to provide feasibility and accessibility. For banks to achieve this, they must have 

sanctioned services and applications that their end=users utilise to be more productive. 

Sometimes, applications and services may run within the infrastructure without knowledge of 
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the IT department, which is also called "shadow IT." As having better visibility of what is 

happening within the IT landscape or infrastructure is very important, banks can use CASB, 

which also assists in discovering cloud applications that are running within the IT environment. 

Using a firewall, CASB gathers data from different nodes, thoroughly analysing service 

requests. This is the case for users on location and those logged in remotely (Obregon, 2017). 

Once the traffic that goes through the gateways is logged and analysed by the CASB for 

security issues, the shadow IT, which is being used within the environment will present itself. 

According to McAfee (n.d.), using an on-premises connector sends event registrations gathered 

by the modem further to the cloud security broker. The event registrations provide insights into 

the use of shadow IT. CASB’s have an interactive GUI, which shows the overall statistics and 

analysis of user activity on the network. After reviewing the shadow IT applications that the 

company does not approve, security policies are revealed, and corrective steps are taken to 

prevent their use. Each application or service running within the infrastructure is given a score 

based on the security risk factor for its use. If the risk factor is high, it can be blocked and other 

possible solutions can be advised to minimize cloud infrastructure vulnerability (Andrews et 

al., 2019). We can see that it is necessary to have a CASB that can detect shadow IT 

applications in cloud application discovery within an enterprise landscape. This would mean 

some requirements would be determined beforehand to implement a CASB within the 

enterprise network. The searched keywords were cloud application discovery, cloud access 

security brokers, and shadow IT.  

 
Secure Multiparty Computation 

According to Berry and Komninos (2022), secure multiparty computation (SMC) is a 

technology that allows multiple parties to share confidential information. This technology has 

been limited in use because of the high computation costs. Another concern with this 

technology is data privacy issues, which has also been a factor in why it has yet to get much 

traction within the banking sector. Regarding the benefits, SMC allows banks to share 

information for mutual benefit without compromising their customers' privacy (Sheikh et al., 

2011). If one bank wants to know the credentials of a customer from another bank, the 

requesting bank may want to keep that customer's identity private. Another benefit is that 

SMC ensures the correctness of the information being generated as output. Agreement on 

abort can be seen as the ability to reject sending information in case of possible detection of a 

dishonest party. Each party receives their respective output with SMC, or no one gets 
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anything (fairness). Furthermore, each party will always receive an output if confirmed as a 

trusted party. From the literature, we can see that this technology is still not practical. This is 

because SMC takes up a lot of computation power, which is difficult to do correctly and 

securely in practice (Ohata,2020). According to Lam (2020), when it comes to implementing 

SMC within banks, there needs to be a structure for legal and governance. This can provide 

data ownership and liability, security, privacy and reliability regarding Multiparty 

Computation (MPC) algorithms. Different use cases are important when implementing MPC, 

which is why there is a starting point when considering the implementation of MPC. 

Moreover, since it heavily depends on certain use cases, it is also important to be mindful of 

whether the technology is fully developed, and research progress is keeping up with the 

bank's demands before implementation. Trust, security and data are important competitive 

advantages for banks. However, in multiparty computations (MPC) implementations, these 

factors may be jeopardized if the technology is not reliable or trustworthy. Furthermore, 

when implementing MPC, there needs to be much due diligence beforehand by the 

implementing party or an external party. 

The searched keywords were: Secure multiparty computation, practicality of secure multi-

party computation AND financial institutions. 

 
Data security platforms 

When looking into different scholarly papers, we can see that different terms are being 

mentioned when it comes to data security platforms. One of these terms is cloud-native 

application protection platforms. When it comes to Cloud Native Application Protection 

Platforms (CNAPP), we see that cloud-native services take advantage of the flexibility and 

resiliency of cloud infrastructures. They use auto-scaling features to modify resources 

automatically in response to certain workloads while guaranteeing economical and optimal 

performance. Incoming traffic is divided across several service instances by load balancers, 

enabling fault tolerance and high availability. These services can handle large amounts of data 

while providing fast and efficient access. These services also use distributed data storage and 

caching mechanisms. Services focusing on monitoring can provide information about 

functionality, performance and behaviour by gathering and evaluating statistics, records and 

traces from different parts of the cloud-native environment. Being able to troubleshoot, actively 

manage applications, and make performance more efficient are also provided by the services 

that oversee the observability of the cloud-native environment. However, even though these 

services provide many benefits, some security challenges must be addressed. Some of the 
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challenges these services provide are that they are vulnerable to different threats, such as DDoS, 

malware, or man-in-the-middle attacks (Theodoropoulos et al., 2023). The primary objective 

of cybersecurity for cloud-native services is to prevent attacks using orchestration platforms, 

serverless computing, microservices, containerization and microservices. It also emphasizes 

the dynamic nature of deployments, server mesh security and container security. To deal with 

all the security requirements, Gartner has coined the term Cloud Native Application Protection 

Platform or Cloud Security Platform. According to Collotti (2023), A Cloud Native 

Application Protection Platform is a security solution aiming to combine different security 

applications into one solution. One security application containing everything within provides 

better monitoring, detection, and response to possible security issues. Another benefit of having 

an all-in-one solution is that it reduces the amount of management needed by the DevSecOps. 

CNAPP was initially designed to tackle issues arising from the ever-demanding growth of 

cloud-native solutions by organisations, such as:  

● Advanced Observability and Risk Qualification  

● Centralize Cloud Security 

● Secure Software Development. 

 

Another term that we see is Unified Threat Management.  

This can be seen as a technology that combines many technologies into one. There is obvious 

potential within the cybersecurity space to create such a technology that can reduce the use of 

many devices within the enterprise network. By doing so, this would lead to a reduction of 

complexity and resources and improve the enterprise's network. The research has mentioned a 

few concerns, such as having a single point of failure. One vendor's power over the organisation 

can lead to other issues, such as being locked into specific platforms and unable to switch 

quickly if required at a certain point. We can also see that there is not any device that has the 

potential to have all features and still be able to perform at the optimal level. Having many 

features within one technology makes it more challenging to be able to have the same speed, 

since each process has an impact on another. This technology would still need more maturing 

to have the advantages outweigh the risk factors that come with it. It would be advised also to 

investigate Next-Generation Firewall (NGFW) and follow the maturity of that technology. 

Key terms that were searched were data security platforms, cloud security platforms, security 

platforms, cloud-native applications protection platforms (CNAPP), Unified Threat 

Management (UTM), All in one security platform. 
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Active metadata management 
According to Eichler et al. (2021), metadata management has become important for 

organisations' success in every way. With the utilization of metadata management, an 

organisation can make better decisions. The main goal of metadata management is to gather 

data about respective data collected by the organisation's data assets. Organisations can have 

an advantage by extracting data value from analytics (Giebler et al., 2019). When looking into 

different scholarly documents regarding active metadata management, we also see different 

terms being used. Some of these terms are data quality and data integration. According to 

Loshin (2009), active metadata management is integral to data quality and integration. Five 

important steps are essential when it comes to data quality and data integration. Regarding 

where active metadata fits in this framework, we can see it in step 4, which is (operational) 

data quality improvement. Active metadata management is then used to define a data quality 

service level agreement, which is essential between data suppliers and data consumers. By 

having good data management practices and the right technology to support the organisation, 

it is possible to achieve an acceptable level of data quality within the enterprise architecture 

(Loshin, 2009), which is also essential when it comes to having secure data. Many financial 

institutions struggle to have their data quality up to par due to the large quantities of data 

produced from multiple sources (Hasan et al., 2020). Regarding data quality for financial 

institutions, we can see that it is much influenced by regulatory requirements (Orgeldinger, 

2018). There are problems regarding data quality for financial institutions (Asamba, 2019). 

This is because there is a continuous improvement in governance requirements for regulatory 

reporting (Bonollo & Neri, 2012). There are still many problems regarding data quality 

(Hussain & Prieto, 2016). This is further proven by modern technologies, financial innovations 

(Hasan et al., 2020), and improved frameworks for data processing (Polak et al., 2020; 

Wahyudi et al.,2018). Good data quality processes and top management participation are key 

components of good data quality (Vlckova, 2018). Another challenge within data governance 

is the lack of a business data dictionary. With a business data dictionary, there can be a level 

of certainty that the data being described is done in such a way that it is uniform. This prevents 

having different meanings to one set of data by other parties (Maryska, 2009). Financial 

organisations do not have a standardized method of defining data and metadata definitions, 

particularly when data is stored in duplicate copies across silos without identifying the source 

of origin. The goals of metadata management, according to Karkošková (2022), are the 

classification and cataloguing of data, managing definitions of data, tracking data flows from 

source to destination, getting both present and historical information on data processing, 
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identification systems of record and source of truth for key data elements, making a metadata 

model. When it comes down to the technology active metadata management, we can see an 

extensive list of prerequisites that need to be able to reap the benefits of this technology. Some 

of these prerequisites are that an organisation needs to decide which technology would best suit 

its organisation. Another one would be that there needs to be a total picture of how the data 

quality process needs to be in check and have a certain maturity, followed by top management 

being in the loop of this whole process and assisting with participation in the data quality 

process. So, there are benefits to this technology, but without the due diligence of the 

prerequisites, it has already been shown that it leads to the creation of silos rather than 

preventing them. The searched keywords were active metadata management, metadata 

management AND financial institutions, metadata management. 
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Chapter 5 Discussion 

In this chapter, the main results of the 3 phases of the research are highlighted and discussed, 

and it will touch briefly on assumed biases resulting from the chosen methods and 

improvements for future studies.  

When it comes to answering the main research question which is: How can we identify which 

new trends and technologies are most relevant based on the cybersecurity benefits? 

The use of the proposed mixed method approach answers the main research question. There 

is a preferred number of variants which should be used. It is recommended that a total of five 

or six variants are utilised. In our case this was limited to three. Given the circumstances and 

the available recourses, the chosen variants were appropriate. 

The mixed method approach aims to answer the following questions.  

Question 1: Which possible trends and technologies would be most relevant? 

Question 2: What are the positive cybersecurity advantages of these trends and 

technologies? 

Question 3: What are the new cybersecurity risk factors that arise with these emerging 

trends and technologies? 
The mixed method approach was able to answer the questions mentioned above. It was 

apparent that most trends and technologies did not get a negative rating. This can be because 

there already was a pre-selection phase during the surveys. During the first workshop with the 

engineers, the respective trends and technologies chosen could be considered trends and 

technologies that positively impact a technical background. In the second workshop with the 

advisors, we can conclude that the chosen trends and technologies were more focused on 

providing the correct information to make better decisions. With the results of the interviews, 

the four trends and technologies sere the most relevant ones because there are specific issues 

that cybersecurity experts are constantly running into within Rabobank. These main issues 

concern how cybersecurity experts can get better tools to make better decisions. By also having 

better analytics, which these technologies deliver as a benefit, they can help solve future 

decision-making problems. There should also be a thought process beforehand, since the 

possible risk is that these technologies could leave Rabobank vulnerable and could not get the 

most from the benefits. Before taking steps to start implementing this technology, the 

architecture department should be brought into the loop, and all other necessary prerequisites 

should be mapped out beforehand. From the literature, we can see that some of the technologies 

are not quite mature enough to see practical or large-scale implementation. There also needs to 
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be a governance structure in place regarding the rules and regulations with respect to the use 

of these technologies, which entails data privacy, data security and data sharing between 

different parties. Currently, there are no rules and regulations when it comes to this. There are 

also legitimate concerns regarding having all your security solutions within one platform, such 

as being vendor-locked into the platform. By having everything in one solution, it is also seen 

that performance might decline, which in certain situations could not be so relevant but, in 

other situations may be disastrous. Everything on one platform can also create a single point of 

failure when it gets hacked, another risk worth mentioning. There should also be specific 

prerequisites before the possible benefits can be attained from these technologies. The most 

prevalent one is when it comes to achieving high data quality, which is also a prerequisite for 

active metadata management. Regarding the different challenges which were highlighted 

previously, we can conclude that when it comes to vulnerabilities, the cross validation of the 

four relevant trends and technologies was able to identify them more precisely, which could 

lead to reducing their risk in general. When it comes to current cybersecurity strategy issues, 

selection issues, trends, and technologies, our approach has identified the most relevant 

technologies that can be considered by the decision-makers regarding the long-term 

cybersecurity strategy. We have seen in the literature that with the help of the prioritize-

resource-implement-standardize-monitor (PRISM) approach decision-makers can consider the 

positive and negative risks accompanied with these new technologies from all angles and thus 

be able to create a long-term cybersecurity strategy also taking into consideration the limited 

resources. Our recommendation is that the PRISM method be utilised after the mixed method 

approach as a prerequisite for organisations before implementing new trends and technologies. 
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Chapter 6 Conclusion 

From the results, we may conclude that many cybersecurity trends are being marketed, and it 

is always difficult to pinpoint which could provide the possible value they promise. With the 

use of the mixed method approach there were different filtering methods being used which 

made it possible to pinpoint the trends which were most relevant from the perspective of the 

cybersecurity experts. They all had a general indication of what these technologies entailed. 

However, there was much pushback regarding using and implementing them since everything 

seemed daunting. Nonetheless, as our case study demonstrated, the method to select and filter 

for the most relevant trends and technologies was successful, while some advantages and 

risks have been identified. There was a presentation given to the top management on the four 

most relevant trends and technologies. Management agreed with these findings. But when 

asked about if these four will be used or implemented in a later stage, there was not a clear 

answer. They may use the findings at a later stage but currently there aren’t certain 

prerequisites in order yet. This is a basis on which the case study provider, Rabobank, can 

build its cybersecurity strategy. Other organisations may also use the method, but follow-up 

research would be needed to confirm if it leads to a sufficient selection of sustainable trends 

and technologies. 

Limitations 

Although we achieved a positive outcome by using the mixed method approach where we 

used experts to help generate technological foresight, we can see from the literature that this 

method also has certain biases. We have applied the proposed approach only as a case study 

at Rabobank. Additional research at other banks and organisations would be needed to 

validate the results (Contextual specificity). The setup of the study design was quite 

systematic and involved different research methodologies, but those methodologies still need 

to be validated. This would mean that additional tests would be needed to verify if the applied 

method would elicit the most important trends and technologies. Although the results were 

relevant, it would have made the case stronger if there had been more people who had 

engaged in filling out the survey. The sample size of experts involved in the case study was 

relatively small since the number of people engaged by the cybersecurity department was low 

(difficulty establishing causality). This was because they already had hectic schedules to 

partake in such research. This was also the case with regard to the interviews. It would have 

been better to interview more cybersecurity experts, but it was relatively difficult due to time 
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constraints. For the second step of the mixed method approach, the 20 trends and 

technologies were further analysed by workshops and to determine which made it in the top 4 

as most relevant. During phase two, there were time constraints with the workshops since 

there was much information to acquire from the domain experts. The domain experts were 

also very busy, and trying to get them physically to the office was a further challenge. The 

interviews could have been done in person for phase three, but finding a time slot and a free 

room to interview the domain experts was quite difficult (resource constraints). That is why 

they were interviewed through Microsoft Teams. When it came to cross-validation of the four 

trends and technologies, we expected to find a lot of scholarly literature on these domains. 

However, that was challenging since they were defined with other terms in papers. When 

naming these domains, it seemed that no uniform naming scheme could have been defined 

beforehand, which could have prevented this predicament. This made the process of cross-

validation much harder. Rather than finding the exact term, certain terms that represented a 

close to accurate representation of the technology were used (reported as the used keywords 

for reproducibility). 

 

Future research 

As mentioned before, follow-up research is needed to determine how the four trends and 

technologies could be implemented within Rabobank. The department in question was not the 

one actually involved in that. This was not apparent at the start, so to get further knowledge 

of how these trends would benefit once they are implemented, it is necessary to validate the 

selection method and if those trends and technologies delivered their expected benefits or 

outcomes for cybersecurity for Rabobank.   
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Appendix A - Gartner hype cycles 2021 

 

 A1. Cloud Security trends and technologies 

 
Technologies and trends which are being monitored regarding cloud security  

 

Cloud infrastructure entitlement 

management 

Confidential computing 

SaaS Security Posture management Chaos Engineering 

Cloud-Native Application protection 

platforms 

Security surface Edge (SSE) 

SaaS management platforms Secure access service Edge (SASE) 

Security rating services Cloud service provider (CSP)- native data 

loss protection 

Multi cloud KMaaS Serverless function security 

Immutable infrastructure Format preserving encryption 
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SaaS- delivered IAM Cloud data protection gateways 

Zero Trust network access Container and Kubernetes Security 

Cloud security posture management Enterprise key management 

Identity-based segmentation Cloud workload protection platforms 

Hardware-based security multi cloud Managed Services 

cloud access security brokers Cloud management platforms 

Private cloud computing  Enterprise digital rights management 

cloud application Discovery  

 

Data Security Trends and technologies 

 

Data security as a service Data security platforms 

multicloud DAM Data risk assessment 

Financial data risk assessment Confidential computing 
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Homomorphic encryption Devops test data management 

Differential privacy Zero knowledge proofs 

Blockchain for data security Machine identity management 

Data breach response Secure multiparty computation 

Cloud service provider (CSP)- data loss 

protection 

File analysis 

Multi cloud KMaaS Privacy by Design 

Format preserving encryption Cloud data protection gateways 

Privacy impact assessments Data classification 

TLS decryption platform Privacy management tools 

Secure instant Communications Enterprise key management 

 Data access governance Cloud access security brokers 

 

Emerging trends and Technologies 
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Quantum machine learning Digital platform conductor tools 

Augmented design or generative design AI driven innovation  

 Influence engineering  Machine readable legislation 

Physics informed AI Sovereign cloud 

Industry cloud Homomorphic encryption 

Self-integrating applications Composable networks 

Real-time incident center-aaS Decentralised finance 

Active metadata management Digital humans 

Multi Experience Generative AI 

Composable applications employee communications applications 

 AI augmented software engineering Data fabric 

decentralised identity  
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Cyber & IT Risk management 

 

Cyber physical systems Cybersecurity performance management 

Financial data risk assessment Cybersecurity maturity certifications 

Dynamic risk governance Hybrid digital infrastructure management 

Cyber physical systems IT risk appetite statements 

Cyber risk quantification Security rating service 

Application security requirements and threat 

management 

Data and Analytics governance 

Privacy impact assessments Business process risk modelling 

IT vendor risk management Environmental social and governance 

Supply chain risk management Data classification 

Hazard/threat intelligence services Business continuity management program 

Cybersecurity maturity assessments Enterprise legal management 
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 Ethics and Compliance managements Risk management key control indicators 

Cloud access security brokers Qualitative risk heatmaps 
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Appendix B - Survey results 

Cloud Security Trends & Technologies 

1.   Cloud infrastructure entitlement management (CIEM): tools which 

help enterprises manage cloud access risks via administration-time controls for 

the governance of entitlements in hybrid and multi cloud IaaS. 

14 Responses      3.79Average Number 

2.   Confidential Computing: a security mechanism that executes code in a hardware- 

based trusted execution environment (TEE), also called an enclave 

14 Responses  3.57Average Number 

3.   SaaS Security Posture Management: tools that continuously assess the security risk 

and manage the security posture of SaaS applications 

14 Responses 3.79Average Number 

4.   Chaos Engineering: the use of experimental and potentially destructive failure testing or fault 

injection testing to uncover vulnerabilities and weaknesses within a complex system 

14 Responses 3.00 Average Number 

5.   Cloud-Native Application protection platforms (CNAPPs): are an integrated set of security and 

compliance capabilities designed to help secure and protect cloud- native applications across 

development and production 

14 Responses 3.50 Average Number 

6.   Security service edge (SSE): secures access to the web, cloud services and private applications.  

14 Responses 3.79 Average Number 

7.   SaaS Management Platforms: as stand-alone tools that can discover, manage, and secure 

multiple SaaS applications from a central admin dashboard, delivered as a turnkey service 

14 Responses 3.79Average Number 
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8.   Secure access service edge (SASE): delivers multiple converged network and security as 

a service capability, such as SD-WAN, SWG, CASB, NGFW and zero trust network access 

(ZTNA) 

14Responses 3.57 Average Number 

9.   Security rating services: Security rating services for cybersecurity provide continuous, 

independent scoring and rating for enterprises with a visible presence on the internet. 

14 Responses 3.93Average Number 

10.   Cloud service provider (CSP)-native data loss protection (DLP): is offered by some 

SaaS delivered business applications and IaaS cloud service providers 

14 Responses 3.86Average Number 

11.   Multicloud KMaaS: Multi Cloud key management as a service (KMaaS) solutions can 

be deployed across one or more private or public cloud service platforms (CSP) 

14 Responses 3.43Average Number 

12.   Serverless Function Security: Serverless function (also referred to as “function PaaS”) 

security technologies are designed to address the unique security and compliance 

requirements of serverless function protection. 

14 Responses 3.29 Average Number 

13.   Immutable Infrastructure: a process pattern (not a technology) in which the system 

and application infrastructure, once deployed into production, is never updated in place. 

14 Responses  3.21Average Number 

14.   Format-preserving encryption is used to protect data at rest and in use, and when it is 

accessed through applications, while maintaining the original data length and format. It is 

used to protect fields in a growing number of databases and document types on-premises and 

on public cloud services 

14 Responses 2.93Average Number 

15.   SaaS-Delivered IAM: SaaS-delivered IAM, also known as identity and access 

management as a service (IDaaS) or IAM as a service, is the subset of IAM tools 

characterized by delivery as SaaS (rather than on-premises or IaaS-hosted software). 

14 Responses 3.29Average Number 
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16.   Cloud Data Protection Gateways: Cloud data protection gateways (CDPGs) deploy a 

combination of forward/reverse proxy and API adapters to public cloud SaaS providers. 

14 Responses 3.93Average Number 

 

17.   Zero trust network access: creates an identity- and context-based logical access 

boundary around applications. 

13 Responses 4.31Average Number| 

18.   Container and Kubernetes Security: Container security is the application of security 

processes, testing, and controls to container-based environments, ideally with support for 

Kubernetes 

14 Responses 3.79Average Number 

19.   Cloud Security Posture Management: offerings continuously manage cloud security 

posture through prevention, detection, response, and proactive identification of cloud 

infrastructure risk. 

14 Responses 3.86 Average Number 

20.   Enterprise Key Management: provides a single, centralized software or hardware 

appliance for multiple symmetric encryption- or tokenization-based cryptographic solutions. 

13 Responses 4.08 Average Number 

21.   Identity- Based Segmentation: can create more granular and dynamic policies than 

traditional network segmentation, which is limited to IP/VLAN circuits. “Identity based” 

refers to workload identity, not user identity. 

14 Responses 3.86Average Number 

22.   Cloud Workload Protection Platforms: (CWPPs) are workload-centric security 

offerings that protect server workloads in hybrid, multi cloud data centres 

13 Responses 3.31 Average Number 

23.   Multicloud Managed Services: (MCMS), previously cloud service brokerage (CSB), is 

defined as an IT role and business activity in which a company or internal entity adds value 

to one or more (public or private) cloud services 

14 Responses 3.29 Average Number 
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24.   Private Cloud Computing: Private cloud computing is a form of cloud computing used 

by only one organisation or one that ensures an organisation is completely isolated from 

others. 

14 Responses 3.50 Average Number 

25.   Cloud access security brokers (CASBs): provide crucial cloud governance controls for 

visibility, compliance, data security and threat protection by consolidating multiple types of 

security policy enforcement into one place for SaaS, IaaS and PaaS. 

14 Responses 3.64 Average Number 

26.   Cloud Management Platforms: enable organisations to manage private, public and 

multi cloud services and resources 

14 Responses 3.57Average Number 

27.   Enterprise digital rights management (EDRM): is a technology used to apply 

mandatory access and usage control on unstructured data such as email messages, office 

documents and CAD diagrams 

14 Responses 3.57Average Number 

28.   Cloud Application Discovery: is a mechanism that provides information on which 

public cloud services are being accessed. 

14 Responses                                              3.86 Average Number 

Cyber & IT Risk management tools 

 

1.   CPS Risk Management: Cyber-physical systems (CPS) risk management ensures the 

unique security and safety risks of CPS are effectively managed 

14 Responses 3.14Average Number 

2.   Cybersecurity Performance Management: Cybersecurity performance management is 

a complex topic that can be split across two, non-sequential, but connected sets of activities 

13 Responses 3.23Average Number 

3.   A financial data risk assessment prioritizes financial investment decisions to mitigate 

data security and privacy risks to a level that is acceptable to balance business outcomes 

14 Responses 3.43 Average Number 
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4.   Cybersecurity Maturity Certifications: a subset of organisational security 

certifications, are intended to independently attest to achievement of a certain level of 

maturity in a cybersecurity program. 

14 Responses 3.79 Average Number 

 

 

5.   Dynamic Risk Governance: a new approach to risk governance — i.e., the critical task 

of defining the roles and responsibilities for risk management. 

14 Responses 3.64 Average Number 

6.   Hybrid digital infrastructure management (HDIM): maximizes application workload 

value across data centres, colocation, and cloud providers. 

14 Responses 3.21Average Number 

7.   Cyber-physical systems (CPS): risk management ensures the unique security and safety 

risks of CPS are effectively managed. 

14 Responses 3.21 Average Number  

8.   IT Risk Appetite Statements: The IT risk appetite statement articulates how the 

organisation will balance the need to protect the business from technology-related risk and 

the need to run the business 

14 Responses 3.93 Average Number 

9.       Cyber Risk Quantification: Cyber-risk quantification is a method of expressing risk 

exposure from interconnected digital environments to an organisation in business- relevant 

terms. 

14 Responses 4.00 Average Number 

10.   Security Rating Service: Security rating services for cybersecurity provide continuous, 

independent scoring and rating for enterprises with a visible presence on the internet. 

14 Responses 3.64 Average Number 

11.   Application Security Requirements and Threat Management: Application security 

requirements and threat management (ASRTM) tools automate the creation of security 

requirements and threat models 
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14 Responses 4.29 Average Number 

12.   Data and Analytics Governance: Data and analytics governance is the specification of 

decision rights and an accountability framework to ensure the appropriate behaviour in the 

valuation, creation, consumption and control of data and analytics 

13 Responses 3.77 Average Number 

13.   Privacy Impact Assessments: Privacy impact assessments (PIAs) enable organisations 

to identify and treat privacy risk. Typically conducted before implementing new processing 

activities and/or major changes, the PIA starts with a quick scan 

14 Responses 4.14Average Number 

14.   Business Process Risk Modelling: Business process risk modelling is the activities and 

tools used to represent the processes of an organisation to provide a foundation for assessing 

risk by analysing value chains, bottlenecks, controls, dependencies, critical paths, and 

inefficiencies 

14 Responses 3.93 Average Number 

15.   IT Vendor Risk Management: IT vendor risk management (VRM) is the process of 

ensuring risk, associated with vendors and service providers, is effectively managed 

14 Responses 4.29 Average Number 

16.   Environmental, Social & Governance: Environmental, social and governance (ESG) 

is a set of metrics and principles to assess enterprise nonfinancial performance data. 

12 Responses 3.33Average Number 

17.   Supply Chain Risk Management: Supply chain risk management (SCRM) aims to 

make businesses resilient to supply chain risks across the physical and digital ecosystem. 

13 Responses 4.31Average Number 

18.   Data Classification: is the process of organizing information assets using an agreed-

upon categorization, taxonomy, or ontology. 

14 Responses 4.36 Average Number 

19.   Hazard/Threat Intelligence Services: evaluate incidents (local and worldwide) that 

threaten the health and safety of citizens and the workforce, cause damage to critical physical 
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and technology infrastructure, or cause a disruption to normal business operations. 

14 Responses 4.00 Average Number 

20.   IT Risk management tools: IT risk management (ITRM) solutions operationalize the 

risk management life cycle for scenarios. 

14 Responses  4.00 Average Number 

 

21.   Business continuity management program (BCMP): Business continuity 

management program (BCMP) solutions are the primary tools used to manage BCM 

programs through all phases of the life cycle, from planning to crisis activation and business 

recovery 

14 Responses 4.36 Average Number 

22.   Cybersecurity Maturity Assessments: is the evaluation of an organisation’s 

cybersecurity program, and its underlying people, processes and technologies against a 

defined model, with distinct levels of maturity. 

14 Responses 4.14 Average Number 

23.   Enterprise legal management (ELM): Enterprise legal management (ELM) products 

are sold to in-house legal departments as single solutions, suites or bundles that support 

legal operations and workflows 

14 Responses 3.14 Average Number 

 

24.   Ethics and Compliance Managements: Ethics and compliance management 

technology supports compliance leaders’ roles in managing compliance and ethics risks and 

improving employee decision making 

14 Responses 3.21 Average Number 

 

25.   Risk management Key control indicators: The growing connections and 

interdependencies of risks require greater risk management focus on the state of controls. 

Key control indicators (KCIs) help ensure internal controls are effective in a measurable 

way 

12 Responses 4.00 Average Number 
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26.   Cloud access security brokers (CASBs): provide crucial cloud governance controls for 

visibility, compliance, data security and threat protection by consolidating multiple types of 

security policy enforcement into one place for SaaS, IaaS and PaaS 

14 Responses     3.57   Average Number 

27.   Qualitative Risk Heat Maps: is a form of tabular output from a qualitative risk analysis 

exercise. This kind of exercise is usually designed to prioritize relevant risks using a 

predefined rating scale 

14 Responses      3.93Average Number 

Data Security Trends & Technologies 

 

1.   Data Security as a Service: Enterprises and organisations hand over their data to the 

service provider that stores, protects, transforms, and shares it back to them or with third 

parties while achieving the required compliance and secrecy goals. 

18 Responses 4.17 Average Number\ 

2.   Data Security Platforms: aggregate data protection requirements across data types, 

storage silos and ecosystems, starting with data discovery and classification 

18 Responses 4.28Average Number 

3.   Multicloud DAM: Multicloud database activity monitoring (DAM) provides centralized 

and consistent security across a variety of relational and NoSQL databases hosted on cloud 

service providers (CSPs) 

18 Responses 3.33 Average Number 

4.   Data Risk Assessment: is a process used to review if data security and privacy controls 

are implemented effectively and meet the risk appetite across all security products and 

applications in scope 

18 Responses 4.50 Average Number 

5.   FinDRA: A financial data risk assessment (FinDRA) prioritizes financial investment 

decisions to mitigate data security and privacy risks to a level that is acceptable to balance 

business outcomes  

18 Responses 3.22 Average Number 
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6.   Confidential Computing: a security mechanism that executes code in a hardware-based 

trusted execution environment (TEE), also called an enclave. 

18 Responses 3.44Average Number 

7.   Homomorphic Encryption: (HE) is a set of algorithms that enable computation on 

encrypted data 

18 Responses 3.61 Average Number 

8.   DevOps Test Data Management: is the process of providing DevOps teams with data to 

evaluate the performance, functionality and security of applications. 

18 Responses 3.94 Average Number 

9.   Differential Privacy: is a system for using or sharing a dataset while withholding or 

distorting certain information elements about individual records in the dataset. 

18 Responses 3.67 Average Number 

10.   Zero-knowledge proofs (ZKPs): are privacy-preserving messaging protocols that 

enable entities to prove that information available to them is correct, without the requirement 

to transmit or share the underlying information. 

18 Responses 3.67 Average Number 

11.   Blockchain for data security: Blockchain-enabled data security applications leverage 

blockchain’s capabilities to offer alternative methods to establish data protection, with 

minimal reliance on centralized arbiters. 

17 Responses 3.41 Average Number 

12.   Machine Identity Management: aims to establish and manage trust in the identity of a 

machine (hardware or software) interacting with other entities, such as devices, applications, 

cloud services or gateways 

18 Responses 3.72Average Number 

13.   Data Breach Response: augmentation and the associated disclosure are the set of 

activities required to assess and potentially notify regulatory authorities and — depending on 

impact — affected individuals when personal data is compromised 

18 Responses 4.06 Average Number 
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14.   Secure multiparty computation (SMPC): is a method of distributed computing and 

cryptography that enables entities (applications, individuals, organisations or devices) to 

work with data while keeping data or encryption keys in a protected state. 

18 Responses 3.78 Average Number 

15.   Cloud service provider (CSP)-native data loss protection (DLP): is offered by some 

SaaS delivered business applications and IaaS cloud service provider. 

18 Responses 4.00 Average Number 

16.   Multicloud KMaaS: Multicloud key management as a service (KMaaS) solutions can 

be deployed across one or more private or public cloud service platforms (CSP). 

18 Responses 3.28 Average Number 

17.   Privacy by Design: Privacy by Design (PbD) is a set of privacy principles that underpin 

many modern privacy regulatory requirements 

18 Responses 4.06 Average Number 

18.   Format-Preserving Encryption: Format-preserving encryption is used to protect data 

at rest and in use, and when it’s accessed through applications, while maintaining the original 

data length and format. It’s used to protect fields in a growing number of databases and 

document types on-premises and on public cloud services 

18 Responses   3.44   Average Number 

19.   Privacy Impact Assessments: Privacy impact assessments (PIAs) enable organisations 

to identify and treat privacy risk. Typically conducted before implementing new processing 

activities and/or major changes, the PIA starts with a quick scan 

17 Responses 3.82 Average Number 

20.   TLS Decryption Platform: Transport Layer Security (TLS) decryption platform is a 

dedicated appliance (in- line or out-of-band) used to decrypt and pass TLS traffic to other 

traffic-processing technologies. 

18 Responses 3.44Average Number 

21.   Cloud Data Protection Gateways: Cloud data protection gateways (CDPGs) deploy a 

combination of forward/reverse proxy and API adapters to public cloud SaaS providers. 

17 Responses     3.94   Average Number 
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22.   Data Classification: is the process of organizing information assets using an agreed-

upon categorization, taxonomy, or ontology 

18 Responses 4.17 Average Number 

23.   Privacy Management Tools: help organisations facilitate compliance insights and 

check processing activities against regulatory requirements 

18 Responses 3.50 Average Number 

24.   Secure Instant Communications: provide confidentiality and data retention for 

instantaneous forms of communication such as instant messaging, text messaging, and voice 

and video communications. 

18 Responses 3.72 Average Number 

25.   Enterprise Key Management: (EKM) provides a single, centralized software or 

hardware appliance for multiple symmetric encryption- or tokenization-based cryptographic 

solutions. 

18 Responses 3.89 Average Number 

26.   Data Access Governance: (DAG) provides data access assessment, management and 

real time monitoring capabilities for the unstructured and semi structured data found in file 

repositories 

18 Responses 3.67Average Number 

27.   Cloud access security brokers (CASBs): provide crucial cloud governance controls for 

visibility, compliance, data security and threat protection by consolidating multiple types of 

security policy enforcement into one place for SaaS, IaaS and PaaS 

18 Responses 3.83 Average Number 

28.   Dynamic Data Masking: transforms data in real time, on request, to prevent the 

disclosure of sensitive information contained within underlying data stores 

18 Responses 3.61 Average Number 

29.   Enterprise digital rights management is a technology used to apply mandatory access 

and usage control on unstructured data such as email messages, office documents and CAD 

diagrams  

18 Responses 3.28 Average Number 
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30.   File analysis: File analysis (FA) software analyses, indexes, searches, tracks and reports 

across multiple file and database sources. 

18 Responses 3.44Average Number 

1.   Quantum machine learning: is a type of machine learning that uses quantum 

computing techniques to potentially accelerate training of ML systems. 

20 Responses 3.45Average Number 

 

2.   Digital Platform conductor tools: tools that enable I&O leaders to strategically 

manage across their infrastructure, regardless of environment or location 

20 Responses 2.90 Average Number 

 

3.   AI-augmented design, or generative design: the use of artificial intelligence (AI), 

machine learning (ML) and natural language processing (NLP) technologies to 

automatically generate and develop user flows, screen designs, content and presentation-

layer code for digital products.  

19 Responses 3.16 Average Number 

4.   AI-driven innovation: the use of artificial intelligence technologies in the process of 

innovation. 

20 Responses 3.6 average Number 

5.   Influence engineering: the production of algorithms designed to automate elements of 

digital experience that guide user choices at scale by learning and applying techniques of 

behavioural science. 

20 Responses 3.45 Average Number 

6.   Machine-readable legislation: developed by creating the text for legislation or policy 

simultaneously with the computer code that will be used to implement them. 

20 Responses 2.90 Average Number 

7.   Physics Informed AI: incorporates physical and analog principles, governing laws and 

domain knowledge into AI models. 

20 Responses 2.95 Average Number  
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8.   Sovereign cloud: is the provision of cloud services within a single geography meeting 

data residency and legislative requirements. 

19 Responses 3.42 Average Number 

9.   Industry cloud: leverage underlying cloud services to offer business and technical 

capabilities that are specifically relevant to an identified vertical industry. 

20 Responses 3.55 Average Number 

10. Homomorphic Encryption: is a set of algorithms that enable computation on 

encrypted data 

20 Responses 3.65 Average Number 

11.    Self-integrating applications: use a combination of automated service discovery, 

automated metadata extraction and mapping, automated process definition and automated 

dependency mapping to enable applications and services to integrate themselves into an 

existing application portfolio with minimal human interaction. 

20 Responses 3.30 Average Number 

12.    Composable networks: composed of disaggregated, reusable network functions and 

elements that can be easily integrated and that serve as shared pools of resources. 

20 Responses 3.40 Average Number 

13.    Decentralized Finance: decentralized market infrastructure without the presence of a 

central intermediary. 

19 Responses 3.32 Average Number 

14.    Real-Time incident center-aaS: Fuses information from various sources and provides 

visualization to improve situational awareness capability. 

20 Responses 3.85 Average Number 

15.    Active metadata management: the continuous analysis of user, data management, 

systems, infrastructure and data governance experience to determine the alignment and 

exceptions between data as designed versus operational experience 

20 Responses 3.45 Average Number 
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16.    Digital Humans: interactive, AI-driven representations that seem to have some of the 

characteristics, personality, knowledge and mindset of a human. 

20 Responses 3.2 Average Number 

17.    Digital Humans: interactive, AI-driven representations that seem to have some of the 

characteristics, personality, knowledge and mindset of a human. 

19 Responses 3.05 Average Number 

18.    Multi Experience: interactions that take place across a variety of digital touchpoints 

using a combination of interaction modalities in support of a seamless and consistent digital 

user journey  

20 Responses 3.30 Average Number 

19.    Generative AI:AI techniques that learn a representation of artefacts from the data, and 

use it to generate brand-new, completely original artefacts that preserve a likeness to original 

data. 

20 Responses 3.4 Average Number 

20.    Composable Applications: use business-defined modularity to enable business-IT 

fusion teams to safely and rapidly compose and recompose application services in the 

moments of need 

19 Responses 3.16 Average Number 

21.    Employee Communications applications: enables organisations to plan, create, 

manage, execute and analyse internal communications 

19 Responses 3.32 Average Number 

22.    AI-Augmented software engineering: the use of AI technologies such as machine 

learning (ML), natural language processing (NLP) and similar technologies to aid software 

engineering teams in creating and delivering applications faster, more consistently, and with 

higher quality 

20 Responses 3.2 Average Number 

23.    Data Fabric: an emerging data management design for attaining flexible and reusable 

data integration pipelines, services and semantics 

20 Responses 3.65 Average Number 
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24.    Decentralized Identity: leverages technologies such as blockchain or other distributed 

ledger technologies (DLTs) to allow an entity to create and control its own digital identity. 

20 Responses 3.65 Average Number 

Appendix C - Results workshops 

1. Results from the first workshop 

 

CS4 = Container and Kubernetes security 

DS4 = Secure multiparty computation 

ET4 = Active metadata management 

DS1 = Data security as a service 

CS1 =Cloud infrastructure entitlement management 

RM2 = Cybersecurity maturity certifications 

DS2 = Data security platforms 

2. Results from the second workshop 

Table B1. Result from second workshop cloud security.  

The table shows the ratings that were given to each technology. The first column represents the rating 

values (-2 to 2), and the rest of the columns show how many participants scored that rating for a 

particular technology. 

Rating CS1 CS2 CS3 CS4 CS5 CS6 

-2 0 0 0 0 0 0 

-1 0 1 0 0 0 0 

0 0 1 0 1 0 0 

1 0 0 0 0 0 1 
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2 0 1 1 1 0 2 

Mean 0 0.333333 0 1 0 1.666667 

CS1 =Cloud infrastructure entitlement management  

CS2 = SaaS security posture management 

CS3 =Cloud security 

CS4 = Container and Kubernetes security 

CS 5 =Enterprise key management 

CS6 = Cloud application discovery 

Table B2: results second workshop cyber & IT risk management tools. 

The table shows the ratings that were given to each technology. The first column represents the rating 

values (-2 to 2), and the rest of the columns show how many participants scored that rating for a 

particular technology. 

Rating RM1 RM2 RM3 RM4 RM5 

-2 0 0 0 0 0 

-1 0 0 0 0 0 

0 0 0 0 0 1 

1 0 1 0 0 0 

2 0 1 1 1 2 

Mean 0 1.5 2 1 1.333333 

RM1 = Enterprise legal management 

RM2 = Cybersecurity maturity certifications 

RM3 = Cloud access security brokers 

RM4 = Data classification 

RM 5 = Qualitative risk heatmaps 

Table B3. Results of the second workshop data security. 

The table shows the ratings that were given to each technology. The first column represents the rating 
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values (-2 to 2), and the rest of the columns show how many participants scored that rating for a 

particular technology. 

Rating DS1 DS2 DS3 DS4 DS5 

-2 0 0 0 0 0 

-1 1 0 0 0 0 

0 1 0 0 0 0 

1 0 1 2 2 1 

2 1 2 0 0 3 

Mean 0.333333 1.666667 1 1 1.75 

DS1 = Data security as a service 

DS2 = Data security platforms 

DS3= Data risk assessment  

DS4=Secure multiparty computation 

DS5 = Data breach response  

Table B4. Results second workshop emerging trends and technologies. 

The table shows the ratings that were given to each technology. The first column represents the rating 

values (-2 to 2), and the rest of the columns show how many participants scored that rating for a 

particular technology. 

Rating ET1 ET2 ET3 ET4 ET5 

-2 0 0 0 0 1 

-1 0 0 0 0 0 

0 0 0 0 0 0 

1 0 1 0 0 1 
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2 0 0 0 2 1 

Mean 0 1 0 2 0.333333 

ET1 = Industry cloud 

ET2 = Homomorphic encryption 

ET3 = Real-time incident center as a service  

ET4 = Active metadata management 

ET5 = Decentralised identity 
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Appendix D - Interview questions 
 
Can you give a general description of what this technology entails from a cybersecurity 
perspective? 

● Based on your insights which cybersecurity benefits does [insert 1 of the 4 trends] 

have for Rabobank? 

● Based on your insights which possible risks does [insert 1 of the 4 trends] have for 

Rabobank? 

● What actions would be needed to implement to make use of [insert 1 of the 4 trends] 

within Rabobank for certain processes? 

● For Rabobank to consider [insert 1 of the 4 trends] in the future as a technology, 

which prerequisites would be in place?  

● Are there any similar technologies currently being utilised within the bank?  
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