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Abstract

Today, our world is more connected than ever. One of the main drivers of
this connection is the uprise of the Internet of Things (IoT). Associated with
this rise, there are numerous challenges. One of the main challenges for IoT
is to keep the environments that include IoT devices secure. IoT devices are

different from traditional computer devices and therefore need special
treatment and guidance to be kept secure. This research identifies the

limitations of current assessment frameworks to cover IoT-specific
challenges. It discusses the possible assessment methods to assess these

challenges. In addition, the potential solutions to secure these environments
are listed. Afterward, the processes and guidelines that can be implemented

are identified. All to generalize these findings into an overall applicable
cybersecurity assessment framework for IoT-based environments. Based on

existing IoT frameworks, research, and interviews with experts this
assessment framework is validated to guide IoT-based environments to

improve their security.

Keywords: Internet of Things (IoT) · IoT-based environments · IoT specific
challenges · security and protection · assessment methods · cybersecurity

assessment framework
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Special Terms

availability Ensuring timely and reliable access and guaranteeing the use of
information [Hou11].

biometrics The use of unique personal characteristics, like fingerprints and
face recognition, to authenticate the user.

blockchain A technique that uses a growing list of data structures, called
blocks, that are connected and secured by cryptography [BFL20].

CFAM Cyber Forensic Assurance Model [Dar10].

chain of trust The chain in which every part plays its role to provide secu-
rity. When every part does its job to secure it it will be secure. However
when one part fails to do so the whole chain fails. Therefore, every part
must trust the others to provide security..

CIA triad A benchmark for evaluating the effectiveness of information sys-
tems security, based on three primary objectives of any security pro-
gram: Confidentiality, Integrity and Availability [Fen08].

CMM Capability Maturity Model [Pau+93].

confidentiality Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and pro-
prietary information [Hou11].

CPRA The California Privacy Rights Act.

cryptography The scientific study of techniques that secure digital informa-
tion, transactions and distributed computations [KL20].
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2 List of terms

cybersecurity The practice of protecting critical systems and sensitive infor-
mation from digital attacks [IBM22].

EAR Encryption At Rest.

ECC Elliptic Curve Cryptography, an approach to public-key cryptography.

EIT Encryption in Transit.

ENISA The European Union agency for cybersecurity.

ETSI European Telecommunications Standards Institutes.

GDPR The General Data Protection Regulation.

grounded theory The most accepted method used to process qualitative data.

groupthink The mode of thinking that people engage in when they are deeply
involved in a cohesive in-group. This results in members that strive for
unanimity and override their personal motivation [Jan08].

IDS Intrusion detection system.

integrity Guarding against improper information modification or destruc-
tion, and includes ensuring information non-repudiation and authen-
ticity [Hou11].

intermediate labeling A method created to determine questions in inter-
views based on insights that are retrieved in previous interviews.

IoT Internet of Things, is a network that consists of physical objects that are
connected with sensors, software, and other technologies. This connec-
tion of physical objects is realized over the internet and focuses mainly
on exchanging data [Ora20].

IoT devices The union of IoT devices and operational technologies.

IoT-based environments The combination of all IoT devices, operational
technologies and the IoT platform. These three components are part
of the PwC IoT Cyber Security Triad and cover the whole set of con-
nected devices in one environment [PwC22].

IoT-CIA The IoT-Cybersecurity Improvement Act.

IoTSF IoT Security Foundation.

2
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List of terms 3

ISO/IEC An international standard on how to manage information security.
Published by the International Organization for Standardization (ISO)
and the International Electrotechnical Commission (IEC).

lightweight encryption An encryption method that features a small foot-
print and/or low computational complexity [Tos17].

malicious actors Users who intentionally access a system with the intent to
cause harm to the system or to use it in an unauthorized manner.

malware Short for malicious software that encompasses viruses, trojans, spy-
ware and other intrusive code [VY06].

NIST National Institute of Standards and Technology of the United States.

non-repudiation Assurance that the sender of information is provided with
proof of delivery [SHB06].

open coding A qualitative approach to code concepts discussed in the data.

OSI The Open Systems Interconnection model (OSI model), is the model
that describes the standards for communication functions over a com-
puter system.

Principle of Least Privilege A subject should be given only those privileges
needed for it to complete its task. If a subject does not need an access
right, the subject should not have that right. Further, the function of
the subject (as opposed to its identity) should control the assignment
of rights [VM01].

quantitative metrics The use of a certain formula to measure the relevant
values.

research for design A research method that is based on the design of some-
thing.

security by design Focus on providing security, starting at the design of the
IoT product.

steganography Steganography is the art of hiding information in ways that
prevent the detection of hidden messages. Steganography, derived
from Greek, literally means ”covered writing” [JJ98].
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TCP/IP TCP is a reliable transport protocol tuned to perform well in tradi-
tional networks made up of links with low bit-error rates [Bal+95].

tenet A principle or belief, especially one of the main principles of a religion
or philosophy.

traditional computing devices A collective name for among other things
computers, laptops and mobile phones. Indicating the former situa-
tion where only the most powerful computing devices had a link to the
internet.

vendor A person or company offering something for sale, in IoT-based en-
vironments this is often the supplier of the IoT device.



Chapter 1
Introduction

In this chapter, a general introduction to this research project is given. This is
done with the help of an outline of the following sections: research context,
research objective, research relevance, research questions, research scope,
and research structure.

1.1 Research context

Today, our world is more connected than ever. This connection is contin-
uously spurred by technological advancements. One of the main advance-
ments in recent years was the upcoming of the Internet of Things (IoT). IoT
has been called the trend of the next internet [GBB18], highlighting the ex-
pected important role it will play in our society. IoT can be explained as,
a network that consists of physical objects that are connected with sensors,
software, and other technologies. This connection of physical objects is re-
alized over the internet and focuses mainly on exchanging data [Ora20].
An IoT-based environment is therefore the whole connected environment
where physical objects, operational technologies, and platforms are used to
exchange data. The data generated by this environment can be combined,
interpreted, and used in ways that bring a lot of benefits [Gub+13]. To Illus-
trate the growing relevance of IoT, in 2021 there were already over 10 billion
active IoT devices. This number is expected to surpass 25.4 billion in 2030
[Jov21].

However, there are downsides to this trend. The implementation of IoT
comes with major challenges and concerns. One of the major challenges
that IoT encounters are the high-security risks [AR17]. In more detail, there
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6 Introduction

are millions of IoT devices that do not meet the existing security standards.
This happened because the specific security challenges in IoT-based environ-
ments are not yet included in the current security assessment frameworks.
As a result, governments at all levels are beginning to address the need for
better IoT security governance. Two examples of these IoT regulations are
relatively new: The IoT Cybersecurity Improvement Act of 2020 [Con20] and
The California Privacy Rights Act [Sen18]. Because of the increasing use of
IoT devices, serious security concerns, and increasing security regulations, it
is essential to start properly securing IoT-based environments.

1.2 Research objective

The need to properly secure IoT-based environments is identified. Currently,
this need only grows due to the rapid increase in active IoT data sources.
The expansion of IoT leads to bigger environments and more communi-
cation. IoT expansion means that the universe of potential weaknesses in
the environment increases significantly. In addition, bad actors only need
one little weakness to exploit the environment [Del18; PwC21]. As a con-
sequence, the growing connection of devices to the environment leads to
more points of vulnerability. To overcome this growing scale of the envi-
ronment, stricter communication protocols and better security surfaces are
needed [GM19]. The risks of not having good security standards in place
can imply that the data traffic within the environment becomes vulnerable.
This risk must be minimized. In the currently available security assessment
frameworks, a limited number of standards that are focusing specifically on
IoT can be found [Kar+21]. Since IoT has specific characteristics it has to
deal with other types of challenges than traditional computing devices. In
addition, there are no security assessment frameworks that focus entirely
on IoT. Therefore, the research objective is to develop a IoT specific assess-
ment framework to secure IoT-based environments. This implies that this
research will propose a assessment framework that assesses the security of
an IoT-based environments.

1.3 Relevance

To the best of my knowledge, there is no existing assessment framework
that is focusing purely on the security of IoT-based environments. Neither
is there a framework that includes IoT as a relevant subsection to focus on
in more detail. Given the rise of implemented devices and the potential of

6
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1.4 Research questions 7

this technology, IoT can be key in the development of our digital society.
In addition, privacy and security regulations (e.g. The General Data Pro-
tection Regulation (GDPR) [Off16], The IoT-Cybersecurity Improvement Act
(IoT-CIA) [Con20], and The California Privacy Rights Act (CPRA) [Sen18])
make it essential to ensure the security of data [OBr16]. In addition, the
risks associated with cyberattacks are often forgotten but can have massive
implications for the environment. To secure IoT-based environments to a
certain level, a globally accepted framework is needed to ensure the secu-
rity of the environment. The academic value that this research provides is
the identification of IoT-specific threats, the proposition of solutions to these
threats, and the generalization of these into a first assessment framework for
IoT-based environments. This will contribute to the global journey towards
optimized and secure implementations of IoT-based environments.

1.4 Research questions

A globally accepted framework is needed to assess the security of IoT-based
environments. This paper’s main goal is to propose such an assessment
framework for IoT-based environments. As this framework must have a the-
oretical basis, the framework will result from the following main research
question: How to assess challenges and differences in the security of IoT-based en-
vironments, compared to the security of traditional computing devices?

To give an elaborate answer to this main research question, the question
is divided into five subquestions. Every subquestion answers a step in the
process to provide the answer to the main research question with a substan-
tial theoretical base. The five identified subquestions are the following:

• SQ1: What are the limitations of the available cybersecurity assessment frame-
works for IoT-based environments?

• SQ2: How can risks in IoT-based environments be assessed?

• SQ3: What are potential solutions to minimize the risks in IoT-based environ-
ments?

• SQ4: What overall process or guidelines can be implemented to improve the
security of IoT-based environments?

• SQ5: How can the IoT-based environment security be generalized into an
overall applicable assessment framework?

Version of May 20, 2022– Created May 20, 2022 - 10:37
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8 Introduction

The combination of the answers to these questions will result in an assess-
ment framework based on substantial theory, which will propose how to as-
sess IoT-based environments. Therefore, the main focus of this research is to
deliver this conceptual assessment framework. The methodology associated
with that focus is an exploratory research design, this design will be based
on a qualitative research method [Cam14]. As a result, the data collected for
this qualitative research will consist of interviews, existing frameworks, and
literature. The combination of these data sources as answers to the research
questions will form the basis for the conceptual assessment framework.

1.5 Research scope

These research questions will be answered as a part of a thesis internship
at PwC NL. PwC is a company that advises businesses globally on how to
improve their organization. This internship has a duration of five months
and that is therefore the intended timespan for this research. The goal of this
research is to be as elaborate as possible in this timespan. As this research is
at PwC NL, the interviewees will be related to that organization. This means
that all interviewees work for the company. These employees will work in a
variety of roles and countries. This will have an impact on the diversity of
the organizations that are included in this research. Therefore, the diversity
in the included environments can lack in terms of type, size, revenue, and
viewpoint.

As all the interviewees work at PwC, they have experience in consulting
and assessing. This means that most interviewees will have a lot of experi-
ence with assessment frameworks. This makes them especially relevant to
this research but also reduces the overall scope of this research. Since they
will all look at the assessment framework from the view of an outsider.

Furthermore, the exact questions asked during the interview can be found
in Appendix A. These questions cover the range of topics that are included
in this research. The main subjects that are focused on in this research are:

• The professional expertise of the interviewee

• The most important components of cybersecurity assessment methods

• The main IoT challenges

• The methods to assess these challenges

8
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1.6 Structure 9

• The scope of the framework

• The architecture of a new IoT assessment framework

1.6 Structure

To build the assessment framework, the steps above should be combined. To
validate the steps taken in this research the following structure is used. This
thesis consists of seven core chapters and an appendix that supports the core
of this thesis. The seven chapters are listed and explained below:

1. Starting with this chapter, chapter 1, the main ideas behind the research
are illustrated and the subject is introduced.

2. The upcoming chapter, chapter 2, will give a literature review on the
available research within the scope of this research.

3. Thereafter, in chapter 3, the method used to generate the findings will
be described in detail and substantiated.

4. Chapter 4 will present the results that are based on semi-structured
interviews.

5. Chapter 5 will discuss the findings of the interviews and will stress the
choices that need to be made to design the assessment framework.

6. Chapter 6 will present the assessment framework and the way to use
it.

7. In the final chapter, chapter 7, the main findings and their value will be
described and summarized.

Version of May 20, 2022– Created May 20, 2022 - 10:37
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Chapter 2
Literature review

The previous chapter introduced the topic this thesis is about. This chapter
will elaborate on this topic and identify the most relevant concepts needed
to secure IoT-based environments. Therefore, in this literature review, the
current academic stance on the relevant concepts is analyzed, and these are
introduced in their broad sense. However, the scope of this research trig-
gers to mainly review the relevant topics that overlap with IoT security. In
addition, since the answers to the first three subquestions are based on the-
ory. These questions will also be discussed in this literature review. This
section must include intermediate conclusions to base the subquestions on
the previously identified findings. These intermediate conclusions will later
be debated in the discussion and design chapter. In this section, the liter-
ature review will start with an introduction to cybersecurity. Afterward, it
will identify the limitations of the available cybersecurity assessment frame-
works. Thereafter, how these limitations can be assessed. And finally, what
the solutions are to solve these limitations.

2.1 Cybersecurity

Starting with an introduction to cybersecurity. Unfortunately, cybersecurity
lacks a consistent, agreed-upon definition [VV13; LOW15; Tro15]. However,
to clarify the subject, it can be defined as ”the practice of protecting critical
systems and sensitive information from digital attacks” [IBM22]. Cyberse-
curity became relevant back in the 1970s. In 1977, the US government recog-
nized the first security breaches in open access computer systems [Kre18]. In
the period between the 1970s and now, malicious actors have found count-
less ways to exploit the environment. Malicious actors are users who inten-

10
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2.1 Cybersecurity 11

tionally access a system with the intent to cause harm to the system or to
use it in an unauthorized manner. As a reaction, the security of computer
environments needed to increase significantly. In the years until 2013, secur-
ing computer environments was reactive to malicious actors. Which implies
that the environments responded after an attack occurred [Col13]. However,
in recent years, more proactive cybersecurity programs became mainstream
[CSH15]. These programs insist on intelligence sharing and push for active
detection techniques. This approach represents an opportunity for broad
and collective cyber defense partnerships. Which resulted to have a positive
impact on the security of computer environments. And started the current
trend to proactively monitor the security risks in the organization and avoid
these by treating them.

Not only malicious actors can exploit the security of the environment.
Another dangerous threat that is very complicated to account for is the reg-
ular users. These users have access to the environment and possess the right
credentials to make adjustments. For this reason, malicious actors may try to
convince them to do something. So besides intentional malicious actors, also
other users can be a huge threat. So even when the environments themselves
are secure against malicious actors, malicious actors can always start attack-
ing the environment with the help of other users that do have the authority.
This can be explained using the ’weakest link’ concept. The cybersecurity of
an environment is only as good as the weakest link [Sch00]. Since malicious
actors only need one access point to exploit the environment. In many en-
vironments, the people using the environment are the weakest link [Sch00].
Furthermore, the field in which professionals in cybersecurity are operating
is changing rapidly. This is due to the fast-paced innovations in digital tech-
nologies [Bla21]. New technologies are implemented and new attacks are
designed to exploit these technologies. Over time, it is essential to manage
the possible risks and decrease the chances of them happening. To illustrate
the current threat landscape, the top 15 most occurring cyber threats of 2020
are shown in figure 2.1.

All of these attacks are affecting the CIA triad in some way. The CIA triad
is a widely used benchmark for evaluating the effectiveness of information
systems security. This benchmark is based on three primary objectives of any
security program: Confidentiality, Integrity and Availability [Fen08]. Confi-
dentiality preserves authorized restrictions on information, integrity guards
against improper information modification, and availability ensures the re-
liability to access and use of information. As mentioned before, all of the 15

Version of May 20, 2022– Created May 20, 2022 - 10:37

11



12 Literature review

Figure 2.1: Top 15 cyber threats according to ENISA [Lel21].

attacks in figure 2.1 exploit the lack of confidentiality, integrity, or availabil-
ity of the environment. With the help of these exploitations, the malicious
actors can benefit themselves in various ways. The consequences of these at-
tacks differ for every environment, user, and device. These consequences can
be minor unpleasant viruses on a personal computer but also be the cause
of threats to national security. In figure 2.2 an often used illustration of the
CIA benchmark is given. Where all three borders of the benchmark are just
as important and necessary to protect the information within the triangle.

Figure 2.2: CIA triad of data security [PRC18].

Critics have evolved this benchmark due to its issues with non-repudiation.
In the years after, new models came up to elaborate on the CIA triad. The
Five Pillars of Information Assurance added authenticity and non-repudiation.
Thereafter, the Parkerian Hexad introduced the integrity, availability, authen-
ticity, possession or control, and utility combination. Moreover, Informa-
tion Quality focuses on other levels: accuracy, relevance, consistency, time-

12
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2.1 Cybersecurity 13

liness, and completeness. To combine all these different frameworks the Cy-
ber Forensic Assurance Model (CFAM) is proposed [Dar10]. This model can
be found in figure 2.3. CFAM does not only cover information security but
focuses on more aspects that are relevant to forensics. Forensics is a part
of cybersecurity, as it is resolving security leaks. In addition, CFAM is the
most comprehensive model available and besides the CIA triad none of these
frameworks is widely adopted in cybersecurity. This shows, that CIA triad
has given the security a good starting point. However, the CFAM is a more
complete model offering a broader scope. For this reason, this research will
use the Cyber Forensic Assurance Model to assess cybersecurity.

Figure 2.3: Model of Cyber Forensics Assurance [Dar10].

2.1.1 Data security and protection

In the previous subsection, various ways of how malicious actors can exploit
environments are discussed. This is done by illustrating the most common
attacks and what important properties these attacks can exploit. The exis-
tence of a comprehensive security assessment method could minimize the
threat of these attacks. However, knowing the existing threats is not enough
to be secure. It is necessary to know how to prevent data from being used by

Version of May 20, 2022– Created May 20, 2022 - 10:37

13



14 Literature review

malicious actors. In this subsection, the most occurring and essential mea-
sures are discussed that are used to protect the data.

Management

First of all, the management of cybersecurity. Cybersecurity is a rapidly
changing field. This implies that environments constantly need to stay on
top of current developments [Bla21]. In cybersecurity, this is done through
management. An important example is the education of the users. This must
be monitored and managed to balance the interests. Cybersecurity manage-
ment is about managing the preservation of the set of security properties in
the CIA triad [Szm15]. The management process makes sure that the security
is monitored and the security of the environment is continuously preserved
or improved. It is the chain that makes the environment secure and keeps it
secure. Management monitors the behavior of users to enforce the users to
follow protocols that generate secure behavior [SSA16]. To manage all the ex-
isting domains a security management system must be comprehensive in the
domains it includes. Management can use different instruments to improve
the security of an environment. The ISO 27001 standard for information se-
curity management is the most commonly used and is a very comprehensive
standard. The ISO 27001 includes the following domains [IEC22]:

• Information security policies: The organization’s policies must be in
line with their overall direction of information security practices.

• Organization of information security: The internal organization that
is implemented to deal with information security.

• Human resource security: The secure hiring, education, and manage-
ment of the users in the organization.

• Asset management: The security of the assets must be identified and
users must know how to handle these devices securely.

• Access control: The access to information and information assets must
be controlled. This access can be physical and logical.

• Cryptography: The protection of the confidentiality, authenticity, and
integrity of information through encryption.

• Physical and environmental security: The prevention of unauthorized
access to physical devices and the protection of equipment and facili-
ties from the environment.

14
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2.1 Cybersecurity 15

• Communications and operations management: The security of the en-
vironment’s infrastructure and services. As well as the information that
travels through them and the IT systems it includes.

• System acquisition, development, and maintenance: The security of
newly purchased information systems that are included and of the ex-
isting systems that are upgraded.

• Supplier relationships: The security of outsourced activities performed
by suppliers and partners.

• Information security and incident management: The process that en-
sures proper handling of security events.

• Information security aspects of business continuity management: The
assurance that the information security management preserves the CIA
values during disruptions of the system.

• Compliance: The framework to ensure that organizations comply with
relevant regulatory and contractual obligations for security informa-
tion.

The ISO 27001 guidelines are establishing themselves more and more as
the security standard in enterprises. They provide practical guidelines for
all the different domains. Guidelines that show how to implement these in
management. However, not all implementations end up successful. These
implementations need to be effective and efficient. Otherwise, they will not
succeed [Boe08].

Education of users

The second essential security measure is the education of users. As previ-
ously mentioned, people are often the weakest link in technological environ-
ments [Sch00]. This is because most users don’t completely understand com-
puters and don’t see the risks that they bring. For this reason, the first and
most important thing for management to do is to educate the users about
the environment. This helps to prevent the environment from attacks by
malicious actors. In this education, security awareness is a fundamental re-
quirement [McI06]. Making users aware of risks, exceptions, trustworthi-
ness, malicious actors, and the social aspect [Sch00]. The core of education
is to make the users trust the environment but also aware of threats, risks
at stake, and the most common attacks. Some security applications that are
often proposed to users are:
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16 Literature review

• Backup important data and erase redundant data: This makes sure
that data will not get lost, stolen, misplaced, or corrupted. Addition-
ally, this prevents the misuse of redundant data for malicious practices
[Liu+17].

• Patching: Patching is the process to repair a vulnerability that is iden-
tified after the release of an environment. Therefore, it is necessary
to keep computer environments up-to-date to defend against security
threats [Zho+10].

• Use strong passwords: Weak passwords are still widespread. How-
ever, they have serious security implications [ZM09]. The authorized
access to the secure environment. For that reason, the use of strong
passwords is advised and often automatically enforced. Currently, pass-
words are often used as the main authenticator. However, better au-
thenticators are on the rise (multi-factor authentication and biometrics
[LK08; De +13]).

• Be aware of phishing: Phishing is an attack where the attacker creates
a replica of an existing web page to retrieve important information. The
information can be retrieved because the user thinks it is necessary to
provide the web page with this information [CG06].

This overview shows a representation of user improvements that are cur-
rently useful. Cybersecurity is a constantly changing and developing field.
This means that new securing trends come up and new attacks arise. The
constant development of this field can make it hard to stay aligned with the
current threats. However, security will always be essential and the educa-
tion of users is key in this process. A downside to this process is that too
extensive training and monitoring of users can have a negative effect. In
this case, cyber fatigue can occur [RDC21]. In cyber fatigue, users are getting
tired of the quantity of information. In cyber fatigue, two splitting points can
be identified. Firstly, advice is distinguished from action. Secondly, attitude
is distinguished from cognition. Both splits need to be analyzed to identify
the case. To keep the environment secure, there must be a response to the
specific cyber fatigue occurrence on all of the combinations of these points.
The education of users must therefore be a balance of interests. Balancing
the interests of the users with the essential cybersecurity education.

Encryption

The third essential security measure is encryption. The two sections above
focus on human errors and human monitoring. However, not only human

16
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2.1 Cybersecurity 17

error can lead to the exploitation of the environment. Also, optimal tech-
nological advancements must be implemented to protect the environment
against malicious actors. A lot of different techniques are used to protect
the environment. These techniques try to make sure the CIA triad values
cannot be harmed. One of these techniques is cryptography. Cryptogra-
phy resolves the problem of confidentiality, authenticity, and/or integrity by
providing encryption techniques. Encryption techniques transform data in
such a way that unauthorized actors cannot access the information stored
in the data. This means that only authorized people know how to retrieve
the information stored in the data [Dix+18]. Cryptography can be defined
as the scientific study of techniques for securing digital information, trans-
actions and distributed computations [KL20]. These encryption techniques
encrypt plaintext into ciphertext (encrypted text). Different encryption algo-
rithms vary in complexity, security, and computational need. The complex-
ity of these algorithms is constantly increasing to oppose malicious actors
since malicious actors keep finding new ways to decrypt the ciphertext. Con-
ventionally, most algorithms make use of some kind of shared secret key as
shown in figure 2.4. This key determines the exact encryption algorithm that
is used to encrypt the plaintext. When only the sender and receiver know
the information of this key. These two users can retrieve the information.
However, this is not possible for the malicious actors.

Figure 2.4: Conventional encryption [Dix+18].

In the example of figure 2.4, an example of Encryption in Transit (EIT) is
shown. Data can occur in various states: data at rest, data in motion, and
data at use [Fit19]. All three states need to be considered and secured exten-
sively. In the case of EIT is looked at data in motion. This means that the data
is encrypted that moves from one point to another [SD11]. In this transition,
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the whole process is considered to be secure. Therefore, it is only fair to say
that the transition is safe whenever the data is encrypted before it leaves the
computer and decrypted after it arrived at the computer of the receiver. This
phenomenon is called end-to-end encryption. In the current digital world,
protocols like SSL, TLS, and HTTPS are implemented to widely accommo-
date end-to-end encryption [Ran+16].

Another important source that needs to be secure is Encryption At Rest
(EAR). This takes care of data at rest and makes sure that all the data that
is stored is encrypted to oppose malicious actors. In this way, malicious ac-
tors are not able to retrieve information from the data [SD11]. This process
is similar to the situation illustrated in figure 2.4. However, in this case, the
ciphertext is transmitted into the database. And after the sender wants to
retrieve the data again, it is decrypted.

Besides the previously indicated difficulties cryptography faces concern-
ing innovation, there are also other struggles. First of all, the third state of
data: data at use. Data cannot be used while it is encrypted. Therefore the se-
curity issues on the use of data stay and cannot be solved using encrypting.
Second of all, the complexity of encryption algorithms is increasing. This
leads to increases in computational costs. As a result of rising computational
costs devices that have limited computational power or energy are jeopar-
dized. To solve this second problem, lightweight encryption algorithms are
being developed and can be implemented for these devices [RH11].

Intrusion detection

The fourth essential security measure is intrusion detection. Although orga-
nizations can implement different preventive measures to reduce the risk of
a successful attack, it is not possible to completely mitigate all risks involved
for an organization. For that reason, it is important not to only implement
preventive measures, but also detective measures, often referred to as intru-
sion detection. Intrusion detection should protect against all the objectives in
the CFAM model. To detect intrusion it can include the following capabilities
[AG11]:

• It monitors and analyzes both the user and the system activities

• It analyzes the systems configurations and vulnerabilities

• It assesses the system and the file integrity

18
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• It recognizes attacking patterns

• It analyses abnormal activity patterns

• It tracks user policy violations

In intrusion detection research, different studies focus on an important
subcategory of detection. This focus is specifically on malware detection.
Malware is short for malicious software and is a widespread term. It en-
compasses malicious activity such as viruses, trojans, spyware and other
intrusive code [VY06]. As malware can take different forms, all six capa-
bilities stated above could be used to detect certain types of malware. So
when an Intrusion Detection System (IDS) works properly it should detect
the malware. However, as attackers get more sophisticated, malware is get-
ting harder to detect. Malware can be detected in various ways. A behavior-
based detection algorithm currently scores best with a malware detection
rate of 96%. However, this 4% margin of undetected malware is too much
in terms of security [AS20]. The lack of accuracy could be explained by the
limited amount of available benchmark datasets [Sha+20]. Therefore, to op-
timize the malware detection more research and more elaborate datasets are
needed.

The broader category called intrusion detection detects all malign in-
trusions over the computer network and devices. Therefore, these detect
policy violations and malicious activity. Most of these intrusions are used
to identify and scan the vulnerabilities of a network or computer system
[Sha+20]. When detecting we cannot forget about the attacks that are not
covered by malware detection. These attacks need another kind of detec-
tion method. However, despite enormous efforts by different researchers
[Lia+13; Vin+19], intrusion detection systems are still struggling to improve
detection accuracy while reducing false alarm rates in detecting novel intru-
sions [Ahm+21]. This concludes that intrusion detection methods add a lot
of security to the environment. They are becoming more and more secure
and detect a lot of malicious codes. Nevertheless, these methods are not
perfect. Therefore, malicious use can still appear undetected. For optimal
security, the need to improve these detection methods stays.

Security tools

The last essential security measure are security tools. Managing cybersecu-
rity is not always needed from scratch. A lot of tooling and software are de-
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signed to tackle individual problems. A selection of security ensuring tools
that exist is:

• Firewall: Provides security to companies that are online on the internet
and it protects their network sites against external attacks and intrusion
[LL00].

• Anti-virus: Provides software that uses a virus signature to find a spe-
cific virus in a computer file system. It detects, quarantines, and re-
moves the virus. This software needs to update frequently to be able to
detect new signatures [WJ18].

• TLS: Runs on top of TCP/IP to make sure the different OSI layers are
secure [Par+06; Sin+17].

• VPN: Provides secure communication between a set of sites and a close
user group. They are most valuable as a provider of security on inse-
cure networks. Besides, compared to other secure options VPNs have
the advantage of being cheap and scalable [Zha+04].

• Anti-spyware: Monitors attacks, identifies the malicious spyware, and
removes it from the system. Spyware is a specific security threat that
monitors a user’s activities, creating serious security issues [LK08].

• Authentication tools: Provides secure authentication. With the help
of multi-factor authentication, such as biometrics (fingerprints, unique
personal characteristics). Authentication is getting more secure. How-
ever, the computational costs are also increasing in comparison with
traditional means of authentication such as passwords [De +13; Kre18].

These tools provide more security to environments, whenever they are
implemented and used right. In every individual case, the possibilities and
necessities must be analyzed. A lot of different approaches are possible for
malicious actors. However, there are also a lot of possibilities to secure the
environment. Essential is to stay up-to-date, to oppose new types of attacks
[Zho+10].

2.2 Current limitations of assessment frameworks

As the previous section described, the implementation of a secure environ-
ment is elaborate and complex. To guide organizations through this process

20
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cybersecurity assessment frameworks have been developed to assess the im-
plementation of these environments. However, the currently available as-
sessment frameworks often do not account for the challenges in IoT-based
environments. Therefore, it is essential to get an answer to subquestion 1.
This question will be discussed in the coming section. The question is for-
mulated as follows: ”What are the limitations of the available cybersecurity as-
sessment frameworks for IoT-based environments?”

2.2.1 Current available frameworks

The literature about cybersecurity assessment frameworks contains a wide
range of articles. The available literature is very elaborate and varies be-
tween articles that evaluate a model, model a framework, or give a general
overview. This subsection will include the theories and methods that are
currently the most relevant. Furthermore, these articles can focus on differ-
ent subcategories of the overall assessment method. In literature, the most
researched subcategories are:

• Quantitative metrics: Make security values measurable by defining
objective measures, questions, and splitting points [HC13].

• Cybersecurity risk assessment: Identify the threats, vulnerabilities,
consequences, and likelihoods that are associated with the environ-
ment [Gan+20].

• Security standards: The set of standard rules that should be followed
in order to provide secure properties. These standards function as min-
imal requirements for everything included in the environment, like the
ISO/IEC standards [IEC22].

• Cybersecurity regulations: The legal privacy and security values that
must be followed in order to meet governmental regulations. The reg-
ulations are very context specific and can depend on the region the
environment operates in, like the GDPR, IoT-CIA and CPRA [Off16;
Con20; Sen18].

• Cybersecurity assurance: Perfectly securing the environment is only
possible when security is assured. In some cases this assurance can be
achieved by combining management reviews, cyber risk assessments
and cybersecurity controls audits [Sab+17].

• Cybersecurity maturity: Identify the level of cybersecurity maturity of
an organization [Pau+93; Ali+20; MSB21].
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• Cybersecurity management: Manage the preservation of the set of se-
curity properties in the CIA triad [Szm15].

• Generic cybersecurity assessment: Combine all different subcategories
into one generic cybersecurity assessment framework [Kar+21].

As the last point states, all these subcategories need to be combined to
provide an assessment framework. Since the quantitative metrics are a sub-
category of the other parts, they are not included in an architecture. In ad-
dition, cybersecurity assurance is a sub-part of the overall maturity of the
environment. Therefore, this would mean that when the architecture shown
in figure 2.5 would be created, this would cover the most important compo-
nents of an assessment framework.

Figure 2.5: Fishbone diagram of the architecture of an assessment framework.

The number of articles on these topics is large. This amount is unfortu-
nately too excessive to be covered in this research. Therefore, another re-
search that summarized the most relevant articles is used as a baseline. This
research recently studied the relevant articles on security standards and as-
sessment frameworks [Kar+21]. The overlap of relevant articles with this
research makes that they have already identified the majority of the rele-
vant articles for this research. Besides security standards and assessment
frameworks, the baseline included NIST special publication on security tech-
niques. In this case, the use of a baseline article means that the main findings
of this article will be used as the main explorative to base further research
on. The conclusions will be further investigated, adjusted, and expanded
whenever necessary. The baseline reviews the IoT abilities of 37 different
security frameworks. These include 7 NIST special publications on security
techniques. In addition, it discusses 80 ISO/IEC security standards and 32
ETSI standards. Since the baseline article does not include all mentioned
subcategories, these are added to broaden the view.
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The additional frameworks that are added must have the premise that
they follow from recent research and include a relevant contribution to the
baseline. The additional articles will be stated in the remainder of this sub-
section. Starting with a critical article, Leszczyna states that the application
of most frameworks is not tested or reviewed [Les21]. This jeopardizes the
quality of these frameworks since there is no assurance that they are appli-
cable. Research that did provide a framework that chose to focus on appli-
cability is called the Cybersecurity Focus Area Maturity (CYSFAM) Model
[OLS21]. CYSFAM is an extension of the information security Focus Area
Maturity model [SR14]. CYSFAM made self-testing critical to its assessment.
The benefit of making self-testing essential is that there is little space for
subjectivity in the assessment model because the assessment will be objec-
tive. Therefore, a model should strive to eliminate subjectivity. The maximal
elimination of subjectivity can be achieved by good regulation of quantita-
tive metrics. In addition, models that have explained how they have made
their quantitative metrics objective are also available. An example is The
Three Tenets Model of Cybersecurity [HC13]. This model formed a base
for the quantitative metrics that were used in later research [WH16; Iwa21].
These researches imply the importance of reviewing the assessment meth-
ods, preferably with the help of an self-assessment method. Focusing on the
included quantitative metrics.

Additionally, another overview of existing assessment approaches is cre-
ated in recent research [Lia+21]. This recent research was not yet available
to the baseline. Since the baseline was only able to retrieve methods created
before it was published. In addition to the approaches in the baseline, the
new and relevant models that are created will be included in the baseline to
broaden the view. First of all, a Maturity Model for IoT Adoption is created
[KS22]. Secondly, cybersecurity models for secure IoT implementation are
identified [Ech+21; DB21]. In addition, research is done on the security ar-
chitecture of IoT implementations [BR+21]. Moreover, in regulatory scope,
the GDPR was the only one included in the baseline. However, also the
IoT-CIA and CPRA are relevant to consider in this research [Con20; Sen18].
Furthermore, more research is done on the cybersecurity assurance of IoT-
based environments [Cha+21]. Lastly, new ISO/IEC and ETSI are out and
need to be considered.

All these new researches focus on their subcategory and have introduced
IoT topics in their model. Therefore, the already available researches for
the baseline need to be combined with the newly introduced models. To
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create a comprehensive framework that covers all aspects of IoT-based envi-
ronments, every subcategory needs to be included in an overall assessment
method. This is essential since security is just as good as its weakest link. The
neglection of subcategories will result in the presence of the weakest link. In
addition, in these models self-assessment must be striven for to make the
model applicable. This can be achieved by eliminating subjectivity in the
quantitative metrics.

2.2.2 IoT specific risks

In addition to the analysis of the existing frameworks, it is essential to iden-
tify the risks that are specifically relevant to IoT-based environments. IoT-
based environments have certain characteristics that make it another type
of target than traditional computing devices. Starting with the capacity con-
cerns, the Internet of Things consists mostly of devices with limited resources.
As a consequence, most IoT devices have low computational power, small
storage space, limited battery capacity, and low bandwidth [BSE18]. So com-
pared to traditional computing devices the design of IoT devices must make
a difficult consideration. Besides, all IoT devices in the environments must
meet specific characteristics. Some of these make them specifically vulnera-
ble to certain threats. These will be discussed in the coming subsection. In
addition, in a lot of cases, the main focus of designers is to make the devices
work. Not necessarily to make them perfectly secure [Kar+21]. In combina-
tion, this subsection will elaborate on the characteristics of IoT-based envi-
ronments and illustrate what security implications these have. Starting with
the fundamental characteristics of IoT-based environments and their corre-
sponding security implications [PP+16]:

• Interconnectivity: All IoT devices in the environment can be intercon-
nected with other devices and with the internet. This has the security
implication that the exploitation of one device can bring harm to all
devices that are connected over the same network [Kar+21].

• Things-related services: The IoT device is capable to provide the ser-
vice that it was originally made to do. This limits the devices to op-
timally use technological possibilities. Impacting the security of the
device [PP+16].

• Heterogeneity: The most IoT devices are heterogeneous, which means
that different devices are based on different hardware platforms and/or
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different software. The lack of standardization makes it harder to gen-
erate standards and protocols for these devices. This makes it more
complex to secure the environment [Kar+21].

• Dynamic changes: The state of devices can change (on/off), these states
change the size and dynamics of the whole environment. Securing a
dynamic environment is more complex than securing a static network
[PP+16].

• Enormous scale: The total number of devices that are connected to an
environment is increasing significantly compared to traditional com-
puting devices. One of the main security implications is the extreme
growth of the attacking surface, with more devices and more data traf-
fic to attack [Kre18].

• Connectivity: All devices need to be connected to the environment
and can produce/consume data. This is the minimum capability that a
device needs to have to be called an IoT device. However, also makes
every IoT device a target since it contains relevant data [Kar+21].

All of these characteristics have security implications for IoT-based envi-
ronments. Therefore, providing a secure environment is more complex for
IoT than for traditional computing devices. This means that it is essential
to identify the implications and generate secure processes that solve these
implications. This is essential to be able to implement a secure environment.
Besides the fundamental characteristics of IoT devices, IoT-based environ-
ments also have a standard architecture. This architecture can be split up
into multiple layers. How these layers are called and where the splitting
point is between these layers varies. However, apart from the implemented
security protocols these architectures will mostly be similar [PP+16; CV+15;
VZS10]. A visual indication of the architecture is given in figure 2.6.

In this example, four layers are identified in the IoT architecture. These
include an sensing, network, service, and interface layer. These layers present
the communication between different IoT devices, what steps are needed to
provide for this communication, and with what type of communication the
data is shared. Some often occurring IoT challenges can be found when this
standardized IoT-based environment architecture is analyzed. Therefore, the
main risks and disadvantages associated with IoT architectures are identified
[CV+15]. The architecture layer, risk level, and corresponding disadvantages
can be found in figure 2.7.
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Figure 2.6: Architectural Layers of IoT [VZS10].

The device characteristics and the architecture of IoT-based environments
are discussed above. However, this is not everything that makes IoT vulner-
able. Another issue is that IoT is especially vulnerable to regulatory changes
currently. New technological trends and the implementations of these trends
come with an increase in importance and impact in our society. The rise of
these technologies will always increase the amount of political interest, the
number of laws, and the number of regulations associated with these tech-
nologies [Kar+21]. In this case, regulators will have to decide on what will
be called secure and what rules IoT-based environments must meet. These
rules probably have an impact on the whole architecture of the environment
and force boundaries on the devices. However, the main objective of these
rules will be to optimize security in these environments. Therefore, it can be
assumed that whenever an IoT-based environment is optimally secured, it
will meet most regulations. Recently, also the regulatory risks of IoT adop-
tion have been identified [BJH20], the results of this research can be found in
figure 2.8.

Until this point, only abstract risks have been identified. However, the
possible attacks and exploitations of the IoT-based environments have not
yet been identified. To emphasize the importance of a secure environment
a list of common consequences is presented. This is based upon the list of
Karie et al. who have identified a list of security and privacy concerns that
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Figure 2.7: Risk classification of the IoT architecture layers [PP+16].

IoT-based environments need to consider [Kar+21]. Important concerns they
identified about security are Data and Information Leakage, Identity theft,
Denial of Service (DoS/DDoS), Health and Safety of Users, Eavesdropping,
and Software Exploitation. The consequences of these attacks can be of vary-
ing scales depending on the included data and the target. The identified se-
curity concerns are very much aligned with the most occurring cyber threats
according to ENISA, which were illustrated in figure 2.1. In addition, the
most important concerns about privacy that they identified are Data Stor-
age and Usage, Tracking and Location Privacy, Context-Aware or Situational
Privacy, and User Privacy Information Mining [Kar+21]. Also in this case,
the consequences of these attacks can be of varying scale depending on the
included data and the target.

To correctly validate IoT-based environments, these IoT-specific concerns
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Figure 2.8: Synthesis of potential risks generated by IoT adoption in organizations
[BJH20].

and risks must be covered in the assessment framework. Therefore, it must
cover IoT-specific challenges, IoT architecture-specific challenges, regulation
uncertainty, and account for security and privacy concerns. For these rea-
sons, the following subsection will elaborate on how these can or can’t be
found in current frameworks.

2.2.3 IoT-based limitations of these frameworks

In the subsections above, the main characteristics of IoT-based environments
have been stressed. These characteristics should be covered by cybersecu-
rity assessment frameworks for IoT-based environments. This subsection
will discuss what these assessment frameworks cover. Thereafter, the cur-
rent assessment frameworks are tested on these characteristics. Finally, the
outcomes of these tests are discussed to identify the IoT limitations of the
available cybersecurity assessment frameworks.

Starting with a summary of what an assessment should cover to prop-
erly assess IoT-based environments. At first, there are eight essential values
that all environments and all devices in these environments must meet to
be secure (CFAM). These values are: confidentiality, possession, integrity,
authenticity, availability, utility, completeness, and non-repudiation [Dar10].
These eight values must be applied to all levels of the IoT-based environ-
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ment. Secondly, to ensure and test these values assessment frameworks have
been created. These frameworks often assess a subcategory of the whole cy-
bersecurity field. These subcategories are the most important topics in the
literature. By putting them all together, a comprehensive framework should
be generated. These subcategories are risk assessments, security standards,
regulations, maturity assessments, and cybersecurity management. Thirdly,
it is essential to these assessment methods that they are applicable in real-
life examples [Les21]. This can be achieved when striving for objective self-
assessment. The main goal of these assessment frameworks is to provide
relevant outcomes to an environment. Therefore, whenever an assessment
framework is used it should have generated relevant outcomes for the as-
sessed environment.

The characteristics of IoT devices and IoT-based environments, make IoT
especially vulnerable. The interconnectivity, things-related services, hetero-
geneity, dynamic changes, enormous scale, and connectivity all make the
security of IoT-based environments more complex. In addition, the IoT ar-
chitecture layers face a list of risks that are illustrated in figure 2.7. Together
with the security concerns that are identified by Karie et al., an elaborate
overview of the vulnerabilities of IoT-based environments is generated. The
baseline identified the following main challenges for the current IoT security
assessment frameworks [Kar+21]:

• Technical challenges: Are the challenges that must be solved by tech-
nical experts. They are easy to identify and define and their solution is
based on experts’ knowledge and skills. Examples are computational
power, costs of the product, secure wireless communication, energy ef-
ficiency, cryptography, and architecture.

• Legal challenges: Are the challenges that are related to legal regula-
tions and can include both civil and criminal aspects. Do not only affect
malicious actors but can also specify how service providers use, store
and secure users’ personal information. E.g. privacy, discrimination,
and accountability.

• Ethical challenges: Are the challenges that present people with tough
choices of what is good or bad, what is acceptable or not. E.g. data and
information integrity and trust.

• Operational challenges: Are those challenges that could create waste,
drain resources, impact operational performance, render a business
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less profitable and hinder devices in the environment that are not im-
plemented correctly. E.g. physical access, heterogeneity of devices,
uneducated employees, vagueness, and management.

• Adaptive challenges: Are complex, ambiguous unpredictable, volatile,
fluid challenges that change with circumstances. It is hard to identify
a solution since there are no solutions available or too many options.
E.g. in-house knowledge, user expectations, and cultural changes.

These five challenges are presented as critical to IoT assessment meth-
ods. However, in none of the articles they can be identified simultaneously.
For that reason, the baseline criticizes the selected articles. In this research,
we address these five main challenges. These are combined with the earlier
findings that are found to assess the other assessment frameworks.

Firstly, the maturity models are discussed. Starting with the Cyberse-
curity Focus Area Maturity (CYSFAM) Model [OLS21]. These researchers
focused on the applicability of the model and implemented this with the
help of a self-testing model. They covered the five challenges of [Kar+21].
However, they mainly issued the challenges on a high level. Besides, it was
not designed explicitly towards IoT devices. Therefore, it neglects the quan-
titative metrics for IoT-based environments. In addition, the model would
have been considered applicable when clear definitions of the areas would
have been given. The second maturity model is the Maturity Model for IoT
Adoption [KS22]. This model discusses the importance of strategic IoT im-
plementation. However, on security challenges, it is not able to offer solu-
tions besides the implementation of the NIST framework.

Secondly, besides the baseline, another overview of the existing IoT as-
sessment approaches is proposed [Lia+21]. Also, this overview does not
identify a real model. However, this overview identifies a list of IoT security
features. This list is useful to access the security that it covers. Nevertheless,
it fails to identify important parts of the adaptive and operational challenges.
As there is no place for user training and cybersecurity management. For this
reason, also this overview is not able to propose a comprehensive overview.

Thirdly, cybersecurity models for secure IoT implementations are dis-
cussed. Starting with a Cybersecurity Model Based on Hardening for Secure
IoT Implementation [Ech+21]. This model has used a case study to show its
applicability. Furthermore, it has a wide range of security levels and covers
most of the challenges. However, the study focuses solely on the implemen-
tation of the environment. This means that it fails to identify the adaptability
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of the environment and the management of the environment. This will re-
sult in an implementation that will provides a lot of security. However, the
implementation will not be able to provide continuous security. In addition
to this model, three other kinds of research have been done on improving
the security of IoT implementations. These are the following researches. Se-
curing IoT devices using zero trust and blockchain, Security trends in IoT: a survey,
and Towards assurance and trust for the IoT [DB21; BR+21; Cha+21]. The re-
sults of these three articles provide clear solutions and improvements for the
security of IoT devices. Nevertheless, also these articles are not able to give
a comprehensive framework. Individually all articles are neglecting legal,
ethical, adaptive, and operational challenges.

Lastly, new ISO/IEC and ETSI standards are out and new regulations
were introduced. The critique on the ISO/IEC and ETSI standards in the
baseline was that not enough security standards and assessment frameworks
were designed to directly address the security needs of IoT-based environ-
ments [Kar+21]. New standards have not changed this amount, and there-
fore the same critique is relevant to these new standards. In addition, the
new regulations IoT-CIA and the CPRA require IoT cybersecurity to increase
[Con20; Sen18]. In California, they have already standardized password hy-
giene, multi-factor authentication, and VPNs.

2.2.4 IoT limitations of cybersecurity assessment frameworks

Concluding, this section aims to answer subquestion 1. Formulated as: ”What
are the limitations of the available cybersecurity assessment frameworks for IoT-
based environments?” To answer this question, the available cybersecurity as-
sessment frameworks were discussed. Followed by the characteristics and
challenges of IoT. And finally, the framework mismatches to the IoT imple-
mentations were identified. The following sections will be based on the re-
sults found in this section. Therefore, the first intermediate conclusion of
this research, which is also the answer to subquestion 1 can be summarized
as follows:

• Comprehensiveness overall framework: The assessment framework
must cover all levels of the assessment. Important components here
are risk assessment, security standards, management assessment, cy-
bersecurity regulation, and maturity assessment.

• Comprehensiveness assessment method: Every assessment method
must have the goal to provide relevant outcomes. Examples of this
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are educational needs, managerial improvements, protection improve-
ments, detection methods, and providing available software to increase
the security of the environment.

• Major challenges for current IoT security frameworks: The major
challenges for most assessment methods are to contain and assess the
following five challenges: technical-, legal-, ethical-, operational-, and
adaptive challenges.

• Applicability of the framework: The applicability of the framework is
often neglected. However, the framework cannot be successful, if it is
not applicable nor shown how to be applied.

2.3 Risk assessment in IoT-based environments

In the previous section, the limitations of the available cybersecurity assess-
ment frameworks for IoT-based environments have been identified. How-
ever, the goal is to create a comprehensive assessment framework. There-
fore, it is essential to know how to assess these limitations. The assessment
of these limitations is done by answering subquestion 2. This question is
formulated as follows: ”How can risks in IoT-based environments be assessed?”

2.3.1 Risk assessment methods

The assessment of IoT-specific problems is similar to other IT problems. The
only difference is the topic. Therefore, IoT-specific risk assessments focus
on other characteristics. According to NIST, a risk assessment is ”the pro-
cess of identifying, estimating, and prioritizing information security risks.
Assessing risk requires the careful analysis of threat and vulnerability infor-
mation to determine the extent to which circumstances or events could ad-
versely impact an organization and the likelihood that such circumstances
or events will occur” [SN12]. NIST identifies the threats, the vulnerabilities,
the impact, and the likelihood that are associated with the risks. According
to Ganin et al., threats, vulnerabilities, and consequences are the most im-
portant aspects of this definition. They discuss the hierarchy between these
three in the risk assessment [Gan+20]. To emphasize the relation between
these domains, a multicriteria decision framework for cybersecurity risk as-
sessment and management is created. The visual representation of it can be
found in figure 2.9.

32

Version of May 20, 2022– Created May 20, 2022 - 10:37



2.3 Risk assessment in IoT-based environments 33

Figure 2.9: Hierarchy of the Multicriteria Decision Framework for Cybersecurity
Risk Assessment and Management [Gan+20].

The framework splits risk assessment into the three domains (threats,
vulnerabilities, and consequences). It identifies these domains and relates
specific criteria relevant to that domain. In the framework, the consequences
have been identified as the values in the CIA triad. However, as stated in the
cybersecurity section, in this research the CFAM model is preferred over the
CIA values. Since the CFAM is a more comprehensive model than CIA, also
including non-repudiation.

As vulnerabilities, the model chose to classify three out of four domains
of DiMase et al., combining the social and the cognitive domain [DiM+15].
Other research has identified two domains, also combining the physical and
social domain [AH19]. This research identified the assessment methods that
are relevant in every domain. To stay aligned with the model, these assess-
ment methods are presented in three different domains.

• Physical domain: Hardware threats assessment method, policy & coun-
termeasure assessment method, and natural threats assessment method.

• Information domain: Vulnerability assessment method, network as-
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sessment method, virus detection assessment method, authentication
assessment method, and penetration testing assessment method.

• Social domain: Human assessment method.

To identify all the vulnerabilities, all of these assessment methods should
be implemented. For threats, the model is based on the work of Mateski et
al. This work proposed a clear overview of the relevant topics [Mat+12]. The
framework fails to identify the likelihood, this was a substantial part of the
definition by NIST. A good practice to determine the likelihood of IoT risks
through risk likelihood parameters is proposed in the work of Kandasamy
et al. [Kan+20]. In addition, NIST stated that a modern IoT risk assessment
method cannot be a one-time assessment. It should be a repeatable process
[SN12]. A visual representation of how the NIST method focused on a re-
peatable process is illustrated in figure 2.10.

Figure 2.10: NIST cybersecurity assessment framework [SN12].

The NIST framework is currently one of the most used frameworks. It
identifies multiple steps in the process of fixing security vulnerabilities. All
these steps have their impact on the threats and consequences. For example,
when a model is assessed, it is relevant to know how easy it is to respond
to an attack but also to know how easy this attack can be detected. Only the
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five topics together can fully identify the security impact. Therefore, at every
security vulnerability, these five steps need to be evaluated to create a clear
assessment of the risk.

In later research, Lee focused on another important topic in security as-
sessments [Lee21]. He created the cyber investment cost analysis which
focuses on the financial aspect of security risks. It identifies the financial
consideration of securing the environment. It tries to identify the optimal
financial choice, and to what extent it is financially optimal to secure the en-
vironment. In this research, this choice is based on perfect knowledge of the
financial costs when attacked, the probability of security, and the costs re-
lated to reaching that probability. However, one of the biggest barriers in IT
projects is the difficulty of measuring the benefits and costs of cybersecurity
risk management. Therefore, the realization of perfect information is rarely
the case. However, it gives a good illustration of the importance of good se-
curity. A visual illustration of the analysis is given to show the relationship
between financial costs and the cyber investment costs in figure 2.11.

Figure 2.11: Cyberinvestment cost analysis [Lee21].

This subsection has identified the hierarchy between different threats,
vulnerabilities, consequences, and their likeliness. This is extended with the
available assessment methods on these topics. Additionally, the different
steps in the assessment of a security vulnerabilities are identified and the
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cyber investment cost analysis is discussed.

2.3.2 Risk assessment limitations

In the previous subsection, multiple assessment methods have been identi-
fied. In this subsection, the limitations of these methods for the IoT-based
environments challenges are discussed. Earlier, the limitations of current as-
sessment methods have been identified. These limitations were concluded
to be the following:

• Comprehensiveness overall framework: The assessment framework
must cover all levels of the assessment.

• Comprehensiveness assessment method: Every assessment method
must give all the relevant outcomes.

• Major challenges for current IoT security frameworks: The five major
challenges: technical-, legal-, ethical-, operational-, and adaptive chal-
lenges.

• Applicability of the framework: The applicability of the framework is
often neglected. However, this is crucial for the success of a framework.

For the first two points, the assessment framework just needs to fit the
boxes. Checking the frameworks and their sub-frameworks to be compre-
hensive. However, the five major challenges in IoT security do need to be
identified in more dept. Besides, testing the applicability of the framework
can be complicated.

First, the five major challenges identified by Karie et al. need to be dis-
cussed to show how these can be assessed [Kar+21]. Therefore, it is necessary
to conceptualize the challenges into real problems. Research has been done
on where current risk assessment methods fail, focusing on IoT [NCD17;
Nur+18]. The four key failures that are identified and need to be secured are
discussed below.

The first key finding of the research by Nurse et al. is that assessment
frameworks structurally fail to recognize that items cannot always be an as-
set if they are not secure [NCD17; Nur+18]. In current assessment methods,
devices are often valued as assets and forgotten to be valued as an attack-
ing platform for malicious actors. This attacking platform is strengthened by
the second key finding. Which looks at the organizational structure of the

36

Version of May 20, 2022– Created May 20, 2022 - 10:37



2.3 Risk assessment in IoT-based environments 37

environment. In the situation that someone can predict how the layers are
connected and how the environment is organized. Then it is also possible
to exploit the environment. This can happen across all different dimensions
of the environment. Thirdly, the periodic assessment was already a vulner-
ability for older environments. This is only getting more exacerbated due to
the rapidly changing dynamics of IoT. Currently, risk assessments are focus-
ing on existing risks to the environment. This will not be sufficient for IoT
because these environments change shape quicker than the assessments can
account for. Therefore, assessments need to account for future developments
in the environments and act upon them. Lastly, there is a growing lack of in-
ternal knowledge about IoT-based environments. This lack of knowledge is
greatly impacting the security risk assessment. Currently, most assessment
methods try to be self-assessing to make it available to everyone. However,
if the environment is internally not well understood, it cannot be assessed
properly.

These four key findings illustrate how the main 5 main challenges are
not covered by the current assessment frameworks. Therefore, future assess-
ment frameworks must account for these four failures. This means that it is
necessary to act upon them and offer solutions to them to create secure envi-
ronments. Additionally, the failure to cover IoT in the assessment methods
also means that they do not cover the risk mitigation of IoT. This is relevant
to minimize the impact of cyber risk. When environments expand quickly
and retrieve a lot of data it is essential to mitigate the potential risks. A use-
ful model that all IoT devices should follow to mitigate the risks is the three
tenet model [HC13]. The three identified tenets are:

• System Susceptibility Metric: Minimize the number of access points
to system-critical functions, these can be functionalities and services.

• Access Point Metric: Minimize the number of visibility to a malicious
actor, this can be input/output values and system processes.

• Threat Capability Metric: Minimize useful insight available to the ma-
licious actor, for example system operations where data observed at
one time may or may not be comparable to data observed at another
time or on another system.

Second, the applicability of the model must be tested. Current frame-
works are often not properly tested on their applicability. Therefore, a good
method is needed to self-assess the applicability of the created framework.
A method to assess the applicability of test design techniques is created
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[Eld+06]. This method assesses the applicability with the help of eight differ-
ent points. These points illustrate the different struggles a method can face
when it is applied. These points are based on a process of evaluation. Where
the model is designed first then second the use case is chosen to apply the
model on. Afterwards, the model is applied to this use case. Lastly, it is
analyzed and evaluated. This evaluation will provide relevant outcomes for
improvements and redesign of the model. The eight assessing points are the
following:

1. The faults in the model, where it was hard to apply to the use case

2. The subjectivity of the subject that is assessing the model

3. The ease of applying the model

4. The extent to which the model can be used

5. The generality of the model

6. The number of variants of the model within each scope

7. The possibility to automate the model

8. The overall evaluation of the entire process

These 8 points cover the variation of applicability struggles. Knowing
there is a lack of applicability in the current frameworks, this model made
itself self-assessing. The self-assessment makes it possible for future models
to account for these points. All to make sure that the newly created frame-
works have value.

To sum this subsection up, the key challenges for IoT assessment frame-
works were identified. How these challenges can be identified is shown by
illustrating what the current frameworks lack. Striving for the elimination
of these lacks is how IoT-based environments can be assessed. In addition, a
risk mitigation model was proposed. To make sure that the impact of cyber
risks stays limited.

2.3.3 Risk assessment on the IoT limitations

In the previous subsections, common cybersecurity assessment methods have
been discussed. These assessment methods can be used as a baseline to as-
sess new IoT-specific risks. Whenever necessary these methods need to be
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elaborated using new types of assessments. In addition, the current limita-
tions of the assessment methods were identified. These limitations need to be
overcome using the identified assessment methods. How these are assessed
will be discussed in this subsection.

Comprehensiveness overall framework

The comprehensiveness of the overall framework can be measured by the
range of assessment methods that are included. In order to be a security
assessment method, it is essential to cover all parts of the security environ-
ment. Therefore, the frameworks can be assessed on the extensiveness of
their assessment methods. Every security framework must cover all relevant
assessment components.

Comprehensiveness assessment methods

The comprehensiveness of the assessment methods can be measured by the
range of assessments that are included. In order to be a security assessment
method, it is essential to cover all parts of the security environment. There-
fore, the frameworks can be assessed on the extensiveness of their outcomes.
Every assessment framework must cover all parts of the relevant outcomes.

Major challenges for current IoT security frameworks

As identified in the baseline there are five major challenges for current IoT
security frameworks [Kar+21]. With the help of their conceptualization and
the conceptualization of Nurse et al. [NCD17; Nur+18], it is possible to iden-
tify the security risks that need to be assessed.

The first major challenges are the technical challenges. Typical challenges
here are the challenges of computation power, energy efficiency, cryptogra-
phy, and architecture. The challenges in making it secure are clear. How-
ever, the assessment of the risks, the implemented security standards, the
regulatory monitoring, and the maturity suggestions, can help assess these
challenges. The risks can be assessed by identifying all the threats, vulnera-
bilities, consequences, and likelihood of an attack. These can be mitigated by
the implementation of security standards. The security standards must solve
the 5 NIST values to provide overall guidance. These must be in line with
the applicable regulations to ensure the legality of the environment. Finally,
the maturity of these security measures must be assessed to create overall
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relevant outcomes for the environment. Assessment methods that are es-
pecially important for technological challenges are vulnerability assessment
methods, network assessment methods, virus detection assessment meth-
ods, authentication assessment methods, and penetration testing assessment
methods. A last note, in the case that the risks to the environment are too sub-
stantial or consist of too much personal (privacy-protected) data, they must
meet some minimal requirements to be considered assets.

The second major challenges are the legal challenges. These challenges
deal with the current regulations and policies on how to deal with cyber vio-
lations. Regulations can vary in huge amounts in diverse regions and times.
These regulations can focus on security but also in large parts on privacy af-
fecting the legally obligatory security measures. Besides accountability, the
policy can have a major impact on the financial and legal consequences for
the environment. The special challenge here is that the whole environment
must align with the legislation. Therefore, the assessment is simply identi-
fying the current legislation and checking whether all IoT devices can 100%
comply with the rules. In addition, legislative monitoring must be in place to
properly assess the prosecution and impact of security risks. And to monitor
legal developments to anticipate on-time on changes in regulations.

The third major challenges are the ethical challenges. These challenges fo-
cus on the internal accessibility of the data and the digital ownership of the
data. Examples are the integrity of data and information. A key here is access
control, where the focus is on the Principle of Least Privilege [VM01]. This
principle states that a subject should be given only those privileges needed
for it to complete its task. In addition, the subject should only use the priv-
ileges to complete that specific task. This makes the challenges operational
but also human. To access these challenges it is essential to closely monitor
everyone and everything that can retrieve any data. Besides, it is necessary
to access the integrity of the subjects that have access to data. The integrity
can be measured and assessed with the help of the risk hierarchy framework.
Besides, the human assessment method should have a special focus on ethi-
cal challenges.

The fourth major challenges are the operational challenges. IoT has changed
the environments drastically, in terms of the number of devices, diversity of
devices, generation of data, and made it a more quickly changing environ-
ments. Operationally these environments need to change to handle these
changes securely. These operational challenges all fall under the subcate-
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gory of management assessment. The management tries to come up with
solutions to solve the security issues that come with IoT devices. These have
been identified as interconnectivity, things-related services, heterogeneity,
dynamic changes, enormous scale, and connectivity. Assessment methods
that need to be included to manage these challenges are hardware threats
assessment method, policy & countermeasure assessment method, and nat-
ural threats assessment method.

The last major challenges are the adaptive challenges. These challenges
focus on the adaptability of the environments. Identifying future develop-
ments and accounts for them in the security assessment. These challenges
are covered by the management assessment (organizational adaptivity), reg-
ulatory management (regulatory adaptivity), and maturity assessment (ad-
vancements). A key assessment method that accounts for these challenges is
the human assessment method. The available human knowledge is essential
in staying adaptive. Monitoring new trends and research that prove new in-
sights. In addition, strive to stay on top of the maturity to have an advantage
when changes are necessary.

Applicability of the framework

The applicability of the framework is often neglected. Testing the applicabil-
ity can be a complicated task. As proposed before, an eight points framework
is designed [Eld+06]. These show how a model can fail in being applicable.
However, this also indicates what the exact points are that need to be as-
sessed. These eight points are:

1. The faults in the model, where it was hard to apply to the use case

2. The subjectivity of the subject that is assessing the model

3. The ease of applying the model

4. The extent to which the model can be used

5. The generality of the model

6. The number of variants of the model within each scope

7. The possibility to automate the model

8. The overall evaluation of the entire process
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The model, covering these eight points, should be used to test the final
created assessment framework. To make sure that the created assessment
framework can be applied.

This subsection discussed the methods to assess IoT-based environments.
This was structured based on the previously identified limitations of the cur-
rent assessment methods for IoT-based environments. For all four identified
limitations a clear method is proposed. These methods are summarized in
the next subsection.

2.3.4 Assessing IoT-based environments

Concluding, this section aims to answer subquestion 2. Formulated as: ”How
can risks in IoT-based environments be assessed?” To answer this question, avail-
able and comprehensive assessment methods were introduced. The combi-
nation of these assessment methods is used as a baseline to assess the specific
IoT challenges. Therefore, the combination of the identified main challenges
for IoT assessment frameworks and the comprehensive assessment methods
has led to the second intermediate conclusion of this research. This conclu-
sion is also the answer to subquestion 2, and can be summarized as follows:

• Comprehensiveness overall framework: The frameworks can be as-
sessed on the extensiveness of their assessment methods.

• Comprehensiveness assessment outcomes: The frameworks can be
assessed on the extensiveness of their relevant outcomes.

• Major challenges for current IoT security frameworks: The five major
challenges are technical, legal, ethical, operational, and adaptive chal-
lenges.

– Technical: Apply the five components of the comprehensive as-
sessment framework. First, risk assessment that identifies threats,
vulnerabilities, consequences, and likelihood of possible attacks.
Second, security standards to mitigate these risks. Third, risk man-
agement with the help of 5 NIST values. Fourth, legal regulation
monitoring. Last, maturity assessment to prepare the environ-
ments for future challenges.

– Legal: The assessment is simply the identification of the current
legislation and checking whether all IoT devices can 100% comply
with the regulations. In addition, legislative monitoring must be
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in place to properly assess the prosecution and impact of security
risks.

– Ethical: The assessment of ethical values needs to be done by
monitoring the Principle of Least Privilege. In addition, the in-
tegrity of subjects that have access to the data must be monitored.

– Operational: The assessment of securing the environment must
focus on the standardization of devices, the repeating cycle of
the assessment, available knowledge within the company, and the
suitability of the organizational structure for a secure IoT-based
environment.

– Adaptive: The assessment focuses on the internal structure to adapt.
Monitoring new trends and research that proves new insights.

• Applicability of the framework: The 8 point framework of Eldh et al.
can be applied to the final assessment framework [Eld+06].

2.4 Solutions for IoT-based environments

In the previous sections, the limitations of the available cybersecurity assess-
ment frameworks for IoT-based environments were identified. Then, the
methods to assess these limitations were discussed. However, a good and
comprehensive assessment framework also offers the relevant outcomes to
solve the limitations. Therefore, more research is needed to find solutions to
these limitations. The question used to discover this is subquestion 3. Sub-
question 3 is formulated as follows: ”What are potential solutions to minimize
the risks in IoT-based environments?”

2.4.1 IoT-based environment solutions

The solutions to minimize the risks can be divided into IoT-based environ-
ment architecture solutions and current technological trends that work as so-
lutions. In this subsection, the solutions to make the IoT-based environment
architecture secure are discussed. Previously, in figure 2.6 the IoT-based en-
vironment architecture was shown. Based on these layers, Patel et al. have
identified the security requirements at the different layers [PP+16]. In this
case, the application and the smart object layers are respectively the sens-
ing and the interface layer. All of these security requirements focus on the
technical-, ethical-, and operational challenges of IoT-based environments.
This is not comprehensive enough. However, the requirements do form a
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strong base for securing the IoT-based environments.

Figure 2.12: The security requirements at different layer of IoT [PP+16].

The requirements in figure 2.12 solve the risks that were illustrated in
figure 2.7. However, as mentioned before, this does not include all five chal-
lenges. Research that did cover the challenges is the paper where the five
main challenges are identified. In this research by Karie et al., possible so-
lutions are proposed [Kar+21]. These possible solution are presented in a
list of 11 potential solutions that together should solve the five main chal-
lenges. These solutions are not all based on existing possibilities but stress
what needs to happen in the future to account for secure IoT-based environ-
ments. Therefore, not all these points apply to a framework.

1. Develop security assessment frameworks

2. Develop IoT device-specific monitoring tools

3. Implement secure authentications for all IoT devices

4. Encrypt all IoT data
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5. Test all IoT hardware before, during, and after deployment

6. Use public key infrastructure security methods in all IoT devices

7. Develop and deploy only secure and trusted IoT applications

8. Implement identity management

9. Generate trust for secure data transmission and object authentication

10. Harden the security of IoT networks, including strong login credentials

11. Regulate and certify IoT devices before the use

In addition, they added that every IoT device is subject to a variety of
cyberattacks and that these 11 potential solutions can help to prevent these
attacks. However, more solutions can be beneficial. Therefore, they have
also added the following six points to the list: IoT security analytics, End-
to-end credentials, IoT API security methods, Endpoint detection response
(EDR) tools, Dedicated network visibility tools, and Keeping up-to-date with
the latest IoT security threats and breaches [Kar+21]. Other countermeasures
that were identified by Karie et al. earlier are [KSH20]:

• A multi agent, naive Bayes algorithm, Intrusion Detection System (IDS)

• Machine Learning to automatically classify the attacks

• Multiple point defence mechanism (IoT gateway as IDS)

• Anomaly detector in cloud infrastructure and at the fog computing

• Dynamic update of attack detection model

• Inter and intra-domain collaborative DDoS mitigation

• Mean and standard deviation technique

• Multiple IDS located on the network (edge, fog and cloud IDS)

• IDS function at the edge based IoT-based environment

In combination, solutions were given to the environment on every level.
All main challenges are covered. Besides, this last research had a specific
focus on intrusion detection whenever the security is vulnerable. Important
to these solutions is that the technology is continuously improving [GBB18].
This implies that solutions will always need to be updated to current trends
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and technologies. Most of the proposed solutions account for this develop-
ment by saying that management and methods are needed. For the reason
that IoT is a continuously changing environment, we will always need new
solutions to the latest threats. In the next subsection, the most recent solu-
tions are discussed.

2.4.2 Latest technological developments in IoT security

The previous subsection illustrated useful methods to secure current envi-
ronments. However, the best solutions to the main risk will always be the
most recent developments in security. For this reason, it is relevant to dis-
cuss the latest technological improvements in IoT security. This subsection
discusses the most recent trends in encryption, authentication, blockchain,
and intrusion detection systems. These values are in line with the most im-
portant developments in IoT security mechanisms [Has+19].

Encryption

Encryption is a major challenge for IoT devices. They often have at least
one of the following characteristics: small size, limited computational capa-
bility, limited memory, or limited power resources. This makes it difficult
to use intensive traditional encryption algorithms to secure the information
[SSJ20]. Lightweight encryption algorithms offer a solution to these devices.
These algorithms focus on providing the best possible encryption with lim-
ited computation. The most important primitives are the four shown in fig-
ure 2.13. All four play a central role in encrypting and relate to each other
in computational needs. Elliptic Curve Cryptography (ECC) is a method to
deal with the public key exchange that is illustrated in figure 2.4.

Figure 2.13: Lightweight cryptographic primitives for IoT [SSJ20].
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The final algorithm and encrypted cipher can be evaluated based on se-
curity, chip area, throughput, latency, hardware, and software efficiency,
and figure of merit [SSJ20]. Therefore, the best applicable lightweight al-
gorithm is device-dependent. Recent research is done on the current field
of lightweight encryption algorithms [SSJ20; TRK21]. They both provide an
overview of the performance of the existing available algorithms. In addi-
tion, new algorithms keep getting introduced [Gao+21].

Another method used to encrypt data can also be used. This method is
called steganography, it encrypts messages in a way that no one suspects
that an encrypted message exists [Kha+19]. Steganography is done on top of
regular encryption, this means that the data is encrypted first. After this step,
a special rule can be introduced to insert this encrypted data into redundant
data. This redundant data can for example be an image or other file format.
In this way, no one suspects the existence of a secret message. The downside
of this encryption is that it increases the size of the data to the size of the data
it is hidden in. Also in steganography, there are a lot of different algorithms
that can be used [DG21].

Authentication

Currently, the most popular technique to attack network security is still au-
thentication. Just like encryption, proper authentication can be too costly
for IoT devices. The most common authentication methods often have too
much computational and communication cost [Has+19]. Therefore, authen-
tication methods as mutual authentication, two-factor, multi-factor and bio-
metrics encounter big challenges [LK08; De +13]. This increases the demand
for lightweight authentication. However, the environments remain weak to
attacks. A selection of these attacks is: stolen verifier, multi-ID, denial-of-
service, node capture, replay, forgery, stolen smart-card, sensor-node imper-
sonation, and gateway node bypassing [Has+19].

A survey on the IoT limitations of authentication is done to identify the
research necessities [El-+19]. They identified several requirements and open
issues that should be taken into consideration by future research and there-
fore also future authentication assessments. Solutions to solve the most im-
portant authentication challenges will therefore mainly focus on the follow-
ing points:

1. In constrained devices the proposed protocols must be lightweight,
making a trade-off between resource consumption and security.
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2. The robustness of authentication protocols against potential cyberat-
tacks should be analyzed.

3. The need to consider location and identity privacy in IoT applications.

4. The communication overhead is essential. The number of messages
and size of these messages should be kept as low as possible.

5. Low computation costs are essential. The need for lightweight authen-
tication protocols is key in this process.

6. The IoT authentication scheme should be scalable.

7. The authentication service must be aligned to the different layers of the
IoT architecture.

8. The heterogeneous devices in IoT-based environments must be consid-
ered in the design of an authentication scheme.

9. Hardware solutions can also be used to provide security. Therefore, a
combination with software solutions can lead to ideal authentication.

Blockchain

Blockchain is used as a substitute for the important IoT mechanisms trust
management and secure routing [Has+19]. Since this technique could solve
both problems and is a widely accepted trend to secure data. Blockchain is
a relatively new technique that uses a growing list of data structures, called
blocks, that are connected and secured by cryptography [BFL20]. The inte-
gration of blockchain with IoT could lead to improvements that include the
following concepts [Rey+18]:

• Decentralization of IoT to become more scalable.

• Identity regulation, blockchain can provide trusted authentication.

• Autonomy of devices, are capable to interact without servers.

• Reliability of data, participants can verify the authenticity of the data.

• Security of protocols, can be optimized with the application of blockchain.

• Market of services, blockchain can create an IoT ecosystem of services
and market places, where transactions are possible without authorities.
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• Secure code deployment, code can be pushed into devices safely.

The points above are the advantages that blockchain could bring. How-
ever, the integration of blockchain also brings challenges along. One of the
biggest challenges are the capacity and scalability challenges. Since the stor-
age capacity and scalability of blockchain is still under debate and in the con-
text of IoT applications, the challenge is much greater [Rey+18]. However,
there are multiple options to avoid these limitations. The literature proposes
multiple techniques to filter, normalize and compress IoT data to reduce the
size. In addition, the blockchain method in itself also has vulnerabilities.
Limited hashing power can result in a consensus mechanism that is com-
promised, this would result in a malicious actor that hosts the blockchain.
A comparable threat is private keys with limited randomness. In this case,
they can be exploited on the blockchain accounts [KS18]. This implicates
that blockchain can be a useful method to secure IoT-based environments.
However, also brings along its challenges that need to be accounted for.

Intrusion detection systems

Just like many of the challenges, research showed that there is a need to
design an integrated IDS that can be applied in IoT-based environments
[EAH18]. This means that there is a lack of existing IDSs that are good for
IoT. In reaction to this statement new IDSs are introduced. Most of these
systems are currently based on neural networks. The first IDS that is intro-
duced is a recurrent neural network (RNN) IDS for IoT [SBW+20]. This IDS
has an accuracy score of 95.7%. In the same research, this RNN is optimized
to a hybrid convolutional neural network (HCNN). This IDS even provides
an accuracy score of 98.6%. Other research that adapts RNN, is a IDS that
uses fog computing to create a model [Alm+20]. This model only achieves
an accuracy of circa 91% (depending on the training iterations). However,
there must be noted that this is another dataset with other characteristics.
Compared to other models this is still one of the best models discussed in
the research. An understatement is that IDS has an important role in IoT
security. The current IDSs with the best quality are all based on neural net-
works. These neural networks are in some ways adapted to be specifically
applicable to IoT situations. However, the main focus must be that the IDS
uses the best practice for the specific device. Knowing that IoT-based envi-
ronments are heterogeneous.

To sum up, this subsection illustrated the most recent technological im-
provements in IoT security. The trends that are discussed here are encryp-
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tion, authentication, blockchain, and intrusion detection. How these tech-
nological improvements can lead to more secure IoT-based environments is
summarized in the next subsection.

2.4.3 Solutions to minimize risks in IoT-based environments

Concluding, this section wanted to answer subquestion 3. Formulated as:
”What are potential solutions to minimize the risks in IoT-based environments?” To
answer this question, the question was split up into two major subjects.

First, the solutions that relate to the IoT-based environments. Here, so-
lutions for the different IoT architecture layers have been identified together
with the main potential solutions for the five main challenges. Additionally,
important characteristics of assessment methods were identified. The char-
acteristic is that every assessment is based on the management and method
assessment. This is necessary since assessment methods cannot grow at the
same pace as technological development.

Second, the most important developments in IoT security mechanisms
were discussed. This is done to present the current trends and to include the
best solutions to the current threats. The four major trends are encryption,
authentication, blockchain, and Intrusion detection systems. The intermedi-
ate conclusion that can be drawn after this section, and therefore the answer
to subquestion 3, can be summarized as follows:

• IoT-based environment solutions: The solutions for a safe IoT-based
environment will be a combination of proposed lists. The requirements
at different layers from Patel et al. [PP+16]. These can be combined
with the 11 future solutions of the baseline [Kar+21]. In this solution,
the main focus must be the assessment of good monitoring and man-
agement.

• Latest technological developments in IoT: The best solutions to the
main risk will always be the most recent developments in security. For
this reason, it is relevant to discuss the latest technological improve-
ments in IoT security. In IoT security, the most important research top-
ics are encryption, authentication, blockchain, and intrusion detection
systems.

– Encryption: Monitor for the latest and best lightweight encryp-
tion algorithm that is perfect for the type of device. Whenever
possible also add the use of steganography.
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– Authentication: Solve the main authentication challenges by as-
sessing the nine points of El-Hajj et al. [El-+19].

– Blockchain: Solves a lot of security challenges, however, does not
apply to every network due to its limitations. Monitor the de-
velopments on blockchain to apply whenever the limitations are
solved.

– Intrusion detection systems: Monitor for the latest and most ac-
curate neural networks that solve the damage that can be done by
intruders.
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Chapter 3
Methodology

The previous chapter proposed the intermediate conclusions to the first three
subquestions. This chapter explains the method that is used to elaborate on
and validate these conclusions. In addition, this chapter explains the method
used that retrieves information about the last two subquestions. Together,
this chapter presents the method that is used to answer the main research
question, and therefore the method used to validate the subquestions. This
will be done by elaborating on the research strategy first. Afterward, the
method for collecting data is discussed. Finally, the method that is used is
evaluated. This section elaborates on the methodology discussed in Chapter
1. Here is introduced that this research is research for design, that it is based on
a qualitative research method, and that it generates a conceptual assessment
framework based on the grounded theory. This chapter will elaborate on these
statements and argue why this method suits this research the best.

3.1 Research strategy

This section elaborates on the method used in this research to answer the
research questions. The objective is to research the necessary elements that
should be included to assess an IoT-based environment. The IoT elements
can be assessed by focusing on their specific characteristics, combined with
the methods used to assess the current environments. The outcome of these
steps will identify the missing gap in the current assessment methods. Gen-
erating the information that needs to be added to these assessment methods
to also make IoT-based environments more secure. By identifying this gap,
an increase in security in IoT-based environments could be achieved. This
gap is identified by answering the following main research question.
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RQ: How to assess challenges and differences in the security of IoT-based envi-
ronments, compared to the security of traditional computing devices?

The answer to this question will be an assessment framework. To the best
of my knowledge, there does not exist a comprehensive cybersecurity assess-
ment framework for IoT-based environments. Therefore, this research tries
to identify and discuss the gap. To achieve this, the method used is based on
an exploratory research design. To explore and identify the ’how’, in the as-
sessment of these challenges. In addition, the main focus is the design of the
assessment framework. Therefore, this research is research for design. This
implies that existing research is combined to validate the choices in design.

In addition, the exploratory nature is there to get an insight into the chal-
lenges and differences in the security of IoT-based environments. Therefore,
knowledge in form of experiences, beliefs, and attitudes is relevant [CP16].
This knowledge can primarily be obtained by interaction with experts in the
field. Due to the limited amount of specialists in this field and the maximal
amount of information that should be generated by these experts, this re-
search chose to conduct interviews. Interviews are a commonly used method
in an exploratory research design with a qualitative research method [CP16].

Qualitative research encompasses the examination of human experience
as it appears in people’s lives, into facts or principles aimed to describe and
clarify these appearances [Pol05]. Qualitative methods can be used as ev-
idence, explaining the causation of the observations. The retrievement of
qualitative information by researchers is often done in in-depth interviews
[CP16]. To be able to do an in-depth interview, it is necessary to have all the
relevant information to the topic. In this case, it was necessary to investi-
gate the research topics of the first three subquestions already. This method
was chosen to create the ability to have a more in-depth conversation about
the topic and about the most important subjects to discuss. The result is
that the interviews will verify the outcomes of these three subquestions. In
addition, the interviews encourage the addition of relevant aspects to the
answers to the first three questions. Besides, the interviews will explore
the overall processes and guidelines that could be implemented and how
these could be generalized. The type of interviews will be semi-structured.
As the questions in this interview must be substantiated by literature. The
semi-structured interviews follow straight guidelines but are also based on
intermediate labeling to provide the flexibility to improve the questions or
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change direction as new themes emerge and the research progresses. This is
beneficial when the same questions asked in the interviews do not retrieve
new insights anymore. These interviews will consist of several open-ended
questions to gather qualitative data. Further analysis and search for broad
patterns in their responses will be done using a method called grounded the-
ory. The implementation of this method is discussed later.

This research is conducted in the Netherlands and is in collaboration with
PwC NL. This means that the interviewees are linked to PwC and the re-
search took place within the facilities of PwC. In addition, the research takes
place in the first half of 2022.

This section has elaborated on the strategy of the research. It discussed
why interviews are used as the main method to retrieve more data. The main
reason for this choice was to retrieve as much data as possible from the little
number of experts available to the researcher. The next section will elaborate
on how the outcomes of these interviews can be transformed into a valid
data source.

3.2 Data collection

The previous section has discussed the best method to use to collect valuable
data. This section describes the techniques and procedures that are used in
the interviews. These methods are relevant to validate the data that is used
to answer the main research question and the five subquestions.

3.2.1 The sample and tools

To answer the research questions, it is necessary to verify the identified out-
comes of the literature review with experts. In addition, these experts can
help explore additional insights. This verification and exploration can be in
terms of IoT characteristics and it can be in terms of assessment methods.
Therefore, the interviewees can be experts in two different expertises: IoT
security experts and cybersecurity assessment experts. In this case, the ex-
perts are all part of the network of PwC firms. The employees differ in terms
of their expertise, role, experience, education, and country. Roles differ be-
tween associate, manager, and director. These roles are fairly aligned with
their experience in the field.
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As the interviewees work in different countries, it is not possible to do all
interviews physically. Therefore, the interviews will be held online. To make
the interviews of use, they should be transcribed. The interview can only be
transcribed when it is recorded. This means that a meeting tool is needed
to connect to the interviewees digitally. This tool must be able to record the
meetings. In addition, a transcription function would be desirable in the
tool. The tool chosen to achieve this is the Google Meets tool. Google Meets
doesn’t have a transcription functionality. However, to solve this, Descript is
used to do the first transcription of the interviews. The outcomes of this tool
were analyzed and corrected.

3.2.2 The interviews

The interviews themselves strive to generate optimal relevant information.
This research chose to use semi-structured interviews with open-ended ques-
tions. Semi-structured interviews give the process enough flexibility to dive
deeper into interesting topics. Besides, open-ended questions generate an
open-minded interpretation of the questions. This stimulates out-of-the-box
thinking, which is very useful and interesting for both validation and explo-
ration [Jam14]. It enables the interviewee to shape the question to the things
they experience to be most important. Furthermore, the interviews will be
one-on-one interviews to explore the perspective of the interviewee. This
minimizes the chance that the interviewee will change perspective because
of groupthink [Jan08]. The questions that are asked in the interviews can be
found in Appendix A.

3.2.3 Grounded theory

The outcomes of the interviews must be interpreted as objective as possi-
ble. The outcomes must be analyzed and interpreted validly. The most ex-
cepted theory used in qualitative research is the grounded theory [SC90].
This method is most excepted because it provides the most guidance to vali-
date the findings. Therefore, this research uses a grounded theory approach.
The 8 steps of this process are shown below [Onl09].

1. Identify the substantive area, area of interest

2. Collect data about the substantive area

3. Open code the data when it is collected
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4. Write memos throughout the entire process

5. Conduct selective coding and theoretical sampling

6. Sort the memos and find the codes that can organize the codes the best

7. Read the literature and integrate the theory with the codes

8. Write up the theory

Here, open coding and intermediate labeling are two steps in this process
that require more explanation. First, open coding is a qualitative approach
for identifying the most important concepts discussed in the data. By ob-
serving the data and phenomena that are discussed, it is possible to identify
important codes. All these codes are attached to the list of codes. This gener-
ates a valuable list of codes that are relevant topics that need to be discussed
in the remainder of the research. Later these codes will be organized into
concepts, subcategories, and categories to create structure and build theory.

Second, intermediate labeling focuses on the determination of the ques-
tions in the interviews. This method retrieves the insights and labels of the
last interview before the next interview. Using this strategy, the questions
of the interview can be changed. It can change the structure, to discuss the
topics that were presented to be interesting in the previous interviews. This
strategy is based on the work of Strauss & Corbin, they identified the point
in development where no new properties or relationships emerge during
analysis [SC98]. They created this method to generate the ability to change
the interview to keep finding new relevant insights. Therefore, in this re-
search, the transcription and coding of an interview happened between the
last interview and the next. An overview of the basic structure of the inter-
views can be found in Appendix C. Even after intermediate labeling this ba-
sic structure is not altered, only the most relevant concepts are more broadly
discussed when multiple interviewees considered them crucial.

3.3 Method evaluation

The research method illustrated in the previous sections is proposed to be
the best method possible. However, this research method also has its lim-
itations. In the timespan of this research, it was only possible to interview
a limited amount of experts. However, the amount of experts available on
the relatively new IoT topic is also limited. Therefore, the number of experts
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that could be included in this research would always have been low. Using
interviews generates the most relevant data per interviewee. Therefore, in-
terviews are the most appropriate method to use in this research. In addition,
another limitation is that the variety of experts is low. This is limited because
all experts are linked to the same company. Therefore, they may have simi-
lar viewpoints and experiences. The positive aspect of doing research within
one company is the ease to get in touch with experts around the globe and
the relevant expertise that they have. Within PwC a lot of experts are cy-
bersecurity consultants, they will always have an affinity with assessment
frameworks.

In addition, interviews are a critique research method due to the subjec-
tivity in the interpretation [CP16]. The grounded theory is the best method
to limit this subjectivity in the interpretation. However, the same downside
applies to this method. Namely, that the coding is done by a subjective re-
searcher. In this research, this could not be avoided. However, open coding
minimizes this subjectivity by forcing the researcher to analyze the data sen-
tence by sentence. Therefore, the chances are high that all important concepts
are still identified.

Furthermore, the digital environment of the interviews creates more men-
tal distance between the interviewer and the interviewee than in on-sight
interviews [JRT14]. This could decrease the quality of the interaction. There-
fore, this must be minimized by encouraging them to put on the camera and
have a little small talk previous to the interview.

To summarize, aside from the limitations of the method used, the ma-
jority of these limitations could not have been avoided by using a different
method due to the scope of this research. The remaining interview-related
limitations have been considered in advance, to limit their impact. Together,
apart from the limitations of the method, this was the best method available.
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Chapter 4
Results

The previous chapter discussed the method used in this research. It elabo-
rated on why interviews are chosen and how these interviews are executed.
To follow up, this chapter presents the findings of the data gathered from
these interviews. It conceptualizes and analyzes the data to gain additional
insights. This will be structured in the following way. The first section
presents an overview of the interviews and the interviewees. The second
section presents how the interviews have been transformed into structured
data. The last section presents the conceptualized findings. Afterward, these
findings will be aligned to the subquestions they are related to. Therefore,
the last section will discuss the retrieved data structured by every subques-
tion.

4.1 Overview of the interviews

This section provides an overview of the interviews as well as an overview of
the interviewees’ experience and expertise. This is presented to validate the
outcomes that the interviews generate. First, an overview about the inter-
viewees is presented. In this research a total of ten experts are interviewed.
These experts work on a variety of topics that are connected to cybersecu-
rity and/or IoT. These experts work with different clients, depending on
the country they work in, the experience they have, and the role they have
within that company. In addition, the variation in years of experience results
in a variation in the number of clients with whom they have worked. Table
4.1 provides an overview of the roles, years of experience, and countries the
experts work in.
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Expert Role Experience Education Country
1 Associate cyberprivacy 1,5 year Information science NL
2 Senior associate OT&IoT security 7 years Technical computer science DE
3 Associate offensive security 0,5 years Infrastructure engineering NL
4 Senior associate EMEA team 2,5 years Cyber warfare HU/NL
5 Senior manager cybersecurity 7 years Business administration NL
6 Manager data analytics 6 years Business administration AE
7 Director OT&IoT cybersecurity 8 years Electrical engineering CA
8 Director cybersecurity risk 12 years Environmental engineering US
9 Assistant manager cybersecurity 11 years Electronic communication IN
10 Pen tester OT&IoT security 2 years Computer science DE

Table 4.1: Overview of the experts.

Table 4.1 shows that three different roles are included in this research,
varying between associates, managers, and directors. The years of profes-
sional experience vary between 0,5 years and 12 years (with a median of 6,5
years). Furthermore, the experts are working in 7 different countries, vary-
ing over 3 different continents.

Second, the overview of the interviews is discussed. Due to limited trav-
eling possibilities and corona restrictions, all interviews have been conducted
virtually. Additionally, these interviews were all in English. This was done to
align the outcomes and to make the transcription and coding processes eas-
ier. The questions asked in the interviews can be found in Appendix A. The
average duration of the interview was: 54 minutes. The interviews ranged
in duration between 42 and 72 minutes.

4.2 Codes and categories

The previous section discussed the key characteristics of the interviews and
the interviewees. In this section, the results of these interviews are presented.
These results were achieved by strictly following the earlier mentioned steps
of the grounded theory [SC90]. What data every step provided is illustrated
in this section. The first steps that generate data are steps three and four,
open code the data when it is collected and write memos throughout the process.
The number of codes that are generated in the interviews after these two
steps can be found in table 4.2.

After all the codes are generated, steps five and six of the grounded the-
ory are to conduct selective coding and theoretical sampling and sort the memos
and find the codes that can organize the codes the best. Here, the double and sim-

Version of May 20, 2022– Created May 20, 2022 - 10:37

59



60 Results

Interview Number of codes
1 47
2 58
3 60
4 44
5 70
6 53
7 44
8 77
9 63

10 34
Table 4.2: Overview of the number of codes per interview.

ilar codes are joined and translated into concepts. These concepts are struc-
tured into categories and subcategories. The full list of these (sub-)categories
and concepts can be found in Appendix C. A short version of this list, includ-
ing the most relevant categories and subcategories, can be found in table 4.3.
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Category Sub-category Concept
Existing frameworks Risk framework CIA
Existing frameworks Cybersecurity framework NIST
Existing frameworks Cybersecurity standards IEC
IoT IoT types IoT/OT/IT
IoT challenges Technical development Outdated devices
IoT challenges IT-OT-IoT convergence One security framework
IoT challenges Lack in regulation Lack in standards
IoT challenges Size of the environment Scalability of the attack
IoT challenges Limited expertise Human problem
IoT challenges Interoperability Reliability
IoT challenges Adaptability Not willing to change
IoT challenges Diversity Diversity in devices
IoT challenges Data Availability
Framework limitations No existing framework Outdated frameworks
Framework limitations No one size fits all Variety of networks
Framework limitations Assess static network Network changes quickly
Framework limitations Applicability Generic/specific-trade-off
Framework guidelines Assessment Principle based philosophy
Framework challenges Scope Holistic network
Framework challenges Combine frameworks Not build to fit
Framework challenges Security by design Secure before implementation
Framework challenges Objective assessment Self assessment
Framework challenges Flexible framework Dynamic
Comprehensive framework Framework testing Simply cover everything
Comprehensive framework Framework outcome Transformation roadmap
Comprehensive framework Risk assessment Risk awareness
Comprehensive framework Management assessment Conflicting priorities
Comprehensive framework Maturity assessment Maturity level
Comprehensive framework Security standards All level mitigations
Comprehensive framework Regulation monitoring Case specific
Comprehensive framework Regulation challenges Responsibility
Comprehensive framework Environment assessment Scope of risk
IoT security solutions Limit attack scalability Segmentation
IoT security solutions Limit data traffic Internal processing
IoT security solutions Secure architecture Zero trust architecture
IoT security solutions Awareness User training
IoT security solutions Encryption Lightweight algorithms
IoT security solutions Vendor responsibilities Security by design
IoT security solutions Secondary security Boundary defense
Framework guidelines Framework type Dynamic framework
Framework guidelines Existing frameworks Reusing
Framework guidelines New framework Create own vision

Table 4.3: Overview of the (sub-)categories
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4.3 Mapping data to the research

The previous section concluded with a selection of the generated list of con-
cepts. In this section, this list of concepts is structured per subquestion. This
is done by mapping every concept to the question it relates to. Therefore,
this section provides a systematic overview of which concepts were relevant
to which specific question. Some of the concepts will provide a verifying
purpose. These points will emphasize the importance of earlier identified
concepts. Additionally, some of the concepts will introduce new insights
into the topic. These will generate a broader view of the question, creating a
more comprehensive answer to the question.

4.3.1 Subquestion 1

Starting with concepts that were relevant to subquestion one. This question
is formulated as follows: ”What are the limitations of the available cybersecurity
assessment frameworks for IoT-based environments?” The most important con-
cepts for this subquestion are illustrated in table 4.4. There is one thing to
keep in mind about the tables in this section, they are still a selection of all
the concepts found in Appendix C. Only the most important concepts can be
discussed, and these tables include only those.

The most important risk and cybersecurity frameworks, that were identi-
fied, have already been discussed in this thesis. These frameworks are CIA,
NIST, and IEC. Additional relevant risk assessment and cybersecurity frame-
works are COSO ERM, ENISA, IoTSF, IRAM2, and ISF. All of these frame-
works focus on very specifically defined technology types. Therefore, a clear
distinction must be made between IT, OT, and IoT and how these differ. Ev-
ery type has other characteristics and therefore has to deal with other chal-
lenges. The data shows that the challenges related to IoT can still be catego-
rized into the five main challenges (technical, legal, ethical, operational, and
adaptive).

The main challenges identified by the data for each of the five main chal-
lenges will be discussed here. First, the technical challenges mainly focus
on keeping devices up to date with the current security standards. These
standards change over time due to new possibilities to secure and attack de-
vices. The main technological challenge is to secure devices with limited ca-
pabilities so that they can meet these standards. Second, the legal challenges
mainly focus on the limited regulations available to protect and guide en-
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SQ1: What are the limitations of the available
cybersecurity assessment frameworks?

Category Sub-category Concepts
Existing frameworks Risk frameworks CIA, COSO ERM, and IRAM2
Existing frameworks Cybersecurity frameworks NIST, ENISA, and IOTSF
Existing frameworks Cybersecurity standards ISO, IEC, and ISF
IoT IoT types IT, OT, and IoT
IoT IoT types Industrial IoT and consumer IoT
IoT challenges Technical development Outdated/not-supported devices
IoT challenges Technical development Do not meet security standard
IoT challenges IT-OT-IoT convergence Extreme variety in devices
IoT challenges IT-OT-IoT convergence Combine into one framework
IoT challenges Lack in regulation Conflicting priorities
IoT challenges Lack in regulation Bound to contracts
IoT challenges Size of the environment Amount of diverse devices
IoT challenges Size of the environment Scalability of the attack
IoT challenges Size of the environment Attacking surface
IoT challenges Limited experience Human problem
IoT challenges Device related services Function instead of security
IoT challenges Operational Continuous development learn cycle
IoT challenges Operational Processes and standards
IoT challenges Interoperability Relying on other devices
IoT challenges Interoperability Chain of trust
IoT challenges Adaptability Limited willingness, priority, and trust
IoT challenges Connectivity Always some risk
IoT challenges Diversity In devices, software, and networks
IoT challenges Data Data protection and availability
IoT challenges Data At rest, in transit, and at use
Framework limitations No existing framework Immature, incomplete, and outdated
Framework limitations No one size fits all Diversity in networks and maturity
Framework limitations No one size fits all Combine domain specific frameworks
Framework limitations Created by industry Not the highest requirements
Framework limitations Assess static network Assessment only captures moment
Framework limitations Applicability Generic/specific trade-off
Framework limitations Applicability Relevant guidance over all levels

Table 4.4: Concepts connected to subquestion 1.

vironments in securing their IoT. Besides, the issue of the vendor/customer
contracts is raised, this plays a large part in the possibilities for the customers
to secure their IoT-based environments properly. Third, the ethical chal-
lenges mainly focus on the conflicting priorities of the vendor, customer, and
user. This negatively impacts the chain of trust, while the environment must
be built on it. Fourth, the operational challenges mainly focus on managing
continuous development without creating security bottlenecks. The imple-
mented processes and standards are key in this and must be managed by
someone with expertise. This expertise is needed to deal with a wide range
of challenges and to oversee the consequences. Last, the adaptive challenges
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mainly focus on the limited willingness of people to continuously develop
and improve their security. IoT security is therefore said to be a human prob-
lem.

These challenges do not yet concentrate on the issues that an assessment
framework has to deal with. The data identified that an IoT cybersecurity as-
sessment framework must converge IT, OT, and IoT to make it operationally
useful. Besides, most organizations already use existing frameworks and
have a low willingness to change. This has implications for the applicability
of the assessment framework. It also has implications for the trade-off that
must be made between being a generic or a specific framework. In addition,
most assessment frameworks are created by the industry and the industry
would never force itself to provide maximal security standards.

To summarize the results of subquestion one, the outcomes of the data are
similar to the earlier identified limitations of available cybersecurity assess-
ment frameworks. Where CIA, NIST, and ISO are mentioned as the most
important frameworks available. In addition, the five main IoT challenges
(technical, legal, ethical, operational, and adaptive) are also identified by the
experts. The most important new insights the outcomes provided are the dif-
ferences between IT, OT, and IoT. Furthermore, some limitations have been
identified that all assessment frameworks have to deal with due to the char-
acteristics of an assessment framework.

4.3.2 Subquestion 2

Secondly, subquestion two builds upon the outcomes of subquestion one.
After the identification of these limitations, it investigates the possibilities
to assess these limitations. This question is therefore formulated as follows:
”How can risks in IoT-based environments be assessed?” The most important con-
cepts that are identified are illustrated in table 4.5.

The data is divided into three categories. 1) The guidelines for the assess-
ment framework. 2) The challenges that the assessment framework must
account for, and 3) The components that the assessment framework needs
to have to be a comprehensive assessment framework. The first category
identified the guidelines for the assessment framework. This focuses on the
sections that an assessment framework should include. It should include
an outline, a control section, and an assessment. In addition, it mentions
what the philosophy of the framework could be based on. This can either
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SQ2: How can risks in IoT-based environments be assessed?
Category Sub-category Concept

Framework guidelines Sections Outline, controls, and assessment
Framework guidelines Assessment Rule/principle based philosophy
Framework guidelines Assessment Comprehensive and technical dept
Framework challenges Scope Holistic
Framework challenges Scope IT-OT-IoT convergence
Framework challenges Combine frameworks Not build to fit
Framework challenges Combine frameworks Familiar with framework
Framework challenges Security by design Secure before implementation
Framework challenges Security by design Engineer is not a cyberprofessional
Framework challenges Security by design Costly erase, so monitor and update
Framework challenges Objective assessment Strive to objective self-assessment
Framework challenges Objective assessment Descriptive facts
Framework challenges Flexible framework Applicable, dynamic, and a loop
Comprehensive framework Generic/specific trade-off Generic part applies always
Comprehensive framework Generic/specific trade-off Specific parts with help of if-clause
Comprehensive framework Framework testing Simply cover everything
Comprehensive framework Framework testing Generate all possible threats
Comprehensive framework Framework testing Cluster risks semi-automated
Comprehensive framework Framework outcome Provide a roadmap with what to do
Comprehensive framework Framework outcome Provide guidance and priorities
Comprehensive framework Framework outcome Provide (descriptive) feedback
Comprehensive framework Framework outcome Illustrate CVE
Comprehensive framework Framework outcome Process, validate, and remediate
Comprehensive framework Framework outcome 3 pillars of transformation
Comprehensive framework Environment assessment Scope and scalability of attack
Comprehensive framework Risk assessment Risk awareness
Comprehensive framework Risk assessment Risk identification
Comprehensive framework Risk assessment Product failure
Comprehensive framework Risk assessment 4 NIST risks
Comprehensive framework Security standards Mitigation on all levels
Comprehensive framework Management assessment Conflicting priorities
Comprehensive framework Management assessment Train user: awareness & best practice
Comprehensive framework Management assessment Outdated asset management
Comprehensive framework Management assessment Manage access, assets, and people
Comprehensive framework Management assessment Manage change and vulnerabilities
Comprehensive framework Management assessment Zero day attack
Comprehensive framework Management assessment Monitoring: KRI & KPI
Comprehensive framework Management assessment Monitor connected to solution
Comprehensive framework Regulation monitoring Regulatory stakeholder cycle
Comprehensive framework Regulation monitoring Case specific: laws & contracts
Comprehensive framework Regulation monitoring Interpretation and compliance
Comprehensive framework Regulation monitoring Responsibility
Comprehensive framework Maturity assessment Maturity level and security level
Comprehensive framework Maturity assessment Corbit and capability framework
Comprehensive framework Maturity assessment Organisation maturity
Comprehensive framework Maturity assessment Experts and understanding

Table 4.5: Concepts connected to subquestion 2.
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be rule-based or principle-based. Most experts preferred a principle-based
approach. Last, the goal of the assessment framework should be to try to be
as comprehensive as possible.

Then the second category identified the challenges for the assessment
framework. The scope must be determined to make the assessment frame-
work applicable, useful, and comprehensive. This could be achieved by
combining the best existing frameworks. However, these frameworks are
not built to fit perfectly, since they have identified other subcategories that
do not match one-on-one. In addition, these frameworks focus on assess-
ing what is currently in place. Important here is that a lot of these devices
can not be updated easily whenever they are implemented. This means that
security by design is a challenge. Since that can not be assessed afterward.
Furthermore, an assessment framework is only able to assess a static mo-
ment. However, it must be built in a way that makes it more dynamic, to
deal with challenges over time.

The third category identified the components of a comprehensive assess-
ment framework. Here we can identify the five subcategories that are identi-
fied in figure 2.5. These are risk assessment, security standards, management
assessment, regulation monitoring, and maturity assessment. In addition,
the environment assessment has been introduced. This is the assessment of
the overall scope and the related risks that the environment deals with. In the
chain of figure 2.5, this would be placed first in line. As it looks at the high-
est level of the environment. Furthermore, the data elaborates on the other
five subcategories of this model. First, the risk assessment must identify
the four NIST risk values (threats, vulnerabilities, consequences, and like-
lihood) to create awareness. Second, the security standards must mitigate
the risks from all security levels, so also the least mature standards available
must be included. Third, the management assessment must make the frame-
work more dynamic to create a secure environment to develop and grow
security. Specifically focusing on the internal processes and standards that
are implemented to monitor and ensure safety. Fourth, regulation monitor-
ing is especially critical in current times due to the fast-changing field and
high consequences. Therefore, regulation monitoring is not a subcategory
of management. Additional challenges include responsibility, privacy, and
interpretation. Last, the maturity assessment is about the final score we can
give the environment. Every framework should generate relevant outcomes
in some way. Since we want to assess the whole environment it is essen-
tial to include the security but also the security maturity of the environment
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to rate it with a certain maturity level. This level should be complemented
with guidance to improve the level. How this guidance can be provided
properly is included in the sub-category framework outcome. Essential in
this structure is that everything should be covered. A way to do this is to
simply cover everything by using a semi-automated method. This accounts
for every possible attack on every point of the environment and does this in
a standardized manner.

To summarize the results of subquestion two, these outcomes have fo-
cused on three categories. 1) The guidelines for the assessment framework.
This issued the importance of a principle-based philosophy and an outline,
control, and assessment section. 2) The challenges that the assessment frame-
work must account for, dealing with issues that are hard to solve by assess-
ment frameworks. And 3) the components that the assessment framework
needs to be a comprehensive assessment framework. Adding the environ-
ment assessment to the list of most important components.

4.3.3 Subquestion 3

Thirdly, subquestion three counters these risks that we need to be assessed.
After identifying how these risks can be assessed, it tries to find solutions
for these risks. This question is therefore formulated as follows: ”What are
potential solutions to minimize the risks in IoT-based environments?” The most
important concepts that are identified are illustrated in table 4.6.

These concepts differ in how they offer security. The first group of so-
lutions strives for maximal security in the architecture. These concepts are
standardization, segmentation, internal processing, zero trust architecture,
end-to-end encryption, the principle of least privileged, and the safe fail sys-
tem. These concepts would theoretically solve the most important IoT cy-
bersecurity challenges. However, the complete implementation of these so-
lutions is hardly possible. Therefore, to counter specific attacks, additional
measures such as the enforcement of minimal controls and user training
must be implemented. These measures provide security but are only use-
ful whenever minimal security controls are implemented. One of the most
important solutions for all IoT-based environments would be stronger regu-
lations. Regulations enforce every part of the chain to do its part in securing
the environment. This cannot be implemented by an environment but is cru-
cial in the road to secure environments. In addition to the standard solutions,
security software exists that identifies security threats and helps in securing
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SQ3: What are potential solutions to minimize
the risks in IoT-based environments?

Category Sub-category Concept
IoT security solutions Limited protocols Standardization
IoT security solutions Limited protocols Enforce minimal controls
IoT security solutions Limit attack scalability Segmentation
IoT security solutions Secure data traffic 5G bandwidth: encryption
IoT security solutions Limit data traffic Internal processing
IoT security solutions Limit data traffic Data mitigation
IoT security solutions Secure architecture Zero trust architecture
IoT security solutions Secure architecture Basic cyber hygiene
IoT security solutions Secure architecture Product life cycle
IoT security solutions Secure authentication lightweight algorithms
IoT security solutions Awareness User training
IoT security solutions Encryption lightweight algorithms
IoT security solutions Encryption End-to-end
IoT security solutions Critical Analog
IoT security solutions Privacy POLP
IoT security solutions Vendor responsibility Vendor regulation
IoT security solutions Vendor responsibility Security by design
IoT security solutions Security enforcement Regulations
IoT security solutions Secondary solutions Firewall
IoT security solutions Secondary solutions Patching
IoT security solutions Secondary solutions Access control list
IoT security solutions Secondary solutions Threat landscapes
IoT security solutions Secondary solutions Boundary defense
IoT security solutions Secondary solutions Safe fail system
IoT security solutions Security software Azure, Nozomi, Dragos, and RMIS

Table 4.6: Concepts connected to subquestion 3.

the environment. Currently, some of the most valuable software available
are Azure, Nozomi, Dragos, and RMIS.

To summarize the results of subquestion three, there are a lot of differ-
ent possibilities that could improve security. Some are more theoretical and
some are more operational. The most important thing is that different types
of threats need different types of solutions. Therefore, the implemented so-
lutions should fit the threats in the environment. Security software can be
very useful in identifying threats. However, strong regulations are the most
important solution to achieve secure environments.
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4.3.4 Subquestion 4

Fourthly, the earlier identified outcomes of the limitations, assessment meth-
ods, and solutions need to be combined into processes or guidelines to im-
prove security. Therefore, this question is formulated as follows: ”What over-
all process or guidelines can be implemented to improve the security of IoT-based en-
vironments?” The most important concepts that are identified are illustrated
in table 4.7.

SQ4: What overall process or guidelines can be implemented
to improve the security of data in IoT-based environments?

Category Sub-category Concept
Framework guidelines Scope Distinguish public/private network
Framework guidelines Scope Distinguish IT/OT/IoT
Framework guidelines Scope Distinguish industrial/mainstream IoT
Framework guidelines Framework type Dynamic
Framework guidelines Framework type Build on best practice
Framework guidelines Existing framework Already in use and understood
Framework guidelines Existing framework Value existing framework
Framework guidelines Existing framework Reuse the included knowledge
Framework guidelines Create value Make it worth to use new

Table 4.7: Concepts connected to subquestion 4.

These concepts offer important guidelines to follow when a new assess-
ment framework is developed. The first important thing here is the scope of
the assessment framework, which must be very well defined to distinguish
it from certain special cases. In addition, to deal with the fast-changing en-
vironments. The assessment framework should strive to be dynamic. How
to achieve this should be substantiated by the best practice. The best prac-
tices available are the currently most used assessment frameworks. These
have implemented a method to deal with this issue. Furthermore, in cy-
bersecurity, it is hard to be comprehensive when you base the framework
on a limited number of researches. In addition, the currently best frame-
works are very useful and are based on much more research and expertise.
These frameworks also show the best types for a framework that are avail-
able. However, in the process of creating the assessment framework, it is es-
sential to create value. A new assessment framework must add enough new
insides to distinguish it from previous assessment frameworks. This means
that the created assessment framework must add enough value to convince
IoT-based environments to switch their practice.
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To summarize the results of subquestion four, the processes and guide-
lines that can be implemented should be inspired by the best practices avail-
able. Currently, the best practices are the most used frameworks. Here a
clear focus must be on the scope that is included in the process or guide-
lines. Based on this scope, the guidelines and processes must create value to
retrieve relevance in improving the security of IoT-based environments.

4.3.5 Subquestion 5

Lastly, the outcomes of the previous subquestion provided guidance for new
processes and guidelines. Compared to the previous question, this question
explores what specifics can be implemented and what this implementation
should be based upon to make the assessment framework valid. This ques-
tion is formulated as follows: ”How can the IoT-based environment security be
generalized into an overall applicable assessment framework?” The most impor-
tant concepts that are identified are illustrated in table 4.8.

SQ5: How can the IoT-based environment security be generalized
into an overall applicable assessment framework?

Category Sub-category Concept
Framework guidelines Reusing in security All based on experience and knowledge
Framework guidelines Reusing in security Base on existing research
Framework guidelines Reusing in security Base on existing frameworks
Framework guidelines New value Be innovative
Framework guidelines New value Create own vision
Framework guidelines Validate Use the four eyes principle
Framework guidelines Validate Check with experts

Table 4.8: Concepts connected to subquestion 5.

Important here is that the new assessment framework must be based on
existing work. This can either be an existing framework or research. Both
are based on valid grounds. In addition, value can be created by innovative
ideas. These ideas can be based on personal vision but should be substanti-
ated by comparable research. Furthermore, the final assessment framework
that is created, should also be validated. This can be done by critical experts
that evaluate the assessment framework. This step is essential, due to the
importance of the four-eyes principle in cybersecurity. To make sure that no
obvious mistakes are made or important aspects are forgotten.

To summarize the results, the security of IoT-based environments can be
generalized into an overall applicable assessment framework. The structure
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of how this research provided solid ground for this assessment framework is
visualized in figure 4.1. As shown in the figure, this assessment framework is
the final answer to the main research question. It is based on the best research
and the best frameworks available. Together, these include the most valuable
and valid knowledge. The value that the new assessment framework will
create can be increased by being innovative and by validating the result.

Figure 4.1: Overview of how this research is structured.
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Chapter 5
Discussion & design

This chapter discusses the outcomes of the collected data that are discussed
in the previous section. It fulfills step seven of the grounded theory, to read
the literature and integrate the theory with the codes. Therefore, the data is com-
bined with the earlier discussed literature. Whenever relevant new insights
come to light, these will be substantiated by research. This chapter evaluates
the overall data and its implications for the final assessment framework. In
addition, the choices that are made in the design of the assessment frame-
work are explained here.

5.1 Limitations of security assessment frameworks

In an earlier stage, four different categories of limitations have been identi-
fied. Firstly, the comprehensiveness of the framework. Secondly, the com-
prehensiveness of the outcomes that are provided by the framework. Thirdly,
the five main challenges for IoT-based environments (technical, legal, ethical,
operational, and adaptive). Lastly, the applicability of the framework. The
later retrieved data provided the following additional insights.

In the data, the limitations of the security assessment frameworks can be
divided into two groups. The first group focuses on the current frameworks.
This first group identifies the limitations of these frameworks. In addition,
the main struggles to create a framework are identified. The current frame-
works are often not comprehensive and the relevant outcome of these frame-
works is limited. In addition, they are immature, incomplete, and outdated.
Besides, they often fail to give relevant outcomes on all different security lev-
els. Since most frameworks focus on environments with very high security
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standards. As stated earlier, the most important frameworks are CIA, NIST,
and IEC. All these frameworks are already included in the baseline of Karie
et al. [Kar+21]. However, contrary to what was stated in the baseline there do
exist some IoT-specific frameworks. These frameworks focus specifically on
IoT and offer a baseline, guidelines, or good practices for environments and
devices. In combination, these frameworks generate enough value to func-
tion as a starting point for a new framework. The most relevant identified
frameworks are ENISA publications, IoTSF, and IEC 62443 [Lel21; WG121;
Com18]. These three frameworks have identified IoT solutions. To come to
these solutions they have identified IoT overall. Combining these definitions
a new definition will be proposed that encompasses all the included devices.
In this way, the different IoT types that are included are identified. The need
for identifying these types is a result of the diversity in IoT devices. Deter-
mining the exact scope creates a more specific target to assess. This helps
in making the assessment framework more applicable. In addition, to make
the assessment framework useful and applicable to environments, it is nec-
essary that the assessment framework convergences between IT, OT, and IoT
devices. Therefore, the new assessment framework will not differ much from
the current standards. This is done to make the transition easier, this is de-
sirable since it will attract more environments. A broader reach will increase
the willingness to improve the assessment framework. Besides, the use of
the current standards makes the assessment framework more comprehen-
sive and gives guidance in ways to provide useful outcomes.

The second group of limitations derived from data focuses on the most
important challenges for IoT devices and their environments. Verifying the
challenges that were identified earlier, all the newly identified IoT challenges
can be placed under five categories. These are technical-, legal-, ethical-
, operational-, and adaptive challenges. However, the specifically identi-
fied concepts that are related to these challenges differ from the baseline.
This only means that the included subcategories of these challenges are even
more extensive than predicted earlier. Therefore, the challenges become even
more important to solve. This implies that the challenges must get a central
role in the final framework. In combination, both groups verify the four
earlier identified categories. Nevertheless, the data was able to broaden the
view of the relevant limitations and solutions to these limitations.

In conclusion, these two groups will affect the assessment framework as
follows. The assessment framework should be based on NIST, CIA, and
IEC since these have shown to have a lot of value. In addition, the work
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of ENISA, IoTSF, and IEC 62443 should be added to these works. This im-
plies that the scope must include the scopes that these three frameworks
cover collectively. Furthermore, within this assessment framework, the dif-
ference between the five main challenges should be highlighted to generate
structure.

5.2 Risks assessment in IoT-based environments

The previous section showed that risks can be assessed with the help of an
applicable and comprehensive assessment framework. To find the right for-
mat and method to assess these risks, it is essential to know how these risks
can be assessed. Earlier, the categories that need to be assessed have been
identified. These include the comprehensiveness of the framework, the com-
prehensiveness of the outcomes, the way to assess the five main challenges,
and the applicability of the framework. The later retrieved data provided the
following additional insights.

The data is categorized into three different categories. The first category
focuses on the framework guidelines. These guidelines show that a frame-
work needs at least three different sections. These sections are the outline,
the controls, and the assessment. Only when these three are included, an
assessment framework can become applicable. In addition, the assessment
can differ in a variety of philosophies and designs. In every case, the new
assessment framework must include these three sections.

The second category focuses on the framework challenges. These include
the possible pitfalls and identify the issues that every framework needs to
overcome. First, the determination of the scope is complex since there are
almost always special cases to which some challenges and solutions don’t
apply. The previous section states that the scope of the framework will be
covering the widest scope that can be included. Second, the combination
of frameworks, which would in many cases be ideal, is hard since they are
not designed to fit together. However, the relevant information the frame-
works include should be included in the best way possible. Third, security
by design is a major issue in cybersecurity frameworks. Whenever a device
is operating it is extremely costly to replace these devices. In addition, en-
gineers are not security professionals which makes it hard to secure every
device at a later point in the development cycle. This can be solved by secu-
rity by design and risk assessment that shows that it is beneficial to secure
the device. Fourth, objective assessments are hard to achieve. Questions that
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can be interpreted subjectively could influence the outcome negatively. This
could be attacked by striving for descriptive facts and clear boundaries in the
assessment. Last, the framework should be dynamic. Usually, a framework
can only assess a static point in time. However, a framework should be able
to perform relevant estimations of how the environment will perform in the
future. This implies that the framework should have dynamic capabilities
(e.g. KPIs, KRIs) to maintain security.

The third category focuses on a comprehensive framework. It identifies
the essential parts that need to be included in a comprehensive assessment
framework. In figure 2.5 many of these elements have already been identi-
fied. However, also the environmental assessment showed to be of crucial
value. Therefore, the new fishbone diagram can be found in figure 5.1. Every
category has its consequences for the framework. The final framework will
address each of these categories.

Figure 5.1: Fishbone diagram of the architecture of an comprehensive assessment
framework.

In addition, the most relevant outcomes of the framework have been
identified. They should provide a roadmap that identifies what to do and
in what order. In this roadmap, it is important to provide guidance and pri-
oritize the issues. To keep this objective, a lot should be based on descriptive
feedback of facts. In addition, the roadmap should be based on the people,
process, and technology (PPT) model of transformation [Sch01]. This implies
that the framework’s outcome will provide priority in what order and how
to improve the environment.

In conclusion, the importance of the comprehensiveness of the assess-
ment framework, the comprehensiveness of the outcomes, the way to as-
sess the five main challenges, and the applicability of the assessment frame-
work is verified. These first two categories and the last category should be
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considered in the evaluation of the assessment framework. The five main
challenges (technical, legal, ethical, operational, and adaptive) should be in-
cluded in the assessment framework to generate structure. These four cate-
gories should be covered by the 6 assessment elements, illustrated in figure
5.1, that should be included in the assessment framework.

5.3 Solutions to risks in IoT-based environments

The previous section showed how the risk could be assessed. In addition,
a comprehensive assessment framework should provide a roadmap to im-
prove the security of the environment. To be able to provide a roadmap,
possible solutions must be identified. In an earlier stage, possible solutions
were divided into two groups. The IoT-based environment solutions and the
latest technical developments. The later retrieved data provided the follow-
ing additional insights.

The provided solutions vary a lot in what they solve and how they relate
to the environment. Due to the elaborateness and diversity of the solutions,
these will not be discussed individually. However, the main concepts that
are identified will be aligned with the previously retrieved solutions. Be-
cause these concepts do not fit one-to-one they are aligned focusing on the
same problem. Some of these concepts do not fit together. These will be il-
lustrated individually.

As shown in table 5.1, most of the solutions that were retrieved from the
literature can be verified by the interviewees. In addition, some new insights
have been gained. Vendor regulation is identified as a solution to legal chal-
lenges. These regulations would have an important impact on the chain of
trust and security by design concepts. The importance of these regulations can
be substantiated by the work of Lata and Kumar [LK21]. They have iden-
tified the importance of regulations in IoT security. Furthermore, a safe fail
system should be included that makes sure that whenever the system fails it
does something secure (e.g. a drone that stays in the same place whenever it
is out of reach). The importance of such a mode can be substantiated by Qiu
et al. [Qiu+21]. They have tested a fail-safe mode in a critical system.

In conclusion, the range of solutions to improve the security of IoT-based
environments is very broad. Here, most solutions that were retrieved from
the literature can be verified by the interviewees. In addition, the solutions
retrieved by the interviews can be backed by newly introduced research.
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From literature retrieved solutions From data retrieved solutions
Data minimization Data mitigation
Privacy protection & policy management POLP
Authentication & identity management Lightweight algorithms
Cryptography on all levels End-to-end and lightweight algorithms
Protected data management and handling Basic cyber hygiene and internal processing
Secure computation Basic cyber hygiene
Cross domain data processing Segmentation and standardization
Secure sensor interaction Basic cyber hygiene and 5G bandwidth
Access control Access control list
Data format and structure Enforce minimal controls
Trusted anchors and attestation Zero trust architecture and analog
Device monitoring Product life cycle
Hardware testing (before/during/after) Security by design and product life cycle
Only deploy secure device Security by design
End-to-end credentials End-to-end
Endpoint detection response (EDR) Threat landscapes and boundary defense
Keeping up-to-date Patching
Intrusion detection system (IDS) Threat landscapes
User awareness User training
Security software Firewall and security software
Domain collaborative DDoS mitigation
Blockchain
Authorization (assurance)
Security analytics
API security

Vendor regulation
Safe fail system

Table 5.1: Align earlier and new solutions.

Therefore, all the identified solutions will be included in the assessment
framework as solutions to improve the security of the IoT-based environ-
ments.

5.4 Securing data in IoT-based environments

The previous section showed how some of the risks could be solved. The so-
lutions have a high variety of problems they individually solve. Therefore,
the following question remains: What overall process or guidelines can be im-
plemented to improve the security of IoT-based environments? The retrieved data
that answers parts of the question is provided here.

The first guideline is to determine a clear scope. This will be done by cre-
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ating a clear definition of IoT-based environments. As discussed before, this
definition will be a combination of the definitions of the existing frameworks
that are included. Within this scope, it is essential to identify the coverage
of IT, OT, and IoT. As proposed in section 5.1, ENISA, IoTSF, and IEC will
be used as a baseline in this framework. Therefore, we look at their defini-
tions. First, ENISA has defined IoT as ”a cyber-physical ecosystem of inter-
connected sensors and actuators, which enable intelligent decision making”
[Lel21]. Second, IEC has defined it as ”a global network used to intercon-
nect embedded objects such as sensors and mobile devices” [Com18]. Third,
IoTSF includes the business processes, the ”Things” in IoT, i.e. network con-
nected products and/or devices, aggregation points such as gateways and
hubs that form part of the connectivity, and networking including wired, and
radio connections, cloud and server elements. As IoTSF is already focusing
on the IoT-based environment, the combination of ENISA and IEC suits bet-
ter. Therefore, IoT will be defined in the assessment framework as: ”A global
cyber-physical network of interconnected embedded objects”. Including all
IT, OT, and IoT devices that are somehow connected to the internet.

The second guideline is to make the assessment framework dynamic.
This can be achieved by following the best practice available. Currently,
one of the best and most practiced frameworks is the NIST cybersecurity
framework [Ali+20]. This framework identifies five phases of security and
includes its management. In addition, it is presented as a repetitive cycle.
For these reasons, it accounts for the continuous development and monitor-
ing of the security of the environment.

In addition, using NIST is in line with the third guideline. This guides the
assessment framework to be based upon existing frameworks. This is a good
practice since existing frameworks are already understood and used in prac-
tice. This makes the transition for environments less costly. Furthermore, the
best framework available is most likely to be validated and based upon the
most important and valuable knowledge in the field. NIST is considered a
comprehensive assessment framework, it included the categories illustrated
in figure 5.2.

The last guideline focuses on the creation of value. It should be worth the
effort to create a new assessment framework. This implies that enough value
should be added to the existing NIST framework. This is necessary to make
environments consider switching from the framework they are using to the
newly created assessment framework.

78

Version of May 20, 2022– Created May 20, 2022 - 10:37



5.4 Securing data in IoT-based environments 79

Figure 5.2: Function and Category Unique Identifiers of the NIST cybersecurity
framework [SN12]

In addition to the retrieved data, there also exists research on this topic.
Firstly, an overview is given on the existing IoT assessment methods that are
relevant to IoT-based environments [AH19]. A list of these methods is given
in table 5.2. In this table, these methods are aligned to either technical- or
physical security.

This distribution of assessment methods could be a structure to counter
the IoT-specific challenges. However, in this research, the alignment to NIST
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Technical security Physical security
Vulnerability assessment method Human assessment method
Network assessment method Hardware threats assessment method
Virus detection assessment method Policy & countermeasure assessment method
Authentication assessment method Natural threats assessment method
Penetration testing assessment method

Table 5.2: List of assessment methods for IoT assessments [AH19].

is chosen to limit the transition complexity. These 9 assessment methods
will be part of the assessment framework. Secondly, a list of points to focus
on in IoT software assessment frameworks is given [Lia+21]. A lot of these
points are already included in previous sections. Therefore, only the newly
introduced points will be presented in table 5.3. The included additional
points must be included in the assessment framework as guidelines to focus
on in IoT-based environments.

Maximum signal range Quality of wireless communication technology
Throughput and data rate Secure auditing
Trust Reputation
Accountability Resilience to attacks
Fault tolerance Culture
Heterogeneous network recognition Node information certificate
Secure cloud computing Application security

Table 5.3: List of additional points to focus on in IoT software assessment
framework [Lia+21].

To conclude this section, the NIST cybersecurity framework will be used
as a baseline. This will be complemented with the most important IoT frame-
works. These frameworks are ENISA, IoTSF, and IEC 62443. In addition,
more solutions from research and retrieved data will be included to get a
maximum range of information into the assessment framework. In this cre-
ation, the 6 elements of figure 5.1 must be seen as overall guidelines of the
assessment framework.

5.5 IoT-based environment security framework

The previous section described what the baseline of the new assessment
framework is. In this section, the choices made to fit all the information from
research and interviews together will be discussed. In addition, the con-
cepts retrieved from the interviews will be included in the framework. So
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the valuable available information is used maximally. In addition, the new
assessment framework should add enough value to the existing frameworks
that the result positively differentiates from existing frameworks. The final
generalization of the assessment framework must be validated by experts to
retrieve even more value. The frameworks and data points that are included
in the final assessment framework will be discussed individually.

5.5.1 ENISA

Starting with ENISA, ENISA is the European Union agency for cybersecurity.
This agency has done a lot of research on IoT and how to secure it. In this
research, three different ENISA publications are included. First is ENISA’s
good practices for IoT and smart infrastructures tool [Gin+17]. Second is
good practices for security of IoT - secure software development lifecycle
[Sko19]. Last is guidelines for securing the IoT - Secure supply chain for IoT
[Sko+20]. How the information stated in these publications is included in
the framework is described below.

Starting with the baseline ’good practices for IoT and smart infrastructure
tool’ [Gin+17]. This tool describes IoT-specific security measures and good
practices. These are all placed in a specific security domain. The security
domains in the tool can be found in table 5.4. This table illustrates how these
measures relate to the NIST unique category identifiers. This thesis does not
propose these security domains and unique category identifiers to fit one-
on-one but proposes the best fit possible. In addition, the measures in the
ENISA tool are mapped to a category. The ENISA categories include techni-
cal measures, these will be included in the technical challenges. They include
policies, these will be included in the legal and ethical challenges. Lastly,
they include the section organizational, people, and process. These will be
included in the operational and adaptive challenges. Also, these ENISA cat-
egories are not designed to fit one-on-one to the identified challenges. How-
ever, to be comprehensive, they must be included in all categories to which
they may be relevant.

Secondly, ’good practices for security of IoT - secure software develop-
ment lifecycle’ are identified [Sko19]. These good practices are split into
three different categories. People, processes, and technologies. Here, the
category people are always mapped into PR.AT, the challenges it will link to
will be subcategory specific. The category processes will always be linked to
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ENISA security domain Related NIST UCI
IT Security Architecture ID.AM & PR.DS, IP
Information System Security Goverance ID.GV & PR.AT
Risk Management ID.RA, RM
Identify and Access Management PR.AC
Ecosystem Management PR.PT
IT Security Maintenance PR.MA
Computer Security Incident Management DT.AE & RS
Physical and Environmental Security PR.AC & DT.CM
IT Security Administration ID.GV
Continuity of Operations PR.MA & DT.CM & RC
Detection DT
Crisis Management RS & RC

Table 5.4: ENISA domain linked to NIST unique category identifiers.

the operational challenges. Here, the category it is linked to is subcategory
specific. The category technologies will always be linked to the technical
challenges and the category it is linked to is subcategory specific.

Finally, ’guidelines for securing the IoT - Secure supply chain for IoT’
are proposed [Sko+20]. As the title indicates, this article highlights the is-
sues in the supply chain. Therefore, the guidelines raised in the research are
mapped into ID.SC. The challenges they are mapped to depend on the final
guideline they are related to. In addition, the solutions are added to the other
categories that have similar guidelines.

5.5.2 IoTSF

In addition, the IoT Security Foundation (IoTSF) has created an IoT Secu-
rity Assurance Framework. This framework is discussed here, it has iden-
tified fourteen different assurance topics. These topics focus on where IoT-
based environments should focus on to make their environment more secure.
Therefore, these topics are valuable to map to the baseline. IoTSF included
what part of the organization is responsible for these topics. These topics are
mapped to the NIST categories based on the description of IoTSF. IoTSF de-
scribed who is responsible for every topic using keywords. These can there-
fore be mapped using the main IoT challenges. How these IoTSF keywords
are mapped to the main IoT challenges can be found in table 5.5. Together,
the topics are mapped to the right place in the baseline.
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First keyword IoTSF Second keywords IoTSF Main IoT challenge
System Software Technical
System Hardware Technical
System Physical Technical
Business Process Operational
Business Policy Legal
Business Responsibility Ethical

Table 5.5: How IoTSF keywords are mapped to main IoT challenges.

5.5.3 IEC

Moreover, the IEC 62443 standards are a special case compared to the two
previously discussed cases [IEC20]. As IEC is already included in the base-
line research of Karie et al. [Kar+21] and it is also already included in the
current NIST framework. However, IEC 62443 consists of multiple sections,
and not all of these are included. IoT devices are especially reliant on se-
curity by design, due to the limited possibilities to patch devices. The IEC
62443-4 sections are not included in NIST but are essential in providing feed-
back to these components. It helps IoT device manufacturers in their prod-
uct development lifecycle and helps to produce secure IoT products. There-
fore, the NIST framework should be added with the IEC 62443-4 sections
[LČH19]. The 62443-4 section includes two subsections. The first subsec-
tion is IEC 62443-4-1, this section discusses the product development re-
quirements. These standards are mapped to the operational challenges. The
second relevant section is IEC 62443-4-2, this section discusses the techni-
cal security requirements of the system. These standards are mapped to the
technical challenges.

5.5.4 In research found solutions

Finally, besides the existing frameworks, this research has summed up nu-
merous good practices for IoT-based environments. All these researches add
value as they emphasize the importance of the topic they discuss. Therefore,
this subsection will explain how these researches are included in the frame-
work.
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The first research that is included, is an overview of the relevant IoT as-
sessment methods [AH19]. These assessment methods were organized in the
physical-, information-, and social domain. Here, the assessment methods in
the physical domain are mapped to operational challenges, the assessment
methods in the information domain are mapped to technical challenges, and
the assessment methods in the social domain are mapped to ethical chal-
lenges. How these methods are mapped to categories in the assessment
framework can be found in table 5.6.

Assessment method NIST UCI
Hardware threats ID.AM & PR.DS
Policy & countermeasure ID.GV & PR.IP, PT
Natural threats ID.RA
Vulnerability ID.RA & PR.IP & DT.CM
Network PR.AC, PT & DT.AE, DP
Virus detection DT.AE, CM, DP
Authentication PR.AC
Penetration testing ID.RM & DT.CM, DP
Human PR.AT, IP

Table 5.6: Assessment methods of Aboelfotoh and Hikal (2019) mapped to NIST
unique category identifiers.

The remainder of the important topics that are included in this research,
are illustrated in table 5.1. For every alignment, one concept will be identi-
fied. In addition, this will be mapped to a NIST category and one of the main
challenges. An overview of this mapping is given in table 5.7.
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Solution concept Main challenge and NIST UCI
Data mitigation Operation: ID.RM & PR.IP
Privacy protection Legal & Ethical: PR.DS, IP
Authentication Tech: PR.AC
Cryptography Tech: ID.AM & PR.DS, IP
Basic cyber hygiene Operation: ID.GV, RM & PR.MA
Internal processing Tech: ID.AM
Segmentation & standardization Tech & Operation: ID.AM, RA, RM & PR.AC
Secure sensor interaction Tech: PR.PT & DT.DP
Access control Tech & Operation: PR.AC
Enforce minimal controls Tech & Operation: ID. AM, GV, RM, SC & PR.MA
Trusted anchors & attestation Operation: ID.RM & PR.IP
Device monitoring Operation: DT.CM
Hardware testing Operation: ID.AM, SC & PR.DS, MA
Security by design Legal & Ethical: ID & PR & DT.CM
End-to-end credentials Legal: PR.AC
Threat landscapes & boundary defense Tech: ID.RA & PR.PT
Patching Operation: ID.GV & PR.MA
Intrusion detection system (IDS) Tech: DT.CM, DP
User awareness Operation: PR.AT
Security software Operation: DT.DP
DDoS mitigation Tech: ID.RA & RS.MI
Blockchain Tech: PR.PT
Authorization Tech: ID.AM & PR.AC, DS, IP
Security analytics Operation: ID.AM, GV & DT.CM
API security Tech: PR.DS, IP, PT
Vendor regulation Legal: ID.AM, GV, SC & PR.MA & RC.CO
Safe fail system Tech: ID.AM, RA & PR.PT & RS.RP

Table 5.7: Identified solutions mapped to the framework.

In conclusion, this section discussed how the related frameworks and re-
searches are generalized into an assessment framework. This framework
was able to include most of the important characteristics of an IoT assess-
ment framework. However, the applicability of the assessment framework
is not yet tested and the assessment framework as a whole is not yet vali-
dated by experts. In addition, the responsibility for the most important reg-
ulatory challenges lay with regulators. As regulators are the only ones that
can enforce security on different levels. As a result, these challenges cannot
be solved by a assessment framework. However, guidelines for what regu-
lators need to focus on in enforcing security can be found in the assessment
framework. These limitations imply that the final assessment framework is
not flawless yet. However, it does provide a lot of guidance for best practices
in IoT-based environments. In addition, IoT security is still a fast-changing
field that must be monitored and updated over time. There is no exception
to this assessment framework.
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Chapter 6
Assessment framework

The previous chapter substantiates the choices made in the assessment frame-
work. This chapter provides the cybersecurity assessment framework for
IoT-based environments. It presents the answer to the main research ques-
tion of this thesis. The reason to choose this format is explained here, as well
as how to interpret the assessment framework. In the end, the outcome of
this research is presented and evaluated.

6.1 General outline

This assessment framework is created to guide builders of IoT-based envi-
ronments to improve their security. In this assessment framework, IoT is
defined as a global cyber-physical network of interconnected embedded ob-
jects. Where IoT-based environments also include business processes, aggre-
gation points (form part of the connectivity), and networks (the possibilities
for connection). The goal is therefore to improve the security of the embed-
ded objects, business processes, aggregation points, and networks.

As identified earlier, this assessment framework must converge between
IT, OT, and IoT to be comprehensive and generally applicable. NIST is cur-
rently the most applied IT framework and also includes the most important
OT guidance [Bar+18]. This is the main reason why the NIST cybersecurity
framework is used as a baseline. To become comprehensive and include IoT
in this assessment framework, IoT guidance will be added to the current as-
sessment framework. This implies that whenever an IoT-based environment
is being assessed, it should first follow the existing guidelines of NIST. When
that is done, this assessment framework can be applied to assess the security
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of the IoT-based environment.

Other benefits of choosing the NIST framework as a baseline are that it
provides the ability to self-assess. Besides, the NIST framework introduces
the four important parts of risk assessments (threat, vulnerability, conse-
quence, and likelihood), which this assessment framework will be elabo-
rating on. In addition, it provides context on how to manage risks. Fur-
thermore, the NIST framework provides the possibility to prioritize different
categories with different security standards. Altogether, NIST includes the
most essential parts necessary in an assessment framework.

6.2 Controls

This section will explain how the cybersecurity assessment framework for
IoT-based environments should be interpreted. This will be done by focus-
ing on the following different parts of the framework. The environment as-
sessment, the additions to the NIST framework, the outcome, and how these
lead to guidance for the IoT-based environment.

Firstly, the environment assessment. Here, the first three steps of the
NIST subsection Establishing or Improving a Cybersecurity Program are included
[Bar+18]. The scope of the environment is analyzed and the criticality of
the environment is identified. The criticality is how important the secu-
rity of the environment is and what the degree of the related consequences
are. This criticality implicates the maturity score the environment needs to
be aligned to. The five different maturity levels of the Capability Maturity
Model (CMM) are illustrated in table 6.1 [Pau+93]. In maturity assessments,
regularly the CIA values are the benchmark. This research claims that the
use of CFAM would be beneficial since this model is the most comprehensive
model available. This should be included in the maturity score. This matu-
rity score should be generated for each NIST category, serving as a maturity
goal to which the environment must be aligned to secure the environment’s
criticality. A visualization of how these maturity goals are illustrated can be
found in figure 6.1.

Secondly, the additions to the NIST framework are explained. These
additions are structured in the same way as NIST. Therefore, the function
and category are already given. The additional challenges that are identi-
fied for every category follow from the included frameworks and research.
In the standards/solutions column, keywords and concepts are provided to
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Maturity scale

5 Optimized Processes, systems, and training are systematically and continuously
improved to increase efficiency and continuity.

4 Managed
Processes and systems are systematically managed and monitored,
performance indicators have been defined, and trainings tailored to
the needs.

3 Defined Processes and systems are documented, monitored, maintained and
managed in a consistent and repeatable manner, general trainings.

2 Repeatable Repetitive processes and poorly documented, supported and
managed, but not coherently, basic systems, ad-hoc trainings.

1 Initial Ad-hoc processes, no description, repeatability, management,
monitoring, training, or systems.

Table 6.1: Maturity score based on the Capability Maturity Model [Pau+93].

demonstrate what requires special attention in IoT-specific devices and envi-
ronments. How these keywords and concepts can be interpreted, assessed,
and improved, can be found in the attached references.

Thirdly, the outcome of the assessment framework. This is depending on
the earlier identified maturity goal for every category. For every NIST cat-
egory, the environment is checked on the IoT-specific standards and a ma-
turity score is given to this category. This score is based on the CMM that
considers CFAM. The current maturity score of the environment is mapped
in the same way as the maturity goals were mapped. In combination, the
current situation can be compared to the goal of the environment. A visual-
ization of this mapping can be found in figure 6.4.

Finally, the outcome provides a score, based on the difference in qual-
ity between the current and the desired state. The categories that differ most
from their desired state have the highest priority. When the distance between
the current and the desired state decreases, the priority will also decrease.
This assessment framework provides guidance based on the information in
the frameworks and research results that are included. Here, the environ-
ments should strive to optimize the keywords and standards included in
these previous works. Guidance should always be given in alignment with
the PPT model [Sch01]. This is accounted for since the people will be guided
by the adaptive and ethical challenges, the process by the operational and
legal challenges, and the technologies by the technical challenges.
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6.3 The assessment framework

The assessment framework starts with an elaborate environment assessment.
In this assessment the worst-case scenario is imagined, focusing on the ca-
pacity of the devices, the scalability of the attack, and the data that is worked
with. Based on the worst-case scenario, the criticality of the environment is
defined. The criticality of the environment determines how secure the en-
vironment must strive to be. Therefore, based on the related consequences
the criticality of every NIST category can be determined to create a maturity
goal for this category. The environment assessment results in an overview of
the state in which we meet our maturity goals. An illustration of an example
desired state is given in figure 6.1.

Figure 6.1: Goal of the environment after the environment assessment.

Figure 6.1 shows the maturity goals for every NIST category. This ma-
turity is partly based on the currently available NIST framework [Bar+18].
Besides, the NIST framework is expanded with the IoT additions. These
additions offer solutions to the identified challenges found in IoT-based en-
vironments. What challenges are related to the NIST categories is illustrated
in figure 6.2. The framework that identified the keywords for standards and
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solutions to these challenges can be found on the following pages.

Figure 6.2: IoT challenges related to the NIST categories
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Figure 6.3: Core of the cybersecurity assessment framework for IoT-based
environments

The assessment framework provides guidance to assess an environment.
With the help of the keywords and the explanations in the references, the
framework can assess IoT-based environments. Just like how NIST is prac-
ticed this assessment framework provides a certain score depending on the
assessment of the security level of additional IoT categories. This will be
aligned into a maturity score for every single category. These values will be
mapped to the original goal of the environment. A visualization of this can
be found in figure 6.4.

The final score that the IoT-based environment receives is based on the
distance between the two states. This outcome prioritizes the categories that
are most distant from their desired state. How to increase the security for
these categories can be found in the references associated with this category,
the CMM, and the CFAM.
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Figure 6.4: Final evaluation of the environment.

6.4 Framework evaluation

In the previous section, the final assessment framework was presented. This
section will evaluate this assessment framework, by making a summary of
the discussion and design section and elaborating on the implementation.
Therefore , this section will propose the (dis)advantages of the assessment
framework and its relation to other frameworks.

There are various reasons why this format is chosen for the assessment
framework. To evaluate this motivation, the advantages are discussed. First
of all, the NIST cybersecurity framework is chosen as a baseline due to its
advantages. NIST is a large institute that has a lot of expertise in cyberse-
curity. In addition, the structure of the NIST framework provides dynamic
elements that lead to more security over time with the help of the subse-
quent processes: identifying, protecting, detecting, responding, and recov-
ering. Furthermore, the comprehensiveness of the framework is considered
high and the transition costs for IoT-based environments will be low as they
will most likely already have worked with NIST earlier. The final advantage
of NIST is that it already covers IT and OT. This makes IoT the only thing
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that needs to be added to the framework to be comprehensive. Together,
NIST provides numerous advantages and is therefore used as a baseline.

Second, the advantage of including ENISA, IEC, IoTSF, and the previ-
ously discussed research in the assessment framework. These frameworks
were identified as useful frameworks in practice. In addition, the previously
discussed research showed to add value in the literature review of this re-
search. Therefore, all these sources are considered relevant to add to the
NIST baseline.

Third, is the advantage that the chosen structure brings. This structure
provides the ability to align the environment assessment to the maturity
score and make the whole assessment bound and linked. In addition, this
structure provided the ability to give the feedback and guidance that is ex-
pected from an assessment framework. To sum up, the choices made in the
structure of this assessment framework provide a lot of advantages.

On the other hand, there are also some limitations to this assessment
framework and they are related to its readiness for implementation. Sev-
eral previously identified challenges could not yet be covered by the frame-
work’s chosen implementation. The first limitation is that the framework is
not complete, it does not cover all IoT limitations, and certainly not all use-
ful research. This means that in the coming time this framework should be
elaborated to become more comprehensive and complete. This can happen
by mapping more relevant work to specific IoT problems. The second limi-
tation of the framework is that it is not yet tested and validated by experts to
ensure its applicability. A framework needs to be applicable to be of value
[Eld+06]. The third limitation is the lack of descriptive outcomes. This was
identified to be valuable as it provides more insights into the environment.
In addition, things as KPIs and KRIs can be implemented as useful tools to
make the framework more dynamic. However, more research is needed to
know what should be included in this descriptive feedback. The fourth lim-
itation is that the included security levels and the quantitative metrics are
outsourced to the included frameworks and research. This makes the inclu-
sion of all security levels fully dependent on what these frameworks and
researches provide. The last limitation of the framework is the inability to
cover regulatory challenges. These challenges are the most important in the
journey towards safe environments but must be solved by the regulators.
This framework proposes key concepts regulators need to focus on in im-
proving the security of IoT-based environments. Thus, there is a lot of room

100

Version of May 20, 2022– Created May 20, 2022 - 10:37



6.4 Framework evaluation 101

to improve the quality of this assessment framework. Therefore, more re-
search and work is needed to finish the assessment framework.

The generated assessment framework has a lot of advantages but also still
faces limitations. However, the assessment framework is certainly adding
value to the academic field of IoT security. Currently, the most important
cybersecurity assessment frameworks fail to identify the five main IoT chal-
lenges (technical, legal, ethical, operational, and adaptive) [Kar+21]. In ad-
dition, the security standards have little focus on IoT-specific devices. The
research and frameworks that do focus on IoT specifically are often only
proposing single good practices but are not translated to assessment frame-
works. This research translates good practices into an assessment frame-
work for IoT-based environments, and the translation from an IoT-specific
assessment framework towards an IT, OT, and IoT converged cybersecurity
assessment framework that can be applied to all environments including em-
bedded devices.
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Chapter 7
Conclusion

This research is designed to answer the following main research question:
”How to assess challenges and differences in the security of IoT-based environments,
compared to the security of traditional computing devices?” An assessment frame-
work is necessary to be able to provide security to IoT-based environments
[Kar+21]. This is a massive challenge considering the rapid growth of IoT
[Jov21]. As shown in figure 7.1, to answer this main research question a cy-
bersecurity assessment framework for IoT-based environments is proposed.
This assessment framework could be generated after answering five consec-
utive subquestions.

Figure 7.1: Overview of how this research is structured.

SQ1: What are the limitations of the available cybersecurity assessment
frameworks for IoT-based environments?

The current frameworks consequently fail to meet four challenges. First, the
comprehensiveness of the overall framework is a challenge. Frameworks
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often exclude very important steps in the assessment of an environment.
Second, the comprehensiveness of the assessment method is a challenge.
Frameworks consist of multiple sub-assessments, these sub-assessments in-
dividually need to provide all the relevant outcomes, and frameworks of-
ten fail to identify these. Third, IoT-specific challenges are often neglected.
IoT-specific challenges can be structured into five subcategories: technical-
, legal-, ethical-, operational-, and adaptive challenges [Kar+21]. Last, the
applicability of the framework is often neglected [Les21]. However, a assess-
ment framework must be applicable to have value.

SQ2: How can risks in IoT-based environments be assessed?

The first subquestion identified 4 different challenges to assess. The first two
challenges were solved by the interviews. These identified what needs to be
included to provide a comprehensive assessment framework and compre-
hensive assessment method. Furthermore, the five main challenges should
be assessed in similar ways as existing challenges are being assessed [NIS11].
In this assessment, the best practice should be based upon. In addition, the
applicability of the assessment framework should be validated by experts,
based on the 8 points of Eldh et al. [Eld+06].

SQ3: What are potential solutions to minimize the risks in IoT-based en-
vironments?

To make sure that the assessment framework can guide IoT-based environ-
ments to improve their security, solutions to the challenges are needed. The
range of solutions is very broad and every individual solution focuses on an-
other IoT challenge. The identified solutions were retrieved from research,
interviews, and existing IoT security frameworks. The useful IoT security
frameworks are created by ENISA, IEC, and IoTSF [Gin+17; Com18; WG121].

SQ4: What overall process or guidelines can be implemented to improve
the security of IoT-based environments?

A good practice for a new assessment framework is to base it upon existing
best practice frameworks [Ali+20]. The outcome of this research is that the
NIST cybersecurity framework should be used as a baseline. To provide this
framework with more specific IoT guidance the solutions of the ENISA, IEC
62443, and IoTSF are combined with the solutions found in the data and
interviews. The implementation of this list of good practices would guide
IoT-based environments to improve their security.
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SQ5: How can the IoT-based environment security be generalized into an
overall applicable assessment framework?

All the solutions that are generated in subquestion 4 can be listed and mapped
according to the categories in the NIST framework. To provide more struc-
ture and guidance, these solutions are divided into the 5 main IoT challenges
(technical, legal, ethical, operational, and ethical) [Kar+21]. With the addi-
tion of an environment- and maturity assessment, the assessment framework
becomes able to provide the desirable guidance.

Together, the generated assessment framework has a lot of advantages
but also faces limitations that are related to the applicability of the assess-
ment framework. However, the assessment framework does add value to
the academic field of IoT security. Currently, the cybersecurity assessment
frameworks fail to identify the five main IoT challenges and the security
standards have little focus on IoT-specific devices [Kar+21]. The existing
IoT-based research and frameworks only propose single good practices but
do not translate these best practices to an assessment framework. Therefore,
it is very valuable that this research has translated good practices into an
assessment framework. Finally, another valuable outcome of this research
has been that a step was made toward a cybersecurity assessment frame-
work that includes IT, OT, and IoT, that can be applied to all environments
including embedded devices. This chose is made since it is better to im-
prove current assessment frameworks and converge and expand them with
IoT challenges than to create a specific assessment framework for IoT-based
environments.

7.1 Future research

Apart from the value that the assessment framework generates, some limita-
tions could not be covered. The first limitation is that the assessment frame-
work is not complete yet. Not all relevant frameworks, nor all research could
be included in this assessment framework. This implies that more references
can be added to the assessment framework to generate more value. Second,
the applicability of the assessment framework is not yet validated. This step
is necessary to illustrate the value and the way to interpret the assessment
framework. Third, the relevant descriptive outcomes are not included since
more research is needed on what values are relevant. Fourth, the coverage of
different security levels is currently completely outsourced. To make sure the
different security levels are included, the information of the references in the
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assessment framework should be written out completely to determine the
different levels. The last limitation is that the assessment framework is un-
able to cover regulatory challenges. These challenges are the most important
in the journey towards safe IoT-based environments but for the assessment
framework itself, the regulations in place are a given. Therefore, the regu-
latory challenges must be solved by the regulators. Future research should
provide answers to these five limitations of the assessment framework to
make it more applicable.
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Chapter 8
Appendix

8.1 Appendix A: Semi-structured interview guide

1. Introduction to the research and structure of the interview

• Discuss the scope of this research

• Personal information

• Personal experience/insights on the topic

• Verify the up to now collected insights on IoT challenges and avail-
able assessment methods

• What can be implemented? And what should that look like?

2. Explain the words below.

• Explain the purpose of the recording

• Explain why the recording will be maintained and for how long

• Interviewee has the right to stop the interview at any time and
request the interview to be deleted

• Afterwards the interview will be transcribed and anonymized.
(whenever interested the interviewee has the right to read the tran-
scription, to minimize confidential data)

• Do you give me the consent to record the interview?

3. What is your field of expertise? What is your background (education
and work)? How many years of experience in this field do you have?
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4. What is your current role? And what does it involve in terms of activi-
ties and responsibilities?

5. In what country do you work? In what ways would this differ from
other countries, e.g. specialized offices, clients?

6. From your point of view, how would you describe IoT?

7. Do you have any experience with assessments on IoT-based environ-
ments? If not, what comes the closest?

• Were you encountering problems / gaps in the process? What
made it special?

• What could be possible improvements?

8. Verify SQ1: Discuss current limitations in assessment frameworks

• What is essential in a comprehensive assessment framework? (Dis-
cuss the proposed fishbone diagram in figure 2.5 and the list in
Appendix B)

• What are essential outcomes in comprehensive assessment frame-
works? (current risks, feedback, educational needs, managerial
improvements, detection methods, and available software)

• What are the main challenges in IoT? (technical, legal, ethical, op-
erational, and adaptive)

• What are the issues in making a framework applicable?

9. Verify SQ2: Discuss how risks can be assessed

• To assess the own created framework:

• How can we assess the comprehensiveness of the framework?

• How can we assess the comprehensiveness of the outcomes?

• Assess the challenges in networks:

• How can we assess the applicable challenges? (8 framework points)

• How can we assess the technical challenges? (NIST, economical,
threats, vulnerabilities, and consequences)

• How can we assess the legal challenges? (legislative monitoring)

• How can we assess the ethical challenges? (POLP)
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• How can we assess the operational challenges? (standardization,
assessment repeat, and internal knowledge)

• How can we assess the adaptive challenges? (structure manage-
ment, implemented monitoring)

10. Verify SQ3: Discuss solutions to IoT challenges

• Where must be focused on to provide safe IoT? (11 future solu-
tions, securing different layers)

• What are the latest and most relevant technological improvements?
(encryption, authentication, blockchain, IDS)

11. Ask about SQ4: What overall process or guidelines can be implemented
to improve the security of IoT-based environments? (Should this be
NIST or better alternative?)

12. Ask about SQ5: How can the IoT-based environment security be gener-
alized into an overall applicable assessment framework? (How to add
upon NIST?)

13. Are there any other topics you find relevant to discuss or mention in
this field?

14. Discussion to improve the current framework that is in progress. How
and what should be changed?

15. Are you available for follow-up questions?

16. Are you interested in receiving the final transcriptions?

120

Version of May 20, 2022– Created May 20, 2022 - 10:37



8.2 Appendix B: List for comprehensive framework 121

8.2 Appendix B: List for comprehensive framework

• Environment assessment

• Risk assessment

• Security standards

• Management assessment

• Regulations monitoring

• Maturity assessment
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8.3 Appendix C: Coding (sub-)categories concepts

Category Sub-category Concept
Existing frameworks Risk framework COSO ERM
Existing frameworks Risk framework CIA
Existing frameworks Risk framework IRAM2
Existing frameworks Cybersecurity framework ENISA
Existing frameworks Cybersecurity framework NIST
Existing frameworks Cybersecurity framework IEEE
Existing frameworks Cybersecurity framework IOTSF
Existing frameworks Cybersecurity standards ISO
Existing frameworks Cybersecurity standards IEC
Existing frameworks Cybersecurity standards NERC-CIP
Existing frameworks Cybersecurity standards ISF
IoT IoT types Consumer IoT
IoT IoT types Industrial IoT
IoT IoT types Operational Technology (OT)
IoT challenges Technical development Outdated devices
IoT challenges Technical development Outdated software
IoT challenges Technical development Not supported devices
IoT challenges Technical development Do not meet security standard
IoT challenges Technical development Attack vector
IoT challenges IT-OT-IoT convergence One security framework
IoT challenges IT-OT-IoT convergence Different standards
IoT challenges IT-OT-IoT convergence Different expertise
IoT challenges IT-OT-IoT convergence Limited security capabilities
IoT challenges Lack in regulation Lack in standards
IoT challenges Lack in regulation Lack in vendor regulation
IoT challenges Lack in regulation Device analysis
IoT challenges Lack in regulation Conflicting priorities
IoT challenges Lack in regulation Maintenance service contracts
IoT challenges Size of the environment Amount of devices
IoT challenges Size of the environment Scalability of the attack
IoT challenges Size of the environment Combination of data
IoT challenges Size of the environment Attacking surface
IoT challenges Size of the environment Weakest link
IoT challenges Limited expertise Human problem
IoT challenges Limited expertise Low internal expertise
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IoT challenges Limited expertise Based on own experience
IoT challenges Device related services Function instead of security
IoT challenges Device related services Limited possibilities
IoT challenges Operational Continuous innovation
IoT challenges Operational Learn-unlearn-learn cycle
IoT challenges Operational Physical devices
IoT challenges Operational Processes and standards
IoT challenges Interoperability Dependent on other devices
IoT challenges Interoperability Chain of trust
IoT challenges Interoperability Reliability
IoT challenges Adaptability Not willing to change
IoT challenges Adaptability Priority contrasts
IoT challenges Adaptability Trust limitations
IoT challenges Connectivity Implicates risk
IoT challenges Connectivity Retrieve data from air
IoT challenges Diversity Diversity in devices
IoT challenges Diversity Diversity in network
IoT challenges Data Data storage
IoT challenges Data Data processing
IoT challenges Data Data at rest
IoT challenges Data Data in motion
IoT challenges Data Data at use
IoT challenges Data Availability
Framework limitations No existing framework Immature frameworks
Framework limitations No existing framework Incomplete frameworks
Framework limitations No existing framework Specialized frameworks
Framework limitations No existing framework Outdated frameworks
Framework limitations No one size fits all Different security levels
Framework limitations No one size fits all Combining frameworks
Framework limitations No one size fits all Domain specific frameworks
Framework limitations Created by the industy Not highest requirements
Framework limitations Assess static network Network changes quickly
Framework limitations Applicability Generic/specific-trade-off
Framework limitations Applicability High level guidance
Framework limitations Applicability Domain specific
Framework guidelines Sections General outline
Framework guidelines Sections Controls
Framework guidelines Sections Assessment
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Framework guidelines Assessment Rule based philosophy
Framework guidelines Assessment Principle based philosophy
Framework guidelines Assessment Technical assessment
Framework guidelines Assessment Comprehensive
Framework challenges Scope Holistic network
Framework challenges Scope IT-OT-IoT convergence
Framework challenges Combine frameworks Not build to fit
Framework challenges Combine frameworks Used to these frameworks
Framework challenges Combine frameworks NIST
Framework challenges Combine frameworks ENISA
Framework challenges Combine frameworks IEC
Framework challenges Security by design Secure before implementation
Framework challenges Security by design Monitor devices
Framework challenges Security by design Costly to erase devices
Framework challenges Security by design Engineer not cyber prof
Framework challenges Objective assessment Self-assessment
Framework challenges Objective assessment Descriptive facts
Framework challenges Objective assessment Necessary expertise
Framework challenges Flexible framework Applicable
Framework challenges Flexible framework Dynamic
Framework challenges Flexible framework Periodic loop
Comprehensive framework Generic/specific tradeoff Generic part applies always
Comprehensive framework Generic/specific tradeoff More specific sections
Comprehensive framework Generic/specific tradeoff If-clause
Comprehensive framework Generic/specific tradeoff In-depth technical framework
Comprehensive framework Framework testing Simply cover everything
Comprehensive framework Framework testing Low hanging fruit
Comprehensive framework Framework testing Semi automated manner
Comprehensive framework Framework testing Cluster attributes
Comprehensive framework Framework testing Match attack to cluster
Comprehensive framework Framework testing Generate all possible threats
Comprehensive framework Framework outcome To do list
Comprehensive framework Framework outcome Transformation roadmap
Comprehensive framework Framework outcome Guidance
Comprehensive framework Framework outcome Prioritization of issues
Comprehensive framework Framework outcome Feedback
Comprehensive framework Framework outcome Descriptive facts
Comprehensive framework Framework outcome Action driven feedback
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Comprehensive framework Framework outcome CVE
Comprehensive framework Framework outcome Process/validate/remediate
Comprehensive framework Framework outcome 3 pillars of transformation
Comprehensive framework Risk assessment Always some risk
Comprehensive framework Risk assessment Risk awareness
Comprehensive framework Risk assessment Risk identification
Comprehensive framework Risk assessment Financial risk
Comprehensive framework Risk assessment People risk
Comprehensive framework Risk assessment Reputation risk
Comprehensive framework Risk assessment Technological risk
Comprehensive framework Risk assessment Compliance/regulatory-risks
Comprehensive framework Risk assessment Product failure
Comprehensive framework Risk assessment Threat modeling
Comprehensive framework Risk assessment Vulnerability
Comprehensive framework Risk assessment Consequences
Comprehensive framework Risk assessment Likelihood
Comprehensive framework Management assessment Management requirements
Comprehensive framework Management assessment Conflicting priorities
Comprehensive framework Management assessment Cost-benefit-analysis
Comprehensive framework Management assessment Security as limitation
Comprehensive framework Management assessment User training
Comprehensive framework Management assessment User awareness
Comprehensive framework Management assessment Old devices limitations
Comprehensive framework Management assessment Old protocols limitations
Comprehensive framework Management assessment Miscommunication
Comprehensive framework Management assessment Access management
Comprehensive framework Management assessment Change management
Comprehensive framework Management assessment Zero day attack
Comprehensive framework Management assessment Thinking ahead
Comprehensive framework Management assessment Monitoring
Comprehensive framework Management assessment Key risk indicators (KRI)
Comprehensive framework Management assessment KPI
Comprehensive framework Management assessment Pen testing
Comprehensive framework Management assessment Vulnerability management
Comprehensive framework Management assessment Asset management
Comprehensive framework Management assessment People assessment
Comprehensive framework Management assessment Connect monitor to solution
Comprehensive framework Maturity assessment Corbit maturity framework
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Comprehensive framework Maturity assessment Capability maturity model
Comprehensive framework Maturity assessment Maturity level
Comprehensive framework Maturity assessment Security level
Comprehensive framework Maturity assessment Minimize data collection
Comprehensive framework Maturity assessment Organizational maturity
Comprehensive framework Maturity assessment Understand the technology
Comprehensive framework Maturity assessment Involved security experts
Comprehensive framework Maturity assessment Department dependencies
Comprehensive framework Security standards All level mitigations
Comprehensive framework Security standards Secure architecture
Comprehensive framework Security standards Secure access control
Comprehensive framework Security standards Secure data traffic
Comprehensive framework Security standards Secure protocols
Comprehensive framework Security standards Secure software development
Comprehensive framework Regulation monitoring Regulatory stakeholder cycle
Comprehensive framework Regulation monitoring Case specific
Comprehensive framework Regulation monitoring Contract monitoring
Comprehensive framework Regulation monitoring Manufacturing contract
Comprehensive framework Regulation monitoring Maintenance contract
Comprehensive framework Regulation monitoring Maintenance service
Comprehensive framework Regulation monitoring GDPR
Comprehensive framework Regulation monitoring PIPEDA
Comprehensive framework Regulation monitoring NGO-regulations
Comprehensive framework Regulation monitoring Network specific laws
Comprehensive framework Regulation monitoring Sanction monitoring
Comprehensive framework Regulation monitoring Vague described concepts
Comprehensive framework Regulation monitoring Privacy
Comprehensive framework Regulation monitoring Compliance
Comprehensive framework Regulation challenges Regulating design
Comprehensive framework Regulation challenges Conflicting interests
Comprehensive framework Regulation challenges Responsibility
Comprehensive framework Regulation challenges Outdated regulations
Comprehensive framework Regulation challenges Grey area
Comprehensive framework Regulation challenges User protection
Comprehensive framework Regulation challenges User awareness
Comprehensive framework Regulation challenges Manufacturer cycle
Comprehensive framework Environment assessment Scope of risk
Comprehensive framework Environment assessment Scalability of the attack
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Comprehensive framework Environment assessment Asset identification
Comprehensive framework Environment assessment Criticality of the asset
IoT security solutions Limited protocols Standardization
IoT security solutions Limited protocols Enforce minimal security
IoT security solutions Limited protocols Minimal basic config
IoT security solutions Limited protocols foundational controls
IoT security solutions Limit attack scalability Segmentation
IoT security solutions Secure data traffic 5G
IoT security solutions Limit data traffic Internal processing
IoT security solutions Secure architecture Zero trust architecture
IoT security solutions Secure architecture Basic cyber hygiene
IoT security solutions Secure architecture Product life cycle
IoT security solutions Secure architecture Trusted platform module
IoT security solutions Secure authentication Lightweight algorithms
IoT security solutions Awareness User training
IoT security solutions Encryption End-to-end connectivity
IoT security solutions Encryption Lightweight algorithms
IoT security solutions Critical risks Analog layer
IoT security solutions Privacy Principle of least priveliged
IoT security solutions Vendor responsibilities Enforce security updates
IoT security solutions Vendor responsibilities Security by design
IoT security solutions Vendor responsibilities Default secure architecture
IoT security solutions Security enforcement Regulations
IoT security solutions Secondary security Firewall
IoT security solutions Secondary security Cloud solutions
IoT security solutions Secondary security Patching
IoT security solutions Secondary security Access control list
IoT security solutions Secondary security Threat landscapes
IoT security solutions Secondary security Unique factorization domain
IoT security solutions Secondary security Fail safe system
IoT security solutions Secondary security Boundary defense
IoT security solutions Security software NOZOMI
IoT security solutions Security software Defender for IoT
IoT security solutions Security software Dragos
IoT security solutions Security software RMIS
Framework guidelines Scope Distinguish public/private
Framework guidelines Scope Distinguish OT/IoT
Framework guidelines Scope Industrial IoT
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Framework guidelines Scope Mainstream IoT
Framework guidelines Framework type Dynamic framework
Framework guidelines Framework type Build on best existing
Framework guidelines Existing frameworks Already in use
Framework guidelines Existing frameworks Argue the importance
Framework guidelines Existing frameworks Reusing
Framework guidelines Create value Make it worth to use new
Framework guidelines New framework Be innovative
Framework guidelines New framework Create own vision
Framework guidelines Validate Build upon framework
Framework guidelines Validate Rely on research
Framework guidelines Validate Four eyes principle
Framework guidelines Validate Check with experts
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