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Abstract

Even thoughmore and moe organizationsadopt a cyber security awareness progransyber
seaurity incidentsare increasing. Theaim of thisresearch is tajuantify the effectiveness of
cyber security awareness activities on human behavior. This is dbydndicatingwhich
cyber security awareness activity or aich mix ofcyber security awarenessactivities is most
effective, so that these activities can be applied in a proper manner and frequ&hisymix

of activitiescan prevent or limit the risk of a security breach.

In addition toprior literature, interviews with \arious professioals wereused to provide
insghtsto better undergand humanbehavior This resulted in foupredictive factorsthat
influencethe success dfmplemental cyler securityawarenessactivities. The® fourfactors

are:

1 Embedded dture ¢ The culture of cyber securigwareness should be in line with
the existing culture of th@rganization An effective relationship between the cyber
security department and employees is important.

1 Technical aspect Tecmology can be used at the froeind, e.g.where pam emalil
is aleady filtered out. Technological interventionsouldhave a positive influence

1 Repetitive ¢ Repetition of the message is important to keep it alive. The same
message must be presented in aféient form.

9 Target speciic audience¢ The nessagehas to fit the role of the professionakand

focus on what is relevant to the employee.

Furthemore, a surveyis used to determine which cyber security awareness actiwt is
observed as the most effective by employees.The answers of the respondentaere
ultimately wsed as input for themodel. Basedon the survey results, each cyber security
awareness actiity is weighted in points, to make their contribution relative to eachent
We also determine that a minimum of awareneasssing activitiess required in orderto be

sufficiently familiar with the risks of cybesecurity.

Lastly the distinguishingcharacterstic of this study is that a modehas beendeweloped
which consists ofthe quantification of cyber seaurity awarenessactivities (suchas an e-
leaming, gamification etc.) This model establishes a baseline that defines the minimum

awarenesgaising activities needed to increase awareness of cyber security risks.
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1.Introducti on

1.1 Background

Cybersecurity awarenessis nolongera redected child orthe agendas fobusiness éacers.
To better understand whyone shoull be aware of cyber security, we need tostep back to
understand cyber security in its entirety andthe associatedthreats. The widespread and
continually dhangng nature of technologymears that more people than ever before ae

affected bycyber securityincidents(dbneset a., 2019.

Compangés see people as the wkest linkwhen it comes to security incidents. Theakest
link as a human is also true giverethtated fats. However, its not useful tocreate aguilt

culture. The result of such a culture is that people are not likely to temidents. This
behavor usually happens out of fear for their own reputan within the organization

(Swinhoe, 2019).

Professionds that areat the forefront of cyber attacksor threats muld do more danage
than otters. Tle negigenceof employees can cost organizations at only maey, but aso
valuable information. Tie dange from the employeemight notalways e delibeate; it may
be due tothe ladk of adequateawarenessof cyber risk aad consequencesSo,the lewel of
awareness IT eployees hae about cyber risks in the ®rporate network mug be
understood. Cyber security awareness programs that cahelp both employees and
orgarizations recognie the vuherability of the network should also be pursued by
organidions (AFMohannali et al.,2018, p.191).

Asuccessful traiing program forcyber security shoud helpemployeesunderdand why they
need to takecyber securty seriously ad what they can gan from its proper implement
tation. Ideally by promoting a siift in the attitude of employees toards cyber security, a
cyber security awarenessprogram slould prepare emplgees forcyber security training

(Thomson &on Solms, 2006, [d.3).

This master's thesiexamines which cgb security awareness activities there are in the field
of cyber secuty. The effetiveness will be examined for eacletaity. In addition, the
guantification of the effectiveness of cybersecurity awareness activitiesumanbehavor
will be addressedThe result will be a model that organizations can use in any sdtiibg

more effective in creating awareness about thebgect ofcyber securty.



1.2 Proble m description

Cybercrimecostsare expected to increse by15% echyear ower the next fiveyeas, hitting
$10.5 trillion USD annually by 2025, up from $3 trilliorDUS 2015(Morgan, 2021). In
addition to having an impct on companies,cyber security incidents an have a negatiwe
effect on individuas (phshing attacks, dentity theft), national and state level (state
sponsored attacks, codinating crime groups, leraging vulnerabiies on 'smart' devices
to access dta, control systemsor vital mational infrastructure)due to the interconnectivty
of digital technologes(Spemids ~ A Y2048 ApOH).

Bven though COVHD9 (in relation tocyber security) is not a main research focus for this
study, it is important to note that we to the Cwid-19 pandemic this yegathe cyber risks
have increasedmarifold (Nabe, 202D Ore o the key reasons why users do not act
optimally in the context of cyber security is that fcurity systemsand plicies are poos
designed(Bada et al., 206). Cyber security incidents areoften causedby human actions
People fdl prey to strateges d social engineering, phishing or other techniquet cyber
criminals.Cybersecurity knowledge and training tsabeen shown tamprove the posibility

of deteding a scam or &sault befordt has a full impact (Furlow & Disparte, 2039

With the hone working policy, it is estimated thathe losses from cyber attacksill only
increase(Auld & Smart2020. The importance of this research can be foundha study ly
Buil-Gil & al. (202). Research by Buil et al. (2021) suggests that the most promising ways
to reduce cyberattacks and their corexjuences are through internal knowledge of cyber
security and improving employees' online saibtection. This is better than simple software

protection and strong password guidance

Thisreseach will illustrate which cyber security awarenessactivity or which mix ofcyber
security awarenessadivities is most dfective, so tha these activities can be aplied in a

proper manner and fregengy. This can prevent or limit the risk of a security breach.

We will offer important insights intothe effectiveness ofyber security awarenessactivities
on human behsior. The findingswill make an inmportant contribuion to the field of cyber
security risk andcyber security awarenes. CISOs will bediter equipped to make cost
efficient decisions about which awareness activities to implement in their awareness

program



1.3 Purpose and research qu estions

The aim othisresear® is to gain insighinto quantifying the effectiveness otyber security
awarenessadivities on human behavior. This is done toindicae which cyber security
awarenessactivity or which mix ofcyber security awarenessactivities is most effectiveso
that these activitiescan be applied in arpper mannerand the organizationalrisk can ke

limited.

The respandents and interviewees are profeEmals deding with cyber security-related

risks.The following resealcquestion is cemal:

dHow canthe effectivenes®f cybersecurityawarenessactivities orhumanbehaviorbe

quantified?e

In order to answe this research question, the following subkguestions have been

formulated:

1. What iscybersecurityawarenes®

2. What cybersecurity awarenes activities existwithin organiations?

3. How much do these activitie®utribute to the cybersecuiity awarenessof a

persorn?

4. What level oftybersecurityawarenessisRS SYSH A®a &y G ¢ K

5. Whatcombinations are possible achieve a solid result for sufficielsyber security

awarenes®

6. Whichfactorsinfluence the success of implemented cyber secwavtsareness

activities?



1.4 Research scope

This dissedtion is written as part ¢ a graduation internship at PwCNetherlands within the
RiskAssurare disciplineThe focus is omargeorganizatiors where employees are expected
to have a higher educationegree and at ledssome degee of digital skillsTherefore this
research poject focuses pimarily on the NetherlandsThis means thathe majority of the

participatorsand thecontex of the research are located in the ieerlands.

Themost frequently usedcyber securty awarenessactivities duringthe writing ofthis thess
were included in this researchThe followhg cyber security awarenessactivities were
involved: interadive workshop, chssroom training by deache, phishing simudtion, e
learning, keynote by @& expert speaker, cyber security awareness month, gamifiion,
central information source.These were establishethrough informal convers&ins with

employees whin PvC and liteature researchThe thesiswill be limited b these adivities

In terms oftime frane, this thesis has examind a threat that iscongantly developingand
ongoirg. At the time of writing, the incident of the largesinline stae in the Nethedands
Bol.can was only a few days ago aifreshly engrave in the public memory.Duringthis
incident, Bolcom transferred 750,000 wros to sammers dter the company fell for a
phishing emai(NOS, 20211 This stug thereforeprovides ingyht into current affairs andhas
a future focus in tans of recommendatios that can have a podive irfluence on the

polides necessario create nore awarenessaganst cyber securityrisks

1.5 Outline of the thesis

Thissectionpresents theoutline of the thesis with the aim todemonstrate the process of
answeringthe resarchquestions. Chapter2 descibes the esearch designand methalology
which havebeen chosa for the purpose of the study. Moeover, the qualitative and
quantitative research method are describedhoroughly from the perspective of tloey. In
chapter3 a literature review will be canducted so that firstly, cyber security awarenessand
human belavior can ke defined. In chapter 4 theresults of thedata collection methodare
presentedand linkedto the relevantiterature. Themodelconstrwcted upon the reslts and
the important factas for the madel is describedand discussediichapter5. In chapter 6 the
results willbe discussedand the limitations of the reseach. At the end d the thesis,the

conclusionandquestions for further rese@h are discused.



2. Methodolog y
In the introdudion, a research questin wasformulated with the asso@ted subquestions.
Varying methods willbe used to answer thsub-questions and researchquestion. These

methodologies ad their use are discussed in this gher.

2.1 Introduction

Thethree primary reseach methods chosen for tis research are aiterature studyof cyber

security awareness human behavior and theelationship with each othe. Subsequently,
interviews with various professicmls were also used to provide ights to better

understand human behavior and asurvey was distributed among Riskssurance
professionalsTheliterature study aims to povide a conceptual frameork with regard to

cybersecurty awarenessand human

Theie havebeen several studies in ehfield d cyber security awareness These atdies are
about the impact ofcyber security awareness policy(Li et al., 2019)why peopt fail to
changebehavior (Bada et al., 2015and best practices onhow to improve awareness
(Nachin, 2019) The distinctive chacter of this sudy is tha a model isdevdoped
guantifying what cyber security activity (ectivities such as a seminar, a monthly emait. et
contributes to awarenss and a gddo be achieved (number of poistthat mist be security
aware). Additionally, interviews wereheld with various professionals to see whithctors

influence the success of implemented cyber securityrawass activities

The model essentially contaimsscaoecard, n which each cyber security awareness activity
has a weight andsitherefore avarded a number of points. The company carse the
scorecard todetermine howto create sufficient awareness among employees byntining

the activities until théntended number ofpointshas leenreached.

This chapteraims to describe thecope of this resarch project and toillustrate how the
different methods dosen for this reseach helped to find a satisfactory answeo the
presentedresearch questionlt also describesthe consi@rations that played a role in the

use d the research rmathods selecteddr these prgects.



2.2 Research approach

For the research approach, which datallection and data analysis techniques and
procedures best suit the problenefinition was examinedA research philosophy is used for
this. The research phisgohy contains mportant assunptions about the way in which one
view the word. The differentones have been lookd at. The "researchonion’ was chosen

for thisresearch.
The reseach onionwas chosen écause the shis of the reseaites onion provide insght into

the undelying issuesunderlying these mehodical choices.The figurebelow shows the

research onion (Saumlers etal., 2009.

Philosophies

Figure 1 Resarch Onion (Saunders et al., 209)

Interpretiviam is ddined by the researckheory that wil be used as tle bakground for this
research Interpretivism uses thevision of the people involed t explain wly grougs of
people behave ina cetain way. Within this reseech it is importat, because we put he

individual at the centeto research theeffectiveness dcyber security awareness



The method chosen to construct a theory will be intiles By collectig datato analyze the
phenomenon in question and to define possible treradsl patterns, the construction of
theory is realized. To supporhis approach minodologcally, as Figure illustrates, the

emphasis will be omixed methods resarch.

Methodological choice

Mono method Multiple methods
Quantitative Qualitative Multimethod Mixed methods
study study | I
Multimethod Multimethod Mixed model  Mixed method
quantitative qualitative research research
study study
Simple = ¥ Complex

partially integrated
single phase
sequential mixing

fully integrated
double or multiple phase
concurrent mixing

Figure 2 Methalological choice (Saundes et al., 209

Survey strategyrad thematicanalysiswill be used for this researcfihe followingsubsection

explains in d&il the approach to data collection.

2.3 Resear ch strategy

A strategy has been deternmied for this researchThisis stown in the figure on the next

page
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I.  Thebasis ofaresearch isto formulate a gal for theresearch The problem becomes
clearer and the @search questionsare formulated Subsequently, literature wll be
collected and rad to getan ideaof the topic.

II.  The second phasensws that methodical iengulation isused. Thisis dae to look
at the problemfrom multiple angles. This phase is thereddhe cae content of this
paper and represents the primaryresearch stage.

lll.  Inthis phase, the reslts of the research methods witle interpreted. The irdrviews
will be transcribed and codedto see what connetionsthere are between them. The
survey wil be anayzed wit the integrated aitput of the survey andnterpreted.

IV. After the resuts hawe been descibed, the research questiomnd the aim of the

research are conslered. This will help to fomulate the contusion. Finally, the

discussion establishake limitationsof the research ad validation.




2.4 Literatu re review strategy

Literature researb focugs onanalyzingtexts, books and articles thahemselves dready
contain interpretations of research (Verhoeven, 201 pp. 150-155). The pupose of he
literature study has tw goals: first, to gain insight intacyber security awarenessand the
activities asociated wih it. Second, we looked at humdmehavior and the absorption of

knowledge, btialso how these behaviorglate to cybersecurity awareness

In order to conductthe literature study, tools sut asScienceDirectResearchGate Googée
Sholar search enginelEEE, white papers, scientifichfigations and journals were used The
literature has beencheckedwhether the informationis relevant, reliable, topical and
complete Alsq whether the articles hae been placed in ngazinesor in a erreviewed

scientific literatue. The literature of this reseands divided into four categories

1 Indudry standards 1 Gray lierature;
1 <<ientific publications 1 Book.

Fgure4 shows aroadmapin order to selet relevantstudiesto the literature seach.

Review
sources

Gathering
resources

Processing the
information

Orentientation

REELIE RINEHEY

Figure 4 Roadmapliterature review

Further inthe literature review, the cortent of the definitiors ofthis subject is explainedn
view of thefact that most of the pubications use this paticular language, thdanguage of

the study was deternmed tobe English.



2.5 Data collection and data sour ces

In this researk, we make a dstinction between the defender and the user. The defender
refers b professonals who develop cyber awamess programs and make decisions about
the professionals (emplyees)who can fall victims to cyber security attacks are referred to

asusers. This idllustrated inFgure5.

Data collection

Defender User

Expert

interviews

Figure 5 Data Collection llustration

2.5.1 Interview

Thedefendershave keeninterviewed. The expetinterview method will be used taollect
data from theprofessionalsAn expert nterview is a popularesearch tool in busineds-
businesgeseard. It may bok alot like the indepth interview (oneon-one conversatiohin
design, but it servesa completely different purpose. An expert interview does not foan
the respondeat's peception, but on hisor her specific knowledge, expertise lsackground.
The nterviewee therefore requires irdepth knowledge about a spédia topic (Verhoeven,
2019, pp. 150-155).

Interview design

Semistructured, oneon-one, onine, and recordd interviews were conducted. To maintain
uniformity in the interviewing proessand to decease researcher bias, a sestiuctured
interview was employedather than an unstructured interview. Oren-one interviews were
conducted to capturehe perspectie of onlythe interviewee and to reduce the possibility of

the interviewee'sopinion being swayed by outside influences. Because to government

10



constraints inposed bythe COVIEL9 epidemic, the interviews were conducted online

utilizing confeencing softwae. The irterviews were recorded for the purpose of analysis.

Two options wee provided tothe interviewees in order tgpromote their combrt. The first
dedsion waswhether or not to allow video. The interview could also be conductesithrer
English or Dueh. If the participant did not specify a preferred language, thesiatew was

conducted in Dutch.

A Drief introduction was given before the interviewedan. Duing this introduction,
participants were reminded of the study's goalked to express as nmah abou cyber
security awareness as they knew during the intervig¢iaefe were no wrong answers), and

were reminded that the interview would be recorded.

For seweral reasons, questions on the meaning and necessity of cyber security éahgavl
within an oganizaton were posed. First, the questions and answers served as aispairdl
into the subject, allowing the professional to assess the meaning andriamue ofcyber
security awarenessSecond questions were posed in order to et understand the
efficiency of cyber security awareness efforts. Finally, questionsrey posed abou
characteristics that are critical to the successcgber security awaremss, suchas culture

and technological aspects.

The interview began with the queen, "how would ya charaterize cyber security
awareness?This question was purgefully oadin character in order to avoid biasing the
interviewee. The participants eve invied to expound on each of the topics stated. The
interviewee was asked to fi@ee an idea afteit wasnamed. The interviewer moved on to

the following questiorwhen no rew topics were brought up.

The remaining questions were designed to be of feedint ort in order to add variation
and to be as neutral as possible in order twidvbiasing theriterviewee. The interviewer
tried remainingas passive as postband oty keep the oral fluency of the interviewe&he
interviewer attempted to encowage the mterviewee to continue talking and clarify themes
by using neutral continuain suggestions. fle interview protocol includes examples of

neutral continuationprompts.

11



The participants were asked at the end of the interview if they knew anythifge e

concening cyber security awareness activities that had not beerentioned. Finaly, the

participarts were thanked for their time and the interview was concludechem no

additional issues were raised. Appendix | containsEnglish and Dutcimterview protocol.

Prominent figures from different industries

There are two different categis for experts namelythe CISO andisional categoies.

The CISO categospecifically mears thatthis concerns a person with a leading positign

the field of cyber security within an oganization.They should be resmsible forcyber

security awarenessprograms/decisionsFurthermore we set as critein for this category

that the professionals work within a mulfitional. These criteria were chosen because

multinationals are complex in natur@nd havedifferent target groupsin order to prevent a

one-side image, the professionals from the CISO category have to come from different

industries Table 1 shows the ietviewed professionals who pacipated in be survey.This

also shows the date on which the interview took plaae,wel asthe organiation and the

type of industry

Table 1 Detailed interview schedules

Interviewee Date Position Company Industry

1 25.03.21 NSO Microsoft Tednology

2 26.03.21 CISO IKEA Retail

3 08.04.21 CISO Eneco Enery

4 08.04.21 CISO Loyens & Legal services

Loeff
5 15.04.21 CISO Ahold Food retailing
Delhaiz

6 19.04.21 CISO AkzoNobd Chemisty, oil and gas

7 21.04.21 Head of Electronics and medical
Opeastional Philips equipment
Excellence

8 210421 Teamlead C30 KPN Telecommunications
Strategy and

Policy



9 22.04.21 Head of Seurity ASML Indugry

Office?
10 22.04.21 CISO Schiphol Aviation
Group
11 03.05.21 CISO PwC Professond services
12 03.05.21 CISO Vodafone Telecommurcatiorns
Gemany

1 The abbretion for NSO is National Securiffficer.
2 In this meeting ASML's SecurityAwareness Manageisoatended tlk interview,

Threedifferent perspectivesrom visionaries

The visionaries categgrincludes praoninent figures, who are not directly responsible for
security decisions within singleorganization but instead share their experience and vision
via some channels (e.g., being cyber awareness consultants, pulglakes). When
selecting he \sionaries, we opted for npfessionals whaare active in the world o€yber

security, human behavioor both.

Three different professionals were chosen to be interviewed, all of whom come from
different angles and thereforedvea different view of he problem. From the technical art,

the America Chris Roberts is interviewed. Chris Roberts has made heabbtest hore

and abroadby hacking into Tesla, NASA and even a plane. Nowadays Chris is involved in the
strategic fietl of cyber security. Lance Spitzner has a technitalckground buthas been
committed to creating morecyber security awareness in organizations for neothan 20

years. He is director of security awareness at the SANS Institute in the Utated.Bindly,

Inge van der Beijl has aychological background, but later in her career dedicated herself to

creatingcyber securityawareness at organizations at Northwave in the Netherlands.

Table 2: Detailed interview schedules

Interviewee Date Name Postion LinkedIn
Director Security

1 25.03.21 L. Spitzner Awarenesait SANS https://www.linkedin.com/in/la
institute ncespitznerO0abObal/

2 26.03.21 C. Robers Chief Secuity https://www.linkedin.com/in/si
Strategist dragonl

3 29.0421 1. vanderBeijl Directorbehavior& https://www.linkedin.com/in/in
training gevanderbeijl/

13



Sampe size

In qualitative researchdata collection is done until the point at which no new concepts
emerge from tke dat. which is referred to as #oreticd saturation (Bryman, 2012; Strauss

& Corbin 2008). As a result, the number of interviews to be held was not decided in
advance. The goal was to collect and evaluate data repeatedly in order to detect when no
new conceptsarose after three intendws. Theoretical saturation was achieved if no new

conceptssurfaced during these three interviews.

Theoretical saturation has been reachexs no new concepts have been developed in the
last three interviews.Therefore, when looking at the complete sampldearetical

saturation has been rehed.

The interviews have beerecorded and transdped. This transcript was then analyzed using
the thematic analysis method’his method is used for qualitative daté is usually apd

to a set of texts, such asterview transcipts. The researcher closely examines the data to
identify common themeg topics, ideas and patterns of meaning that come up repelgted

(Verhoeven, 209, pp.292-299). The whole process involvéise following steps

Familiarization
Coding

Generating themes
Reviewing themes

Defining and naming themes

o a0k~ 0w DnPE

Writing up

To preent the trangripts from being coded with Bk, this was done together with a peer.

After this we did a crossheckevaluated and merged the codes.

14
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Ethicalconsiderations

Participants were recruited via an informativenail after their name was provided by a
contad person. When a participant aged to be interviewed, an email was sent 7 days in
advance with the interview questions. Furthermore, Participants were informed they could
withdraw at any point without the need to provide a reason. Participants were not

compensated for their participabin.

Fou types of data were gathered. The first tygethe email addresses of the participants.
Second is a PDF file of the informed consent email. Third is demographic information of the
interviewees. Demographic informati consisted of educational glification, education

area, role in the firm, and yeaextive in the firm. Fourth is the recording of the interviews,

which included audio andideo if videowas enabled during the interview

Furthermore,the participant wa asked for permission to processatd and which data will
be processed. The data was anonymized as much as posailite.the approva of the
participants, it was decided to hambe position and organization of the participanisthe
text refers to aninteresting finding to the particint, exgdicit permission for the quotation
will be requested from the pécipant. Therewasa follow-up sessiorwith each parttipant

who wished to discuss the findings.

Lastly, the survey only collected how long thetjgdpant works for the organization and
what position the participant holds. The reason for this is to see whether the overall picture
of the respondents is a good reflection of the departrhefhese answers could not be

traced back to the participant.

Qrvey design

In quantitative analysjsurveys are usetb gather quanitative data, whichis then analyzed
by the researcherThis researchused the onlie suvey tool Qualtricsfor which Leiden
University has #icense to create a surveyQualtrics isa quartitative statistical analysisol
that allows regarchers to costruct online surveys or questionnairesthe full questionnaire
can be found in Appendill. The overview by Verhoeven (2019) was used to detig

survey.The oerview can be seen ifgure6.
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Select the
construct and
find its dimensions

Re-evaluate and Frame the
refine questions

A

Evaluate validity
and reliability

S 4

Choose sampling
methodology

Figure 6 Design Survepverview(Verhoeven2019)

The oveview has difierent dimensions. The first is thimtroduction message that the
respondentwill see. This makes clear to the respondent wiiet purpose of the survey is,
the length d the survey and how the data will be handled. If the respondent agreesilh
click an the next page. In the second dimension, the respondent will be asked hew t
organization deals with cyber security awaresie§iven the data from Pw@ was the wis

not to include this result in the thesis

In the next dimension, extrinformation wil be given about a number of cyber security

awareness adtities, so that noalternative interpretation can be made about the cyber

security awareness activities. Tinext dimension will address the respondents’ work on the

activities. For eanple,the fuy OG0 A2y Ydzad FANRG 0SS FAf{SSERE Ay LISN
after which the respondent will have to consider which activigy or she considers most

effective This question can be seen kgure 7 as well as inappendixlll. Finaly, the

respordent will indicate which combination of activities (or single attjvis needed to

create sufficient awareness ayber security for a new employee during a period 4P

months. The answers of this dimension are ultimately used as inptivéomocel.
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Which Cyber Security Awareness activity do you consider to be
the most effective? (shift it yourself, where 1 being the best)

- Interactive workshop
E-learning
Gamification
Fake phishing e-mail
Classroom training by a teacher
Cyber Security Awareness month
Central reporting

Keynote by an expert speaker

Figure 7 Part of the Survey

In the last dimension, space is given to the user to add somethingeirfield of Cyber
security awaeness, if there is a need. Thetlguestions are answered with what role the
user has and how long thiespondert hasworked within PwC. This was asked to view the

group composition of the respondents.

In the next stepthese questions were validated and evaluated among a number ehfiat
respondents. Feedback has been generated from this and has beemadnated into the
survey. During the survey, a questionnaire will be administered online from several

professionals

The questionnaire will be administered online from several pssionalsof the Risk
Assurance department within PwC to collect data @hthe researt topic. During the

design of the survey, it was continuously evaluated and refined.

The purposes to recruit as many participants as we could, &hd target was to lave at
least 50 respndents to ensure sufficient representatiomo get thisnumber at first point,
the auhor of this dissertation distribwd through PwC maiwithin Risk Assurance.
Ultimately,65 respondents completed the survay February and Marc021.
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3. Literature review
Thischapter descibes anin-depth study detailing the previaisly menioned topicsas vell as

laying a laskfor answering the aforemetioned subquestiors (see chapte1.3).

3.1 Cyber aware ness activitie s
A cyber security program corsids of one ormore actwvities. here are vaious methods that
can contribute to awarenessfor cyber security. In the study by Nachin (201%ve methals

are discuss#, theseare:

Conventional delivery ethod;
Instructorled delivey method
Onlire delivery method;

Game-baseddelivery method

= =4 -4 -a -2

Smulation-based delivery rethod.

Combning the mehods with literature research and informal discussp activites have
been chosenfor this research to determim its effectiveness. Thesactivities will ke
descibed. The figue below shows whichcyber security awareness activies are discissed

for this research.

Classroom
training by a
teacher

Phishing
Simulation

Interactive
Workshop

E-learning

Keynote by an Central Cyber Security
expert Information awareness
speaker Source month

Gamification

Figure 8 Oveview cybersecurityawareness etivities

Interactiveworkshop

A workshop is an ireractive form of work in whth the active paticipation of the
participants plays an impdant role. It is amethod in which theory and practi@ can come
together. Aresearchof Baird and Munir (2015) measured the effeeness of workshops in

a generakerse. Theresults providesvidence thatparticipators perceive that seminabased

18



learningis effective in improving generic skillscluding problen solving, critical thinking,

and analytical skills.

However the interactive workshop also has challengéfsthe moderator doesnot take up
his role sufficiently, thereis a risk that variousdiscussons will bemixed up themes will nd
be discussed, ideas Mhot be exylored. Furthermore, the presence of hierahicdly high
rankingpersonscan actas a brée for the other participantsto participae effectively in the
worksh@. Qute often it then happens thatparticipants only repeatthe opinion of the

responsible persn. Such verkshops providenly limited aded vdue.

(Online) classroomtraining by a techer

Aclasroom traningisa form of training in which partigpantsare taught in goups byone of

our teachers.The teacher fist discusses a topic thesticaly with exampes, after which e
participants get stated with execises(Bowden, 217). Aassroom training is a powerfu
means of empowring people with knowledge on focused topica¢cading to the study by
Abawajy (2012) Almost all participants had a good understanding of phishing and its

dangers for both individuals and organizations after the course.

Themain challenges in tis activity are shy students who have a drd time standingout in
class(by not askingquesions). It is also important that the teacher can diet properly.

(Bowden, 207).

Phishingsimulation

Wash (2010) gyues tha in order for auser to defend aguing athreat, the user must first be
exposed to the threa. A phishing Smulation opegtes ina way that alows users to receive
phishig emais and record their adions. When the att&k falls, users who respdn

"inseairely” receve a"training messagé.

Each simulated phishing email serves nobnly as atraining tool, butalso as a testd decice
whether theuser has learned how teepaate ledtimate messags fromphishing messages.
Therefore, only those usergvho cortinue to fall for simulated phishing dtacks can ke

deteded and provided wih traininginterventions (Jarssa & von Solms2013).
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Chatchalermpun and Daengsi (2021) demonstrated with phishing simulations that cyber
exercises and cyber security knowledge transfer can increase cyber security awsahafitbs
a high level of awareness among all employees, it is more likely that a potential victim would
report a suspected incident, and the necessary incident responsedwmmulnitiated in time

to limit the damage.

Elearning

Technologyenhanced learninge-learning) has become one of the most commeaohniques
of teaching and learning in higher education tod&ydeed, withaut adopting the latest
eduational innovaions that have cone to chaacterize teaching and learing in the

information and knowlelgeage, it gpearsthat no higher educaion insttution will thrive.

Abawajy (2@2) conducted a studyrothe user preference of cgp security awagness
delivery methods The firdings show that video presentation is the most preferred method
for delivering security awareness training; however, the training delivered through the
various methods appears to have been mostly successful in helping participants gain a better

understanding of what phishing is and how best to mitigate its dangers.

On the other hand selfdiscipline isrequired. It is thereforeimportant that the peson is
enthusiatic enoughabout the subpd matter, so hat there will be enough motivation to
easily folow and complete the dearning attention. Also, taking e-learning can feel
impersonal. Another disadvantageof online learningcan bethat the professionaldo not

alwayshave personal inteactionswith the teacher o fellow students (Bowden, 217).

Gamification

Gamification has emerged as raodern gproach that can supgemert educational or
computer-based safey training by offering a fun emironment in which plgers learn ad
practice cacepts of cyber secuiity through the game It is the application of gamethinking
and game techniques imon-game environments. Gamificationuse gane elements to
motivate users ancenrich theirexperience The principle ofgamificaton is not rew, people
hawe been playng gamedor centuries In fact, 72% d househdds play videogames We
experience howeffective games are in sedicing, gasping, méivating and bindirg their

players (Brown, 2017%).
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Applying those techiquesand stimulaing behavior in the real wortl iswhat gamification is
all about. Gamification $ not a game. It is more than that. It is a vay to make the job more

challengingand get significantly nore work dore (Hart etal., 2020.

Furthermore, participants ingamificdion may be © focused on tke reward that all they
hawe left isthat they have won in the gameral the essence ofeachingor be@ming aware

of somethinggoesbeyond is purpose(Hat et al., 2020).

Keynote by an expert eaker

The purpose of adynote speaker is to literally set the "keynote" for the conference or
event. He or she is responsible for setting the tone and tenor of the meeting. The role of
other speakerss to provide undertones and themes that complement the keynote, resulting

in acohesive body of conference content and messaffRassdawso, 2020.

Althoudh somespeakers areextremelycaptivating, there are plenty who ae not. Attendees
will quickly tine outif a speaker isless tran ergagng. This is paticulady simple because of
the essenceof "passive” listening, tha is, listening wthout interference or cortact with
others for anextended period of time. Due to leaning decay, muclof the data (abut 95
percent)ganed by pass/e listening is not rdained. If the organizationwants the corporate
eventto be entertaining and leag a lasting impessbn, it may not bethe best option for a
speaker who des rot havea lot of audienceinteraction andmovement. Passive ssons, in

short,do notalways lead to enthusissm (Wiggon, 2018.

Cyber security awareness month

It has been estalished nationdly that October isthe month of cyber security awarenes. In
this morth, activities ae organized both wthin and outside tb organizdion to create
employeesmore aware. For examplesecurity officers can valk past laptops to see if they
are locked. If ot, aflyer is postal outlining what smmeone with bad itentions might do.

This should be done with goodtémtions and not ¢ create a culture of fear.
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On the other handto hit enployees vith the messagethe serder hawe to cut through dot
of noise. Wak which tendsto be more urgent andine-senstive is thrown their way. The
senderis up againstthe aburdanceof distractions that make up oumodernworld, even
outside of work: messages,mails, Hogs, saial posts ard more. Themessage needgo be
attention-getting, unfagettable, persuasie and concise tduild a campaign thatesonates
(Smith, 218).

Central information soura

Awareness 5 mainly creatd through messagg in ths activity. Serding mesagescanrange
from a newsletter by enail to posting on the intranet. However, thisis not popular, as
newsletters have a low opémg rate. Not every nevsletter is read.Especially if it feels likera
obligation ard do not seen asimportant. If the content is not interesting to reades and

offersno added value, there is lité successin this actvity (Tyag, 2020.

In short, there is no best activitp increase awarenss among emplyees. Pratt's research
(2021) says that lesssraremuch easr to asorb than when they are all packed into a long
annual training eventEveryme karns differently, sothose broad avenues of deliverirge

important. Tothe best of our kna/ledge, we could not find research pers that focused on

the effectivenesof cyber security awarenesamonth and central information soure.

3.2 Human behavior
For ths regarch, twoaspectshave been identified fioimproving cyber security awareness:
learning ability to enhancecyber securityawarenes and changing behaviofThis sedion

deals wih the humanaspect withait directly involvingcyber security awareness

Learning dility

A goodbasefor formulating learning objetivesis Bloom's Taxonomy.There are three main
domains in learning, according to Bloon{$956) taxonomy: affective, cognitive, and
psychomotor domains, as shown in Figure 9. Attitude and emotions are part of the affective
domain, while critical thinking skilBnd knowledge are part of the cognitive domain. The
psychomotor domain includes aniety of physical tasks, such as manipulating objects. Each
domain is organized in a hierarchical order to reinforce the idea that students must have a

solid foundation ireach area before moving on to the nggdhabi, 207, p. 1129)
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Figure 9 Domain of Learning (Hooey, 2017)

All these caegories,according to the later, complement ach other, butfor this research
the foaus will mainly beon the caynitive pat. The cagnitive domain includes kiowledge,
understanding, applicéion, anaysis, syrttesis, and evaliation. Also knownas emembeiing,
understandirg, applying, analyzing, evaluag, and creting (see Fgure 11). The two sets of
terms reflect different groups of Bloom's Taxonomy, with the first semdgpéhe originals and
the second set being established later as researchers refined the sy&tewised versio of
Bloam's taxonomy wagpublished in 2001.The main differenceis that t is arguel that
thinking is an active prcess so the reisad veision of Bbom's taxonomy uses verbs to

replae nauns.

The "Knowkdge" level in the ariginal Bloom's tasnomy does ot indicae a level of thiking
and is therebre replaed by the word "remember’. Each stage implies a distinct set of
cognitive skills, such ahe allity to acquire and commit new information to memory
(Mualem et al., 2018p.4).

Figure 10 Revised Taxonomy (Krathwohl, 2001)
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It is an interesting observatiorthat the mentional cakegories (vhich can beseen in the
pyramid) are ao active in diferent pats of the brain. The diferent activities in thebrain

canbe seen inFgure 10.

Evaluating

Analyzing

/ Applying \
/ Understanding \

/ —— \

Figure 11 Cogritive Domain Brain Analysis(Hoque 2017

The higherthe stage, themore complex matal activity is probably needed in the chart
shown. Higher levelsare notinherently more keneficial than lowe lewvels, sincewithout the
ability to use the lower legls, one camot readc the highe levels. However, as oneags up
to higher levels, the nore importart the skillsare to those needed ineveryday life. The
cogniive domaininvolveslearning abilitiesspedfically Inked to mental (thinking) processes
(Hogwe, 2017). 9x shges of mgnitive complexity exist knowkedge, omprehersion,
applicatin, analysis syrthesis, evauation. The taxonomy of Bloom focused on defining
stagesof achevement rather than process skilland did not disaussthe wayin which tre

learnerproceedsrom one stageto the next in a substantial way

Cogritive ability is important in the concep® Tleatning! IAf A& é & [ SisthdfA y 3
an empbyeeis gile andresilient. That heor she has the abilityto convert new experience

into effective behavior.

An article by Harvard Bisness Pulising (Amato and Molokhia, 2016) describeshat

essential Learning Agility is. In additionatreng Agility hashree essenial compaments:

1. Potential to learn:An gpen and resporsive mentaliy is necessary to learn. We ako
gan knowledge andmaturity through years of experience, but we mabewmme
myopic in our falure to see alternaive, pdentially better ways o enhancing

processe®r evenachieving new goals.
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2. Adaptability to learn: Employeswith adagtability to learnconsstently focus orthe
usefuness of their skills rather than meig adpting a bushessasusual stedule.
This helps decide whether certin compéencies need to ke built and new
approaches to iorease producivity and poduce better resuksneed to be found.

3. Motivation to learn: It is hard work to change igrained behawrs and lnng-held
habits. They should stimubte the learning agility oftheir employeesto the degree

that companies can makedeningmore enjoyable.

Gwenthe averagelevel of educaton of the professionalsthe congant updaing of the field
and the dyrmamic envronment n which the professonals ind themselves, te first wo
comporents shailld na be a chalenge The bigger chHiengeis mainlyin how to get a
professonal notivated to take yp the material that he needs © be aware of. Motivation
appearso beakey crucid advanage for successful participating n the leaning process, in
time and mind: a driven learnercannot be prevented. Erthusiastc, conentrated and
engaced are inspired leaners. Motvation alo cantributes to the activation of appopriate
cognitive techniques for long-term memory dsordeas, such as kowledge monitoring,
elaboration and organizationln video ganes, for irstance, notivation is siwccesstll because
it deas moe with entertainment, a powerful sairce of intrinsic motivion, whereas
conwentional educaton frequently fais to nclude the fun element and is dten out of
context as well.Researctshowsthat when he contert is presented in imagined waysthat
are of interest raher than in a standardized decontextualized fam, learning is moe

succesful (Hagenet al.,2011,p. 152.

Changingbehavior

The Trigle mockl (Poiesz, 1999) can also beeddo predict (route choie) behavor. This
behavioral theory stdes that moivation, capady and gpportunity must all be present at a
certain threshold value, otherwise behavior will not &aklace.The varibles are explaed

in more detail:

1 Motivation refersto a person's inteest in(the outcome of) a particular behavior.
0 Knowledge;
o Corsciausress,
o Skills
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1 Capacityrefers to how well an individual possesses theaessay characteristics,
strength, expetise, andools to carry out the behavior.
0 Intrinsic;
o0 Extrinsi¢
0 Selfefficacy

o0 Self-determination.

9 Opportunity refers to the degreeto which time and conditions allow for th
behavior to take place.
o Context

o Cuture.

In the nex section, moreinsigh will be provided on human behavior in reition to cyber

securityawareness

3.3 Human behavior on cyber security awar eness

The first paragraphs inthis chapte showved that technology alone cannever preent all
mistakes, humas ae also animportant link. Human tehavior is unconsciously trappe in
habits. The soial context also pays arole. Examining how effective eah cyber security
awarenessactivity and why people do wha they do (or not) will help in potiy making.
Human kehavior isriddled with thinking erors and bind spots. Interventions thaincrease
cyber secuity by targeting it are an important pat of effective cyber policy. An esséal
starting pant is inparting knowledge about cyber tieats and searity and trairing the
necessary skill® apply his knowledge. Trainingmployeesalsoincreases the resénce of
the organization. Thisincludes dealing with phishing mail,icreasing alertass b suspi@us
situations, and optimizing knoldge d cybe threats and vulnerabilities withirthe

organizaton.

To better understandhe impact ¢ human behavior o cyber security protecton, a model
has been developed by lét al. seweral. Theresearch contains aconceptual model that
shows which dctors infuence cyber security behavior. Figurd2 shows ths model. The
modd shows seven protémn motivation dors. These hygiene factors can be taken into

account when setting up aogticy.
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Figue 12 Corceptual mode (Li et al., 201

This modécontains three components
1 Organizatiorenvironment;
1 Protecion motivation theory;

1 Cyler securitybehavior.

Forthisresearchg S | G SYRSR (GKS 6SoAyl N dt aROKZNA2(ERET
given bythe PvIB pldiorm (Wetzer & Broersma, 2021t is suggestedthat the first step ©

behavioral change idefining the specific desired behavid-orexample,wear a mandatory

badge, report incident®r lock the PCAn employee often wants tadherethis desired
behavior;however, this is not possible due to a barrigcomparableto the hygiene factor in

the canceptual model) By examininghe three prior mentioned variables of an employee

that can be used to predict a particular behavior, a barrier carrdmoved A common

mistake is tomake assumptioifs) as to why a employee des not display the desired

behavor. It is therefore important to investigate this furér.

According to Li et al. (2019), creating an information security policy in an organization and
making employees aware of the policy has a positive impact on employees' beliefs about
information security and tair information security protection behaviolf policy positively
contributes to emplyee’s bdiefs eout information secuty and their information seaarity

protection behavior. Then why do the gfiessionals fail to chamgbehavior?
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One rea®n for failing behavior among employees is that some amgations catinue to
view training as merelpa compliance requirement, an agity to pursue to check thedx.
They donot truly value training as an opptunity to educate users ohow they could frelp
strengthen the enterprise security posture throughnderstanding ad following security
controls andadopting best practices. As astdt, these organizations gerally donot invest

much in developing robagrograms thatcould make adifference(Prat, 2021).

However, even organizations that do value ining as a wg to improve enterprise security
often find their programsare not as strong as theyvould like. The simple tansfer of
knowledge regardingeffective cyber security practices is far from enough. Correcly
answeringgquestions dos not mearthat the individual ismotivated to act accordingotthe
information learnedduring a cyber security awarenesgrogram(Wilsa & Has, 2003) The
assumption tlat employees change their betiar by fdlowing an e-leaming isalreadya
possible reason why behavs fail within organizationsKnowledgeand awareness ae a
prerequisite but not inkrently necessary to improvbehavior, andtherefore it must be

applied in combination with othemethodsof control.

It is important that constructivecyber security habits are implemented, which calead to
thought becaning ahahit and a part of thecyber security culture of a corpany (Bada efal.,

2015. In addition tothis, Nachh (2019) also desitres in hs article that training may not be
sufficient for organizatins to deal withcyber security threats and attackslt is important

that it is closeto the employee's perceptionFor example,Nachin indicates that it is
important that the content ofa training is releant and should fit the perception of a person.
Forexample, aténtion should be paid to Whaling Phishing at a CEO and social engineering at
a receptionist. The goalfor a CISOis to ensure hat employees cwectly implement
information security pratices a they fully understand and agree with the way this are

done in the organization and their behavior is secontireato them

Cuture extends beyond awaeness. The secureulture of an organization mustbe
recoqnized by lookig at the overal culture(s), methods and policies vthin the organization
in order to create a secure culture. It is undenigb importart to have a shard
understanding between seniormanagenent, cyber security experts and staff wit positians
and respondiilities relevant to defending cyercrime. While sgior management sets the

tone, it is impatant to shape a secure culturgith employeesrather than foceit on them.
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Senior managemenhis meely responsible for mestment decisiog, and formodeling the

responsbilities related to secure culture within theorganiation.

On the other hand, formingand implementation is amrganizationwide task. Thevarious
stagesof achieving a secureulture are threefold. In oder to build awaeness and positive
attitude towards cyber security in general, it is imporaint to first establish afeeling of
secue culture, as illustrated in Fige 13. Employe knowledgeof the dgnificance of cyber
security is pranoted through exchaging user accous of databreaches and secing
confidential data $edalized secure culte progams should be desloped in additon to
regular security awarenessaining, taking into accant new devebpments in the field d
secureculture (Building aHuman Firewall2021) Finally, the informaton would staypresent

in their minds by engagimemplgees.

=

Awareness of a Embedding behaviour
positive attitude Understanding of
towards cybersecurity what to do + Bahavioural sclence
) + Gamification
+ Personal contact * Training
+ User storles * Online resources

Empowered secure culture

Figure 13 Sages of achievingn embeddedyber security culture
(Building a Human Firewall, 2021

The resit of these threesteps isan enpowered secureculture. The interventions, when
tailored to organiational needs and properly implemented, allow secaudture to become
part of the corporate culture within organizations instead of achievingyber security

awarenesgBuilding a Huran Firewall2021)
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Inincreasig the efficacy of current ad future canpaigns, the dllowingcan behelpful (Bada
et al., 2015pp. 218):

1. Awareness raising azyber security can onkyork if it is professionallprganized
andcoordinated
2. Itisnot a successfubctic to evokefear n individials,because it may scareepple

who canleast afford to t&e risks

3. Cyber security eduation must be more than providing users with information; it
must be focusedactionable, feasiblerad provide feedback

4. Once individuks are readyo change preparaion and continuous input areequired
to support them through the¢ime of change

5. When designingcyber security awarenes campaigns, focus is regjred on different

culural contexts and fetres.

A secure culture &nsformation iscomplex andrequires achange invalues and beliefs, an
alteration in belavior, and a reshaping of the underlying assumptiosaegardirg cyber
security. Gyber seaurity awarenessprogram should use simple, consistérbehavioral rules
that individuals will oley. Thismears deployingeffective acivities that contribue to
people'sawareness otyber security. This study identifies hat is needed to make someone

sufficiently aware and whabther factors are needed to ake this a success.
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4. Results

In this chaper, the findings of the interviews and surveyeadesaibed after gplying the
methods that have been discussedepiously. First, the results of the interviews are
disaussed, provithg more context to te probem and the questionsThe survey provides
dired input in points weight for the modelFinally, the data collected through various
methods will be combinedotcreatea modelthat will be described in chapter Beldman et
al., 2018).

4.1 Interviews

Chapte 3.5 describes the design of the intervieWe interview piotocol can be found in
Appendix |. The thematic analys method was used to understand and analythe
transcript. \ariousthemes have emerged from thimethod. Thesewill be discussed in th

next subsection.

Results of thematic analysis
The coding process started with the €0l f f @R @ &2y ¢ ® C2NJ (KA aX
interview is read through and labels (codes) are attached to text fragmentse Toeles

indicate per fragment what the maithemeis. This is done for all interviews.

They SEG &G SLI A &nadal cedinttte asfighéd ‘cofiéséae compared with each

other and codes that belong together are combined withitbaamoncode.

To awid the chane of traceability to the paiitipart or organization, only the axial cosle

and selective codes will be shown in Appenidix

Cyber security awareness

Cybersecurity awareness was defined in different ways by the interviewétsvever,it can
be concludedhat the traditional approab, earlier discussedn the research by Bada et al.
(2015) of simplychurning out a few campaigns or everaiad trainingdoes not necessarily
achieve the asired impact The goal of awareness is nat treate avareness. The g of
awareness programs idtunately to change human behaviofhat is whythe interviews
clearly showed that cyber security awareness corsist of two aspects enhancing cyber

securityawarenes and changing behavior
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O6The goal of awarene ssis not to cr eate awarenes s.
The goal of awareness programs is ultimately to  change human behavior. 6

L. Spitzner

The first domairtcyber securityawarS y' S & a erally axte@&do mean that enire body
of activities designed to a mindsahd behavio change with espect to security, anh this
case cyber security. According toASML'sSecurity Awareness Managerany initiative to
changebehaviorwill best swceed with the right leadership spearship, integration with an
orgarization-wide intiative, awareness eduation, insights into divers of behavior
investment into technolgy that facilitates the rightoehaviors consistent messagy and

metrics

Impor tance of cyber security awareness

According to Lance Spitzner and Chris Roberts, one of ggedbidrivers érisk is the human
side. Rolotization and automation in the wrkplace hae ensuredthat technology has
played an inagasingly importantrole in busines®perations. Thisdevdopment is good for
time and cost savirggand has made work easjdéut this mears that organizations are also

vulnerable to cybercrime.

Cyber seaurity awareness istherefore the most criticalpart of cyber security for the
interviewees Fa examplethe CISQpof IKEAstated that the other compoents withincyber
security are measurald, but that this is moredifficult to applyto cyber security awareness
We have abeautiful dashboard. We have all kindgalgaithms running, but in he end,
employeesisone of the most dtical success factofer a safe environmefkaid the CISO of

the Swedish furniture giant.

Unfamiliarity, ignorance orunderegimation of the risk of a securitpreachcan bealmost
deadlyto an organizationFor a commercialorgarization this can lead to reputation dama

or loss of money. For a hith care systenor other critical infrastruture, this can lead to
deaths The pominent hacker Chris Roberts said in an interview for this thesis that the
dependence we humans have on IT poses a serious threat to the survival of organizations
and can evertost human lies. Chrisestimates that this threat will only increaselt is the

adions that mainly make an impact in combating humaroe
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Cyber security awareness is often an adoditi to all the other dties of the person
responsible for maaging andcoordinating cyber security awarenessactiviies. According to
Lance Spitznecyber security awareness is still too much seen as a gimie job. Therefore
the biggest challerg is that p®ple underestimate the importance of cyber security

awareness withthe resut that they are not dedicating theesources to it

Snce techndogy isnot alde to prevent all attacks fim touching end usersit is extremely
important for organiations to train humans howo react and to buildmuscle memory
Training can & done throwh various activities. The fingdgs on the actitvies during the

interviews ae discussed in the next samtl

Cyber security awareness activity

The interviewsrevealed that the experts did nadentify an activity tlat they consider to be
the most effecive. According to LanceSpitzner it is by definition the combintégon of
adivities, but there are activities that stand out a bit more.One need to havea
comprehensive type of activéis and different type o&divities, depending on who isne@

audience in order to be efficient.

In addtion to determining who one@ audience is when setting up cyber security
awareness activity, its also importanto describe what the goal iss the goal to change
peope or just to increase the knowledgevd of the employee8 One aspect thabne hasto
take into acount when ncreasing the knowledge leved the relevance for the employee,
that they feel addressd and that it is relevant to wdt they do in their workTherefore,it is
important to not ram all (irrelevant) knowledgéo employees It is alsoimportant that one
keeps repeating the message anpreferably in the same message in a different form
Seveal intervieweeshave noticedn their own experience¢hat an ativity can be effectivén
the first year, but when it is re@ged in the same form, the engagementrogps and

therefore also the essencef the activity.

The most cotroversialcyber security awareness activity was-learning. The interviewees
were skepical aboutthis but the value is seen in thiactivity because it is scalable.
According toChrs Robets, an elearning quickly becomemeffective when one hasto sit
through the video, but it canot be igiored, because evenhtee minutesthere have to be

anansweron a question. It gets wae when the video is ntke mandatory every year. That
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is why 1 is important that the dearning shald beinteractive and fun. Iraddtion, it is ako

important that it is specific to thetargeted audienceThe pofessionamust feel addressed.

Noticed during the interviews, hpshing simulatiors are widely used withh companies
Virtually all CISOs ege that phishing simulatioa do haveadded value. The added value is
mainly inthe scalallity and measurdility of the activity Direct awarenesis also created
with the persan concerned, because hcomes lbse to the pofessonal's gerception of the
world. Extra attention can alsee gven with additionalcyber security awarenes activites.
The culture 6 the organization is important. Themaust be room for the professnals to
make mistakeslf the culture is not inaided in the cantext when considring the phishing

simulation,this could possibly lead to a shame culture.

The central nformation source activities are used withinorganizatims but are not
considered effedve. According tothe CISO of Loyen& Loeff,these channels shud
preferably be used ¢ shae the lessms one have learned from incidents fromhéat

organization.

The interviewees wergositive alout the gamification and interaive workshops activiés
Accading to Chris Robertsngering a reward element can wioeffectively for this activity.
Areward elementis important for engagement and furOn the other hand it is important
an omanizdion does not take this too far as this euveally becomes too complex. It is

possible to have too much of a good thing.

The findings abat the cyber security awarenes activities are in line with vét is described
in the literature in chapter 3.2lt is insufficient to implementcyber security awareness
activiies within the organization without takg organizaional pradice into account This

will be discussed ithe next section.

Organizational p ractice

When it comes tayber security awareness within organizations, compliance attitude is btil
too frequent.An example of this is that it is mad&ear by isiomariesthat any initiativesthat
are purely compliare diiven, tick box activities do ndielp the organization reach itsyber

securityawarenes goals.
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The definition of a compliancattitude is that information is given (in this case afti the

form of an e-learning course)put the adoption of god behavia is insufficiently measured
and, as described earlier, the ultimate goal fsr cyber security awareness to change
behavior. Ths is where capability should be developdédwas noted from the interviews

that many CISOs afering external professionals to map out and improve behavior.

dCompliance is importanbut protecting an organization requires much mofecording to
AholdDelhaize'sCISQa key part ofa successful prograis about builihg a esilienthuman
firewall that makes our assiates continuously aware of the criticatber securityrisks that

we face and how their behavior can impact the organizagion.

@Qlust beca use people are aware, does  not mea n they ca red
Perry Carpenter

People needto be educated that they know wiat to do, what is required,hat one cannot
just email anything, thaén employeecannot just starany cha program Sq it is importart
to put energy intolearningto makepeope aware of the threatslt is rot only importarnt to
create avareness, but also teee if we canltange that behaviorbecausethat people are
aware,does notmean theycare. We seethe three elanents that were mentioned ealier in
the literature amonghe interviewees. Learning behavigrdifficult but shouldbe pasitively
influencedby the factors of the Trismmodel. Motivation is important in behavior twant to
do things safelyHowever, it is alsoabout learnirg andthat people know what the righ
behavior is. Professionals mussahave the abiity to have tte right thoughts andvork the

right way. Soit affects various aspects.

When showing the wrong bekior it is important that this does not lappen againput aso
how an employeeshould reat when one sees something and whahe employee shoud
reach. Thats why it is importat to explicitly describ¢he desired behavior. Even more ideal
is that cyber security can bring it mto the daily situdion and talk to people aboutti As an
example, people are not afraid to name a suspicious siinathn effective relationship
between the cyber security department am the employees is importanbut are rather
enthusiastic to calthe cyber security department every now and thenit isa behavioral

change program or perhaps even a little furtherulture chage program.
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According to the interviewees, thgyber security awareness culture is not a cute in itself.
The cyber securty awareness culture must complement the existing culture of the
organization. This is in line with the literature steibed inchgpter 3.4.Different matuity
modelsshouldhelp with this and describe the variouslices ofa mature security culturelt
is especially important thatyber securityis recognized by employee$he recognion could
be through a logo, mascot or ambassadorship to get the attentiontfities to make it fun
and approachable enough that peepwould tell others and they wodlwant to pin,
becausethere is a lot of wordof-mouth whenone think about awarenes. So, it needs to

grow on its own.

This waythe companyensure that everyone gets ink@d and engagedand the oher part

of it isas well § thecyber securitydepartment has a role to help @mpany understand. The
cyber security department should notact like a police officer. Emplegs should be
confronted with this in a positive wat is important tonot name and shame becausethe
cyber secuity departmentwant pegple to ke free to repot that they have clicked. The
approach also differs per continent. An international organization thparates in different
parts of the world musttake cultural differences into account when setting agyber
security awarenessprogram.Within the culure, physical security is also an important aspect
of cyber security awareness. Indicatoref a goodawareness culture is whea person
physically step into an organization, ththe personcan already see thigeople handle their
physi@al environment sdely. Examples of a safe work environment are registration for
visitors, the mandatory wearing of an elogee badge etc. that do not have sensitive

information. It is also important that it is alive ankkt peope addressach other about it.

The trickis to keep it at the right level and remain steadfast in it. Anat'thleadershipln
the next section,severalimportant factorsare identified for an effective orgarizational

practice.

Important factorsfor cyber security awareness
The followhgimportant factors have been identified f@n effectiveorganizational practice:
1. Involvement from executive bodr
2. Target audience
3. Relevance
4

Technical aspectral cyber security,
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5. Incident reporting;
6. Haclng threats.

1. Involvement from executive boar d

Gating the executive board on board was seen as the biggest obstacle when it comes to the
journey to an effective cyber security awareness cultre. It is therefore important that
executives seehe importance of cyber secuity threats. The CISOs of the miungtionals

have experienced when there is no awareness in the executive btlaatlthe serse of
urgency is not present among those administratoBecause if it is not simultaneously
stimulated from above (executives), gmoted or finetuned, then the professioral
responsible forcyber security awarenesshasa problem,because therone remain alone

voice in thewilderness

Realistically, top management must find it important and that starts with the Qlis&e are
CIS® who are mainly technicallpriented and therefore smply believe in technical

migratory measures.

2. Target audience

Thereis no one size fits allor different reasonsaccording tothe CISQf Ahold Delhaize
First, because not everybody has the same thpee risks.A distribution cente with
mechanization is going thave dfferent top riskscompared to someone sitig at the
corporate headquartersAwarenesanust fit the role that the professional hasd that is
why organizations should work more with target gps according to the 80of Eheco. In
this way it is possible to focus better on whatredevantto the employee. It wil also

important how the target group can be approached

3. Relevance

The CIS®of Schiphol Group and AKxobel said in an interview thehe relevance of the
content is important to an employeeThe employee must be able to identify with the
threats. Sq the more one can bring ti to the perception ofthe target audierce, the more
effective it is The CISQof Schiphokemphasized in the isrview. Wlake sure its padicable

and that people recognizthe threatsQThe further awaythe professionals, it can still be

fairly effective, but it sometimes remains incomprehensible to some, because they do not
recognizethe organizationimageryand do not reognizethe given exanples It isfar from

the professional hisr herworld.
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4. Technical aspect

There are times when organizations need to invest into the right technology and alg hav
the right change management strategies to support theliementation of theg solutions,

to ensure that they work in the desid way. An undesirable situation is that the
technological interventions get in the waf the user. For example, the title of an email
cannot be read in the message center because it sagsring this is an exteral email". A
technical intervention should not be seers an obstacleThese obtaclescanbe prevented

by designing the technological interventioalsofrom a user perspective

Technical aspect amd/ber security awamness @ hand in hand. They strengém eachother
enormously was told by Hips' head of operatinal excellenceBut when this is dondvadly,
one makes the other worsédeally accordingo the NSO of Microsbfand Mrs. van der Beijl
would be to apply tehmological measures at the front dor, so that phishing-enails do not

have the chance to readhe target group.

In short,nudges, prompts and &gal technological interventions are essential to influencing

security behaviors, as long & doesnot getin theway d the enduser.

5. Incident reporting

The findings show thaincident reporting is animportant aspect otyber security awareness
because this is the first line of defens#hen no incident reports are made, it does not
mean hat the cyber seaurity department is doing it right. An orgarzation should focus on
the incident reporting, there should be an ncrease in the number of inciden It is
important that professionals are able to reach out to the right stakeholders wheyp skee
something sspcious. Aacording to the CIS©f IKEA and Ahold Delhaize, an indicator of an
effective cyber scurity risk awareness culture is that professionals are comfortable to report

an incident.

It is the cyber security department's job to evalate and facilitée cyber security awareness
processs for professionalsAccording to Microsoft's NSO, it would bven nicer ifeedback
could be given o the incident report stating whetherthe reporter is right or not The

intention with this is to motivate the empl@gto continue reporting.
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af you see something, say somethi ng and as a security team:
be ready to listen and act .0

National Security Officer at Microsoft

6. Hacking threats
Another important factor ¢ takeinto accountare the cyber security threats. For exanple,

the interviewees were asdd which cyber security threat people $iould be aware of. The

following findings emerged from this.

According toLance Spitzner, the humaglementis the primary attack vectorAnd the
reason theyare the primary attack vector is iis hard to hack technology. Angecausewe
have done little wih peqle, it is much easier to hack the humadS The top three risks
human related is phishing, passwords and simple human efitog. biggest risk at the
momert within the end users is that the criminals are using the sarhannelsthat the
company ofteruses.That can loolsimilar to the real purpose that people can hardly see the

difference anymore.

Chris Robertsees that the balance between work and private life is becoming increasingly
thin. The threat is that there iso bordea betweenthe digitalprofessionalworld and digital
personal world.By sharing our lives on social media, we set oursetaggets for both

personal and work.

4.2 Survey
For this study,a survey was conductedith 65 respondents withirthe PWCRisk Assuaince
department. Thissurvey was usé asa gualtative method toflesh outthe model discussed

in chapter five The questions and the interface of the survey can be seen in appendix lIl.

The respondents

Before sharing the findings of the survdlyis impatant to describe thebackground of the
respondents.The survey was condigd within the RiskAssurance department at PwC. The
department consists of educated professionals, working as IT auditor or consultzase
facts were not collected durg the suvey. An email has been sent to the department with
an invitation linkfor the survey. The compositiorof the groupis a good reflection of the
depatment, with the largest group consisting of senior associaldé® compositiortouldbe

seen inFgure 14.
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11%

8+ years

MO0-2years [M2-5years [5-8years [ 8+ years

Figure 14 The division of the respondents from the Risk Assurance discipline at PwC

From this group composition, 40%ork les thantwo years & PwGC while 27% hae worked

at PwC fomore than 5 yearsThe compositions illustratedin Figire 15.

B intem M Associste [l Senior associate [l Manager Director / Partner

Figure 15 The division of how long someone has been employed withiristhésRurance discipline #wC

Effectiveness per activity
For sublj dzSa G A2y GKNBSY ativties comtdai& b tRe2cybdtr seQudns
awarenss2 T | LIBeNdll®viyidaiestions wee asked to the respadent:

1 How effective do you think the following activitieould be in contributing to your
cybersecurityawareness?
1 Which cyber security awareness activity do you consider to be the mosteetive

(shift ityourself, where 1 being he bestp

The first question serves as validation for the second question. Theinfiys for the first
guestion could be seen in Hgure 16. From this figureit becames evidentthat the
participants of thecyber seaurity awareness pygram, dso rderred toas users irthis thess,

consider interactive workshapgamification and phishirgimulation to beeffective.

In the interviews, dearning was seen as the mosbntroversial activity thatouldbe used.
For exanple, Hgure 16 illustrates that e-learning is consideed to bethe least effective
method of enhancingcyber securityawarenes. As well certral information source are

considered to béneffective becausfew peopleread these messages
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Fleld 1 2

Interactive workshop 21 21 12 5 4 1 Q Q
E-learning i, 2 5 15 10 9 12 10
Gamification 20 22 8 3 7 1 2 1
Phishing Simulation 12 9 15 9 7 7 3 2
Classroom training by a teacher 2 5 8 12 12 13 8 4
Cyber Security Awareness month 6 3 5 6 10 14 10 10
Central Information Source Q Q 3 7 3 11 16 24

Keynote by an expert speaker 2 2 8 7 11 8 13 13

Figure 16 The effectiveness peybersecurity awarenes activity

In additon to the above, the central tendency per individual activity is shown. Table 3 shows

this activity and the ratio of the average to each other.

Table 3: Thecentral tendencies for each individual activityased a figure 18

Activity Meart
Interactive workshop 2,3
Gamfication 26
Phishing simulation 35
E-learning 43
Classroom tiining by a teache 438
Cybersecurity awareness mor 5,2
Keynote byan expert speakel 5,6
Central information source 6,6

1 On ascale ofl to 8, wih 1 beingthe most effective

In the seond question, the respondenvas able toshift himself asthis time therespondent
had to make a tradeff between the effectiveness per agity. ComparingHgures16 and 17
shows similarresuls, in which we see that interetive worksho, sulsequentgamification
and phishing simulatiomre among the most effective according to the user. On the other
hand keynote by an expert speaker,-learningand cyber security awareness month are

among tte least efective.
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Figure 17 The tradeoffs between th@st effective of cyber security awareness activities

The effectiveness per cyber security awareness activity will be visualized in the figures

below.

Not effective  Slightly Moderately
at all effective effective

Very
effective

Extremely
effective

Figure 18 The effectiveness interactive workshop

Not effective  Slightly Moderately
at all effective effective

Very
effective

Extremely
effective

Figure 20 The efectivenesf gamification

Not effective  Slightly Moderately
at all effective effective

Very
effective

Extremely
effective

Figure 22 The effectiveness classroom training

by a tea@her
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Not effective
at all

Slightly Moderately Very Extremely
effective effective effective effective

Figure 19 The effectiveness eflearning

Not effective
at all

Slightly Moderately Very Extremely
effective effective effective effective

Figure 21 The effectiveness phishing gmulation

Not effective
at all

Slightly Moderately Very Extremely
effective effective effective effective

Figure 23 The effectiveness cybersecurity
awareness month
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Not effective  Slightly Moderately Very Extremely Not effective  Slightly Moderately Very Extremely
at all effective effective effective effective at all effective effective effective effective
Figure 24 The effectiveness central information source Figure 25 The effectiveness keynote

by an experspeaker

In addition, the central tendencyor each individual activity is displayed. Table 4 shows this

activity as well athe aveage to average ratio.

Table 4: Thecentral tendencies for each individual activityased a figure 18

Activity Meart
Gamification 41
Phishing simulation 39
Interactive workshop 3,8
Classroom tiining by a teache 3,2
Keynote byan expet speake 31
Cybersecurity awareness mor 30
Central information source 2,6
E-learring 26

1 On a scale of 1 8, with 5 being the rog effective

When table 3 ad table 4 are compared, we see a lot of comparisons when it comes to
ranking the activities. we see the same top 3 activities when it comes to the central
tendency for each individual activity. Table 4 confirms what table ®&shHowever the
e-learningactivity isnoteworthy, which ranks fourth in the average in table 3 and has the
lowest average in table 4. A direct explanation for this can be taken from section 4.1, namely

that e-learning is scalable for a larger audience.
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The sufficient level ofcyber security awareness
For subquestion four: dWhat leve of cyber security awarenessisdSSYSR da &8zZFFA OA Sy (i

The following questiomvere asledto the respondent:

T What combination ofactivities (or singular activity) is necaggsto create sufficient
awareness in the field ofcyber security for a rew employee oer a period of 12

months?

The data in Figre 26 indicate that the activity interactive arkshop is seen as the most
important activity to create sufficie awareness Gamification then followsThese findings
are inline with the previous findigs from the previous glestionsand the interviewsBoth
defenders andiusers agree that ¢earning isnecessaryto create sufficient awareness for a

new employee, despite itslightlyeffectivenes.

25
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[ .

|'|'|I _enn Phishing Centra Ie*u:=

g Simulatio nformat ¥
0 P. hop n , 55 on Source e JE[
month ;ea-:l'el speaker

(%)
LR
|

[
|

Figure 26 Qufficient level 6 cyber security awareness per cyber security awareness activity

A remarkable insight into he data is that the majority (52%) of our respondents
recommended an effective combination consisting of a minimum of 2 activities, namely:
interactive workshop ath gamification.In addition, 80% of the respondents recommended
the interactive workshop foa combination of multiple cyber security awareness ai&si

meaning this is to be the base to which other activities can belsapented
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Figure 27 Number é activities recommended by participants

Fgure 27 isshowing how many activities have been recommended by particigantseate

awareness For example 6 participants recommended 1 activity,15 participants

recommended 2 activities, etcfrom this dad, it can be read tht the majority believes that
more than one activity is needed to cread@/areness.

The answers of theespondents are ultimately used as input fothe model. The model wil

be illustraed in thenext chapter.
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5. The model

For subquestionfiveY & 2cdribiiiations are possible to achieve a solid result for sufficient
cyber security I ¢ | NI yaSwindeKvas createl as illistrated by Fig28. The survey was
used as input for boththe number of poing per activity and what is needed toe
sufficiently awae of cyber security risksEach actiity has its evn weight.In total there are
140 points needed to besufficiently categorized as acyber security risk Based on the
context and budget, the defendeould determine for himself which divity best suits he
organization, as long aséiceals 140 points. The realization of the model can be found in

appendk IV under modelstatement calculation.Theassumptions regarding the process will

be discussethter on

Number of points per activity

Choose activities
(min. 140 points)*

Interactive workshop

56

Gamification
54
Phishing simulation 48
Clasroom training by a teacher 19
Cyber Security Awareness month 37
E-learning 36
Keynote by an expert speaker 35
Central information source 28

Total points

*Ultimately, 140 points are needed to be sufficiently aware of cyber security risks

Figure 28 The effectivecybersecurityawareness model

Findingsof the interviewshas shown that effective cyber secyriatwarenas actiities will
be driven by the organization's culturehat theyare trying to aclieve and who is running
the program If one isjust starting with the absolute fudamental basics,one isgoing to
start with morebasic training, comper-base training, lunchand learnsthings like that for

more mature programsand or outgoing cutures. Oncethis is in placegamificaton and

phishingsimulationscouldbe implementel.
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5.1 Important fac tors

Alsofor subquestionsix dWhichfactorsinfluence the success of implemented cyber
securityawareness activitieg?a model vas create as illstrated by Figre 29 There are
four factorsthat have a majo influence on the success of the activitide factors most
frequently identfied among the interviewes have been chosen as the top féactors to

considerwhen settingup the model within the organization.

Embedded culture
The cyber security awareness culture must
complement the existing culture of the
organization. A good relationship between the
Cyber Security department and the employees is
important

03

Repetitive
Repetition of the message is important to keep it
alive. The same message must be presented in a

02

Technical aspect
Technology can be used at the front, where spam
email is already filtered. Technological interventions
can also have a positive influence by placing
warning messages

04

Target specific audience
The message has to fit the role of the professional
and focus on what is relevant to the employee.

different form

Figure 29 Important fectors afecting hemodel

1.Embedded culture
Theembedded cultureagect illustrates thait is not so muctabout the activity, it is rather

aboutthe engagement.A computerbased trainingcould be extremely effectie if it is well
designel andengagimg. If it focus®s on peopletheir need relevanceand onhow people
shouldbenefit. On the otherhand, one could have an interestinginteractive escape room.
Howeve, if the engalement is confusing and it is kring or if it is teaching the wrog
behaviors. Ultimately, the purpose of a cyber security awarenessprogram is to change
behavior. Therefore,even though the interaéte gameis effective, when one learrs the
wrong behavioy then one iswasting everyone's timeAn ndicatbr of an efficient cyber

security riskawareress culture is that professionals are comfortable to report an incident.
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A detdled explanation of howd creae an embeddedculture canbe found in sectio 4.1

under organizabnal practice.

2. Technical aspect

The technical gged is important. It strengthens each ther enormously. Technical aspect
and cyber security awareness gdiand in tand. Technologyan be usedupfront, where
unwanted emails are already filtered. Nonetheless, technologicalinterventions can also
have a paitive nfluence byplacingwarning messages whea professional receives an
external email. Nudges, pronpts and actual technologal interventions are essential to

influencing security ehaviors, as long as itloesnot get in theway ofthe enduser.

3. Repetiti ve
It is mportant that the consciousness does not subside. Repetition of tlessage is

important to keep it alive. It sbuld be taken into account that thease message is alway

presented in a different form.

4. Target specific audience

Thereis no ore size fis all fa different reasons. First, because not everybody theessame
top three risks.Getting a message out teveryone is therefore not effectivelhe cyber
security awareness activity which comes close to thperception and the work of the
professionals themost effective cyber security awareness actiwt Therebre, the moreone
should bring it to the percepton of the target audience, the moreffective will be. The
further awaythe professionalis, it can still be fairly effective,but it sometimes remains
incomprehensible to some, because they do notogrtizethe organizationimagely and do

not remgnizethe givenexamples It isfar from the professional hisr her world.
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6. Discussion

This chapter discusses thenain indings d the Results pesented n Chater 6 andthe

research limitations

6.1 Results discussion

While previous relatedresearchfocused mae on cyber secuty awarenessthis research
has bcused on theneededactivitiesto enhancecyber security awareness. &hesults that
have emergedare n line with previous relatedesearch Particularly in the field of cyber
security awareness activities, where gamification andrantéve workshop ar@opular. But
it was also reflected in the literature that culture alglays an important role ithe success
of cyber security awarenes®verall, the botom line is that cyber security awarenessis
difficult to manageasthere ae variousfactors such aengagemaet, embedded culture, the
right activities, etc that play arole in a successfutyber security awareness programin
comparisonwith previous elated researchvan Pratt (2021) we see that interviewes are
awakenal from a compliance attiude, while professonals ae taking this topic more
serioudy. Thisisreflectedthrough enhancedudgds aimed at cybesecurity awarenesand

the hiring of exérnal professional$o mapout and improve behdor.

We noticed the folowing while mnducting ths reserch. Tle approad of the professonal
that is themost responsil# for cyber security awareress differs enanously This approach
stemsfrom a percepion that is nfluenced by experiencebadkground,and the definition
assgned tothe subject. Br example,when the defenderis not technically oriented he or
she focuses more on elearningcyber security awareness activitiesWhen the defenderis
techncally oriented, he or she focuses more on the tectical posgbilities within cyber
seaurity awareness.The numbe of factors: target aulience of the arganization,culture,
broadest sense of the defiion, etc. indicatethat cyber security awarenesgakes ime and a
lot of collaborative effortis necessaryin order to be successful These &ctors and their

interrelationshipcan become a focusf future research.

Due to the approach of the data colléion method for interviewees, everything wensa
planned. Due to the use otheoretical saturation, no new findings have emerged on the
subject in the last three interviews The distinction betwee the CISOand Visionary

categaies and the number hee prouded a complete picture
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Furthermore, 65 respondents fron adepartmentcompleted the survey. A largenumber of
respondents from different industries would provide a lestpicture of the useride. To
enaire consistency ofeplies, we decided to focusnoa single department in a single (but
large)organization In this wg, we can expect that the respondents have similar experiences

with the considered cyber security awareness activities.

Apartfrom the <gientific reseath, we looked at how this reseahccould be mace practical
for businesses This is the rea®n a modelis created that organizationscan use for the
effective useof the cyber seaurity awareness activities. fie model itself has ot been
validated in praciie, so the uefulnessof the modé is unknown Thiscan bea focusfor

future research

6.2 Limitations

We now discuss key limitations and threatsthe validity of thisresearch A surey is always
subject to adegree of subjetivity, which means that andom biases can never be ttally
eliminated. Theycan, however, beontrolled. It isalsopossiblethat there is a small sample
size biassincea small sample i®ken and analyzed. Andier limitation or threat is referral
bias because tlese peopleoften differ from people who were notreferred to the
survey(Krishna, Mahreyi, & Surapaneni2010) The readershould take into account that
the aurvey is based on rgponderis working withn PwC's Ris Assurance discipline. This
gives an incmplete and limited picture from the user side. Wen filling in the survey,
respondens who work in differem industries could providea more complete pictureof the

situation fromthe so-calleduser side.

Furthermore, because survey questithree was ona 5point Liket sale, there could be a
central tendency bias,as most items were placed in the middle die scale to avoid
extremes (Statistics How To, 2016). No measure® baen taken in this regdrbecause
guestion three was as support ér question four. The detdis d this confirmation can be

found in section 4.2.

For the interviews, professionals wemterviewed who are responsible for (cyber security)
awareress on behdlof an organizationHowever, there is a basic human tendenimyshow
onesdf as sucessfuland the best version of oneseléyven if thisis not true in every setting.

This has the gtential to have a significaritnpact on theresearch(Fisher 1993) To mitigate
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this problem, we tried to design the interview questioimssuch away that theydo not
include an evaluation of orgown success, but are a broader reflection of what waikd

what does not work in this area.

Futther, the study cannotriclude all cyber security awareness activitiesTherefore the
choiee was madeto include awide selecion of eght cyber security activities that ae often
used within organizations ararereflected in literature. Ths meanghat there are activities
which mayscore better han the current topthree. Without further resarch, we will not

find out how effective the underexposed cybeecurity awareness activities are.

Because otime limitations, the amount of work to bedone, andthe availability é the
professionalsguestioned, it was decidetb not do a second round ointerviews, wiere

items may havéeen doublechecked and miscaeptions or questions uncovered.

Furthermore,this reseach was conducted in the Netherlands. Thdtare ard norms pay
animportant role in the development of the model. If this study weperformed in amther

country, the nodel's activities and assod¢&l weightsmay bedifferent.

Moreover,there is anassunption that on average all users would agsisimiar weights to
the same activityFurthermoe, there is a way to quantify a generalkl of "awareress" for
an averageuser expressed in the samenki of points as individual activities can be
measured Al©, a drawback of this model is that theris no dfference noted in how
different activities ae implemented within theorganization the number of ints is always

the same.

Lastly as mentioned earlier, the model itself hasiot been validated in praate, which
implies that it is uncleardw useful it is.Therefore this willbe indcated in the next chapter
for further research This research hasshown that there isno best activity to incease
awareness among employees. Multiple activities are neetiecnhancecyber security
awarenessefficacy. The results of thigesearch, includinghe model created enable
organizations to quatifly the effectiveness of cyber sedty awareness activigis onhuman

behavior.
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7. Conclusion

Section 7.1 condudes thisresearch by mviding tre answes to the research qustions.

Lasty, section7.2 provides suggesins for fuure research to improvehe model.

7.1 Condusion
In thisconcluding chapter, theeseach queston posed irthe first chager of this study will
be revisitedand answered comprehensivelyThe research questiorthat servel as tre

starting pant of this project is:

oHow canthe effectivenesof cyber securityawarenessactivities on humanbehaviorbe

quantified?

The goa of awareness programs igdtimately to charge human behavior. Thas why the
interviews indicated that cyber secuiity awareness consists of twaspectsconsiging of
enhandng cyber secuity awarenes and changig betavior. During the research it was
determined whtch activites ae relevant The followng cyber security awareness techniques
were included in this researchinteractive workshop, classroom traimjrby a teacher,
phishing simulation e-learning, ke/note by an expert speaker,cyber security awareness

month, gamifiation and central information source.

A surveywasused todeterminewhich cyber security awarenessactivity isconsidered to be
most effective to employees.The answersof the respondentsare then used as input fora
model. According to the modell 40 points are needed for ameone tobe sufficiatly aware
of cyber security risks. Activitieshouldbe weighted where eab acivity has itsown weight

of paints, in order to met the set minmum requiemert of 140 points.

There are four factors that have a majimfluence on the sccess @ the activties. These
have been detanined based onthe interviews and literaire. Thesefour factors are:

creating an enbedded culture, telnical aspect, repetition and target specific audience.
In comparisonto previous relted research we see hat defendes awaken from a

compliance attitude while professionals ar¢aking this topic moreserious This isreflected

in the freeing up of rare budgetand the hiring of exXernal professionalso map out and
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improve kehavior. Itwasalsodeterminedthat getting the executiveboardon boardis seen

as the biggesobgacle to an effectivecyber security awareness alture.

As aiinal point, the number of fadors: target audiene of the organizationgulture, broadest
sense of thedefinition, etc. indicatesthat cyber security awarenessadoptiontakes tme and
collaborative effort to succeedBy using the model and king into accaint theseimportant
factors, the effectiveness ofcyber security awareness activities on humarehavior can be

quantfied.

7.2 Furt her research
Duringthe writing and executin of this resarchthree pointsthat require further research
were identified. These were:

1. Survey gtendon;

2. Practicaimplementation;

3. Improvement model

1. Survey extensin

As mentoned earlier, the respondents within a departmeof one organization mvideda
one-sided view of the situation from the user sidée survey shoul be conducted in a
larger number with professioals working in different industriesn order to generate

different insights.

2. Practicalimplementation

This study has cuently aimed todevelopa model The model itself has not been vaditkd
in practce, so the usabilitpf the modelis unknownand this can become a focus fture
research It is also posible © evaluatethe relationship of this moel with existingcyber
security awarenessmaturity modes. ! [j dzS&a G A2y Y| &vel onSax exdting i

maturity modelis the use of thisgsearchmodel the most effed A S K ¢

3. Improvement of the model

The most frequently usedcyber security awarenessactivities duringthe writing ofthis thess
were included in this researchzuure work canfocus m the further devebpment of the
maodel. The modelshould be expaned with more cyber security awareness igittes, for
example with cyber security awarenesssassmerg and red teamig/mystery guess.
Finally, the model statement calculion could be revised, whereby a morecomplex

calculationmethod can be applied.
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Appendix | z Interview protocol

Interview protocol English

Interviewer name: M. Ben Buhami
Interviewees name:

Date

Location: Google Meetvideo meeting

Introduction:
In the cantext of privacy) wouldliketo ask you how | can paigin you inthis thesis.
1 Can Iput your pgsition in thetranscript?

1 Can | puthe companyin the transcrig?

It is dways possibldo reconsider the above after this interview if you change your mind.

Recording started

Question:
Can you introduce youeff?

1 what does your job entail?
1 How muchexperience dgou rave withcybersecurity(awareness)?
1 How doesgyour functon interact with cybersecurity (awareness)?

Question:

How would you defineyber security awareness?

Quedion:

Describe the importancef cyber security awarenessn your experence?

Questim:

Cyber security awarenessis generated # activties that ax organizationor individual can
undertake to enhance their awarenedahich activites do you think enhanceyber security
awarenesghe most/best? Please motivate yoanswer
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Question:

Haveyou tried cyber security awareness actities thatin your ginion were na effective? If
S0, can you explain more about the activities and vwhyas not effective?

Question:

Which aspectsvould you take into account when drawingp acyber security awareness
progranf?

Quedion:

A technical aspct of cyber securty awareness § warning messages when you receive an
external email.

To what extentdoes the technical aspecinfluence the usefulness otyber security
awareness?

Questbn:

What doyou see ashe biggestcyber securitythreat that peope shouldbe awareof?

Please dmot mention a threat that people cannot do anything about, such B®aS attack.

Questim:

What are the indicators of an effective cyber security risk awaenessculture within an
orgarizatior?

Based on wat aspects areheseindicators closen?

Question:

What would be the biggest obstacle to the transition oh affective cyber security
awarenes cuture?

Question:

What el would you like to mention ahd cyber security awareness pogram and their
effectiveness? Do youwant to add someting, or tel a story thatyou think illustrates this
area well?

Thank you for partipating the interview.
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Inte rview protocol Dutch

Interviewer: M. Ben Touhami
Geinterviewde E. Staats

Datum: 8 april2021

Locate: Googe Meetvideo meeting
Introductie:

In het kader van privacy wil ik u vragen hoe ik udnedthesikan positioneren.
1 Mag ik uwpostie in de thesisvermelder?
1 Kan ik het bedrijf in déhessvermelden?

Het is altijd magelijk om na dit gesprek het bovenstadm te heroverwegen als u van
gedachten verandet.

Opname gestart
Vraag:
Kunt u zichvoorsteller?
1 Wat houdt uwrol in?

1 Hoeveelervaring heft u met cyber security(Awareness)?
1 Hoe wekt uw funcie samen metybersecurity @wareness)?

Vraag:

Hoe zou wybersecurityawareness definiéren?

Vraag:

Beschrijf het belang vazyber securityawarenessn uw ervaring?

Vraag:

Cyber security wordt gegeneeerd door activiteiten die een oampisatie ofindividu kan
ondememen om hun bewustzijn te vergroten. Welke activiteiten verbeteren volgens u het
cybersecurityawarenesshet meest / beste? Motiveer uw amwoord.

Vraag:

Heeft uactiviteiten op het gebied vamyber security awarenessgeprdeerd die mar uw
meningniet effectief waren? Zo ja, kunt u meer uitleggen over de activiteiten en waarom
deze niet effectief waren?

Vraag:

Met welke aspecten zou u kening houden bij het opellen van een bewustwording
programmacyber security?
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Vraag:

Een technisch aspect vapber securityawareness zijn waarschuwingsberichten wanneer u
een externe #nail ontvangt.

Inhoeverre beinvioedt het technische aspeet Imut vancyber securitybewustzijn?
Vraag:

Wat zietu als de gpotste bedreiging voor cyberveiligheid waarvan mensen zich bewust
moeten zijn?

Buiten beschouwing voor deze vraag zijn dreigementen w&gsen niets aan kunnen doen,
zoals een DDe&anval

Vraag:

Wat zijn de idicaoren voor een goede risibewustzijrscultuur voor cyberveiligheid binnen
een organisatie?

Op basis van welke aspecten worden deze indicatoren gekozen?
Vraag:
Wat zou u nog meewillen zeggen over hetyber security awarenes programma en de

effectiviteit ervan? Wil u iets toewegen, of en verhaal vertellen waarvamdenkt dat het
dit gebied goed illustreert?

Bedankt vooruw deelname aan het interview!
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Appendix |l z Coding results of thematic an alysis

In this appendixthe reader will find theresult of the coding on therainscripts.

Axial codes

E ]

CQybersecurityawareness definition
Importance & cybersecurityawareness
Cybersecurityawareness culture
Cybersecurityawareness activity
Cybersecurityawareness progm;
Technical aspert

Incident reporting

Involvementfrom execuive board
Importance ofcyber security awareness
Technichaspect

Relevance for taemployee

Target audience

Hacking threats

Behavior

Compliance attitude is not a goadtitude;

Techrical aspect

= =4 4 -4 -4 - -5 -8 -2 -5 -2 -5 -5 A -2 -

Password

Sdective codes:

1 Cybersecurityawareness pgrant
Importance ofcyber security awareness
Cybersecurityawareness activity

Organizational practice

= = =4 -2

Important factors forcyber security awareness
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Appendix Il z Survey template

Question 1

Question2
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