
Privacy for Burdened Minds 

Exploring the Effects of Online Privacy Trade-offs on Cognitive Bandwidth

Wouter Moraal1

Graduation Thesis 

Thesis advisors: Max van Duijn1 and Hadi Asghari2

1 Leiden University, Leiden Institute of Advanced Computer Science, Niels Bohrweg 1, 2333 CA Leiden, The Netherlands
2 TU Delft, Faculty of Technology, Policy and Management, Jaffalaan 5, 2628 BX Delft, The Netherlands

research@woutermoraal.nl

Abstract. This research project has been trying to connect theories and findings from both the research on economic trade-offs and
online privacy trade-offs. Within these fields it was found that monetary trade-offs can limit cognitive function under certain condi -
tions, and that limited cognitive function can result in higher disclosure of personal information online. Thus, it is explored if online
trade-offs involving privacy could result in a negative spiral of increasing privacy concerns, limited cognitive function and subse -
quently higher information disclosure, basically forming a ‘privacy trap’ alike the much discussed ‘poverty trap’. Using an experi -
mental approach it is explored how online privacy trade-offs are able to limit cognitive bandwidth and cause cognitive scarcity. The
cognitive function of inhibitory control is used as a measurement of cognitive bandwidth. Data were collected using an online survey
including a hypothetical scenario, several measurement scales and an embedded Simon task. Participants (n=104) could be classified
into three groups: associates of a privacy advocacy group, a Bachelor of Arts class, and a mixed group of co-students, family and
friends of the author. The results of the study show no significant effect of the hypothesized variables on cognitive bandwidth. How -
ever, age is found to negatively affect inhibitory control and positively affect privacy risk belief. Information sensitivity and personal
experiences of privacy violation have a positive effect on risk belief. Risk belief positively affects willingness to pay for non-disclo -
sure, i.e. the degree to which participants were willing to pay a hypothetical sum of money to protect their privacy. Belief of personal
protection sufficiency seems to somewhat positively affect risk belief and willingness to pay. Additionally, mediatory relationships
between certain variables were discovered. At a methodological level, this research indicates that willingness to pay could be used as
an alternative measure to behavioural intention scales in online privacy trade-offs. Lastly, a few methodological improvements are
recommended for future research into the aspects of online trade-offs involving privacy.
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1 Introduction

Many business models that are used by today’s online commercial giants center around the use of user information to be
able to most effectively and/or lucratively sell advertisements. Users in turn are often drawn to apps and online services
such as Facebook, Google Calendar and YouTube for entertainment, to organise their lives and to socially connect to
other people. As a result, internet users in particular are now confronted with choices about their privacy on a daily ba-
sis. The European Commission took note of this and a few years ago started the process of creating legislation to assure
EU citizens would be given certain legal tools that they could use to make more informed choices and assert a little
more power concerning the use of information that third parties have about them. The resulting General Data Protection
Regulation (GDPR) (Regulation (EU) 2016/679) has been implemented in laws in all EU member states as of 25 May
2018. In short, this piece of legislation makes it easier for users of services and products to gain insight into which in -
formation is disclosed by themselves or extracted from them by companies. Also the ability for users to request removal
or change of this data in certain circumstances is strengthened by the GDPR. Additionally, EU citizens can now obtain
limited insight into how the personal details that they disclose are used by parties involved.

While the possibility of a degree of insight, as offered by the GDPR, can help some people to make more in -
formed choices concerning their privacy, it is unlikely that more information about these companies’ practices will re-
sult in people always making wiser privacy choices. This can be compared to the legislation that requires the prints on
the packaging of foods to include a table with ingredients and the fat and sugar contents. While these tables are a mini-
mal requirement to be able to make an informed decision about whether or not one would be well advised to consume a
certain product, they do in practice not prevent a lot of people from consuming products that are too high on sugar and
fat. First of all, the legislation does not prevent the rest of the packaging from showing pictures and misleading slogans
about the food’s benefits, while omitting its nuisances. Also, it has been suggested that many shoppers still choose un-
healthy products in favor of others because they don’t have a lot of money or time, are already thinking about the next
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products that they have to find, or are otherwise distracted; which are all factors that may drain their cognitive abilities
to consciously decide about the product at hand. In other words, because people are cognitively burdened with worries
and thoughts about time and money management, they are less able to focus on their main task of making a choice
(Dean, Schilbach, & Schofield, 2017; Banerjee & Mullainathan, 2008). They then end up just going with whatever is
most easy to see and the most readily at hand. The products that are most visible and easy to reach in a supermarket are
usually the most expensive products which also had most money spent on their attractive packaging.

This paper investigates whether decision-making involving online products and services may suffer from similar dis-
tractions and mental pitfalls. What is different between most online decision-making situations and those in supermar -
kets, is that many of the online decision-making situations involve a dimension of privacy. In the next paragraphs it is
explored whether worries about privacy and thoughts about personal information management burden the mind simi-
larly to financial thoughts and worries. And whether this burdening could equivalently force people into taking the easy
decision (e.g. leave a box allowing for unnecessary collection of personal information ticked) instead of the optimal de-
cision concerning privacy (e.g. unticking a box that would allow for unnecessary collection of information). In fact, it
was recently demonstrated how Facebook, Google and Microsoft are actively making it cognitively hard and time con-
suming to choose the privacy-friendly option, by nudging users with certain interface designs (Forbrukerrådet, 2018).

Studies about privacy-related behaviour have shown that many people who express concerns about their privacy still
share a lot of their private information online in practice. This seemingly contradictory phenomenon has been termed
the ‘privacy paradox’ by the scientists first describing it (Kokolakis, 2017; Norberg, Horne, & Horne, 2007). To under-
stand why many internet users choose to seemingly abandon their stated privacy concerns and make choices that require
giving away sensitive personal information (Veltri & Ivchenko, 2017; Tufeckci, 2008), it may help to see information
disclosure behaviour as a kind of economic trade-off (Kokolakis, 2017; Dienlin & Trepte, 2015).

In the field of economics the phenomenon described above has been studied in recent years. In particular how mone-
tary scarcity (poverty) and its consequences can lay claim on cognitive resources, often called ‘cognitive bandwidth’,
has been subject to research (Mani, Mullainathan, Shafir, & Zhao, 2013a; 2013b; Shafir & Mullainathan, 2013; Shah,
Mullainathan, & Shafir, 2012; Dean et al., 2017; Banerjee & Mullainathan, 2008). In the literature of cognitive psychol-
ogy ‘cognitive functions’, also called ‘executive functions’, are the mental processes, which stem from the pre-frontal
cortex of the brain, and which are used to direct attention, perform conscious actions and handle information (Lezak,
Howieson, Loring, & Fischer, 2004; Miller & Cohen, 2001; Jurado & Rosselli, 2007; Lyon & Krasnegor, 1996; Suchy,
2009; Diamond, 2013). Thus, cognitive functions are essential to decision-making (Dean et al., 2017). Cognitive band-
width is basically taken to be the available cognitive resources at a given point. These resources can take a limited
amount of load (Luck & Vogel, 1997; Baumeister, Bratslavsky, Muraven, & Tice, 1998; Baumeister, Vohs, & Tice,
2007; Baumeister & Heatherton, 1996; Baddeley & Hitch, 1974), hence the term ‘bandwidth’. Because of its limited ca-
pacity, cognitive bandwidth could be seen as the bottleneck in decision-making. 

Cognitive bandwidth can be taxed by certain distracting factors, thus causing scarcity in available mental resources.
This phenomenon has been termed ‘cognitive scarcity’ (Veltri & Ivchenko, 2017). Actually, a negative spiral has been
theorized around cognitive scarcity and economic decision-making, which is called the ‘poverty trap’ (Dean et al.,
2017; Banerjee & Mullainathan, 2008). The poverty trap can be summarised as follows: poverty will probably lead to
cognitive  scarcity,  cognitive  scarcity  leads  to  poor  decision-making,  and poor  decision-making may lead  to  more
poverty.

Recent  research  into  online  information  disclosure  has  uncovered  that  inducing  different  types  of  ‘cognitive
scarcity’, makes people disclose considerably more information online (Veltri & Ivchenko, 2017). This would mean
that if privacy trade-offs would be found to cause cognitive scarcity, they might also cause people to be distracted dur-
ing those same or subsequent privacy trade-offs, which would result in them handing over more information then if they
would not have been distracted. If continuing this scenario along the lines of the economic theory of the ‘poverty trap’,
then if people hand over more information they might feel that their privacy is in danger, causing them to worry more
during subsequent privacy trade-offs. This would in turn result in cognitive scarcity, and so on. Summarised, this would
form a negative feedback loop of privacy similar to the ‘poverty trap’. 

Therefore, the main question which this research project tries to answer is: does a ‘privacy trap’ exist? This paper fo-
cuses on the chain of events preceding cognitive scarcity which would subsequently cause increased information disclo-
sure as found by Veltri and Ivchenko (2017). The model showing the area of interest in this paper is depicted in Figure
1. The following subquestions follow from this model: 

1. Which factors influencing cognitive scarcity can be identified in online privacy decision-making situations?
2. What is the degree of influence that each of these factors have? In other words, under what circumstances and

influences within online privacy decision-making processes is people’s cognitive bandwidth affected the most?
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Fig. 1.  Model showing the area of interest for this study and the relations therein to explore further.

In the remainder of this paper the answer to the two main research questions will be provided using the following struc-
ture. In Section 2 some more detail is given about the scientific field concerning the factors which might play an impor -
tant role in privacy trade-offs influencing cognitive function. Additionally in this section the hypotheses about the rela-
tionships between these factors are fleshed out. In Section 3 the methods that have been used to answer the research
question are explained, the used measures are clarified and the study design is discussed. In Section 4 the background
and demographics of participants are given and the results are presented. In Section 5 first the implications of the results
are discussed in light of the literature which was reviewed. Then some limitations of the study are considered and rec-
ommendations for future research are made. Finally concluding remarks will be presented in Section 6. Appended to
this paper are additional information about the methodology, and additional statistical results.

2 Literature Review of Relevant Factors

In this section literature from the fields of cognitive and behavioural psychology, in particular on online privacy deci -
sion-making and economic trade-offs, will be discussed to get a grasp on how online privacy trade-offs work in terms of
what psychological aspects can predict certain behavioural outcomes of trade-offs. The concepts which are generally
thought to make up the main parts of privacy trade-offs are discussed. Also the factors that influence these main con-
cepts, through heuristics and/or rational thought, are discussed. This discussion is loosely ordered from highest to lower
relevance for this study. Additionally, based on the discussed concepts the hypotheses for this research are formed. See
Figure 2 and Table 1 for an overview of the formed hypotheses.

2.1 Trade-offs
Acquisti et al. (2017) note that online trade-offs involving privacy are often rather complex for basically two reasons.
Firstly, because of rapid developments in technologies and threats it is impossible for technology users to know what
privacy threats they will be facing when agreeing to a certain choice. In addition, it is often unclear what information is
collected, how this data is used and which parties are involved exactly. The GDPR combats this situation of ‘asymmet -
ric information’ (meaning the consumer has less information about a trade-off than other parties involved) by giving
users some legal rights to gain insight into these practices.

Secondly, there are cognitive processes that play a role in any trade-off, but can weigh in more heavily on trade-offs
involving privacy (Acquisti et al., 2017; Acquisti, Brandimarte, & Loewenstein, 2015). First of all users have limited
cognitive resources available to assess all possible outcomes of different choices. Making the rational approach of trade-
offs involving privacy even harder is that privacy is usually not part of the main goal that users want to achieve when
going to decide whether or not to use an online service. Spending cognitive resources on that part of the trade-off does
not have priority. Besides cognitive resources people often have limited time to make a decision and don’t want to
spend a lot of time on thinking through a part of the trade-off which is not about the main goal that they want to achieve
by making the decision (Acquisti et al., 2017; 2015). Imagine the choice to be able to send pictures to friends when in-
stalling an app and therewith also agreeing to collection of sensitive information. The focus will probably be on being
able to send pictures, because that is why the user came to visit the app store. The information collection has nothing to
do with this goal and therefore invites less thought. Also, these unrelated domains can come across to people as contra-
dictory and thus cause cognitive dissonance, which is then a feeling of mental discomfort about two seemingly incom-
patible domains (Festinger, 1957; Dinev, Xu, Smith, & Hart, 2013).

Area of Interest

Who will see my information?.. Can
it be misused?.. How sensitive is 
this information?.. What is the pos-
sible loss?.. Privacy Trade-off

Pre-existing & contex-
tual factors Cognitive

bandwidth
Information
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Apart from the cognitive functions, which make deliberate behavioural control possible, people rely much on mental
short-cuts called ‘heuristics’ when making decisions in daily interactions with their environment (Gigerenzer & Gold-
stein, 1996; Gigerenzer, Todd, & the ABC Research Group, 1999). These heuristics are likely to have evolved in hu-
mans because decisions in daily life have to be made under conditions of limited knowledge of a situation, limited time
and limited cognitive resources. This model of decision-making is generally called ‘bounded rationality’, as the ability
to be rational is bounded by the aforementioned conditions and the environment (Simon 1956; 1982; Gigerenzer, 2004).

Heuristics are usually helpful, as they make it a lot easier to get through the daily choices. A different theoretical and
methodological approach to model heuristics within the bounded rationality framework is the view that the behavior-
steering nature of heuristics should be measured and that the effect it has on ‘correct’ behaviour should be called a
‘bias’ in behaviour or a ‘cognitive illusion’. A bias is taken to be a certain behavioural tendency which makes behaviour
consistently divergent from behaviour that is more correct from a purely rational point of view (Kahneman, Slovic, &
Tversky, 1982; Camerer, 1998). Sometimes, probably in odd environments or situations, these biases can lead to the
wrong choices by either letting people under- or overestimate certain risks and thus cause bad performance in that spe -
cific situation (Gigerenzer, 2004; Acquisti et al., 2017; Kahneman, Tversky, 1996).

When cognitive resources are taxed people have been found to be more likely to act on their impulses, falling back
on the use of their heuristics more heavily instead of using rational calculation (Diamond, 2013; Veltri & Ivchenko,
2017; Kahneman & Egan, 2011; Mani et al., 2013a; 2013b). What makes privacy choices even more reliant on heuris-
tics than other decision-making situations is that privacy risks often lie in the distant future, they are at the very least un-
certain and are often also small in both their severity and their likelihood (Acquisti et al., 2017; Herley, 2009).

The takeaway is that privacy choices are often for a large part not purely rational. Trade-offs involving privacy are
based on perception, bounded by cognitive resources and the environment and make use of heuristics which can result
in behavioural biases. Even if someone would try their best to calculate all outcomes of possible decisions in a digital
environment rationally, which they won’t under usual time constraints, then the risks and benefits that someone can per-
ceive of often do not present the actual risks and benefits because of lacking information and a rapidly changing envi-
ronment. And while the benefits often seem clear and imminent (e.g. the prospect of immediately being able to use an
app to send pictures to friends and the social benefits which that might bring), the risks (e.g. information disclosure or
security breach to parties who might misuse the personal information (Dinev et al., 2013)) are highly uncertain, unclear
and do often lie in the future. Additionally, it is usually the case that some private information has to be disclosed in or-
der to receive benefits in some totally unrelated domain. As such, cognitive dissonance seems to be an element often oc-
curring in privacy choices (Dinev et al., 2013).

From the above discussion of the psychological aspects of privacy trade-offs it becomes clear that people dealing
with privacy trade-offs and have a high risk perception in those situations are prone to feelings of uncertainty, discom -
fort, cognitive dissonance (Dinev et al., 2013; Dowling & Staelin, 1994). Privacy concerns or high privacy risk percep-
tion triggered by specific situations, or more ever-present privacy concerns, seem likely to be able to cause diminished
cognitive bandwidth, like monetary concerns have been found doing (Mani et al., 2013a; 2013b; Shafir & Mullainathan,
2013; Shah et al., 2012; Dean et al., 2017; Banerjee & Mullainathan, 2008). Several studies on economic trade-offs con-
ducted by Mani et al. (2013a; 2013b) have yielded interesting insights into how concerns during decision-making could
cause cognitive scarcity. 

One of their studies in particular provided support for the hypothesis that trade-offs could cause cognitive scarcity
and is particularly interesting to take note of in this context. In that study, Mani et al. (2013a; 2013b) gave different peo-
ple four economic decision-making scenarios to think about, in between reading each scenario and answering what they
would do if they were in the hypothetical situation, participants would be subjected to tests measuring their fluid intelli-
gence and inhibitory control, which are both scientific constructs to grasp different parts of cognitive function. Two
types of scenarios were used, one type per subject: financially easy (relatively cheap) scenarios or financially hard (ex -
pensive) scenarios. The hard scenarios were harder in that they were about how to come up with a larger amount of
money to solve some hypothetical but realistic problem compared to the easy scenarios. The performance on the cogni-
tive tests by the richer half of test subjects were unaffected by getting either financially easy or hard scenarios. The cog -
nitive performance of the poorer half of subjects were significantly lower in the hard financial scenarios compared to
the easy scenarios. This lead the authors to think that the hard scenarios triggered more financial concerns and distrac-
tions in the minds of relatively ‘poor’ people. Their interpretation was that financial concerns and distractions affected
their cognitive abilities creating cognitive scarcity. Mani et al. (2013a; 2013b) studied economic trade-offs, but as stated
before, the effects of monetary concerns could also be imagined to be applicable to concerns about risks in privacy
trade-offs.

2.2 Inhibitory Control
Inhibitory control is a construct which is believed to be a measurable process of cognitive function. In their literature re-
view on mental processes affecting economic decision-making, Dean et al. (2017) propose four categories of cognitive
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function that are interesting to study in relation to economic decision-making: attention, inhibitory control, memory and
higher cognitive processes.  Attention might be a factor that could influence online privacy decisions. For example,
flashing advertisements may distract from important decisions about privacy. Also, in economic context Mani et al.
(2013a; 2013b) have shown that significant effects of economic decision-making on fluid intelligence and inhibitory
control exist for less wealthy people. 

Fluid intelligence is one of two types of intelligence, which is a higher-order cognitive function. Fluid intelligence
exists independently of previously acquired knowledge or skills and is often associated with memory processes, espe-
cially working memory (Dean et al., 2017, p. 18). While the higher-order cognitive functions of cognitive flexibility, in-
telligence and planning may all affect and be affected by decision-making in the context of online information disclo-
sure, they are composed of several highly correlated lower cognitive functions and most of them fall outside of the
scope of this research. 

In their research on the influence of cognitive scarcity on online privacy disclosure, Veltri and Ivchenko (2017) re-
view the literature of what causes people to rely more on their heuristics instead of conscious thinking in online privacy
contexts. They point to two mental processes that, according to them, are affected most in the context of online privacy
decisions, and that subsequently make people more likely to act on their impulses. The first mental resource they dis -
cuss is working memory, which is used to think reflectively. Working memory is specifically used to temporarily store
and and manipulate information (Dean et al., 2017). It has been found that when working memory is being burdened by
cognitive load, time pressure or other distractions it becomes harder to think reflectively (Veltri & Ivchenko, 2017).
Thinking reflectively is highly necessary in privacy decisions, because they involve challenges such as balancing long-
term comfort (e.g. not receiving annoying marketing emails) with short-term comfort (e.g. reading the annoyingly small
print near the tick box or not).

The second mental process that can be affected according to Veltri & Ivchenko (2017) is ‘self-regulation’, the ability
to restrain oneself from making impulsive decisions. It has been found that the ability to self-regulate is diminished after
previous use of self-regulation. Since self-regulation supposedly draws from a limited supply it can actually be drained
to cause ‘ego-depletion’ (Baumeister et al., 1998; Baumeister et al., 2007; Baumeister & Heatherton, 1996). The self-
regulatory ability has been also called ‘cognitive control’ and ‘inhibitory control’ (Mani et al 2013a; 2013b; Dean et al.
2017), terms that stress that the ability is about inhibiting or restraining oneself from acting impulsively. This is impor -
tant in privacy decision-making because to limit information disclosure people often need to restrain themselves from
making the impulsively obvious and easy choice (e.g. just pressing the big green button saying ‘accept cookies’ instead
of the small grey button to go into cookie settings).

Veltri and Ivchenko (2017) conclude from their research that both induced cognitive load on working memory and
the straining of self-regulation make people significantly more likely to disclose more information online. They even
found that working-memory load seemed to result in a little more information disclosure compared to ego depletion, but
with only minor difference. Unfortunately, the model of inhibitory control as a limited resource has apparently not held
under further scientific scrutiny. However, it is likely that situational factors do in fact influence inhibitory control, such
as stress about risk beliefs and distractions in the environment (Dean et al. 2017). Nevertheless, inhibitory control re-
mains a valid concept to try to explain choice behaviours.

The most clearly overlapping measure that is used in both the study by Mani et al. (2013a) and the study by Veltri
and Ivchenko (2017) is inhibitory control. Thus to study cognitive bandwidth in this study inhibitory control will be
measured for use as a dependent variable to research the relationship between privacy decision-making and cognitive
function.

Predictors of Inhibitory Control. Since situational monetary concern was found to limit cognitive function, it seems
likely that in a privacy context some kind of situational privacy concern should have the same role. The goal of this re-
search is to investigate the effect of the worry about privacy risk in a given situation. The two following predictors from
the literature about privacy trade-offs are worth considering here. But only one of them, ‘risk belief’, is hypothesized to
have the highest potential to affect inhibitory control in this research.

Pre-Existing General Privacy Concern. One predictor of inhibitory control could be pre-existing general privacy con-
cerns. These pre-existing concerns might be a source of distracting thoughts and stress which are formed during a pri -
vacy related decision-making process (Dinev et al. 2013). General privacy concerns are believed to be pre-existing or
dormant until activated (Kehr, Wentzel, Kowatsch, & Fleisch, 2015; Buchanan, Paine, Joinson, & Reips, 2007;  Mar-
reiros, Tonin, Vlassopoulos, & Schraefel, 2017). These concerns have been found to negatively affect perceived risks
and affect stated behavioural intention directly (Kehr et al., 2015; Malhotra, Kim, & Agarwal, 2004). However, they are
not dependent on the context of any particular privacy trade-off.
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Risk Belief. Risk belief is a core privacy construct mostly believed to influence behavioural intention together with per -
ceived benefits (Kokolakis, 2017; Kehr et al., 2015). Risk belief is the risk that is perceived in the situation of the pri-
vacy trade-off, and is both affected by pre-existing general privacy concerns and by other contextual factors. Here risk
belief is explained in view of that it may influence inhibitory control. In research on economic trade-offs is has been
theorized that relative or experienced poverty and not absolute poverty causes financial worries during economic trade-
offs (Mani et al., 2013). It is the experienced gap between monetary possession and need which is a measure of this rel -
ative poverty. In the context of privacy, the immediate concerns about the gap between the privacy situation before dis -
closing information and the level of privacy that a person would like, would be measured better by situational risk belief
than by pre-existing general privacy concerns. Thus risk belief will be taken into account as a predictor for inhibitory
control, leading to the following hypothesis:

H1a: Risk belief negatively affects inhibitory control.

Protection Belief. It has been suggested that the belief about protection measures should be part of measuring overall
privacy concern (Buchanan et al., 2007). A closely related construct of ‘information control’ was found to have a posi-
tive effect on a separate construct called ‘perceived privacy’ (Dinev et al., 2013). Additionally it could be hypothesized
that perceived protection sufficiency might also affect inhibitory control directly. When a personal protection level is
believed to be insufficient to control personal information, then that might be a cause of worry. Therefore, the perceived
level of protection against privacy violation will be included as a predictor of inhibitory control in this study. To that
end the following is hypothesized:

H1b: Protection belief positively affects inhibitory control.

2.3 Risk Belief
Contrary to the previous section where risk belief was dealt with in its role of potentially influencing inhibitory control,
in this section risk belief is treated as a dependent variable. Risk belief is the factor of the privacy calculus that is cited
in most models as affecting behavioural intention. Apart from being called ‘risk belief’ (Malhotra et al., 2004) it also
goes under the name of ‘expected loss’ (Kokolakis, 2017) or ‘perceived risk’ of information disclosure (Kehr et al.,
2015; Dinev et al., 2013), which are basically different names for the same construct. It was already mentioned in the
previous section that the perceived risks and perceived benefits are weighed by the decision maker to form a decision.
When keeping the benefits of a certain trade-off of similar value to all participants in this study, measuring risk belief
would be sufficient to see if there is an effect in any cognitive functions. Any negative affect which would affect risk
belief as Kehr et al. (2015) measure, would not matter when the main point of interest is the influence of risk belief on
the variables such as inhibitory control, behavioural intention and willingness to pay.

Predictors of Risk Belief.  First of all it is important to note that privacy decisions are highly contextual, and that it
varies  per  situation and  environmental  factors  how people perceive  risks  and benefits  (Kokolakis,  2017;  Veltri  &
Ivchenko, 2017; Kehr et al., 2015). It seems from the discussed literature that the perceived risks of information disclo-
sure within a privacy situation capture both to a large extent general privacy concerns (Kehr et al., 2015; Malhotra et al.,
2004), and the actual contextual factors of the situation, such as the sensitivity of the information that is to be disclosed
(Dinev et al., 2013; Malhotra et al., 2004), the perceived benefits, and pre-existing moods (Kehr et al., 2015).

Pre-Existing Affect.  A pre-existing happy mood was found to mainly reduce risk perception and pre-existing sadness
tempering that effect (Kehr et al., 2015). In addition, Veltri and Ivchenko (2017) found that valence and the emotion of
anger negatively impacted actual  online information disclosure behaviour,  mostly when working memory had been
stressed. Because mood or affect is supposed to be captured well in risk belief and behavioural intention, the affect is
not going to be a part of this study. Also, the inclusion of mood tests might complicate and lengthen the survey too
much for the value it adds to this research project.

Information Sensitivity. One of the important situational factors that have been found to increase the perceived risk is
the sensitivity of the disclosed information (Kehr et al., 2015; Dinev et al., 2013; Malhotra et al., 2004). It seems to be
the most influential factor that controls risk belief. Because information sensitivity is very important and easy to manip-
ulate a study using (hypothetical) privacy scenarios, it will be included in this study as a treatment variable with two
conditions. The hypothesis accompanying information sensitivity is:

H2a: Information sensitivity positively affects risk belief.
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Protection Belief. As stated earlier in Section 2.1 it has been suggested that the belief about protection measures should
be part of measuring overall privacy concern (Buchanan et al., 2007). Additionally, a closely related construct of ‘infor -
mation control’ was found to have a positive effect on a separate construct called ‘perceived privacy’, but in that study
its relation to risk belief directly was not tested (Dinev et al., 2013). Moreover, it seems logical that the belief about
having sufficient measures in place or not, affects the belief of the situational risk. For example, if someone believes to
generally have taken enough protection measures (e.g. having a good spam filter or using an email alias) this person
might have a lower risk belief (e.g. when the trade-off is about online disclosure of their email address). The hypothe -
sized relationship between protection belief and risk belief is the following:

H2b: Protection belief negatively affects risk belief.

Experienced Privacy Violations. While is seems that the frequency that someone had their own privacy violated would
have a positive effect on risk belief, previous research has not been able to find any significant effect of experienced pri-
vacy violation on risk belief (Malhotra et al., 2004). In this previous study only a quite general risk belief was asked of
the participants (about privacy trade-offs in online commerce in general). It would be interesting to see if the effect is
significant if the risk belief is measured for a specific scenario. That is the aim of the current study. The hypothesized
effect of experienced privacy violations is the following:

H2c: Experienced privacy violations positively affect risk belief.

Exposure to Messaging about Privacy Vulnerabilities. Previous research found that a high frequency of exposure to me-
dia about information misuse resulted in a higher value of a construct called ‘trusting beliefs’. Trusting beliefs was hy-
pothesized and shown to be able to negatively affect risk beliefs (Malhotra et al., 2004). One could think of why this
kind of exposure would lead to higher risk belief, by or apart from influencing a belief of trust in companies handling
peoples’ data. A plausible explanation is that the perception of the risk gets higher because the media content feeds the
‘availability bias’ (Acquisti et al., 2017). The availability bias means that a risk perception is pumped up (e.g. the risk of
supplying your credit card number to an online shop), because when thinking about a certain trade-off what comes to
mind first are all those messages that make the risk seem high (e.g. a lot of messages about massive credit card number
thefts). These messages make the information about large risks very available in the mind. Thus, the direct relationship
between exposure to messaging about privacy vulnerabilities and risk belief is hypothesized as follows:

H2d: Exposure to messaging about privacy vulnerabilities positively affects risk belief.

Education. Education was found by Malhotra et al., (2004) to negatively affect the construct of trusting beliefs. Since
they also saw that trusting beliefs were negatively affecting risk belief, it seems like education could have a positive di -
rect effect on risk belief as well. Another study found that higher education significantly lowered the amount of actual
information disclosure (Veltri & Ivchenko, 2017). This could also have been because education had positively affected
risk belief. Education can indeed cause lower trust generally because a higher education level might have trained people
to look more critically upon the world. But also more general awareness of privacy risk because of the critical world -
view or related media exposure might be the cause of the effect of education on risk belief. It would be interesting to
find that this hypothesized relationship could be supported by this research:

H2e: Education positively affects risk belief.

Age. Age was found to be negatively related to behavioural intention (Malhotra et al., 2013). Since risk belief seems to
be a reliable predictor for behavioural intention, one could wonder what the effect of age on risk belief would be. It
should be noted hat probably age has a positive correlation with education, and education probably has a positive effect
on risk belief. Therefore education should be considered as being a mediator in the relationship between age and risk
belief.

H2f: Age positively affects risk belief.

2.4 Behavioural Intention
The behavioural outcome of a decision process is often not recorded directly in research, but captured in the concept of
‘behavioural intention’: what someone states that they would choose in a given situation. To measure the behavioural
outcome of a trade-off it would be best to measure the behaviour instead of the behavioural intention, of course. How-
ever, this is not always practically feasible in research, because of either ethics considerations or technicalities. More-
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over, peoples’ behavioural intention is generally taken to quite accurately display their actual behaviour in the context
of information disclosure and “within the framework of reasoned action” (Malhotra et al., 2004, p. 342).

Predictors of Behavioural Intention. The intention of people to disclose sensitive information in their actual behav-
iour are managed by a situational privacy calculus, which is a process which is highly dependent on the context of the
trade-off. (Kokolakis, 2017; Kehr et al., 2015; Malhotra et al., 2004). This situational calculus consists mainly of decid -
ing upon the expected loss of disclosure (the risk belief) and the expected gains (perceived benefits) of disclosure
(Kokolakis, 2017; Kehr et al., 2015). In most of the research on this topic risk belief is a stable factor which is included
in most models as a main predictor for behavioural intention, followed by perceived benefit (Kokolakis, 2017; Kehr et
al., 2015; Malhotra et al., 2004). 

Perceived Benefits. In previous research the construct of perceived benefits has been found to positively affect willing-
ness to disclose private information (Kehr et al., 2015). It has also been found that the perceived benefits can have some
negative effect on the level of the believed risks (Kehr et al., 2015; Dinev et al., 2013). Perceived benefit is the part of
the decision-making process that can be expected to limit cognitive function less than risk belief. Therefore the focus
will lie on risk belief in this study. The benefits can be kept relatively constant in order to focus on the impact of risk
belief. It is therefore not necessary to include perceived benefits in this study.

Pre-Existing General Privacy Concerns. General privacy concerns were also found having a direct negative effect on
behavioural intention (Kehr et al., 2015). The effect was of about half the size of the effect on risk belief. For brevity
and because measuring situational risk beliefs and other situational factors is more important, general privacy concerns
are not measured in this research.

Risk Belief.  As risk beliefs are the predictor that is likely to induce uncertainty, discomfort or anxiety (Dinev et al.,
2013), it is the predictor of behavioural intention which is expected to limit cognitive function the most. Therefore it is a
main component of this study. Risk belief has been found to have a negative effect on behavioural intention (Kehr et al.,
2015; Malhotra et al., 2004). In fact, risk belief has been found to have a negative effect on actual information disclo-
sure behaviour in online social-networking situations as well (Krasnova, Spiekermann, Koroleva, & Hildebrand, 2010).
The hypothesized relationship between risk belief and behavioural intention is then the following:

H3a: Risk belief negatively affects behavioural intention.

Age. Age was found to be negatively related to behavioural intention (Malhotra et al., 2013). This effect will be tested
in this study as well to provide a frame of reference to previous studies. Therefore it is hypothesized that:

H3b: Age negatively affects behavioural intention.

2.5 Willingness to Pay for Non-Disclosure
In the field of behavioural economics researchers have tried to measure the amounts that people are willing to pay
(WTP) as an alternative way to measure behavioural intention (Acquisti, Taylor, & Wagman, 2016). But because of a
myriad of reasons putting a simple price tag on privacy is problematic. One of those reasons is that there are benefits at
play as well, not only risks. This and use of heuristics are some of the reasons why the ‘privacy paradox’ was also found
in the monetary difference between what people are willing to pay to keep personal information to themselves and how
much they are willing to accept in exchange for their information. However, it was shown that some people would pay a
small premium of about of about 50 dollar cents for products costing $15 to buy them from a more privacy protective
merchant (Tsai, Egelman, Cranor, & Acquisti, 2011). And in a separate study people were found to be willing to pay
$1.75 to conceal their phone’s identification number (Savage & Waldman, 2013). If benefit is kept equal then a willing -
ness to pay for non-disclosure of personal formation might actually say something about the worth that is assigned to
this information and the perceived risks within a given trade-off.  It might closely related, and perhaps in some degree
an alternative to, behavioural intention.

Predictors of Willingness to Pay. Willingness to pay is much related to behavioural intention. Opposite to behavioural
intention which tells what choice a person is likely to make, WTP would betray the monetary worth that a person would
give to avoid making a certain choice and keep the privacy status quo. There are some likely predictors of willingness to
pay that will be included in this study.



Exploring the Effects of Online Privacy Trade-offs on Cognitive Bandwidth  9

Risk Belief. Risk belief might have an effect on willingness to pay similar to the effect of risk belief on behavioural in -
tention. It is likely that the higher the risk belief is the more someone would be willing to pay to avoid that risk. Per -
ceived benefits have to be kept as constant as is possible of course. The relation between risk belief and WTP is hypoth-
esized as follows:

H4a: Risk belief positively affects willingness to pay for non-disclosure.

Age.  As age was found to be negatively related to behavioural intention (Malhotra et al., 2013), it is likely that age
would also be positively related to WTP. This effect should be controlled for rising income (by age) to see if then there
still is a meaningful effect left. The hypothesis is therefore:

H4b: Age positively affects willingness to pay.

Protection Belief. In addition to risk belief affecting WTP, someone with a perceived level of protection that would not
be sufficient to prevent privacy harms, might pay more to avoid information disclosure. Thus protection belief could
have a negative effect on WTP. The following hypothesis should be tested:

H4c: Protection belief negatively affects willingness to pay.

Fig. 2.  Model showing the hypothesized relations that are explored in this study. ‘General privacy concern’ is shown for more com-
plete understanding, but is not measured in this study.
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Table 1. Hypotheses of interest in the order in which they were presented.

Number Dependent Variable/Hypotheses

1 Inhibitory Control

a Risk belief negatively affects inhibitory control.

b Protection belief positively affects inhibitory control.

2 Risk Belief

a Information sensitivity positively affects risk belief.

b Protection belief negatively affects risk belief.

c Experiences of privacy violation positively affects risk belief.

d
Exposure to messaging about privacy vulnerabilities positively affects risk be-
lief.

e Education positively affects risk belief.

f Age positively affects risk belief.

3 Behavioural Intention

a Risk belief negatively affects behavioural intention.

b Age negatively affects behavioural intention.

4 Willingess to Pay (WTP)

a Risk belief positively affects willingness to pay for non-disclosure.

b Age positively affects willingness to pay for non-disclosure.

c Protection belief negatively affects willingness to pay for non-disclosure.

3 Methodology

3.1 Survey Administration, Study Design and Measures
To test the hypotheses that were formed in the previous section the approach was taken to use an online survey and an
online cognition test which was more or less embedded into the survey. The paragraphs below describe what was pre-
sented to the participants, which had the same order in which it is explained here. 1 The survey was divided into several
pages, containing instructions, a scenario, a group of questions per page, or just one question per page. The survey was
distributed to the first participants on the night of Friday 25 May 2018, which interestingly was the day on which the
GDPR derived law had gone into effect in The Netherlands and had gotten a lot of media attention. The survey stayed
open for participation for 10 days, but was only actively promoted by the author for 8 of those days. Most participants
had made the test during the opening weekend and the Monday directly following that weekend. 

Recruitment of Participants and Start of the Survey. The participants for this survey were recruited in three ways: a
digital privacy advocacy organisation called ‘Bits of Freedom’ would post a link to the survey on their Twitter account,
the survey was administered to a final year bachelor class consisting of humanities students from a myriad of different
studies, and people from the personal network of the author (mostly relatives, friends, Media Technology classmates,
and ex-colleagues within a slightly activist or technical scene) would be asked mostly by means of personal messages or
social media posts to partake in the study. All participants were made aware of the fact that a restaurant gift card worth
30 euros could be won if they participated. All participants would receive the same link to the landing page with general
information about the study and about the data collection practices. From there they followed a link to the online survey
where they were presented with more detailed information about the study and had to consent and state to be at least 18
years of age to continue. It was also strongly advised to use a touchscreen device to partake in the study. 

Referral or Segment and Screen Type. The Thereafter two questions were asked. One was about in which way they
were lead to the survey (“How did you reach this survey?”) for which the answers were “In connection to Bits of Free-
dom”, “It was conducted with me in class or at school/university” or “Other”. This question was included to be able to
tell apart post hoc roughly to which group the participants belonged. This might be important as people which were

1 Copies of the full survey and of the Simon task that were used in this study may be requested from the author.
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connected to Bits of Freedom in particular might have a much higher dose of media exposure on the subject of privacy
vulnerabilities than the others, and perhaps a higher risk belief in general. 

The other question was if they were using a touchscreen device or a non-touchscreen device to partake in the study.
This distinction was made because the cognition test or ‘Simon task’ was made to be most effective and precise in mea-
suring inhibitory control for touchscreen users. If the participant reported using a touchscreen for the survey, then they
were asked to put their smartphone into ‘Do Not Disturb’ mode before continuing if they were using a smartphone, to
avoid notifications interrupting the survey and test. 

Demographics. First some demographics questions were asked, which could be used as control variables during analy-
ses. Nationality could be selected from a drop down list of countries. Participants were asked what their gender was
(“Male” or “Female”). They were asked about their age using 6 bins of roughly 10 years per bin (“18-24”, “25-34”,
“45-54”, “55-64” or “65+”). Participants were asked about the highest level of education that they had obtained a de-
gree from (“High school VMBO”, “High school HAVO”, “High school VWO/Gymnasium”, “MBO”, “HBO (univer-
sity of applied sciences)”, “WO Bachelor (university)”, “WO Master (university)”, “PhD”, or “Other:” with this last op-
tion having a field to state their level of education). Then they were asked what best described their current occupation
(“Student, full-time”, “Student, part-time”, “Working, as a paid employee”, “Working, self-employed”, “Not working,
on temporary layoff from a job”, “Not working, looking for work”, “Not working, retired”, “Not working, disabled” or
“Not working, other”). Finally they were asked about their monthly income after tax deduction, and given instruction to
“Please include any income from a student loan and other sources of income (e.g. contribution by parents, regular mon-
etary investment returns)”. This question was mostly divided into 10 bins of 500 euros, an answer for anything above
that, and the option was given not to answer (“€ 0 – 500”, “€ 500 – 1.000”, “€ 1.000 – 1.500”, “€ 1.500 – 2.000”, “€
2.000 – 2.500”, “€ 2.500 – 3.000”, “€ 3.000 -3.500”, “€ 3.500 – 4.000”, “€ 4.000 – 4.500”, “€ 4.500 – 5.000”, “more
than € 5.000” or “I prefer not to answer”). The “I prefer not to answer” option would be considered a missing value dur -
ing most post hoc analysis.

Privacy Trade-off Scenario. Then participants were randomly divided into either of two conditions. After which they
were presented with a hypothetical online privacy trade-off scenario that differed per treatment in the kinds and amount
of sensitive information that it was about. Participants were asked to “Please take a moment to think about what you
would do in the following scenario:” The two scenario’s where as follows:

Low Information Sensitivity Scenario. One of these scenarios was about only gender and age:

You are visiting the website of a discount club called 'FreeLy'. The club offers a discount to consumer
products, venues and events (e.g. electronics, museums, hotels, festivals) to its members.  Imagine, you
are interested in joining. To make an account your email address is required. Next, there are two mem-
bership options:

Paid - You pay an annual membership fee of €20 and have to provide no further information.

Free - For this option you are required to fill out your gender and age (DETAILS). You have to update
this information annually.

High Information Sensitivity Scenario. In the other scenario the information that had to be disclosed was their telephone
number, house address, nationality and your personal occupational and financial information:

You are visiting the website of a discount club called 'FreeLy'. The club offers a discount to consumer
products, venues and events (e.g. electronics, museums, hotels, festivals) to its members.  Imagine, you
are interested in joining. To make an account your email address is required. Next, there are two mem-
bership options:

Paid - You pay an annual membership fee of €20 and have to provide no further information.

Free - For this option you are required to fill out your telephone number, house address, nationality and
your personal occupational and financial information (DETAILS). You have to update this information
annually.
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These two scenario’s where adapted from Malhotra et al., (2013). For this research they were changed to include a hy-
pothetical company called ‘FreeLy’ to make them applicable to one specific situation. Also they included information
that the participants had just entered themselves on the previous demographics page of the survey to make the scenario
feel more real or imminent. These details where listed on the position of the  DETAILS placeholder in the scenario’s
cited above. In the high information sensitivity condition it would for example say “(Netherlands, Female, 25-34 years
old, WO Bachelor (university), Working, as a paid employee and an income of € 2.000 – 2.500)”. If income had not
been provided than the DETAILS would just end in “… and your income)”.

The upside of using these scenarios is expected to be that the perceived benefits from the privacy calculus are kept
relatively constant across different participants. This is done by specifying a specific amount for the member fee. More -
over, by including a wide range of benefit domains (“consumer products, venues and events (e.g. electronics, museums,
hotels, festivals)”) users are encouraged to pick in their minds what they would be most interested in. The scenario also
leaves room for personal expectations about benefit. By means of the combination of “discount” and given that the par-
ticipant is “interested in joining” they can imagine themselves for what level of discount they would start to be inter -
ested in joining were this a scenario in real life. While this benefit is then relative per person, it is relatively the same
benefit: it is the discount threshold to which they would join such a program. The relative level of perceived benefits is
in this way kept similar for every participant.

Risk Belief. Thereafter participants were presented with five statements targeted at the scenario which were measuring
risk belief. The specific informational items that were included in the scenario were also included in these statements.
For brevity only the statements from the low information sensitivity condition are given here as an example. The state -
ments of the high information sensitivity condition are exactly the same but for the stated personal information. The
participants needed to rate the level to which they agreed to the statements on a 7-point Likert-type scale, choosing be-
tween  “Strongly  disagree”,  “Disagree”,  “Somewhat  disagree”,  “Neither  agree  nor  disagree”,  “Somewhat  agree”,
“Agree” or “Strongly agree”. The statements were adapted from the five statements used by Malhotra et al., (2004) to
measure the construct of risk belief as part of their Internet User Information Privacy Concerns (IUIPC) scale, and
changed to target the specific scenario in this study. The five statements in the condition of low information sensitivity
were:

I would find it risky to give my gender and age to FreeLy.

There  would be a high potential  of  personal  damage associated with giving my gender  and age to
FreeLy.

There would be too much uncertainty for me associated with giving my gender and age to FreeLy.

Providing FreeLy with my gender and age would involve many unexpected problems.

I would feel safe giving my gender and age to FreeLy.

The statements used by Malhotra et al., (2004) and a selection of them later by others (Dinev et al., 2013; Kehr et al.,
2015) have been a tried way to be able to measure risk belief for the general context of information disclosure in online
commerce or online interactions. For the purpose of this study these five questions have been altered to be situational;
to be specifically about the situation in the scenario which is presented to the participant. From a Principal Component
Analysis (PCA) on the answers to the five statements/questions used in this study, it was concluded that all five ques-
tions are quite equally loaded and the principal factor performs as well as taking the average of the five questions. The
five questions were therefore averaged to form the variable ‘risk belief’.

Behavioural Intention. Then the participants would be asked about the extent to which they would actually reveal the
information given their scenario. Two statements were presented to this end. The information content of the statements
presented here is that of the low information sensitivity condition as an example. The high information sensitivity con-
dition featured the same two statements but then including the information of that scenario instead.  One statement in
the low information sensitivity condition was “How likely would it be that you would reveal your gender and age to
FreeLy, given that this saves you €20 per year?”, which had to be rated by participants on a 7-point Likert-type scale
with the options: “Very unlikely”, “Unlikely”, “Somewhat unlikely”, “Neither likely nor unlikely”, “Somewhat Likely”,
“Likely” and “Very Likely”. The other statement in the low information sensitivity condition was “How willing would
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you be to reveal your gender and age to FreeLy?”, to which participants had to select one of the following options on a
7-point  Likert-type scale:  “Very  unwilling”,  “Unwilling”,  “Somewhat  unwilling”,  “Neither  willing nor unwilling”,
“Somewhat willing”, “Willing” and “Very willing”.

To measure the intention to exert disclosure behaviour, the two statements explained above were adapted from two
of the four questions used by Malhotra et al., (2004) to measure ‘behavioural intention’. They were changed to refer to
the specific scenarios of this research. The two other statements which were used by Malhotra et al., (2004) were about
the probability and possibility of disclosing information. They were considered respectively to be a duplicate to one of
the other questions and unclear in their meaning when applied to the specific scenario for this study.

Inhibitory Control.  Thereafter the participants were linked to an online cognitive test (specifically a ‘Simon task’)
which was stated to the user to measure their “reaction time”. A product of the Simon task is a measurement termed the
‘Simon effect’ which is a measure of inhibitory control (Dean et al., 2017). The Simon task was conducted on the online
PsyToolkit platform. An adaptation of the readily available Simon task demo on PsyToolkit was used (Stoet, 2017;
2010). It  was optimised for use of a touchscreen. The test started with a few instruction screens. The participant was
presented with the following instructions. Two circles were to be shown side by side. Always one of the circles was
white and the other one red or green. The participant always had to press the left circle when one of the circles was red,
no matter which of the two circles was red. If one of the circles was green then the participant always had to press the
right circle, no matter which of the two circles was green. Participants were asked to be as fast as possible while still be -
ing accurate. This set of rules resulted in basically two conditions: either the circle that was colored was the circle that
has to be pressed, or the the colored circle was opposite to the circle that needs to be pressed. These conditions are
called ‘congruent’ and ‘incongruent’ respectively. 

Then four trials were given to the participant as practice trials. After which once more one of the instruction screens
was presented giving a recap of the rule. Thereafter 36 real trials were administered to the participant. Then a pause
screen was presented, giving the participants a brief moment to catch their breath and to muster new focus to complete
the next trials. Also the congruent and incongruent reaction times in milliseconds were given on this screen (disguised
as “Time A” and “Time B”) to give the participants some feedback and motivating them to keep performing in the sec-
ond round. When the participant felt ready they would continue to the next 36 trials. When the end of the test was
reached participants were instructed to copy a token and return to the survey using a link. There they had to paste their
unique test token in a field in the survey. This token would be used to connect the data collected by the cognitive test
platform to the survey responses of the same individual post hoc. 

The time between trials was 500 milliseconds. After a wrong circle was pressed, there was pressed outside of the cir-
cle or time out had been reached after 5000 milliseconds, then an error screen would be shown for 1200 milliseconds
(2600 if during the four training trials). Trials where randomly selected from the four possible conditions: green congru-
ent, green incongruent, red congruent and red incongruent. See Figure 3 for a few of the screens that were mentioned in
the above explanation.

Fig. 3.  Screenshots of different stages of the Simon test. An incongruent green condition (upper left). A congruent red condition (up-
per right). A mistake screen (bottom left). Pause screen halfway during the test (lower right).
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To understand how the Simon task measures inhibitory control some theoretical background is in order. The average
time spent longer on incongruent trials versus congruent trials (incongruent - congruent) is called the ‘Simon effect’ and
measures inhibitory control (Dean et al., 2017). People are generally a little faster in congruent conditions than in incon-
gruent conditions. In their review of measurement techniques for inhibitory control, Dean et al., (2017) list the Hearts
and Flowers task, Eriksen Flanker task, and Stroop task as the most prominent ways to measure inhibitory control. They
note that the Stroop task has been criticized for not accurately measuring inhibitory control. The Hearts and Flowers
task has been criticized for also involving working memory due to remembering two different figures. The Simon task,
an older similar task, does not suffer from this complication because it shows very similar stimuli and only uses one
simple game rule. Because of the theoretical advantages and its ease of distribution online the Simon task was chosen to
measure inhibitory control.

Willingness to Pay. The participants were then asked for their willingness to pay to avoid sharing the information of
their scenario. The question for the low information sensitivity condition was “Imagine that you are determined in join-
ing discount club 'FreeLy'. What is the maximum annual amount you would be willing to pay to avoid sharing your
gender and age? (in whole euros)”. The participant could enter any amount between and including 0 and 999 euros. But
this range was only given back in the form of an error after the participant had entered something that was not a number
in this range, to avoid anchoring these numbers in the participants mind to begin with (Acquisti et al., 2017). 

Expectations of Violation, Past Violations and Media Exposure on Information Misuse. Then the participants were
asked to answer some questions about their expectations and experiences. First three questions were presented on one
page. The expectation of the frequency of falling victim to privacy violations in the future was supposedly measured by
the question “In the future, how frequently do you expect to personally be the victim of an improper invasion of your
privacy?” The frequency of having ones privacy violated in the past was measured using the question “How frequently
have you personally been the victim of what you felt was an improper invasion of your privacy?” Exposure to messag-
ing about privacy vulnerabilities (specifically misuse of information collected on the internet) was measured using the
question “How frequently have you heard or read during the last year about the use and potential misuse of the informa-
tion collected on the Internet?” All three of these questions had to be answered on the following 7-point Likert-type
scale: “Very infrequently”,  “infrequently”,  “Somewhat infrequently”,  “Neither frequently nor infrequently”,  “Some-
what frequently”, “Frequently” and “Very frequently”. The questions about exposure to messaging about privacy vul-
nerabilities and experienced past violation have been adapted from Malhotra et al., (2004) and only their 7-point scales
were changed, mostly to be more clear and complete instead of just giving the two extremes and letting the user decide
the meaning of the points in between.

Protection Belief.  Thereafter participants were asked to consider to what extent the following statement applied to
them: “I believe that in general I have taken enough precautions to protect me from improper invasion of my privacy.”
Which they had to answer on a 7-point Likert-type scale by choosing between “Strongly disagree”, “Disagree”, “Some -
what disagree”, “Neither agree nor disagree”, “Somewhat agree”, “Agree” or “Strongly agree”. This question was used
to try to measure the perceived sufficiency of the protection level by the participant. A perceived insufficient protection
level might cause worries, which could influence the variables of risk belief, inhibitory control, behavioural intention
and willingness to pay.

Survey End. After that the protection belief was measured. Finally a field was given for participants to write their email
address if they wanted to partake in winning a restaurant gift card worth 30 euros, stating that the alternative for filling
in their email address in that field was sending an email to the principal investigator with the subject line “WINNING”.
Thereafter the participants were thanked for their time.

3.2 Approach to Statistical Analysis
The approach that has been taken in the statistical analyses of the data needs explanation on two subjects: the meaning
of significance and the approach to providing evidence for mediation.

Practical and Statistical Significance. An important note needs to be made to most of the research on modeling pri-
vacy trade-offs discussed in section 2. The fact that in many of them the statistical significance (the value of p) takes
precedence over the ‘real world significance’ effect size in combination with an actual error measure in the form of a
confidence interval in the interpretation of statistical results. However, only focusing on p-values and not reporting on
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the effect sizes that can be expected of parameters for a certain model is very limited in its real world significance and
the p-value can be influenced by sheer sample size (Ziliak & McCloskey, 2008; 2004; Gill, 1999). Therefore, model
variables in this study will mainly be interpreted by the size of their coefficients and their respective standard errors and
confidence intervals. Their statistical significance will be an addition to this discussion more on the background. When
only stating ‘significance’ in this paper this should be interpreted as at least the fact that the 95% confidence interval is
bounded away from zero, meaning that the effect could not be either negative or positive but falls on one side of zero.

Mediation. To test if a variable is a mediator between two other variables the method originally developed by Baron &
Kenny (1986) and deployed in a similar setting by Dinev et al., (2013) was used. Mediation can be useful to explain
how the seemingly direct relationship between two variables (e.g. A → C) can be explained statistically by a mediatory
relationship through a mediator variable (e.g. B as mediator variable, so A → B → C).  In short, a variable, for example
B, can be said to be a mediator between two other variables, for example A and C, when three conditions are met.
Firstly, the relationship between A and B needs to be statistically significant. Although I would argue that instead of
looking a the p-value the confidence interval is more useful and reliable. Secondly, the relationship between A and C
needs to be significant. Finally, the effect of A on C needs to become weaker or less significant when the mediator vari-
able B is included in the regression model, compared to when it is not included in the regression (Dinev et al., 2013).

4 Results

After the survey was closed, the data was cleaned as is described next. First the participant data of the Simon task were
matched to the participant data of the survey by matching the unique codes per participant contained in both data sets.
After that had been done, 131 participants seemed to have at least completed the study so far that they had entered their
unique Simon task code in the survey. First, participants who did not finish the survey all the way to the end were ex -
cluded. Secondly the data belonging to a test run of the author was removed. Thereafter a country was added in ex-
change for another country for one of the participants who had contacted the author that their country had not been in-
cluded as an option in the drop down. Additionally, based on analysis of the education data the decision was made to
add the level of “Primary” school instead of “Other:”. This was acceptable because only one participant had chosen
“Other:” with the comment that they had only officially finished primary school. Next, age, education and income were
made into ordinal variables from low age, educational level and income to high.

Thereafter, only participants who used a touchscreen were included. The Simon task had been optimized for use of
touchscreen. Using a mouse was possible but this would cause a lot of interference because the mouse had to be moved
from one circle to another. This would measure more of the time to move the mouse than the time it took for the brain
to decide to press one circle or the other (Sternberg, 2004). This was not the case for touchscreen users which could use
two hands or one hand to move much faster to the buttons of choice. Then one participant was excluded who spent
more that 10 minutes on the Simon task. This would not measure any effect anymore related to this study. The test
would for the most participants not take longer than 6 minutes, and for many a couple of minutes shorter. Also partici-
pants who took over 40 minutes to finish the whole survey (including the Simon task) were excluded, which resulted in
only one exclusion of a participant taking 110 minutes to complete the whole survey. This length would have a very
high chance of resulting in data that did not measure the effects that were needed to be measured as reliably as possible. 

Then the “I prefer not to answer” answers for income were replace by NA values so that the income values that were
provided by other participants could be used as an ordinal variable. All answers to (7-point) Likert-type scale questions
were ‘centered’ by subtracting the number 4. This way of centering was chosen instead of subtracting the mean, in order
to keep the regression coefficients interpretable in terms of their original 7-point scales. Risk belief and behavioural in-
tention were calculated by averaging the thereto belonging questions. Also the construct of Simon effect was computed
by subtracting the mean congruent value from the mean incongruent value per participant. 

In a Simon task, trials after erroneous trials tend to elicit a longer reaction time compared to trials following success -
ful trials. It has therefore been practiced by researchers in the field of cognitive psychology to exclude the trials after er -
roneous trials for analysis in order to increase stability and accuracy (Sternberg, 2004). The Simon effect for this study
was calculated on both data including trials after error trials and on data excluding trials after errors. The resulting dif-
ferent distributions of the Simon effect can be seen in Figure 4. Simon effects are mostly supposed to be positive be -
cause people are on average slower for incongruent trials than for congruent trials. It is therefore interesting to note that
for the data set containing all correct trials still 27 participants (26%) had a Simon effect below zero, and for the data set
excluding (so including only trials after successful trials) resulted in 28 participants (27%) with a Simon effect below
zero. In addition, the median of the data set including only trials after successful trials was much lower than the data set
that was derived from all correct trials. Also it can be seen that on the right tail of the distribution for the data set for
only trials after successful trials, some irregularities spring up which make the data less normally distributed. For these
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reasons, the Simon effect based on the data set derived from including all correct trials was used in the further analysis
of the results.

Fig. 4. Distributions of Simon effect for the data set only trials after successful trials are included (“successful”) and  the data set in
which all correct trials were included (“all”).

4.1 Description of Sample
Of the remaining 104 participants 53% reported being female and 47% male. 25% of participants had reached the sur-
vey in connection with Bits of Freedom, 22% said the survey was conducted with them at university and 53% provided
“Other”. Of the provided education levels a university master degree was most common among participants with 36%,
followed by high school VWO (21%), university bachelor (20%), university of applied sciences (17%) and the remain-
ing 6% thinly spread over other levels. 36% of participants reported being between 18-24 years old, 33% between 25-34
years old, 13% between 35-44 years old, 10% was between 45-54 years old, 9% between 55-64, and 1% reported 65 or
older. While 13% of participants did not report their income, the biggest group from those who did was at € 500 – 1.000
(28%), followed by € 1.000 – 1.500 (14%), € 2.000 – 2.500 (13%), € 1.500 – 2.000 (9%), € 2.500 – 3.000 (8%) and the
remaining 15% spread across the other income bins. A total of 57 participants (55%) received the high information-sen-
sitivity treatment and 47 participants (45%) the low information-sensitivity treatment. As part of the statistical analysis
the sample of participants was split into two groups based on their risk belief. These two groups were low risk belief
which contained 38 participants (37%), and medium/high risk belief which contained 66 participants (63%). As their
main occupation 44% op participants were full-time students, 35% were working as paid employees, 12% were working
self-employed, 5% were part-time students and the remaining 4% were not working because of several different rea-
sons. A summary of the continuous variables can be seen in Table 2.

Table 2. Summary of the variables that were measured on a numerical scale or were derived from numerically recorded data.
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4.2 Correlations
Before going into the actual analyses of effects of variables upon one another using regressions and t-tests, let’s first
look at the correlations in the collected data between the constructs that were used. Table 3 shows these correlations,
which give insight in which variables are correlated. These will be useful when interpreting certain relationships be-
tween variables in the next section.

Table 3. Correlations between the measured constructs (see Appendix subsection 1 for correlations involving willingness to pay and
income).
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4.3 Results of Analysis
What follows are the results of the statistical analyses of the collected data with the hypotheses of interest in mind. For
some relationships between variables additional discoveries were made. These additional findings are also reported in
this section. This section is structured around the following four dependent variables: inhibitory control, risk belief, be-
havioural intention and willingness to pay. A summary of results can be seen in Table 5, but should not be seen as a
complete picture of all the intricacies discovered in the analyses. 

Inhibitory Control. Inhibitory control was found to be neither practically, nor statistically significantly affected by risk
belief or protection belief (H1a and H1b not supported)(see Appendix subsection 2). Information sensitivity conditions
also did not differ significantly in inhibitory control (‘Simon effect’) (two-sample t-test: t(101.84)=0.20724, p=0.8362,
95% confidence int.= [-38.55223  47.54779]). The low information-sensitivity treatment group (M=62.296) had on av-
erage a 4 milliseconds smaller Simon effect than the high information-sensitivity treatment group (M=57.798). 

Also two groups were created by splitting the sample on grounds of either having low risk belief or medium/high risk
belief and were tested for an effect on inhibitory control. Only a statistically insignificant difference of 13 milliseconds
was found between the low risk belief group (M=68.036) and the medium/high risk belief (M=55.106) (two-sample t-
test: t(83.044)=0.5825, p=0.5618, 95% confidence int.= [-31.21748, 57.07602]). 

Table 4 shows the model that appeared best from the hypothesized factors of influence. Protection is left out, as it
was found to worsen the explanatory power (R2

adj) of the model while adding extra complexity (higher Akaike Informa-
tion Criterion (AIC)). Since only the confidence interval of age is bounded from zero (its coefficient values can be said
to only be positive with 95% confidence) it seems to be the only factor that reliably predicts inhibitory control (see Fig -
ure 5 for a visualization of this relationship and other relationships that were mentioned).

Fig. 5. Figures showing the effects of risk belief (upper left), information sensitivity (upper right), protection belief (bottom left) and
age (bottom right) on inhibitory control (measured in the form of the ‘Simon effect’). The two lines represent the effect for each in-

formation-sensitivity treatment (low sensitivity = 0, high sensitivity = 1).
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Table 4. Best hypothesized model predicting inhibitory control (see Appendix subsection 2 for additional diagnoses).

Explanatory 
variable

Coefficient St. Error 95% Confidence Interval

Constant 79.55 47.14 [-13,98, 173.08]

Risk belief -7.00 9.69 [-26.22, 12.22]

Sensitivity 6.67 28.65 [-50.17, 63.51]

Age 19.74* 9.06 [1.78, 37.71]

Education -10.29 6.61 [-23.40, 2.82]

Linear model. N=104. Residual std. Error: 110.3 (df=99) Adjusted R2: 0.018. F: 1.481 (df=4;
99). Confidence intervals calculated for t-distribution.

*p<0.05

Risk Belief. Because of a gap in risk belief scores it was possible to split the participants into either a low risk belief
group or a medium/high risk belief group (see Appendix subsection 3). The model where the ‘continuous’ risk belief
was predicted by information-sensitivity treatment condition had a much better fit (R2

adj=0.379) than when the split risk
belief was predicted similarly (R2

adj=0.301). Therefore split risk belief has the disadvantage over ‘continuous’ risk be-
lief.

A very significant positive effect of information-sensitivity treatment on risk belief was found (H2a confirmed). Risk
belief is two points higher on the 7-point Likert-type scale for high information sensitivity compared to low information
sensitivity. Protection belief did not have a significant effect on risk belief overall, but did have a practically and statisti-
cally significant positive effect for those in the low information sensitivity group only (H2b unconfirmed but partly the
opposite confirmed), with about one point rise in risk belief per four points of protection belief. This effect might be ex-
plained by the correlation of protection belief to other factors, such as a particularly privacy aware group with for exam-
ple high exposure to privacy messaging. This interaction would yet have to be confirmed. Experienced frequency of
personal privacy violations does have a mildly practically significant and statistically significant positive effect by itself
on risk belief (H2c confirmed). Each 5-6 points higher on the 7-point scale of frequency of experienced personal pri-
vacy violations adds on point in risk belief. Exposure to messaging about privacy vulnerabilities was not found to have
any practical nor significant effect on risk belief (H2d not supported). Education was also not found to have any signifi -
cant effect on risk belief by itself (H2e not supported) (see Appendix). Age was found to indeed have a practically and
statistically significant positive effect on risk belief (H2f confirmed). The effect of only age on risk belief (without con -
trolling with other variables) was found such that when age would rise about 35 years (almost 3.5 bins) the risk belief is
increased by one point on its 7-point scale. Figure 6 shows the relationships which were found to be significant.
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Fig. 6. The effects of sensitivity (upper left), age (upper right), protection belief (bottom left) and experienced privacy violations
(bottom right) on risk belief. The two lines represent the effect for each information-sensitivity treatment (low sensitivity = 0, high

sensitivity = 1).

While it appears that privacy risk belief increases with age, another explanation might be that given a slice in time older
people will always understand less of privacy violations and so have a higher risk belief. Exposure to media content
about information misuse to was not found to have any significant effect on risk belief, but this only measured the fre -
quency of exposure during the last year and not life-time exposure. It could be a possible explanation that older people
are generally less ‘tech savvy’ so to say and therefore have a higher risk belief. No measure of technical knowledge or
knowledge on information management practices was included in this study. However, a certain subpopulation that may
be taken to have more knowledge in this field was included: the participants who were lead to participate by privacy ad-
vocacy organisation Bits of Freedom. In addition to their knowledge, the Bits of Freedom referral group might have a
relatively high risk belief as well as high age, which could cause any regression on the whole sample to falsely report an
effect of age on risk belief.

To see if this is the case, first it was established whether or not the age in groups significantly differed. There was a
significant difference of age between the three different subpopulations at the p<.05 level [F(2) = 19.284, p = 8.063*10 -

8]. Post hoc comparisons using the Tukey HSD test indicated that the mean age (expressed in bins of about ten years
each) for the Bits of Freedom lead group (M = 3.19, SD = 0.10) was significantly different from the last year Bachelor
of Arts class (M = 1.17, SD = 0.39), amounting to a difference between means of almost 20 years (95% CI [1.25, 2.79]
also expressed in bins). The mean age also differed significantly between the Bits of Freedom (M = 3.19, SD = 0.10)
and the ‘Other’ leads (M = 2.27, SD = 1.34), which is a difference of about 9 years (95% CI [0.28, 1.56]). The differ-
ence between Other and the BA class was also significant, with a difference of almost 11 years (95% CI [0.43, 1.77]). 

From the difference in age between the groups it might well be that interpretation of any regression on the whole
sample would falsely suggest that a cause for variation in risk belief is age. To check if even within these three subpop-
ulations there could be an effect, the risk belief data are plotted per age group for each subpopulation (see Figure 7).
From the two upper effect plots it becomes clear that within the lead groups ‘Bits of Freedom’ and ‘Other’ there would
be an effect of age on risk belief. The effect for the last year Bachelor of Arts class seems to be very dependent on infor-
mation-sensitivity treatment, but it is comprised of only participants between 18-34 years old. Moreover, this group suf-
fers from very little data points in the low sensitivity condition compared to the other groups. Thus not much can yet be
said from the collected data on this group only. From the two lower figures the effect of age on risk belief seems more
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reliable and steadily climbing for the Bits of Freedom group than for the Other group, but only with more participants
than the current study this assumption could tested reliably. From the above discussion it follows that the conclusion of
risk belief increasing with age still seems valid so far.

Fig. 7. The effects of age on risk belief for the low information-sensitivity treatment (upper left) and high information-sensitivity
treatment (upper right). Thereunder the mean risk belief per age group for the low information-sensitivity treatment (bottom left) and

high information-sensitivity treatment (bottom right) protection belief (bottom left), including 95% confidence intervals.

Behavioural Intention. Behavioural intention was hypothesized to be predicted by risk belief and by age. Additionally
to checking these hypotheses some mediatory relationships were found. Risk belief was found to have a one-on-one
positive effect on behavioural intention (H3a confirmed)(see Figure 8). Risk belief was also found to be the mediator
between  the  information  sensitivity  and  behavioural  intention.  Information  sensitivity  had  no  direct  effect  on  be-
havioural intention when risk belief was included as a mediator (see Appendix subsection 4). 

Age did seem to have an effect on behavioural intention, but from the results of the effect of age on risk belief (H2f)
it is more likely that risk belief mediates between age and behavioural intention. This mediation was indeed found to be
the case, with no significant direct effect of age on behavioural intention left (see Appendix 1). Which means that H3b
is probably contradicted and it can be added that age has only an indirect effect. 
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Fig. 8. Effect of risk belief on behavioural intention, per information-sensitivity treatment (low sensitivity = 0, high sensitivity = 1).

Willingness to Pay for Non-Disclosure. Risk belief, age and protection belief were hypothesized to affect willingness
to pay (WTP). The median WTP was on 10.00 euros and the mean on 21.37 euros with a minimum of 0 and a maxi -
mum of 600 euros. The effect of risk belief on WTP was found to be positive and significant, adding 41-53 euro cents
per point on the 7-point risk belief scale (H4a confirmed)(see Figure 9). Unlike with behavioural intention, information
sensitivity had no significant effect on WTP on its own. Thus risk belief can’t be said to be mediator between informa -
tion sensitivity and WTP. Still risk belief does affect willingness to pay, but not as mediator for information sensitivity
unlike with behavioural intention. One explanation for this could be that another factor forming risk belief exerts this in-
fluence instead or at least more than information sensitivity. While income was not found to have a direct effect on
WTP, it was found to significantly moderate the effect between risk belief and WTP. For every 500 euros more in in -
come, each point on the 7-point risk belief scale is worth 8 euro cents more when affecting WTP.

Age was found to have a positive effect on WTP of about 23-58 euro cents per about 10 years (1 bin). In fact, the sig-
nificant interaction with information sensitivity reveals that each about 10 years of age will only add about 8 euro cents
to WTP if the information-sensitivity treatment is high and 58 euro cents if it is low. These results cannot be interpreted
without first controlling for two other factors. Firstly, income was found to mediate between age and WTP or to moder-
ate this relationship. Age was also found to have a positive effect on income, as can be expected. Secondly, it was found
that risk belief is a strong mediator between age and WTP. This was somewhat expected because risk belief was also
found to mediate between age and behavioural intention. Thus, H4b is contradicted to the extent that it can be assumed
that clearly risk belief is a mediator between age and WTP, and income also appears to have a similar role.

The seeming overall effect of protection belief on WTP of about 17 euro cents per point on the 7-point protection
scale was not found to be significant. When controlling for information sensitivity the finding was that per one point
protection belief on a 7-point scale participants were willing to pay 42 euro cents more, unless the sensitivity of the in-
formation was high which canceled out the effect of protection belief on WTP. The group which received the low infor-
mation-sensitivity treatment had a mean protection belief (M= -0.043) that was 0.30 higher than the low information
sensitivity group (M= -0.345), but it was not significantly different (two-sample t-test: t(90.885)=0.92916, p=0.3553,
95% confidence int.= [-0.3436038, 0.9475564]). Thus, H4c is partly unconfirmed and partly contradicted (more details
on the analyses of WTP can be found in Appendix subsection 5). See Figure 9 for a visual representation of the linear
model for protection belief and WTP.
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Fig. 9. The effects of risk belief (left) and protection belief (right) on willingness to pay (WTP). The two lines represent the effect for
each information-sensitivity treatment (low sensitivity = 0, high sensitivity = 1).
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Table 5. Summary of the results from testing the original hypotheses, including notes on mediation or moderation relationships that
were found.

Number Independent variable Significant effect (size)1, and notes
 → 

Dependent variable Hypothesized ef-
fect

1 Inhibitory Control

a Risk belief none Inhibitory control - (not supported)

b Protection belief
None

Note: age → inhibitory control +
Inhibitory control + (not supported)

2 Risk Belief

a Information sensitivity + (1.913) Risk belief + (supported)

b Protection belief
+ (0.262)

Note: low sensitivity only
Risk belief

- (partly contra-
dicted)

c
Experiences of privacy
violation

+ (0.174) Risk belief + (supported)

d
Exposure to messag-
ing about privacy vul-
nerabilities

none Risk belief + (not supported)

e Education none Risk belief + (not supported)

f Age + (0.288) Risk belief + (supported)

3 Behavioural Intention

a Risk belief 
- (1.019)

Note: risk belief found to mediate between

sensitivity and behavioural intention

Behavioural intention - (supported)

b Age
- (0.366)

Note: but risk belief found to mediate: 

age→ risk belief +(0.288)

Behavioural intention - (contradicted)

4 Willingness to Pay for Non-Disclosure 

a Risk belief + (0.407) Willingness to pay + (supported)

b Age

+ (0.233)
Note: but probable income interaction / 

mediation, and risk belief found to medi-

ate: age→ risk belief +(0.288)

Willingness to pay + (contradicted)

c Protection belief
+ (0.420)

Note: low sensitivity only
Willingness to pay

- (partly contra-
dicted)

Notes: + is a positive effect, - is a negative effect. Variables have not been normalized, effect sizes should be interpreted
for the scales that were used. “a → b” means “the effect of variable a on variable b”. 
1Significant as explained in Section 3.2 as at least a practically significant effect size with a 95% CI bounded away from
zero. Also p<0.05 for most of these effects.

5 Discussion

5.1 Theoretical and Practical Implications
The results of this study should be interpreted in light of the discussed theory to learn more about their meaning and
grasp their implications for the theories that were found in the literature. The most noteworthy results from the perspec -
tive of theory are discussed in this section.

From a combination of studies from the behavioural economics literature and the literature on online privacy trade-
offs discussed in Section 1 and 2, it was hypothesized that inhibitory control would change based on risk beliefs and
other contextual factors in online privacy trade-off situations. Neither risk belief, belief about general protection suffi -
ciency or the sensitivity of the information being traded seemed to have any significant effect on inhibitory control in
this study. It might be that the effects are just too small to notice based on one hypothetical trade-off scenario or that
there is no effect of contextual factors on the magnitude of the loss of cognitive control. In that case it might just be that
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changing the parameters of a privacy scenario does not matter in practice, and that any ego depletion would remain con-
stant after it is known that the scenario involves a privacy dimension.

In fact, research on the factors that affect information disclosure found that people actually shared less information in
an online decision-making process if privacy (a privacy policy) was only as little as mentioned either positively or nega-
tively (Marreiros et al., 2017). So, as soon as people are aware that a trade-off involves privacy, they share less informa-
tion. But if people are aware of a privacy dimension their thoughts should, according to the hypotheses of this research
paper, become more burdened, hence creating cognitive scarcity. Thus, if privacy concerns tax cognitive function in a
decision-making process it should have been the case that people started sharing more, not less personal information.
Nevertheless, it might still be possible that in the scenario used by Marreiros et al. (2017) cognitive scarcity was indeed
caused by the awareness of the privacy aspect of the trade-off. But that this awareness then for example created a higher
sense of risk belief which outweighed any of the effect of the cognitive scarcity on information disclosure.

Inhibitory control was found to be worse for higher age groups, by proxy of a larger Simon effect. The negative in-
fluence of age could be expected from an effect that is derived from reaction time. So this finding does not necessarily
mean that older people will be prone to sharing more sensitive information than younger people, even though exhaust -
ing inhibitory control was found to positively affect information disclosure behaviour (Veltri & Ivchenko, 2017). This
conclusion cannot be drawn because the Simon task is just used as a proxy to measure inhibitory control. In fact,  Salt-
house, Toth, Daniels, Parks, Pak, Wolbrette, & Hocking (2000) found a similar mediating effect of age increasing reac -
tion time in their testing of the higher-order cognitive function of cognitive flexibility. Additionally, Veltri & Ivchenko
(2017) found no effect of age on information disclosure behaviour. However, from this study it becomes clear that age
does have a positive effect on risk belief, which then also influences behavioural intention and most probably also ac-
tual choice behaviour in online privacy trade-offs (Krasnova et al., 2010). As such, higher age may actually result in
generally lower information disclosure.

The frequency of having been a victim of privacy violations (‘experienced privacy violations’) was not found to af-
fect risk belief in an earlier study (Malhotra et al., 2004). In this study however, it seems that experienced privacy viola-
tions have a small positive effect on risk belief. There is no clear explanation for why this effect is suddenly found. It
could simply mean that people who have been the victim of privacy violation often have increased trauma, or that the
experiences feed the availability heuristic similarly to media exposure. But perhaps there is a correlation between expo-
sure to privacy vulnerability messaging or being a ‘privacy nerd’ and experiencing more violations, because the toler-
ance is less high and the violations are noticed more often. This speculation would still have to be tested. It does not
help to see that exposure to vulnerabilities did not seem to have any significant effect on risk belief in this study.

Additionally, protection belief had a substantial effect on risk belief and willingness to pay for non-disclosure, but
only for the low information-sensitivity treatment. The cause of this treatment interaction might have been that when
participants were answering the question about their general protection sufficiency, the scenario anchored in their minds
could have influenced their answer. This would result in a higher protection belief for the group with low information-
sensitivity treatment, and a lower protection belief for those who received the high information-sensitivity treatment.
While this difference between treatments was indeed found, it was rather small and not statistically significant. None-
theless, the existing difference in protection belief between high and low information sensitivity treatment groups could
still be a plausible explanation for part of the unsuspected interaction. However, as stated above, similar interaction of
the treatment was found in the effect of protection belief on risk belief. Then, it would be a more likely hypothesis that
the anchoring of low information sensitivity might have caused more variation in the answers for protection belief, as
opposed to the anchoring of high information sensitivity. Further research could go into the role of protection belief and
how information sensitivity affects it.

The roles of risk belief as a mediator between sensitivity and behavioural intention, age and behavioural intention,
and between age and willingness to pay have all been supported by this research. This amends an earlier finding by
Malhotra et al. (2004) that age affects behavioural intention directly. In fact the mediation of risk belief between age
and behavioural intention is probably the cause of the seeming effect of age in behavioural intention. Also, the role of
risk belief as a mediator between age and willingness to pay is quite a new discovery. This mediator relationship even
seems to hold somewhat when income is controlled for.

A quite unusual inclusion in the psychological model of online privacy trade-offs is willingness to pay (WTP). One
of the expectations was that it could function as kind of an inverse alternative to behavioural intention. Indeed risk be -
lief was found to affect WTP, but the effect size has less body because it is expressed in tens of euro cents only. An im-
portant difference between behavioural intention and WTP is that risk belief could not be seen as a mediator between
sensitivity and WTP. In fact sensitivity did not seem to affect WTP at all, while risk belief still did affect WTP. Addi -
tionally, income seems to moderate the relationship between risk belief and WTP slightly positively. A similarity be-
tween behavioural intention and WTP is that age was found to affect both in quite similar amounts and was mediated
through risk belief for both. Additionally from the results it becomes apparent that the effect of protection belief on
WTP is mediated by risk belief, but possibly only for low risk belief. This could be assessed further in additional re-
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search. All characteristics considered, WTP looks to be somewhat less sensitive than the construct of behavioural inten-
tion, but it may very well be used instead of behavioural intention in situations where money is a more practical mea-
surement than 5 questions about risk belief.

The point could be raised that the differences between the three subpopulations that participated in the study (leads
from Bits of Freedom, the BA class and others) actually make up some of the measured effects. In that case the effects
that were found might not exist inside of these participant groups. Indeed the three groups of participants from different
leads that were tested differed in size and had some significantly different demographics and results (see Section 4.1
and Section 4.3 on ‘Risk Belief’). However, the assumption of the group differences being the only cause of the overall
effects was tested for the most obvious candidate of this fallacy: the finding that age increased risk belief. It was con -
cluded that this effect was present within at least two of the three different subpopulations as well, but that research with
a larger number of participants would be necessary to more reliably confirm this conclusion (see Section 4.3 on ‘Risk
Belief’).

Finally, the parts of constructs that before had only been used to measure general risk belief and behavioural inten-
tion, actually performed very well when they were adapted to measure risk belief and behavioural intention specific to
the context of a certain trade-off. Further research should be undertaken to determine the precise statistical reliability of
these newer scales. Nevertheless, the fact that they performed as expected in the current study opens new doors for their
use in measuring contextual constructs in situations of privacy decision-making.

5.2 Limitations and Recommendations
This research project had some limitations that should be addressed. First of all, one of the theories on which this re -
search builds lacks replication (Dean et al., 2017; Carvalho, Meier, & Wang, 2016; Wicherts & Scholten, 2013; Mani et
al., 2013b). Thus far, only Mani et al. (2013) have been able to demonstrate that probably pre-existing and situational fi-
nancial worries depending on the amount of income, and activated by economic trade-offs, can cause cognitive scarcity.

Besides that, the methodology of this research may have produced results that could have been more adequate or ac-
curate. The fact that no effect of risk belief or information sensitivity on inhibitory control was found in this study,
might have been caused by one hypothetical scenario simply being too little to induce any or enough cognitive scarcity
to measure a significant difference. Also, getting to know the rules and doing training examples at the start of the Simon
task in this research might have distracted the participants from any privacy worries that the scenario might have in-
duced. Therefore it would be beneficial for a follow-up study to make use of several scenario’s neatly woven into the
Simon task. This would neutralize for a large part the distractions and limited scenario power. Also this comes closer to
the methodology of the study by Mani et al. (2013a).

Additionally, being explicit about instructing participants to think about the scenario while doing the cognition test
and making them aware that they have to come up with a choice after the cognition test, might induce a larger effect of
worry on the test performance. It might also be more realistic. When a privacy choice has to be made in real life (e.g.
going to make an account for an online service), this is often accompanied by actually having to disclose personal infor-
mation (e.g. filling in telephone number and email address in the same form). The fact that decision-making processes
often happen at the same time of information disclosure in real life, was not captured well enough in the methodology
of this study.

Also, the conditions of the trials in the Simon task used in the current study (congruent or incongruent) were chosen
at random for every trial. This resulted in both different ratios of the number of congruent versus incongruent trials, and
in different orders of congruent and incongruent trials during the tests. This might have caused extra and unnecessary
variance between participants. This possible disadvantage was partly countered by using the “Simon effects” as a mea-
sure of inhibitory control, instead of separately using the average reaction times for the congruent and incongruent tri -
als. But any follow up study would be advised to get rid of this extra variance by using a fixed random order and a
50/50 ratio of congruent and incongruent trials. Then it also becomes more sensible to at least try to use the average re-
action times as a measure of inhibitory control in addition to the Simon effect. Mani et al. (2013) used these reaction
times instead of the Simon effect. On a different note, it might be that the Simon effect does not appropriately measure
inhibitory control, but this would be part of another discussion in the field of cognitive psychology.

Moreover, other measures and sources of data could be used as well to substitute the Simon effect or even inhibitory
control. While in this study inhibitory control was used to as a proxy to measure cognitive bandwidth, a next experiment
might try to look for any influence on people’s fluid intelligence or working memory. However, it remains to be seen
whether the method of using scenario’s is a worthwhile approach due to the probably limited effect. Instead could be
opted for a more holistic approach where the effect of pre-existing privacy concern on actual information-disclosing be-
haviour is tested directly. If you want to know if privacy concerns during online decision-making actually influences
online privacy decision-making, then the most reliable way to test it is to measure actual behaviour. To that end, pre-ex-
isting data that companies or governments have already collected or collect in their business with their users could be
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used for the purpose of such research. Also, the willingness to pay that users have expressed through actual payments
when choosing for a service could then be linked to the boxes they ticked in the registration process.

Ultimately, the main research question and the two subquestions were formulated to make the research quite ex -
ploratory in nature. Now that the idea of privacy in decision-making processes possibly causing cognitive scarcity and
perhaps even a ‘privacy trap’ is out there, approaches with a different angle could be thought of to research this relation-
ship.  Firstly,  a slightly different  approach  might be taken to investigate if  privacy concerns could cause cognitive
scarcity. The differences between inherently distinct participant groups could be used to interpret a difference in cogni-
tive bandwidth between these groups. In Sections 4 and 5.1 the differences between the subpopulations of participants
that took part in this study were demonstrated and discussed. The three subpopulations were found to be distinct in
some of their demographics and in some other measurements, such as their level of risk belief. These differences could
be taken advantage of to make for a more reliable and less troublesome methodology. Specifically, future research
might take two different populations as ‘treatment’ groups, for example users of a game-related website and users of a
privacy-related website. Then for both groups the cognitive bandwidth would be measured using a test. The difference
in cognitive bandwidth between the groups could then be compared. When starting from the hypotheses that privacy
concerns limit cognitive bandwidth, then the people on the privacy-related website would have lower cognitive band-
width than those on the game-related website when also controlling for other factors such as age. This method would
avoid having to use (fictive) scenario’s, because it relies on the already occurring differences between the populations
and perhaps their mindset when coming from their respective websites.

Secondly, it might be interesting to find out if the effect of being aware of the privacy dimension of a trade-off on
cognitive bandwidth  is  overshadowing any  change in  cognitive  bandwidth by the contextual  factors  that  were  re -
searched in this project. One approach to that would be to first measure if there is any change in cognitive bandwidth as
a result of only ‘activating’ the dormant general privacy concerns (Marreiros et al., 2017).

Thirdly, a more qualitative empirical approach could be taken to discover the impact of privacy on peoples’ daily
lives. This approach would involve more of a qualitative touch to discover if privacy concerns and thoughts are salient
in peoples daily lives and if their salience is affected by factors such as general privacy concern or more contextual fac -
tors. In economic research of this kind, it was discovered that thoughts about money or monetary cost are more easily
triggered, arise more often rather unprompted, are more persistent, and are more strongly associated to related words for
poorer people (Shah, Zhao, Mullainathan, & Shafir, 2018; Schilbach, Schofield, & Mullainathan, 2016). It remains to
see whether these particular characteristics also apply to thoughts about information privacy, and whether this is related
to general privacy concerns or other factors.

6 Conclusion

This research project has been trying to connect theories and findings from both the research on online privacy trade-
offs and economic trade-offs. The main question was whether a ‘privacy trap’ exists, alike a ‘poverty trap’. Specifically
it was hypothesized that contextual factors within online privacy trade-offs would influence any loss in cognitive band-
width that a privacy trade-off might cause. This loss in cognitive bandwidth could consequently lead to more informa-
tion disclosure. Cognitive bandwidth was measured by proxy of inhibitory control. To make the hypothesis workable,
the two subquestions asked which factors influence the possible cognitive scarcity, in what way, and to which degree?
Certain measurable constructs, such as risk belief, were fleshed out to operationalise these factors. In this study these
factors were not found to have an effect on inhibitory control. Though, it was found that age probably affects the level
of inhibitory control. Additionally, support was found for some relationships between privacy decision-making con-
structs that  were previously not found in other  studies. Also the view upon some relationships between constructs
within privacy decision-making may be amended, because some mediation or moderation effects were found. Further-
more, some measurement scales that had earlier been used only to measure general beliefs and intentions connected to
online privacy trade-offs, were in this study found to perform well when adopted to measure beliefs and intentions spe-
cific to the context of a certain online privacy trade-off. Also, this research has produced input on the limitations of
some methodological approaches and formed recommendations for further research on this specific topic of online pri-
vacy trade-offs affecting cognitive function. In short, this exploratory study into the possible effect of privacy concerns
on cognitive bandwidth uncovered some preliminary relationships between variables that affect beliefs and behavioural
intentions in online privacy decision-making. Now that the idea of online privacy decision-making affecting cognitive
bandwidth has been brought up, the floor is open to anyone to join the search for answers. If privacy concerns are found
to be affecting cognitive function, then that would explain a lot of the yet to explain online behaviour of people.
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7 Appendix

7.1 Full Correlations
A more in detailed description of the results of the statistical analysis are given here per dependent variable. Table 6
shows a full correlation table to be used for estimating correlations with willingness to pay and income, which in the
previous correlation table (Table 3) had missing values. Only the complete rows are shown in this table.

Table 6. Correlation table when including only the 90 complete rows (willingness to pay and income contained NAs).
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7.2 Inhibitory Control
Two factors where hypothesized initially to have a direct effect on inhibitory control: risk belief and protection belief. 

Risk Belief. Neither a practically nor statistically significant effect between risk belief and inhibitory control could be
discovered. Moreover, the information-sensitivity treatment does not explain the variance in inhibitory control either.
Also there is no interaction found between sensitivity and risk belief which affects inhibitory control. See Table 7 for a
summary and comparison of the models from which the above findings were derived.

Table 7. Comparison of three nested models for risk belief predicting inhibitory control (‘simon_effect´) and interaction with infor-
mation sensitivity.

Protection Belief. No significant effect between protection belief and inhibitory control was found. Moreover, sensitiv-
ity treatment does not explain the variance in inhibitory control either. Also there is no interaction found between sensi-
tivity and protection, which affects inhibitory control. There is no practical significance due to the size of the confi-
dence intervals and also no statistical significance from both the confidence intervals and the p-values (see Table 8).

Table 8. Comparison of the three nested models for protection belief predicting inhibitory control (‘simon_effect´) and interaction
with information sensitivity.
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7.3 Risk Belief
As much as seven factors were hypothesized to have a direct effect on risk belief. The analyses also added extra looked
at additional variables where appropriate. From the distribution of risk belief in the sample, it seems doable to split up
the participants into either having a low risk belief or having a medium or high risk belief. There is exactly a ‘gap’ just
under the middle of the 7-point Likert-type scale range used for measuring risk belief (see Figure 10). It should also fit
better than the median split that was used by Mani et al. (2013) to artificially create a distinction between poor and rich
participants. This split risk belief could be used additionally or alternatively to the more continuous risk belief measure-
ment.

Fig. 10. Distribution of risk belief and the gap where the sample could be split into two groups (low versus medium/high).

Information Sensitivity. There seems to be a statistically and practically significant effect between information sensi-
tivity (the two treatment conditions) and risk belief. Risk belief rises about two points on the 7-point Likert-type scale
between low and high information sensitivity. When risk belief is split into a low and medium/high group, then there
are also statistically and practically significant effects. But then the effect size shrinks to only about a quarter of the ef -
fect size compared to using the 'continuous' risk belief measure as the variable to be explained. The model with the con-
tinues risk level as dependent variable also explains more of the variance than the model with binary risk belief as the
dependent variable (telling from the R2 and adjusted R2). Measuring risk belief continuously should be preferred, at
least when dependent relation upon the sensitivity of information is concerned. See Table 9 for the results mentioned in
this paragraph.



34 Privacy for Burdened Minds

Table 9. Comparison of the effect of information sensitivity on two different scales of measuring risk belief. 

Protection Belief.  There is no significant effect between protection belief and inhibitory control overall, and for the
high information sensitivity. There does seem to be a statistically and practically significant small positive effect of pro -
tection belief on risk belief in the condition of low information sensitivity. This is further substantiated by adding the in-
teraction between protection and sensitivity treatment to additional models and comparing them. The model with the in-
teraction effects performs much better both on fit and on Akaike’s information criterion (AIC) and Beyesian informa-
tion criterion (BIC) which are lowest for the model including interaction (see Table 10).

Table 10. Comparison of the effect of protection belief on risk belief. 



Exploring the Effects of Online Privacy Trade-offs on Cognitive Bandwidth  35

Experienced Privacy Violations. The level of previously experienced personal privacy violations does seem to have a
positive effect on risk belief with some practical and with statistical significance overall. The effect size for low infor -
mation sensitivity seems higher on first sight. However, further scrutiny reveals that the interaction between experiences
and information sensitivity is negligible. The effect size of the interaction is not of practical significance and its 95%
confidence interval is not bounded away from zero (see Table 11), meaning that the effect could be either negative or
positive.

Table 11. Comparison of models on the effect of experienced personal privacy violations on risk belief. 

Exposure to Messaging about Privacy Vulnerability. The level of exposure to messaging about privacy vulnerabili-
ties does not seem to have any effect on risk belief. The effect in both conditions and in each condition cannot be said to
be of practical  or statistical significance. Looking at the model wherein interaction with the information-sensitivity
treatment was included, this previous suspicion is confirmed (see Table 12).

Table 12. The effect of exposure to messaging about privacy vulnerabilities on risk belief, also checking for interaction with the
treatment. 
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Education.  The level of education does not seem to have any effect on risk belief. The effect in both conditions to -
gether and in each condition separately cannot be said to be of practical or statistical significance. Modeling the interac -
tion with information-sensitivity treatment confirms this (see Table 13).

Table 13. The effect of education on risk belief; and interaction with the information-sensitivity treatment. 

Age. The age participants seems to have a positive effect on risk belief. The effect in both conditions together and in
each condition separately can be said to be both of practical or statistical significance. Modeling the interaction with the
information-sensitivity treatment suggests that this particular interaction effect size is negligible and not of any signifi-
cance (see Table 14).

Table 14. The effect of age on risk belief; also checking for interaction with the information-sensitivity treatment. 

7.4 Risk Belief
Risk belief and age were hypothesized to have a direct effect on risk behavioural intention. From the analyses some
possibilities of mediation where discovered and investigated further. From looking the distribution of behavioural inten-
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tion is seems arbitrary to split the data into two groups as done with risk belief, because there is no clear gap (see Figure
11). Therefore this ‘continuous’ measure will be kept in use.

Fig. 11. Distribution of behavioural intention.

Risk Belief. Risk belief seems indeed to have a negative effect on behavioural intention of about one point on a 7 point
Likert-type scale. The effect can be said to be both of practical and statistical significance. The interaction with infor-
mation sensitivity is of no practical or statistical significance taking into account the effect size suggested by the model
and its confidence interval (see Table 15). Interesting to note is that when adding information sensitivity to the model
this additional variable has an insignificant effect and does not add in explanatory power. This suggests that risk belief
is a mediator between information sensitivity and behavioural intention and that there is actually no direct effect be-
tween information sensitivity and behavioural  intention. To test this hypothesis the method developed by Baron &
Kenny (1986) and deployed in a similar setting by Dinev et al. (2013) was used. This analysis confirms that risk belief
is indeed a strong mediator and that sensitivity can be said to have no practically and statistically significant direct ef -
fect on behavioural intention (see Table 16).

Table 15. The effect of risk belief on behavioural intention; and the interaction with the information-sensitivity treatment. 
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Table 16. Proving the mediation of risk belief between information sensitivity and behavioural intention in three steps.

Age. Age seems indeed to have a negative effect on behavioural intention. The effect can be said to be both of practical
and statistical significance. For low information sensitivity the negative effect size seems to be larger than for high in -
formation sensitivity. Further scrutiny reveals that this interaction cannot be interpreted to be practically and statistically
significant due to its 95% confidence interval, which is not bounded away from zero (see Table 17). From the analyses
of hypotheses H2f, H3b and H3a we can suspect that risk belief might be a mediator between age and behavioural inten-
tion. This was tested using the same methodology deployed for mediation testing in H3a. Evidence for strong mediation
of risk belief between age and behavioural intention is indeed found. The direct effect of age on behavioural intention is
insignificant. This is further supported by the insignificance of the found interaction effect between risk belief and age
to predict behavioural intention (see Table 18).

Table 17. The effect of risk belief on behavioural intention; and the interaction with the information-sensitivity treatment. 
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Table 18. Proving the mediation of risk belief between age and behavioural intention in three steps.

7.5 Willingness to Pay for Non-Disclosure
Risk belief and age were hypothesized to have a direct effect on risk behavioural intention. Since one of the sub goals of
this research is to establish if willingness to pay (WTP) behaves in the same way as behavioural intention, it makes
sense to also investigate the effects of risk belief and age on WTP. Additionally the potential effect of protection belief
on WTP is looked into.

The shape of the distribution of willingness to pay invites for General Linear Modeling for a negative binomial (see
Figure 12). Testing out the different models for different distributions has showed a better fit for negative binomial ver -
sus Gaussian and Poisson distribution models, by means of smaller standard errors, AIC and deviance. Therefore Gen-
eral Linear Modeling was used to predict the variable WTP.

Fig. 12. Distribution of willingness to pay (WTP).
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Risk Belief. There seems to be small positive effect of risk belief on willingness to pay of around 50 euro cents per ad-
ditional point on the risk belief 7-point Likert-type scale. For high information sensitivity there seems to be a 10 euro
cents more willingness to pay. However, testing the model with the interaction between risk belief and information sen-
sitivity included, tells us that the interaction is not significant by means of its 95% confidence interval. Additionally, in-
formation sensitivity does not seem to have an effect on willingness to pay. Thus it seems that risk belief is no mediator
between sensitivity and willingness to pay, while information sensitivity also does not affect willingness to pay directly
(see Table 19). Still, risk belief positively affects willingness to pay. Therefore there can be hypothesized that there
must be another latent variable affecting risk belief that makes the willingness to pay rise, or there is another variable at
play that should be controlled for. A factor that could influence the relationship could be the income of the participant.
From analysis the income seems not to have any practical or statistical effect on willingness to pay. The interaction be-
tween income and risk belief is however both of some practical and of statistical significance. For every 500 euros more
in income, each extra point on the scale of risk belief seems to have about 8 euro cents more effect on the willingness to
pay for non-disclosure (95% confidence interval between 2 euro cents and 15 euro cents). Risk belief cannot be said to
mediate between income and willingness to pay, since the direct relationship of income to willingness to pay is insignif-
icant (Dinev et al., 2013) (see Table 20).

Table 19. The effect of risk belief on willingness to pay and interaction with information sensitivity. Also the effect of only informa-
tion sensitivity on willingness to pay. 

Table 20. The effect of risk belief on willingness to pay and interaction with income. Also the effect of only income on willingness
to pay. 
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Age. On first sight age seems to have a positive effect on willingness to pay of about 23 euro cents per about 10 years
(one bin) over both information-sensitivity treatments combined. When splitting up the treatment groups it seems that
only for the low information sensitivity effect is of practical and statistical significance with about 58 euro cents more
per age bin. When adding the interaction to a model, then the interaction seems of high practical and of statistical signif-
icance (see Table 21). 

In the low information-sensitivity treatment group the mean age was a little bit higher than in the high sensitivity
group. Since age and income are highly correlated the influence of income could be further investigated. Looking into
income affecting the effect between age and willingness to pay reveals that the interaction between income and age is
non-significant (see Table 22). 

Therefore we check if income might be a mediator between age and willingness to pay (see Table 23). Following the
previously explained steps to determine mediation, we indeed found evidence that income is a mediator between age
and willingness to pay. One of the prerequisites for this is that the effect of age on income needs to be significant, which
it is. Using a negative binomial general linear model to approach the effect of age on income, tells us that on average for
about each 40 years extra the spendable income would be 500 euros (one bin) higher. 

Since age was already found to have an effect on risk belief, it makes sense to see if risk belief acts as a mediator be -
tween age and WTP. It appears that risk belief is also a mediator between age and willingness to pay (see Table 24).

Table 21. The effect of age on willingness to pay and interaction with information sensitivity.

Table 22. The effect of age on willingness to pay and interaction with income.
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Table 23. Mediation test for income as mediator between age and WTP.

Table 24. Mediation test for risk belief as mediator between age and WTP. 

Protection Belief. Contrary to the hypothesis, a small positive effect of protection belief on willingness to pay for non-
disclosure seems to exist for both treatments combined and with a larger effect size for the low information sensitivity.
It does not seem practically and statistically significant for the high information-sensitivity treatment group. When look-
ing at the interaction between protection belief and sensitivity treatment, the interaction seems indeed to be quite sub-
stantial in its negative effect size and both practically and statistically significant. This would mean that people with a
one point higher protection level (on a 7-point likert scale) would be willing to pay around 42 euro cents more when in-
formation sensitivity is low, but not when the sensitivity of the information at stake is high (see Table 25). This interac -
tion is quite unusual, because the protection belief question is supposed to be independent of the treatment. The interac -
tion could be caused by the place of the question in the questionnaire. It came near the end after the treatment had been
administered in the form of the scenario.  The kind of information might have been anchored in the minds of the partici-
pants, which would make them form their protection  level with that information sensitivity still in mind. In that case,
they would believe their protection level to be higher when having had the low information-sensitivity treatment, com-
pared to the high information-sensitivity treatment. And that could have created the measured effect. From looking at
the difference between the mean protection beliefs of low versus high sensitivity treatment groups (0.30; though not sig-
nificant when taking into account its 95% confidence interval) it seems that this could be a plausible explanation for a
large part of the interaction effect which was found.
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Table 25. The effect of protection belief on willingness to pay and including interaction with information sensitivity.
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	Risk Belief. Risk belief is a core privacy construct mostly believed to influence behavioural intention together with perceived benefits (Kokolakis, 2017; Kehr et al., 2015). Risk belief is the risk that is perceived in the situation of the privacy trade-off, and is both affected by pre-existing general privacy concerns and by other contextual factors. Here risk belief is explained in view of that it may influence inhibitory control. In research on economic trade-offs is has been theorized that relative or experienced poverty and not absolute poverty causes financial worries during economic trade-offs (Mani et al., 2013). It is the experienced gap between monetary possession and need which is a measure of this relative poverty. In the context of privacy, the immediate concerns about the gap between the privacy situation before disclosing information and the level of privacy that a person would like, would be measured better by situational risk belief than by pre-existing general privacy concerns. Thus risk belief will be taken into account as a predictor for inhibitory control, leading to the following hypothesis:
	Protection Belief. It has been suggested that the belief about protection measures should be part of measuring overall privacy concern (Buchanan et al., 2007). A closely related construct of ‘information control’ was found to have a positive effect on a separate construct called ‘perceived privacy’ (Dinev et al., 2013). Additionally it could be hypothesized that perceived protection sufficiency might also affect inhibitory control directly. When a personal protection level is believed to be insufficient to control personal information, then that might be a cause of worry. Therefore, the perceived level of protection against privacy violation will be included as a predictor of inhibitory control in this study. To that end the following is hypothesized:


	2.3 Risk Belief
	Predictors of Risk Belief. First of all it is important to note that privacy decisions are highly contextual, and that it varies per situation and environmental factors how people perceive risks and benefits (Kokolakis, 2017; Veltri & Ivchenko, 2017; Kehr et al., 2015). It seems from the discussed literature that the perceived risks of information disclosure within a privacy situation capture both to a large extent general privacy concerns (Kehr et al., 2015; Malhotra et al., 2004), and the actual contextual factors of the situation, such as the sensitivity of the information that is to be disclosed (Dinev et al., 2013; Malhotra et al., 2004), the perceived benefits, and pre-existing moods (Kehr et al., 2015).
	Pre-Existing Affect. A pre-existing happy mood was found to mainly reduce risk perception and pre-existing sadness tempering that effect (Kehr et al., 2015). In addition, Veltri and Ivchenko (2017) found that valence and the emotion of anger negatively impacted actual online information disclosure behaviour, mostly when working memory had been stressed. Because mood or affect is supposed to be captured well in risk belief and behavioural intention, the affect is not going to be a part of this study. Also, the inclusion of mood tests might complicate and lengthen the survey too much for the value it adds to this research project.
	Information Sensitivity. One of the important situational factors that have been found to increase the perceived risk is the sensitivity of the disclosed information (Kehr et al., 2015; Dinev et al., 2013; Malhotra et al., 2004). It seems to be the most influential factor that controls risk belief. Because information sensitivity is very important and easy to manipulate a study using (hypothetical) privacy scenarios, it will be included in this study as a treatment variable with two conditions. The hypothesis accompanying information sensitivity is:
	Protection Belief. As stated earlier in Section 2.1 it has been suggested that the belief about protection measures should be part of measuring overall privacy concern (Buchanan et al., 2007). Additionally, a closely related construct of ‘information control’ was found to have a positive effect on a separate construct called ‘perceived privacy’, but in that study its relation to risk belief directly was not tested (Dinev et al., 2013). Moreover, it seems logical that the belief about having sufficient measures in place or not, affects the belief of the situational risk. For example, if someone believes to generally have taken enough protection measures (e.g. having a good spam filter or using an email alias) this person might have a lower risk belief (e.g. when the trade-off is about online disclosure of their email address). The hypothesized relationship between protection belief and risk belief is the following:
	Experienced Privacy Violations. While is seems that the frequency that someone had their own privacy violated would have a positive effect on risk belief, previous research has not been able to find any significant effect of experienced privacy violation on risk belief (Malhotra et al., 2004). In this previous study only a quite general risk belief was asked of the participants (about privacy trade-offs in online commerce in general). It would be interesting to see if the effect is significant if the risk belief is measured for a specific scenario. That is the aim of the current study. The hypothesized effect of experienced privacy violations is the following:
	Exposure to Messaging about Privacy Vulnerabilities. Previous research found that a high frequency of exposure to media about information misuse resulted in a higher value of a construct called ‘trusting beliefs’. Trusting beliefs was hypothesized and shown to be able to negatively affect risk beliefs (Malhotra et al., 2004). One could think of why this kind of exposure would lead to higher risk belief, by or apart from influencing a belief of trust in companies handling peoples’ data. A plausible explanation is that the perception of the risk gets higher because the media content feeds the ‘availability bias’ (Acquisti et al., 2017). The availability bias means that a risk perception is pumped up (e.g. the risk of supplying your credit card number to an online shop), because when thinking about a certain trade-off what comes to mind first are all those messages that make the risk seem high (e.g. a lot of messages about massive credit card number thefts). These messages make the information about large risks very available in the mind. Thus, the direct relationship between exposure to messaging about privacy vulnerabilities and risk belief is hypothesized as follows:
	Education. Education was found by Malhotra et al., (2004) to negatively affect the construct of trusting beliefs. Since they also saw that trusting beliefs were negatively affecting risk belief, it seems like education could have a positive direct effect on risk belief as well. Another study found that higher education significantly lowered the amount of actual information disclosure (Veltri & Ivchenko, 2017). This could also have been because education had positively affected risk belief. Education can indeed cause lower trust generally because a higher education level might have trained people to look more critically upon the world. But also more general awareness of privacy risk because of the critical worldview or related media exposure might be the cause of the effect of education on risk belief. It would be interesting to find that this hypothesized relationship could be supported by this research:
	Age. Age was found to be negatively related to behavioural intention (Malhotra et al., 2013). Since risk belief seems to be a reliable predictor for behavioural intention, one could wonder what the effect of age on risk belief would be. It should be noted hat probably age has a positive correlation with education, and education probably has a positive effect on risk belief. Therefore education should be considered as being a mediator in the relationship between age and risk belief.


	2.4 Behavioural Intention
	Predictors of Behavioural Intention. The intention of people to disclose sensitive information in their actual behaviour are managed by a situational privacy calculus, which is a process which is highly dependent on the context of the trade-off. (Kokolakis, 2017; Kehr et al., 2015; Malhotra et al., 2004). This situational calculus consists mainly of deciding upon the expected loss of disclosure (the risk belief) and the expected gains (perceived benefits) of disclosure (Kokolakis, 2017; Kehr et al., 2015). In most of the research on this topic risk belief is a stable factor which is included in most models as a main predictor for behavioural intention, followed by perceived benefit (Kokolakis, 2017; Kehr et al., 2015; Malhotra et al., 2004).
	Perceived Benefits. In previous research the construct of perceived benefits has been found to positively affect willingness to disclose private information (Kehr et al., 2015). It has also been found that the perceived benefits can have some negative effect on the level of the believed risks (Kehr et al., 2015; Dinev et al., 2013). Perceived benefit is the part of the decision-making process that can be expected to limit cognitive function less than risk belief. Therefore the focus will lie on risk belief in this study. The benefits can be kept relatively constant in order to focus on the impact of risk belief. It is therefore not necessary to include perceived benefits in this study.

	Pre-Existing General Privacy Concerns. General privacy concerns were also found having a direct negative effect on behavioural intention (Kehr et al., 2015). The effect was of about half the size of the effect on risk belief. For brevity and because measuring situational risk beliefs and other situational factors is more important, general privacy concerns are not measured in this research.
	Risk Belief. As risk beliefs are the predictor that is likely to induce uncertainty, discomfort or anxiety (Dinev et al., 2013), it is the predictor of behavioural intention which is expected to limit cognitive function the most. Therefore it is a main component of this study. Risk belief has been found to have a negative effect on behavioural intention (Kehr et al., 2015; Malhotra et al., 2004). In fact, risk belief has been found to have a negative effect on actual information disclosure behaviour in online social-networking situations as well (Krasnova, Spiekermann, Koroleva, & Hildebrand, 2010). The hypothesized relationship between risk belief and behavioural intention is then the following:
	Age. Age was found to be negatively related to behavioural intention (Malhotra et al., 2013). This effect will be tested in this study as well to provide a frame of reference to previous studies. Therefore it is hypothesized that:


	2.5 Willingness to Pay for Non-Disclosure
	Predictors of Willingness to Pay. Willingness to pay is much related to behavioural intention. Opposite to behavioural intention which tells what choice a person is likely to make, WTP would betray the monetary worth that a person would give to avoid making a certain choice and keep the privacy status quo. There are some likely predictors of willingness to pay that will be included in this study.
	Risk Belief. Risk belief might have an effect on willingness to pay similar to the effect of risk belief on behavioural intention. It is likely that the higher the risk belief is the more someone would be willing to pay to avoid that risk. Perceived benefits have to be kept as constant as is possible of course. The relation between risk belief and WTP is hypothesized as follows:
	Age. As age was found to be negatively related to behavioural intention (Malhotra et al., 2013), it is likely that age would also be positively related to WTP. This effect should be controlled for rising income (by age) to see if then there still is a meaningful effect left. The hypothesis is therefore:
	Protection Belief. In addition to risk belief affecting WTP, someone with a perceived level of protection that would not be sufficient to prevent privacy harms, might pay more to avoid information disclosure. Thus protection belief could have a negative effect on WTP. The following hypothesis should be tested:



	3 Methodology
	3.1 Survey Administration, Study Design and Measures
	Recruitment of Participants and Start of the Survey. The participants for this survey were recruited in three ways: a digital privacy advocacy organisation called ‘Bits of Freedom’ would post a link to the survey on their Twitter account, the survey was administered to a final year bachelor class consisting of humanities students from a myriad of different studies, and people from the personal network of the author (mostly relatives, friends, Media Technology classmates, and ex-colleagues within a slightly activist or technical scene) would be asked mostly by means of personal messages or social media posts to partake in the study. All participants were made aware of the fact that a restaurant gift card worth 30 euros could be won if they participated. All participants would receive the same link to the landing page with general information about the study and about the data collection practices. From there they followed a link to the online survey where they were presented with more detailed information about the study and had to consent and state to be at least 18 years of age to continue. It was also strongly advised to use a touchscreen device to partake in the study.
	Referral or Segment and Screen Type. The Thereafter two questions were asked. One was about in which way they were lead to the survey (“How did you reach this survey?”) for which the answers were “In connection to Bits of Freedom”, “It was conducted with me in class or at school/university” or “Other”. This question was included to be able to tell apart post hoc roughly to which group the participants belonged. This might be important as people which were connected to Bits of Freedom in particular might have a much higher dose of media exposure on the subject of privacy vulnerabilities than the others, and perhaps a higher risk belief in general.
	Demographics. First some demographics questions were asked, which could be used as control variables during analyses. Nationality could be selected from a drop down list of countries. Participants were asked what their gender was (“Male” or “Female”). They were asked about their age using 6 bins of roughly 10 years per bin (“18-24”, “25-34”, “45-54”, “55-64” or “65+”). Participants were asked about the highest level of education that they had obtained a degree from (“High school VMBO”, “High school HAVO”, “High school VWO/Gymnasium”, “MBO”, “HBO (university of applied sciences)”, “WO Bachelor (university)”, “WO Master (university)”, “PhD”, or “Other:” with this last option having a field to state their level of education). Then they were asked what best described their current occupation (“Student, full-time”, “Student, part-time”, “Working, as a paid employee”, “Working, self-employed”, “Not working, on temporary layoff from a job”, “Not working, looking for work”, “Not working, retired”, “Not working, disabled” or “Not working, other”). Finally they were asked about their monthly income after tax deduction, and given instruction to “Please include any income from a student loan and other sources of income (e.g. contribution by parents, regular monetary investment returns)”. This question was mostly divided into 10 bins of 500 euros, an answer for anything above that, and the option was given not to answer (“€ 0 – 500”, “€ 500 – 1.000”, “€ 1.000 – 1.500”, “€ 1.500 – 2.000”, “€ 2.000 – 2.500”, “€ 2.500 – 3.000”, “€ 3.000 -3.500”, “€ 3.500 – 4.000”, “€ 4.000 – 4.500”, “€ 4.500 – 5.000”, “more than € 5.000” or “I prefer not to answer”). The “I prefer not to answer” option would be considered a missing value during most post hoc analysis.
	Privacy Trade-off Scenario. Then participants were randomly divided into either of two conditions. After which they were presented with a hypothetical online privacy trade-off scenario that differed per treatment in the kinds and amount of sensitive information that it was about. Participants were asked to “Please take a moment to think about what you would do in the following scenario:” The two scenario’s where as follows:
	Low Information Sensitivity Scenario. One of these scenarios was about only gender and age:
	High Information Sensitivity Scenario. In the other scenario the information that had to be disclosed was their telephone number, house address, nationality and your personal occupational and financial information:

	Risk Belief. Thereafter participants were presented with five statements targeted at the scenario which were measuring risk belief. The specific informational items that were included in the scenario were also included in these statements. For brevity only the statements from the low information sensitivity condition are given here as an example. The statements of the high information sensitivity condition are exactly the same but for the stated personal information. The participants needed to rate the level to which they agreed to the statements on a 7-point Likert-type scale, choosing between “Strongly disagree”, “Disagree”, “Somewhat disagree”, “Neither agree nor disagree”, “Somewhat agree”, “Agree” or “Strongly agree”. The statements were adapted from the five statements used by Malhotra et al., (2004) to measure the construct of risk belief as part of their Internet User Information Privacy Concerns (IUIPC) scale, and changed to target the specific scenario in this study. The five statements in the condition of low information sensitivity were:
	Behavioural Intention. Then the participants would be asked about the extent to which they would actually reveal the information given their scenario. Two statements were presented to this end. The information content of the statements presented here is that of the low information sensitivity condition as an example. The high information sensitivity condition featured the same two statements but then including the information of that scenario instead. One statement in the low information sensitivity condition was “How likely would it be that you would reveal your gender and age to FreeLy, given that this saves you €20 per year?”, which had to be rated by participants on a 7-point Likert-type scale with the options: “Very unlikely”, “Unlikely”, “Somewhat unlikely”, “Neither likely nor unlikely”, “Somewhat Likely”, “Likely” and “Very Likely”. The other statement in the low information sensitivity condition was “How willing would you be to reveal your gender and age to FreeLy?”, to which participants had to select one of the following options on a 7-point Likert-type scale: “Very unwilling”, “Unwilling”, “Somewhat unwilling”, “Neither willing nor unwilling”, “Somewhat willing”, “Willing” and “Very willing”.
	Inhibitory Control. Thereafter the participants were linked to an online cognitive test (specifically a ‘Simon task’) which was stated to the user to measure their “reaction time”. A product of the Simon task is a measurement termed the ‘Simon effect’ which is a measure of inhibitory control (Dean et al., 2017). The Simon task was conducted on the online PsyToolkit platform. An adaptation of the readily available Simon task demo on PsyToolkit was used (Stoet, 2017; 2010). It was optimised for use of a touchscreen. The test started with a few instruction screens. The participant was presented with the following instructions. Two circles were to be shown side by side. Always one of the circles was white and the other one red or green. The participant always had to press the left circle when one of the circles was red, no matter which of the two circles was red. If one of the circles was green then the participant always had to press the right circle, no matter which of the two circles was green. Participants were asked to be as fast as possible while still being accurate. This set of rules resulted in basically two conditions: either the circle that was colored was the circle that has to be pressed, or the the colored circle was opposite to the circle that needs to be pressed. These conditions are called ‘congruent’ and ‘incongruent’ respectively.
	Willingness to Pay. The participants were then asked for their willingness to pay to avoid sharing the information of their scenario. The question for the low information sensitivity condition was “Imagine that you are determined in joining discount club 'FreeLy'. What is the maximum annual amount you would be willing to pay to avoid sharing your gender and age? (in whole euros)”. The participant could enter any amount between and including 0 and 999 euros. But this range was only given back in the form of an error after the participant had entered something that was not a number in this range, to avoid anchoring these numbers in the participants mind to begin with (Acquisti et al., 2017).
	Expectations of Violation, Past Violations and Media Exposure on Information Misuse. Then the participants were asked to answer some questions about their expectations and experiences. First three questions were presented on one page. The expectation of the frequency of falling victim to privacy violations in the future was supposedly measured by the question “In the future, how frequently do you expect to personally be the victim of an improper invasion of your privacy?” The frequency of having ones privacy violated in the past was measured using the question “How frequently have you personally been the victim of what you felt was an improper invasion of your privacy?” Exposure to messaging about privacy vulnerabilities (specifically misuse of information collected on the internet) was measured using the question “How frequently have you heard or read during the last year about the use and potential misuse of the information collected on the Internet?” All three of these questions had to be answered on the following 7-point Likert-type scale: “Very infrequently”, “infrequently”, “Somewhat infrequently”, “Neither frequently nor infrequently”, “Somewhat frequently”, “Frequently” and “Very frequently”. The questions about exposure to messaging about privacy vulnerabilities and experienced past violation have been adapted from Malhotra et al., (2004) and only their 7-point scales were changed, mostly to be more clear and complete instead of just giving the two extremes and letting the user decide the meaning of the points in between.
	Protection Belief. Thereafter participants were asked to consider to what extent the following statement applied to them: “I believe that in general I have taken enough precautions to protect me from improper invasion of my privacy.” Which they had to answer on a 7-point Likert-type scale by choosing between “Strongly disagree”, “Disagree”, “Somewhat disagree”, “Neither agree nor disagree”, “Somewhat agree”, “Agree” or “Strongly agree”. This question was used to try to measure the perceived sufficiency of the protection level by the participant. A perceived insufficient protection level might cause worries, which could influence the variables of risk belief, inhibitory control, behavioural intention and willingness to pay.
	Survey End. After that the protection belief was measured. Finally a field was given for participants to write their email address if they wanted to partake in winning a restaurant gift card worth 30 euros, stating that the alternative for filling in their email address in that field was sending an email to the principal investigator with the subject line “WINNING”. Thereafter the participants were thanked for their time.

	3.2 Approach to Statistical Analysis
	Practical and Statistical Significance. An important note needs to be made to most of the research on modeling privacy trade-offs discussed in section 2. The fact that in many of them the statistical significance (the value of p) takes precedence over the ‘real world significance’ effect size in combination with an actual error measure in the form of a confidence interval in the interpretation of statistical results. However, only focusing on p-values and not reporting on the effect sizes that can be expected of parameters for a certain model is very limited in its real world significance and the p-value can be influenced by sheer sample size (Ziliak & McCloskey, 2008; 2004; Gill, 1999). Therefore, model variables in this study will mainly be interpreted by the size of their coefficients and their respective standard errors and confidence intervals. Their statistical significance will be an addition to this discussion more on the background. When only stating ‘significance’ in this paper this should be interpreted as at least the fact that the 95% confidence interval is bounded away from zero, meaning that the effect could not be either negative or positive but falls on one side of zero.
	Mediation. To test if a variable is a mediator between two other variables the method originally developed by Baron & Kenny (1986) and deployed in a similar setting by Dinev et al., (2013) was used. Mediation can be useful to explain how the seemingly direct relationship between two variables (e.g. A → C) can be explained statistically by a mediatory relationship through a mediator variable (e.g. B as mediator variable, so A → B → C). In short, a variable, for example B, can be said to be a mediator between two other variables, for example A and C, when three conditions are met. Firstly, the relationship between A and B needs to be statistically significant. Although I would argue that instead of looking a the p-value the confidence interval is more useful and reliable. Secondly, the relationship between A and C needs to be significant. Finally, the effect of A on C needs to become weaker or less significant when the mediator variable B is included in the regression model, compared to when it is not included in the regression (Dinev et al., 2013).


	4 Results
	4.1 Description of Sample
	4.2 Correlations
	4.3 Results of Analysis
	Inhibitory Control. Inhibitory control was found to be neither practically, nor statistically significantly affected by risk belief or protection belief (H1a and H1b not supported)(see Appendix subsection 2). Information sensitivity conditions also did not differ significantly in inhibitory control (‘Simon effect’) (two-sample t-test: t(101.84)=0.20724, p=0.8362, 95% confidence int.= [-38.55223 47.54779]). The low information-sensitivity treatment group (M=62.296) had on average a 4 milliseconds smaller Simon effect than the high information-sensitivity treatment group (M=57.798).
	Risk Belief. Because of a gap in risk belief scores it was possible to split the participants into either a low risk belief group or a medium/high risk belief group (see Appendix subsection 3). The model where the ‘continuous’ risk belief was predicted by information-sensitivity treatment condition had a much better fit (R2adj=0.379) than when the split risk belief was predicted similarly (R2adj=0.301). Therefore split risk belief has the disadvantage over ‘continuous’ risk belief.
	Behavioural Intention. Behavioural intention was hypothesized to be predicted by risk belief and by age. Additionally to checking these hypotheses some mediatory relationships were found. Risk belief was found to have a one-on-one positive effect on behavioural intention (H3a confirmed)(see Figure 8). Risk belief was also found to be the mediator between the information sensitivity and behavioural intention. Information sensitivity had no direct effect on behavioural intention when risk belief was included as a mediator (see Appendix subsection 4).
	Willingness to Pay for Non-Disclosure. Risk belief, age and protection belief were hypothesized to affect willingness to pay (WTP). The median WTP was on 10.00 euros and the mean on 21.37 euros with a minimum of 0 and a maximum of 600 euros. The effect of risk belief on WTP was found to be positive and significant, adding 41-53 euro cents per point on the 7-point risk belief scale (H4a confirmed)(see Figure 9). Unlike with behavioural intention, information sensitivity had no significant effect on WTP on its own. Thus risk belief can’t be said to be mediator between information sensitivity and WTP. Still risk belief does affect willingness to pay, but not as mediator for information sensitivity unlike with behavioural intention. One explanation for this could be that another factor forming risk belief exerts this influence instead or at least more than information sensitivity. While income was not found to have a direct effect on WTP, it was found to significantly moderate the effect between risk belief and WTP. For every 500 euros more in income, each point on the 7-point risk belief scale is worth 8 euro cents more when affecting WTP.
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	7.1 Full Correlations
	7.2 Inhibitory Control
	Risk Belief. Neither a practically nor statistically significant effect between risk belief and inhibitory control could be discovered. Moreover, the information-sensitivity treatment does not explain the variance in inhibitory control either. Also there is no interaction found between sensitivity and risk belief which affects inhibitory control. See Table 7 for a summary and comparison of the models from which the above findings were derived.
	Protection Belief. No significant effect between protection belief and inhibitory control was found. Moreover, sensitivity treatment does not explain the variance in inhibitory control either. Also there is no interaction found between sensitivity and protection, which affects inhibitory control. There is no practical significance due to the size of the confidence intervals and also no statistical significance from both the confidence intervals and the p-values (see Table 8).

	7.3 Risk Belief
	Information Sensitivity. There seems to be a statistically and practically significant effect between information sensitivity (the two treatment conditions) and risk belief. Risk belief rises about two points on the 7-point Likert-type scale between low and high information sensitivity. When risk belief is split into a low and medium/high group, then there are also statistically and practically significant effects. But then the effect size shrinks to only about a quarter of the effect size compared to using the 'continuous' risk belief measure as the variable to be explained. The model with the continues risk level as dependent variable also explains more of the variance than the model with binary risk belief as the dependent variable (telling from the R2 and adjusted R2). Measuring risk belief continuously should be preferred, at least when dependent relation upon the sensitivity of information is concerned. See Table 9 for the results mentioned in this paragraph.
	Protection Belief. There is no significant effect between protection belief and inhibitory control overall, and for the high information sensitivity. There does seem to be a statistically and practically significant small positive effect of protection belief on risk belief in the condition of low information sensitivity. This is further substantiated by adding the interaction between protection and sensitivity treatment to additional models and comparing them. The model with the interaction effects performs much better both on fit and on Akaike’s information criterion (AIC) and Beyesian information criterion (BIC) which are lowest for the model including interaction (see Table 10).
	Experienced Privacy Violations. The level of previously experienced personal privacy violations does seem to have a positive effect on risk belief with some practical and with statistical significance overall. The effect size for low information sensitivity seems higher on first sight. However, further scrutiny reveals that the interaction between experiences and information sensitivity is negligible. The effect size of the interaction is not of practical significance and its 95% confidence interval is not bounded away from zero (see Table 11), meaning that the effect could be either negative or positive.
	Exposure to Messaging about Privacy Vulnerability. The level of exposure to messaging about privacy vulnerabilities does not seem to have any effect on risk belief. The effect in both conditions and in each condition cannot be said to be of practical or statistical significance. Looking at the model wherein interaction with the information-sensitivity treatment was included, this previous suspicion is confirmed (see Table 12).

	Education. The level of education does not seem to have any effect on risk belief. The effect in both conditions together and in each condition separately cannot be said to be of practical or statistical significance. Modeling the interaction with information-sensitivity treatment confirms this (see Table 13).
	Age. The age participants seems to have a positive effect on risk belief. The effect in both conditions together and in each condition separately can be said to be both of practical or statistical significance. Modeling the interaction with the information-sensitivity treatment suggests that this particular interaction effect size is negligible and not of any significance (see Table 14).

	7.4 Risk Belief
	Risk Belief. Risk belief seems indeed to have a negative effect on behavioural intention of about one point on a 7 point Likert-type scale. The effect can be said to be both of practical and statistical significance. The interaction with information sensitivity is of no practical or statistical significance taking into account the effect size suggested by the model and its confidence interval (see Table 15). Interesting to note is that when adding information sensitivity to the model this additional variable has an insignificant effect and does not add in explanatory power. This suggests that risk belief is a mediator between information sensitivity and behavioural intention and that there is actually no direct effect between information sensitivity and behavioural intention. To test this hypothesis the method developed by Baron & Kenny (1986) and deployed in a similar setting by Dinev et al. (2013) was used. This analysis confirms that risk belief is indeed a strong mediator and that sensitivity can be said to have no practically and statistically significant direct effect on behavioural intention (see Table 16).
	Age. Age seems indeed to have a negative effect on behavioural intention. The effect can be said to be both of practical and statistical significance. For low information sensitivity the negative effect size seems to be larger than for high information sensitivity. Further scrutiny reveals that this interaction cannot be interpreted to be practically and statistically significant due to its 95% confidence interval, which is not bounded away from zero (see Table 17). From the analyses of hypotheses H2f, H3b and H3a we can suspect that risk belief might be a mediator between age and behavioural intention. This was tested using the same methodology deployed for mediation testing in H3a. Evidence for strong mediation of risk belief between age and behavioural intention is indeed found. The direct effect of age on behavioural intention is insignificant. This is further supported by the insignificance of the found interaction effect between risk belief and age to predict behavioural intention (see Table 18).

	7.5 Willingness to Pay for Non-Disclosure
	Risk Belief. There seems to be small positive effect of risk belief on willingness to pay of around 50 euro cents per additional point on the risk belief 7-point Likert-type scale. For high information sensitivity there seems to be a 10 euro cents more willingness to pay. However, testing the model with the interaction between risk belief and information sensitivity included, tells us that the interaction is not significant by means of its 95% confidence interval. Additionally, information sensitivity does not seem to have an effect on willingness to pay. Thus it seems that risk belief is no mediator between sensitivity and willingness to pay, while information sensitivity also does not affect willingness to pay directly (see Table 19). Still, risk belief positively affects willingness to pay. Therefore there can be hypothesized that there must be another latent variable affecting risk belief that makes the willingness to pay rise, or there is another variable at play that should be controlled for. A factor that could influence the relationship could be the income of the participant. From analysis the income seems not to have any practical or statistical effect on willingness to pay. The interaction between income and risk belief is however both of some practical and of statistical significance. For every 500 euros more in income, each extra point on the scale of risk belief seems to have about 8 euro cents more effect on the willingness to pay for non-disclosure (95% confidence interval between 2 euro cents and 15 euro cents). Risk belief cannot be said to mediate between income and willingness to pay, since the direct relationship of income to willingness to pay is insignificant (Dinev et al., 2013) (see Table 20).
	Age. On first sight age seems to have a positive effect on willingness to pay of about 23 euro cents per about 10 years (one bin) over both information-sensitivity treatments combined. When splitting up the treatment groups it seems that only for the low information sensitivity effect is of practical and statistical significance with about 58 euro cents more per age bin. When adding the interaction to a model, then the interaction seems of high practical and of statistical significance (see Table 21).
	Protection Belief. Contrary to the hypothesis, a small positive effect of protection belief on willingness to pay for non-disclosure seems to exist for both treatments combined and with a larger effect size for the low information sensitivity. It does not seem practically and statistically significant for the high information-sensitivity treatment group. When looking at the interaction between protection belief and sensitivity treatment, the interaction seems indeed to be quite substantial in its negative effect size and both practically and statistically significant. This would mean that people with a one point higher protection level (on a 7-point likert scale) would be willing to pay around 42 euro cents more when information sensitivity is low, but not when the sensitivity of the information at stake is high (see Table 25). This interaction is quite unusual, because the protection belief question is supposed to be independent of the treatment. The interaction could be caused by the place of the question in the questionnaire. It came near the end after the treatment had been administered in the form of the scenario. The kind of information might have been anchored in the minds of the participants, which would make them form their protection level with that information sensitivity still in mind. In that case, they would believe their protection level to be higher when having had the low information-sensitivity treatment, compared to the high information-sensitivity treatment. And that could have created the measured effect. From looking at the difference between the mean protection beliefs of low versus high sensitivity treatment groups (0.30; though not significant when taking into account its 95% confidence interval) it seems that this could be a plausible explanation for a large part of the interaction effect which was found.



